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SUMMARY

Patsei Natallia Vladimirovna

METHODS OF RELIABILITY GROWTH AND OPERATION
ALGORITHMS OF INFORMATION PROTECTION DEVICES IN 

COMPUTER NETWORKS ON THE BASE OF CRYPTO-CORRECTION 
TRANSFORMATIONS

Key words: cryptography system, error-correcting coding, reliability, error, 
fault-tolerance, noiseproof feature, devices.

The object of researche are modern cryptography systems of information 
transformation. The subject of research -  methods and algorithms of reliability 
growth this devices.

The purpose of work is the research and development of new effective methods 
of information protection in computer networks on the base of crypto transformations 
and redundancy coding, providing increased level of reliability cryptography 
protection devices.

Experimentally prove the necessity of error-correcting methods use in Crypto 
systems. Characters of error distribution and dependence of error probability 
distribution in telephony channel of discrete information transmission dependent 
upon time established. For the first time faults influence of crypto schemes element 
bases on information transformation reliability investigated. That allow to determine 
requirements to fault-tolerance crypto devices.

The new methods of crypto devices construction on the base o f code methods 
of error determine and correction and ensuring data transformation fault-tolerance 
and reliability are offered.

The new construction methods and operation algorithms of crypto-correction 
devices and information protection systems on base of error correction coding and 
crypto transformation integration are offered, what allow to increase critical 
information processing efficiency on high level of noise. Structurally-function 
schemes of crypto-correction devices are offered. Theoretically prove and 
demonstrated comparative effectiveness of using elaborated devices in consisting of 
protection system.

The obtained results can be used for safe infrastructure of inner management 
subsystems communication in enterprise networks creation.
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