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A vulnerability is defined in the standard as “A weakness of an asset or group of assets that
can be exploited by one or more threats” [1]. Vulnerability management is the process in which
vulnerabilities in are identified and the risks of these vulnerabilities are evaluated. This evaluation
leads to correcting the vulnerabilities and removing the risk or a formal risk acceptance by the
management of an organization (e.g. in case the impact of an attack would be low or the cost of
correction does not outweigh possible damages to the organization) [2].

The increasing growth of cyber-crime and the associated risks are forcing most organizations
to focus more attention on information security. A vulnerability management process should be part of
an organization’s effort to control information security risks. This process will allow an organization
to obtain a continuous overview of vulnerabilities in their IT environment and the risks associated with
them. Only by identifying and mitigating vulnerabilities in the IT environment can an organization
prevent attackers from penetrating their networks and stealing information [3].

Banks that do not maintain vulnerability management program could not comply with
Payment Card Industry Data Security Standards but also place their customers and their data at risk.
There are a number of techniques available to find and to eliminate vulnerabilities and offer increased
level of protection of the private data. A successful and robust vulnerability management requires
incorporation of various security components, the most critical of which are the risk, patch, asset,
change and configuration management. Scanning a system will identify vulnerabilities and weaknesses
that must then be addressed. The paper discusses the content of each component and integration of the
vulnerability management program into the information security program.

NIST recommends that organizations create a group of individuals, called the patch and
vulnerability group (PVG), who are specially tasked to implement the patch and vulnerability
management program [4]. The paper also discusses paper the responsibilities of the PVG members.
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AKTYAJIBHBIE BOITPOCBI PASPABOTKHU, ®OPMUPOBAHUSA U IPUMEHEHUSA
OPIr'AHU3ALIMOHHBIX METOJIOB OBECITEYEHU S HH®OPMAIIMOHHOMN
BE3OIIACHOCTH
B.B. beamen, O.A. Jlyrynikuaa

Pa3zButrne nH(OOPMAIMOHHBIX TEXHOJIOTHHA, UX MPOHUKHOBEHUE BO BCE CEphl 4EIOBEUECKOM
JISSATEIIbHOCTH TPUBOJUT K TOMY, 4TO mpoOieMbl nHpopMmarmonHoi 6e3onacHoct (MbB) ¢ xaxmbim
TOJIOM CTaHOBATCS Bce Ooslee m Ooiee aKTyalbHBIMH, M OJHOBPEMEHHO OoJyiee CIOKHBIMHU.
Texnomorun 06paboTKN WH(GOPMAIIUN HEMPEPHIBHO COBEPIICHCTBYIOTCS, & BMECTE€ C HUIMH MEHSIFOTCS
u Mmeronbl obecneuenns Ub. OprannzanmoHHo-mpaBoBoe obecneuenne Wb mpencraBmser cobOoit
COBOKYITHOCTh pEIIeHHH, 3aKOHOB, HOPMATHBOB, PETJIAMEHTHPYIONIUX KakK OOIIyI0 OpraHH3allHio
paboT mo obecneucHuio Vb, Tak u co3manue, U QYHKIIMOHUPOBAHHE CHCTEM 3allUThl MH(DOpMAaILIUU
(C31M) ©a xoOHKpeTHBIX OOBekTax. OpraHu3anMoOHHBIE MeETOAbl obOecreueHus WMB  HaxomsT
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