minimum number of scans required to meet compliance requirements. However, more frequent scanning
(e.g. weekly) provides several benefits:

The acting phase of the vulnerability management program uses the data generated from previous
phases to improve program. Changes may apply to company security policies, practices and procedures.
These changes may result in organizational risk reduction, increased process efficiency and improved
regulatory compliance. Common areas of improvement, as outlined in [4].
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PROTECTION OF SPEECH INFORMATION
DURING TRANSMISSION VIA MOBILE NETWORKS
Khomo Khoaba Bigde, E.A. Ogorodnikov, O.B. Zelmanski

With the growing importance of the telecommunication systems and internet, secure
transmission of information is crucial [1]. Cryptography helps in providing this much needed data
confidentiality by converting data into an unrecognizable form. The decryption techniques allows
intended receiver to reveal the contents of previously encrypted data via secrete keys exchanged
exclusively between transmitter and receiver. The encryption and decryption techniques can be
applied equally to a data in any form such as text, image, audio or video.

In this research the protection of speech information during transmission via mobile networks
was focused on. A voice encryption and decryption system was programmed as a real-time software
application. C# programming language was used. The NAudio class library, which is an open-source
library for controlling audio on Windows-based computers was also applied and evaluated. It can
be used with .NET applications using a variety of languages, for the protection of speech (audio)
signals the TripleDES algorithm was used.

The software application is based on the following algorithm. The original audio signal
is loaded to the wave viewer software and played by a speaker system. The data loaded and displayed
on the wave viewer is encrypted and the results as a wave format are stored. After this the encrypted
audio is loaded to the wave viewer software, played and recorded by the microphone of another
personal computer or a phone. Then the recorded encrypted audio is decrypted to the original audio
and played.
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A MODEL OF MULTI-KEY STEGANOGRAPHIC SYSTEM
P.P. Urbanovich, N.P. Shutko, A.M. Zapata

Recently, research to find new effective methods and tools of increasing the level
of confidentiality of transmitted information, as well as protecting of content from unauthorized use
are expanded and deepen. Main among these methods belongs to steganography. The steganographic
system (steganosystem) — a set of tools and techniques that are used to form a secret channel
of information transfer.

The processes of synthesis and analysis of steganographic systems are based on the use
of models of such systems. The accuracy of the modeling of the steganographic systems and their
investigation to obtain qualitative and quantitative estimates of the reliability of the use
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of steganotransformation, as well as the construction of methods for detecting of the information
embedded in a container, its modification or destruction are mainly determined by operations based
on key’s information (as in cryptographic transformations).

We present the formal mathematical description of multi-key steganography system.
The proposed model provides using of the main or primary (basic method of data
embedding/extraction) and additional keys. As additional keys of the steganographic system we will
consider a specific secret value of a set of parameters of a cryptographic or other algorithm used
for cryptographic encryption/decryption of a message [1], for redundant encoding/decoding
of a message [2] or another operation used in the embedding/extraction of the message as an additional
means of enhancing of steganographic resistance of the system.
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YITJUEPOACOJAEPKAIIME ITOKPBITUS HA OCHOBE JIET KOIIVTABKHUX IMAJIEN
A.A. AnekceeHko

B  Hacrosmiee  Bpemsl  CYNIECTBYIOT  TEXHOJIOTHYECKHE  MpHUEMbl  (OPMHPOBAHUS
PaMOTIOTIIOIAONINX TOKPBITHH ¢ 3(P(GEKTUBHBIM TOMABICHHEM MATHUTHOW WM 3JIEKTPUYECKON
COCTaBIISIIONICH C Pa3IMYHBIMH JKCILTyaTAal[MOHHBIMHA XapaKTepUCTHKaMH. B Hamiem ciydae ObUIH
pa3pa60TaHm TCXHOJOTUYECKUE MPUCMBI CO3JaHUA CETMCHTOB Ha KepaMH‘ICCKOﬁ WA METAIINYECKOMN
(aIIOMHUHWEBOW, TWTAaHOBOI) OCHOBE, TOKPBHITHIX MOAM(PHIIMPOBAHHBEIM  PaJAHOTOTIIOIIAIOIIAM
MOKPBITHEM W3 yriepona (Ha OCHOBe TrpaduTa), aKTHBUPOBAHHOTO, B YaCTHOCTH, HOHAMH METAaJLIOB
(WM BOCCTaHOBJICHHBIM MeTaJllIoM). OT)KUT TaKUX CETMEHTOB B KOHTPOJIMPYEMOW Ta30BOM cpeie
(aproH, BOJOPOA) TO3BOJISICT YIPABIATH MOP(OJOTMYECKUMH U CTPYKTYPHBIMH CBOHCTBAMHU
MOJIy4aeMbIX MOKPBITUM, a TaKXKe JelaTb HUX MHOTOCIOMHBIMA C KOHTPOJIHUPYEMOM TOJIIUHOMN:
C IICNIBIO CO3JIaHus, (PaKTUUCCKH, MUKPOBOJIHOBBIX YCTPOMCTB-TornoTuTeNei. Ha OCHOBE CerMeHTOB
pa3paboOTaHHOTO COCTaBa MOTYT OBITH TOJYYEHBl 3AIIUTHBIC DPAJAHONOTIONIAIONINE KOHCTPYKIIUU
CJIIO)KHOTO TEOMETPHYECKOT0 MPOQUIIS Ul CTAlMOHAPHBIX W TUHAMHYECKHX OOBEKTOB, CTOMKHUE
K [IeperajaM TeMIIEpaTyp U cliaboarpecCCHBHOMY BO3JIEHCTBHIO BHEITHUX cpell. Hanbompimii mHTEpec
B OTOM OTHOIICHUHU TMPECACTABIAIOT YIVICPOACOACPKAIINUE TIOKPBITHA Ha «By.HK&HH?,PIpOB&HHOfI»
sMaieBoil ocHOBe. (DaKTHUYECKH, CBOWCTBA MOKPHITHIA MOTUGHUIIMPOBAHHOTO COCTaBa (HAIpHUMeED,
cocTaBa (PyJUIEPEH-TIONYIIPOBOAHHUK) JOJDKHBI OBITh ONU3KH 1O XapaKTePUCTHKAM K «HIeaTbHOMY
MOTJIOTUTENION, paboTaroIeMy B 00JIACTH IHPOKHUX YaCTOT KaK ¢ MarHUTHOM, Tak U C 3JIEKTPUUYECKOH
COCTaBJ’IH}OHIeI\/'I BHCHIHETO J3JICKTPOMArHUTHOT'O H3JIYUCHUA. HOTGHHI/IEU'IBHEUI O6J'IaCTI) NIPUMCHCHUSA
PaMOTIOTIIOIAIONINX  (IKPAHUPYIONINX) TOKPHITHHA pa3pabOTaHHOTO cocTaBa — oOOecliedeHne
ANIEKTPOMAarHUTHOM COBMECTHUMOCTU amnmapaTypbl MU 3allUThl MEpCOHAa OT 3JIEKTPOMArHUTHOTO
H3JIYYCHHUS B He6HaFOHpI/I$ITHBIX KIIMMAaTHYCCKUX YCJIOBHAX U CHaGOaneCCI/IBHBIX cp€aax B HIMPOKOM
nuana3one paboumx Ttemreparyp. i pa3paObOTaHHBIX TEXHOJOTHMYECKHUX IPHEMOB CYIIECTBYET
BO3MOXHOCTb IOJIy4aTh CIUIOIIHOE BHEIIHEE YIIIEPOJHOE MOKPBITHE, OTAEICHHOE OT METANINYECKOM
MOBEPXHOCTH JHAIEKTPUYECKUM CIIOEM JIETKOIJIaBKOM 5Mai (B HalleM ciy4yae HCIIOJIb30BaJIHCh
docharubie smanu). HeoOX0aMMO OTMETHUTB, YTO MOKPBITUE MOXKET OBITh IMOJIyUYEHO TaKXKe B BUJC
HUCKYCCTBEHHO «TE€KCTYPUPOBAHHOI'O» BHEUIHETO CJOs, JUHUU PHUCYHKAa KOTOPOTO COCTOSIT
M3 CIIEYEHHOTO MOPOIIIKa METaljIa MJIM OKCOKOMIUIEKCOB MeTaia. [t caMux sManei, HaHOCUMBIX Ha
ATIOMHUHHUEBYIO OCHOBY, JOCTIDKMMAa KpaTKOBPEMEHHas OKCIUTyaTanusi 0e3 CYIIECTBEHHOTO
pa3pyllieHus CTPYKTYpPhl TMOKPBITUS MpPU TEMIEparypax, HE MOPEBBIIIAIONINX TOUKY ILUIABJICHUS
AJTIOMUHUSL.
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