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Abstract—The concept of information warfare involves
the use of information and communication technology to
achieve an advantage over a potential enemy. The goal is to
take decisions against their interests in the interests of their
enemies. Information structures are treated as systems that
process various types of information, provide its storage
and access to users. Such structures may include neural
networks, self-learning systems, etc. They must be prepared
to train, respond to threats and ensure the safety of their
existence, which is topical during the modern information
warfare. In this paper, the theoretical aspects related to the
security of information systems from the point of view of the
system theory and ontology approach will be considered.
Knowledge base for information structures can be elements
of artificial intelligence, which must be secured against
external threats. Ontologies have gained increasing interest
in the computer science community and their benefits are
now recognized for different applications.

Keywords—artificial neural networks, cyberwar, informa-
tion structures, information warfare, neural networks

I. INTRODUCTION

The information warfare has always existed - between
separate individuals, groups, races, religions, countries,
cultures, civilizations. It is always the forerunner and
driver of various wars. H. Lasswell [1] can be called
the information warfare theorist of the first half of the
20th century. He actively used the methods of social psy-
chology, psychoanalysis in the study of political behavior
and propaganda, identifying the role of mass media in
the course of information warfare of various states in
the world for power. He identified four main functions
of mass media:

o Collecting and spreading of information.
o Selection and commenting of information.
« Public opinion formation.

o Spread of culture.

It is obvious that all these functions are active com-
ponents of the information warfare.

The strategy of conducting information warfare by pur-
poseful influence on public opinion presupposes knowing
the moods of all social and ethnic groups, knowing
the real state of things. Hence, on the one hand, infor-
mational and psychological impact through all possible
channels, and on the other hand, a thorough study of
public opinion, that is, the identification of the reaction

— the relationship of the elite and the population to
informational and psychological influences, in order to
make adjustments to the impact parameters.

In order for the public to survive in the context of in-
formation warfare, it needs to understand the information
structures and their ability to oppose the impact of the
information warfare.

The information is tried to be stored so that it can be
easily navigated, that is to quickly find the desired infor-
mation element. Therefore, the information is structured,
that is, it is written in a definite scheme. Information
structure (IS) is now the most common term for those
aspects of a sentence’s meaning that have to do with the
way in which the hearer integrates the information into
already existing information.

An information system is a system that provides:
receiving input data; processing of the data; giving out a
result or changing its external state.

An information warfare between two information sys-
tems is an open and hidden purposeful information
influence of systems on one another with the purpose
of getting a certain win.

Information impact is carried out with the use of
information weapons, i.e. such means that allow the
conceived actions to be carried out with the transmitted,
processed, created, destroyed and perceived information.

The aim of the work is to explore the possibilities of
ontologies to describe the information structures in case
of danger.

II. THE CONCEPT OF INFORMATION WARFARE

The term “information warfare”, as the 4th generation
war, appeared in the late 80s and very quickly gained
popularity. So in the beginning of the 90s, the first
theoretical and later practical works appeared, where
various definitions of the “information warfare” were
given.

Nowadays, the term “cyber war” is used in parallel,
which is often endowed with content and meanings
attributed to “information warfare”.

The first profound definition of the term “information
warfare” was given in the 1996 report of the American
RAND Corporation “Strategic Information Warfare and
the New Face of War” [2]. According to it: "Information
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warfare is a war in the information space”. That is, a
new information space is added to the 3 military spaces
(land, naval and air) existing at that time.

Subsequently, in the joint document developed by
the headquarters of “Joint Doctrine for Information Op-
erations" [3] the definition of ‘“information warfare”,
as information operations - conflict in which critically
and strategically important resource is information that
is to be mastered or destructed was given. This is a
multidimensional concept, which is only one aspect,
the measurement of which is purely military. The term
“information operations” makes it possible, more pre-
cisely than the traditional term “information warfare”
explore the place and role of information confrontation
as components of global confrontations.

There are many other definitions, both official and non-
official. According to the work “Information Warfare and
Security” D. E. Denning said [4]: “Information warfare
is a set of operations that have the aim or to exploit the
information resources". But in the work of G. J. Stein
"Information Warfare" [5]: "Information warfare - is the
use of information to achieve our national goals."

The most profound definition of “information warfare”
was proposed by the American theorist M.C. Libitsky in
his work “What Is Information Warfare?” dated 1995,
where he identified 7 types of information wars [6]:

« Military confrontation for monopolizing command-
control functions.

« Confrontation of intelligence service and counterin-
telligence.

o Confrontation in the electronic sphere.

 Psychological operations.

o Organised spontaneous hacker attacks on informa-
tion systems.

o Informational-economic wars for controlling the
trade of information products and monopolizing
the information that is necessary to overcome the
competitors.

o Cybernetic wars in virtual space.

Information warfare can be used among the military
and among civilians. One of the types of information
warfare or a set of activities can be used for this purpose.
The types of information opposition include:

o Information warfare on the Internet - different and
often contradictory information is offered, which is
used to confuse the enemy.

o Psychological operations - the selection and de-
livering of such information, which sounds like a
counter-argument on the mood that exists in society.

« Disinformation - the promotion of false information
in order to direct the opponent side on the wrong
track.

« Destruction - the physical destruction or blocking of
electronic systems that are important to the enemy.

o Security measures - strengthening the protection
of the resources in order to preserve plans and
intentions.

« Direct information attacks - confusion of false and
truthful information.

Information warfare can be carried out both within the
state and between different countries. The effectiveness
of information warfare depends on well-composed cam-
paigning, based on the feelings and desires of members
of society.

The essence of the information warfare is to influence
the society through information. The signs of information
warfare include:

o Restriction of access to certain information: the
closure of web resources, television programs.

o Creating a negative background on specific issues
(fake news).

o Spreading of forced information in various spheres
of society.

III. TENDENCES OF INFORMATION WARFARE

Information warfares follow the entire history of
mankind. Propaganda can be considered the first version
of the information warfare. French sociologist J. Ellul
[7] offered to differentiate vertical and horizontal propa-
ganda. Vertical - this is a classic version of propaganda
- information flows from top to bottom with a passive
response from the audience.

Horizontal propaganda is realized in the group, and
does not come from above. In this situation, all par-
ticipants are equal. Today’s business actively uses pro-
paganda impact methods under other names - public
relations and advertising.

G. J. Stein publishes the study “Information Warfare”
[5], where he emphasizes that information warfare deals
with ideas. Regarding to more specific aims, he states
the following: “The goal of the information warfare is
the human mind, especially the one that makes the key
decisions of war and peace, and the one that makes
the key decisions about where, when and how to apply
the potential and opportunities that are in their strategic
structures”.

In his book “War and anti-war", A. Toffler gives
examples of what is most often used to influence others
[8]:

o Accusations of atrocities.

« Bid hyperbolization.

« Demonization and dehumanization of the opponent.

« Polarization.

« Divine sanctions.

¢ Meta-propaganda, which discredits the propaganda

of the other side.

J. Arquilla [9] has formulated the rule: only the net-
work structure can work effectively against the network
structure, therefore hierarchical structures that belong to
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the state will always lose to the network ones. Arquilla
has formulated the following three rules for this fight:

o Hierarchies find it difficult to fight networks.

¢ You need networks to fight with networks.

o Those who master the first network forms will have
significant advantages.

Today, there are many ways and methods of infor-
mation warfare. The author distinguishes software and
media.

Software means can be classified according to the tasks
performed with their help on means collecting infor-
mation, means of distorting and destroying information,
and means of influencing the functioning of information
systems. Some means can be universal and used both
to distort or destroy information, and to influence the
functioning of information systems.

The main methods and techniques of using information
weapons can be:

o Damage to individual elements of the information
infrastructure.

o The destruction or damage to the information and
software resources of the opponent, overcoming
protection systems, the introduction of viruses, tro-
jans and logic bombs.

o Impact on software and databases of information
systems and control systems with the aim to distort
or modify them.

o Capturing media channels in order to spread dis-
information, rumors, demonstrate power and bring
their demands.

o Destruction and suppression of communication
lines, artificial overloading of switching nodes.

o Impact on computer equipment in order to disable
them.

The policy of purposeful influence on public opinion
presupposes knowing the mood of the broad masses
of the people, knowing the real state of things. From
here, on the one hand, informational and psychological
impact through all possible channels, and on the other -
a thorough study of public opinion.

IV. INFLUENCE OF INFORMATION WARFARE ON
INFORMATION STRUCTURES

The information weapons have a direct relation to
the algorithms [10]. Therefore, any system capable of
processing the given algorithm by input data can be
called an information system-the object of an information
warfare.

One of the key questions leading to the indecidability
of the problem of winning an information warfare is the
following: “Is the information system able to determine
that an information warfare has been launched against
it?”

Why is it necessary to protect the information structure
from information? Because any information entering

the system inevitably changes the system. Purposeful
information impact can lead to irreversible changes and
self-destruction [10].

Therefore, information warfare is nothing but obvious
and hidden targeted informational effects of systems on
each other in order to get a certain gain.

The use of information weapons means the supply to
the input of the information self-learning system of such
a sequence of input data that activates certain algorithms
in the system.

It can be concluded, that information weapon primarily
is an algorithm. To use an information weapon is to
select the input data for the system in such a way that
certain algorithms are activated in it, and in the case of
their absence, activate the algorithms for generating the
necessary algorithms [10].

Further, we talk about information structures - training
systems - in the simplified assumption it could be artifical
neural network (ANN) and social networks. It is assumed
that an information structure is a knowledge carrier and
knowledge of an information system is expressed through
its structure. Then, to evaluate the amount of information
perceived by the system, it is logical to use such a
concept as the degree of structure modification by the
input data.

It can be said that the information structure is resistant
to external influences if the number of its elements does
not experience sharp fluctuations from these influences.

Artificial neural networks in general can not be con-
sidered as stable information structures. It is connected
with various training algorithms that work mostly on the
"black box" principle, which can make them vulnerable
to various external threats.

Artificial neural networks are considered to be a
popular approach to machine learning and perception.
Traditionally, they are attributed to the properties of self-
learning, self-organizing, having ability to process figu-
rative information in oppose to conventional algorithms,
which are also traditionally considered to be rigidly
defined, untrained, and intended for processing symbolic
information.

The more complex the network, the more parameters
it contains, the more data is required for its training. Usu-
ally we do not understand what connection the trained
neural network has with the simulated phenomenon. It
is unclear why it works and we can not predict in which
cases it can fail.

The issue of Artificial Intelligence (AI) limiting has
been raised in recent years [11], [12]. An Al box is a
hypothetical isolated computer system where a possibly
dangerous Al is kept constrained in a “virtual prison"
and is not allowed to manipulate events in the external
world. Such a box would be restricted to minimalist
communication channels. Unfortunately, even if the box
is well-designed, a sufficiently intelligent AI may nev-
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ertheless be able to persuade or trick its human keepers
into releasing it, or otherwise be able to “hack" its way
out of the box [11].

The author presents his viewpoint on Al as the pro-
tection of information structures in the context of infor-
mation warfare. In the context of information warfare
against a certain Al system (ANN or social network
based on it) a certain threshold is set up which, appar-
ently, should be calculated by some methodology, taking
into account the various activities within the framework
of the system (fake news, social surveys, etc.). The
importance of the problem must be taken into account
by the system’s developer (corporation) and, in case of
a critical situation, by the government.

In any case, the system should have a developed
mechanism that could be called a trigger, which should
respond to an extraordinary intrusion into its structure in
the context of the information warfare. At the same time,
the system is learning, re-learning, and self-learning.
If, in case of an information warfare attack against
the information structures the trigger had to work, four
situations would be possible (see Fig. 1):

o Trigger “ON” — the self-destroyed mechanism is
launched — the network activity is paralyzed, links
are destroyed. The Al box protocol is interrupted.
Trigger “OFF” — the attack is treated as false alarms
and the system continues to work in the previous
mode under the Al box protocol.

Trigger “NEUTRAL” — the attack is treated as an
unknown alert and the system continues to work in
the previous mode under the Al box protocol, but by
intensifying the analysis of the causes of the attack
and trying to identify and prevent future threats.
Trigger “COUNTERATTACK” - self-learning al-
lows the system to exit the Al box protocol frame-
work and the effects are not predictable.
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in case of information warfare attack

The author did not find a formal description of the IS
protection mechanism in the literature available, thus has
offered own concept in figure 1.

The paper also looks at considers the decision-making
algorithms in trigger management.

V. ONTOLOGY POSSIBILITIES

In recent years the development of ontologies is formal
description of the terms in the domain and the rela-
tionships between them that moves from the world of
artificial intelligence laboratories to desktops of domain
experts [13]. In the World Wide Web ontologies have
become common things. Ontologies on the net range
from large taxonomies, categorizing Web sites, to cat-
egorizations of products sold and their characteristics. In
many disciplines nowadays standardized ontologies are
being developed that can be used by domain experts to
share and annotate information in their fields.

The philosophical term “ontology” is known for a long
time, but at the end of the last century, this concept
was rethought with regard to knowledge engineering. The
classic definition of an ontology in modern information
technologies: “An ontology - a formal specification of
a conceptualization that takes place in a context of the
subject area” [14].

Informally, an ontology is a description of the view
of the world in relation to a particular area of interest.
This description consists of the terms and rules for the
use of these terms, limiting their roles within a specific
area. Formally, ontology is a system consisting of a set
of concepts and a set of statements about the concepts
on the base of which you can build up classes, objects,
relations, functions, and theories.

It is accepted that an ontology is a system of concepts
of a subject area, which is represented as a set of concepts
linked by different relations to determine the field of
knowledge. The formal structure of the ontology is an
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advantage for the quality of the method of knowledge
representation.

On a formal level, an ontology is a system consisting
of a set of concepts and a set of statements about
these concepts, on the base of which we can build
classes, objects, relations, functions and theory. The main
components of the ontology are classes or concepts,
relations, functions, axioms, examples.

There are many and different definitions of ontologies,
but the following definition has recently been accepted
as generally recognized: “An ontology is a formal ex-
plicit specification of a shared conceptualization™ [14].
Ontologies are often equated with taxonomic hierarchies
of classes. It can be said that the purpose of ontology is
to accumulate knowledge in a general and formal way.

Ontologies can be classified in different forms. One
of the most popular types of classification is offered by
Guarino, who classified types of ontologies according to
their level of dependence on a particular task or point of
view [15].

o Top-level ontologies - describe the most general

concepts that do not depend on the subject areas.

o Domain-ontologies - formal description of the sub-
ject area, used to clarify the concepts defined in the
meta-ontology and defines a common terminology
base of subject area.

« Task ontologies - an ontology that defines a common
terminology base, related to a specific task.

« Application ontologies - are often used to describe
the outcome of actions performed by the objects of
subject area or the problem.

The simplest model of ontology with relations is
usually based on a class-subclass relationships. Such
models are often called taxonomies - hierarchies of con-
cepts towards investments. Thus, the aim of building an
ontology is a representation of knowledge in a particular
subject area.

Developing framework Protege OWL tool is used for
construct this concept [16].

Protege is an ontology and knowledge base editor.
Protege is a tool that enables the construction of domain
ontologies, customized data entry forms to enter data.
Protege allows the definition of classes, class hierarchies,
variables and the relationships between classes and the
properties of these relationships.

Protege is a special tool, which is thought to create
and edit ontology, but OWL (Web Ontology Language)
is a language through which it is possible to define the
ontology. OWL ontology may include descriptions of
classes, their characteristics and their instances. OWL
formal semantics describes how, using these data get
information which was not openly described in ontology,
but which follows from the data semantics. Protege is a
free open-source platform, which contains special tool kit
which makes it possible to construct domain models and

knowledge-based applications based on ontologies. In
Protege environment a number of knowledge-modeling
structures and actions that support ontology creation,
visualization and editing of different display formats are
implemented.

The development of ontologies with Protege begins
with the definition and description of the classes hierar-
chy, after that the instances are assigned of these classes
and different type of relationships (properties in Protege)
in order to put more meaningful information within the
ontology.

The author has previously carried out the research on
the ontology-based risk analysis system concept devel-
opment [17].

The example of the given ontology is of an illustrative
nature, showing a possible ontology in case of any threats
to information structures.

Unfortunately, the author could not find examples
of similar ontologies in the protection of information
structures, thus the author provides own solution.

The following class hierarchy is defined (see Fig.2).

The top level of ontology is the Attack-detection class.
This is an abstract class, which includes all the main
classes of the subject area:

o Government or corporation.
o Situation threshold.

In the class Situation analysis the members Trigger
ON, Trigger OFF, Trigger Counterattack and Trigger
Neutral are included.

After rating all risks, the situation is analyzed accord-
ing to Figure 1. An ontology defined in Figure 2 may be
offered to define threats.

An example of a demonstration shows that with a
help of Protege an effective ontology description can
be created, but it is a sufficiently laborious process.
The author plans to continue the work on the further
development of information warfare ontology.

VI. CONCLUSION

Information warfare is a war of technologies; it is a
war in which the structures of systems, as carriers of
knowledge, collide. It is necessary to talk about the meth-
ods of information warfare because an understanding of
the techniques of information warfare makes it possible
to transfer it from the category of hidden threats into
explicit ones that can be dealt with.

Consequences of information warfare:

o Death and emigration of part of the population.

« Destruction of industry.

o Loss of territory.

« Political dependence on the winner.

o The destruction of the army or the ban on one’s own
army.

« Export of the most prospective and high technolo-
gies from the country.
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Figure 2. Example of ontology in case of IS threats

The research presents a description of a potential
counteraction against the threats of information warfare
against information systems (Al based on artificial neural
networks).

The creation of ontologies is a promising area of
modern research in information processing, including the
subject of risk analysis in various fields of application.
This article examined the ontology prototype approach
for identifying IS threats. The concept of ontology for
risk assessment of IS threats was proposed, some classes
and subclasses of ontology under development were
described. Thus, ontology becomes a system for storing
and managing knowledge.
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NH®OPMAIIMOHHBIE CTPYKTVYPBI B
KOHTEKCTE NTH®OPMAIIMOHHbBIX BOUH -
HCIIOJIb30BAHUE OHTOJIOT U

I'pabyct I1.C.

INonATne uHdOPMALMOHHON BOIHBI 10Pa3yMeBAET UCIIONb-
30BaHKe MH(OPMALIMOHHBIX 1 KOMMYHUKALMOHHBIX TEXHOJIOT Ui
UL IOCTHXEHMA TPEUMYIIECTB 110 CPABHEHHUIO C MOTEHLMAIIb-
HbIM NpOTUBHUKOM. MHdopMalnoHHas BOIHA — 3TO MaHUITY-
nanus MHpOpManuel, KOTOpoil 1oBepseT Liesb, Ledb JOJDKHA
NIPUHATDH PEIEHHs NPOTUB UX MHTEPECOB B UHTEPECax MpOTUB-
HUKOB. MH(OpMAalOHHBIE CTPYKTYpPBl PacCMaTpPUBAIOTCS Kak
cucTeMbl, 0OpabaThIBAIOIINE Pa3IMYHBEe BUIB HMH(DOpPMALNH,
ofecrieunBaoIe ee XpaHeHWe U HOCTYI K IOJb30BaTelIsM.
Takue CTPyKTypsl MOTYT BKJIIOYATh B ce0Sl HEHPOHHBIE CETH,
caMo00yyJaroImuecs CUCTEMBI U T.J1. OHM JIOJIKHBI ObITh TOTOBBIMU
K 00y4eHHIo, pearupoBarth Ha yrpo3bl ¥ oOecreunBarh Ge3ormac-
HOCTb MX CYLIECTBOBaHUsA, KOTOpas fABJISAETCS aKTyaJbHOH BO
BpeMs COBpPEMEHHO! MH(MOPMALIMOHHOIT BOWHBL. B 3T0i1 pabote
Oy/lyT paCCMOTPEHbBI TEOPETUUECKUE ACTIEKTHI, CBA3aHHbIE C Oe3-
OIIACHOCTBI0 MHPOPMALIMOHHBIX CUCTEM C TOYKHU 3PEHHUSA TEOPUI
CHCTEMBI U OHTOJIOTUUYECKOro noaxosaa. basza snanuit uagopma-
LIMOHHBIX CTPYKTYP MOXET OBITh 2JI€MEHTaMH HCKYCCTBEHHOI'O
MHTEJIeKTa, 6€30MacHOCTh KOTOPHIX JOJKHA OBITH oOecrieyeHa
OT BHEIIHUX yrpo3. B cdepe u3yuyeHns: KOMIIBIOTEPHBIX TEXHO-
JIOTUI MHTEpEeC K UCIMOJIb30BAHUIO OHTOJIOTHI BO3PACcTaeT, U UX
[IPeUMyLIECTBa Telepb IPU3HAHbI 115 PA3HBIX IPUIOKEHUI.

Co3aHie OHTOJIOTUIl SABJISAETCS NMEPCIEKTUBHBIM HaIpaBlie-
HHMEM COBPEMEHHBIX HCCJIeIOBaHMIA IO 00paboTKe MH(MOPMAINH,
BKJIIOYAsl TEMATHKy aHajIi3a PUCKOB B Pa3JIMUHBIX 00]ACTSIX
NpUMeHeHus1. B 1aHHOI cTaThe paccMaTpuBaJICs MOAXO pa3pa-
GOTKH MPOTOTUIA OHTOJIOTHH AN MaeHTH(uKanun yrpo3 MC.
Bruta mpeuiokeHa KOHLEMLUSA OHTOJIOTHU IO OLIEHKE PHCKOB
yrpo3 MC, onmcaHbsl HEKOTOpbIE KJIacChl M MOKIACCH pa3pada-
ThIBa€MOW OHTOJIOTMH. TakuM 0Opa3oM OHTOJIOTHSI CTAHOBUTCS
CHCTEMOII XpaHeH!Us U YIIPABJICHHUS 3HAHUSMH.
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