ANALYSIS OF USERS WORK IN CLOUD COMPUTING ENVIRONMENT
U.A. Vishniakou, Z.R. Al-Attar Abdulraouf

Cloud computing (CC) have many advantages, but it is very important to ensure the safety
of users and their recognition. Selected classes of threats in the CC environment related to the attacks:
on the software; on cloud elements; on hypervisor, in the control system; threats of virtualization,
migrate the virtual machines. The class of threats of users authority abuse, including due to the mutual
influence of user tasks on computing nodes leading to unauthorized user access to data. Analysis
of security mechanisms in CC systems showed that protection against joining unauthorized
components is provided by means of mutual authentication mechanisms users and providers using
digital certificates, encryption and digital signature of information transmitted between nodes
of CC environments.

The main aspects of user security in CC. 1. Privacy, to achieve it, there are two main methods:
physical separation and encryption. 2. Integrity: two main approaches to achieving it — message
authentication code and digital signature. 3. Availability: make sure that users can access in Internet
anytime and anywhere.

We consider the use of a new technology — Data-Centric Networking — DCS, which provides
data owners with full control of their security throughout the life cycle of data in CC.

ANALYSIS OF USERS WORK IN CORPORATE MANAGEMENT SYSTEM AND E-SHOP
U.A. Vishniakou, H.J. Al-Musawi Hani, I.K. Nvosu

Traditional security paradigms in corporate management systems (CMS) provide security
levels along the security perimeter: firewalls, intrusion prevention systems, encrypted network
tunneling. Information-oriented network (ICN) is considered as a promising paradigm for the next
generation of CMS working on Internet. In ICN content is more important than the host, which gives
advantages such as reduced network load, low propagation delay, scalability, etc. Named Data
Networking (NDN) represent the ICN architecture. The report presents four issues most important for
security in NDN for information protection: from new forms of unknown attacks, privacy, blocking
malicious network traffic, anomaly detection and DoS / DDoS attacks.

The following areas of protection in e-shops are highlighted: encryption method with digital
signature, use of firewall, secure sockets layer (SSL), access permission. Encryption method: MD5
algorithm and password cache are used. Cache contains random data that are used as an additional
login. A hash function hashes the password. The main function of cache is to protect against symbolic
attacks against the list of hash passwords and against pre-computed attacks in the table. Firewall:
creates an additional layer of security throughout the online store. With a firewall rule it will block
attackers or blacklist them and deny access to the site. It has a scanner to provide installation
recommendations in our e-shop. SSL protocol uses a 128-bit encryption key.

ANALYSIS OF THE BLOCK CHAIN USE
U.A. Vishniakou, R.Kh. Khudier

The functioning of the block chain and its security is provided by miners and other block chain
participants. Access to the block chain takes place using special keys that guarantee the reliability
of the entire network. Every user has it. A key is a set of cryptographic records. It is absolutely unique,
which guarantees the impossibility of data substitution and hacker attacks. To do this, hackers need
to access all the computers on the network. Mechanisms that ensure the efficiency and reliability
of the block chain are algorithms of Proof of Work (PoW) — the work done, and Proof of Stake (PoS) —
confirmation of the share. PoW in the block chain checks the calculations generated during
the creation of a new block. The block is recognized as true and closed, provided that the value
of its hash is less than the signature sought by miners. That is, a certain cryptographic cipher shows
the authenticity of the block.

Examples of block chain application in various spheres of life, in addition to finance. Personal
identification - services in the field of identification and confirmation of access rights work, which
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create a digital equivalent of an identity card. Such startups include HYRP, BlockVerify, OneName
and others. Copyright — the Ascribe platform uses the register in which artists, musicians, inventors
can store the copyright of the encrypted identifiers. Management and law — already now there are
projects like Borderless, which combine legal and economic services.

YIJIECOAEPKAIIUE 3JEKTPOMATHUTHBIE DKPAHBI
JJIs1 CUCTEM 3AIIUTHI UTHOOPMALIUU
X.A.D. Atan, O.B. boiinpas, JL.M. JIsiHbKOB

ABTOpamMH 00OCHOBaHa TEPCHEKTUBHOCTh HCIIOJNB30BaHHUSA IOPOLIKOOOPA3HBIX MaTepHAaloB
Ha OCHOBE aKTHBHPOBAaHHOTO, JPEBECHOTO M KOKOCOBOTO yIJIEH AJSl CO3JaHMs 3JIEKTPOMATHUTHBIX
9KpaHOB. YCTaHOBJEHO, YTO 3Ha4YeHUS KOd(PQUIMEHTa IMEepefadyd dIEKTPOMAarHUTHOTO H3ITy4YEHHUs
(OMMN) B mmanazone yactot 0,7-17 I'Ty 5kpaHOB Ha OCHOBE MOPOLIKOOOPA3HBIX YIIECOAEP KAIIUX
MaTepuajoB — He Oonee —7 nb (TonmuHa 3KpaHOB — 8 MM). 3HaueHUs1 KOdPHUIKEHTa OTpakeHHUs,
W3MEpEHHbIE B pEXKHUME KOPOTKOrO 3aMblkaHus, nocturaror seanmuuHbsl —10 gb. Ompeneneno,
YTO B PE3yJIbTaTe MPOMHUTHIBAHUS 10 HACHILEHUS MMOPOIIKOOOPA3HBIX YTIIeCOIepKaIluX MaTepHaOB
BOJIHBIM PacTBOPOM XJIOpHJAA KaJbLUsl MOXXHO OOECTeunTh CHIDKeHHE ¢ —7 10 —35 nb 3HaueHMid
kod(unmenta nepenaun u ¢ —10 mo —14 n1b kosddunmenta orpaxenuss IMU s1eKTpOMarHUTHBIX
OKPAaHOB Ha HX OCHOBE, YTO CBSI3aHO C YBEIHYEHHEM C 4,6'10_8—0,45 Cvm mo 0,1-70 Cm/m
YAEIbHON POBOJUMOCTH TaKUX MTOPOLIKOB.

Takum 00pa3oM, 3JIEKTPOMArHUTHBIE SKPaHbl HA OCHOBE MOPOIIKOOOPA3HBIX YTIIECOIep KalX
MaTepHajoB MOTyT OBITb HCIOJNB30BaHbl JIsI OOECIeUeHHs 3alUThl HWHPOPMAlUK OT YTEUKU
MO KaHAJly MOOOYHOTO  3JEKTPOMArHUTHOTO  W3IYYEHHUs, a TakkKe B HENIX CHIDKEHHS
PaZnOIOKAIMOHHOM 3aMETHOCTH Ha3eMHBIX OOBEKTOB.

HOATrOTOBKA CHEIUAJUCTOB IO TEXHUYECKOM 3AIIATE NTH®OPMAILIUN
B.M. Anedupenko

[loaroroBka crienuaIrCcTOB MO CEHUATBLHOCTH «TexHuueckoe obecrneueHrne 0e30macHOCTHY,
ciequanu3an «TeXHUYecKne CpelcTBa 3aluThl MHPOpMaIMU» OCYIIECTBIsUIAch B bemopycckom
TOCYAapCTBEHHOM YHUBepcUTeTe HH(GOPMATUKH W paauodiekTpoHukun ¢ 2002 mo 2017 rogsl.
O6pasoBaTenbpHas MporpaMMa IOATOTOBKM CIIEUATMCTa MpeaycMaTpuBaia HW3ydeHHE LUKIIOB
COLIMANIbHO-TYMAaHUTAPHBIX, ECTECTBEHHOHAYYHBIX, OOIIENpOo(ecCHOHANBHBIX M  CHELUAIBHBIX
JOUCUUIUINH, TUCUUIUIMH CTIeUaan3anny, GaKylbTaTHBHbIC JUCIUILUINHEI, 9K3aMEHAIIMOHHBIE CECCUH,
TpH BUJAA NPAKTUK, AWIJIOMHOE NMPOEKTUPOBAHHME M HUTOrOBYIO T'OCYJapCTBEHHYIO aTTecTanuio [1].
Hukn oOmenpodeccHoHaNnbHBIX M CHENUAJbHBIX AWMCHMIUIMH BKJIIOYAI B ce0s  00s3aTelbHBIHN
KOMITOHEHT, BY30BCKMI KOMIIOHEHT W AWCIMIUIMHBI MO BBIOOpY. LIMKI MUCHMIUIMH crienyain3anui
BKIIO4Yad B ceOs Takue IUCHMIUIMHBI Kak: «[lepBuuHble H3MepHTENbHBIE MpeoOpa3oBaTenu
U UX IPUMEHEHUE B CHCTEeMax oOecrieueHns 0e30macHOCTHy, «Pu3nyeckrue U amnmapaTtHble CpeCcTBa
3ammThl HHPopMammy», «Texauyeckas 3amuTa HHGOPMALUK B KaHaJlaX YTEUKH W BBIYHUCIUTEIBHBIX
cucTeMax U ceTsix», «TexHHueckne W MporpaMMHBIE CPEACTBA 3aIlIMTHl MHPOPMALUK B O(UCHBIX
n 0aHKOBCKUX cucTeMax» U «lIpoekTHpoBaHHE BJIEKTPOHHBIX CpPEACTB W CUCTEM OOecreyeHus
O0ezonacHocTr». OOydeHWe CTYAGHTOB 1O clenuadbHocTH  «TexHuueckoe obecreueHue
0e30MacHOCTH» MPEIyCMAaTPUBAIO KaK OYHYIO (AHEBHYIO), TaK M 3a04Hyl0 (opmbl oOyueHus. [lpu
OHEeBHOU (opMe 00yueHHs CPOK MOATOTOBKH CIELUAIMCTa COCTABIsUT 5 JieT, a Mo 3a04HOi (dopme
oOyueHust yBenuuuBaics Ha | rTom. B yHHBepcuTeTe OCYIIECTBISUIACH TakXKe IOATOTOBKA
CIIENUAIUCTOB 10 3a04yHOM (¢opme oOyueHHMs Uil TOJNYy4YeHHs BbICIIero oOpa3oBaHMUS,
WHTETPUPOBAHHOIO CO CPEIHUM CIENUaIbHBIM 00pa30BaHUEM, YTO COKPAILAJIO BPEMsI IIOATOTOBKH 110
4 gqer. [loAroToBka crenuaIrcTOB MPOBOAMIACH KaK Ha OIODKETHOM, TaK M Ha IJIATHOW OCHOBE.
Brimyckaromeir xkadenpoii siBnsinacek kadeapa «IIpoexrupoBanue HHGOpMAaLMOHHO-KOMITBIOTEPHBIX
cuctem». [Ipy NOATOTOBKE CHELMAIMCTOB IO cHenuaidbHOCTH «TexHuueckoe obecneueHue
0€30MacHOCTH» HCHOJIB30BAJKMCh PA3IMYHble BHIbl HHHOBALMOHHBIX TEXHOIOTWH, BKIIOYAs
cOOCTBEHHBIE pa3pabOTKM yHHMBEpCUTETa. 3a BECh MEpPHOJ MOATOTOBKU MO BceM (opmam oOyueHwHs
no cnenuanbHocTH «TexHnuyeckoe obecrieueHne 0e30macHOCTH» B BenopycckoM rocyaapcTBEHHOM

12



