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INTRODUCTION
The relevance of the research topic. Information security has assumed great
importance, especially in cloud computing. There are many additionally threats in
cloud area, so research topic, connecting with investigation in this direction is
relevant and actual.

GENERAL DESCRIPTION OF WORK

Communication with major scientific programs and themes. The
dissertation research is performed within the research project «New technologies of
information management and e-marketing» Ne State registration 20162075 from
03.06.2016.

The aims and objectives of the study. The purpose of the master's work - to
explore the methods and means of information security systems in cloud computing
(CC).

To achieve this goal it is necessary to solve the following related tasks:

- an analysis of information means implementation of cloud computing;

- provide an analysis of models and protection systems in cloud computing;

- submit a software mobile applications in cloud computing with gipervise
defense.

The object and subject of investigation. The object of the research is the
methods and means of information protection applications in CC.

The subject of research is the protection of information systems in the CC.

The main provisions of the investigation for the defense:

1. Analysis of the methods and means of protection in cloud computing;

2. The analysis of the models of information protection in cloud computing;

3. Presents the software mobile applications in cloud computing with gipervise
defense.

Testing results of the investigation. The main provisions of this study were
presented at the XVII Belorussian-Russian scien.-technic. conf. «Technical Tools of
Information Defense» (Minsk, 11 June 2019) in 2019, seminar «Coding and digital
signal processing in infocommunications» (Minsk, April 2020). Minsk: BSUIR,
2020, 56 scientific cong. of PhD, Master and students of BSUIR (Minsk, April 2020).
Minsk: BSUIR, 2020.

Publication of the results. The results of the study published three scientific
papers (abstracts). Including 3 - in the materials of scientific conferences and
seminar.

The structure and scope of the thesis. Structural parts of the thesis:
introduction, general characteristics of the work, three chapters, conclusion,
bibliography, consisting of 39 titles and 3 authors, 10 pictures , 7 tables.



Short description of work
1.Definition of concept CC security
Cloud security, also known as cloud computing security, consists of a set of policies,
controls, procedures and technologies that work together to protect cloud-based
systems, data and infrastructure. These security measures are configured to protect
data, support regulatory compliance and protect customers' privacy as well as setting
authentication rules for individual users and devices. From authenticating access to
filtering traffic, cloud security can be configured to the exact needs of the business.
And because these rules can be configured and managed in one place, administration
overheads are reduced and IT teams empowered to focus on other areas of the
business.
The way cloud security is delivered will depend on the individual cloud provider or
the cloud security solutions in place. However, implementation of cloud security
processes should be a joint responsibility between the business owner and solution
provider.
2.Full virtualization - in which unmodified instances of guest operating systems are
used, and to support the operation of these OSs, @a common layer for emulating their
execution on top of the host OS is used, the role of which is a regular OS.
Paravirtualization - in which the guest OS kernel is modified, a new set of APIs is
included in it, through which it can directly work with the hardware without conflict
with other VMs.
3.statement of the problem
The purpose of this chapter of the master's work is to develop a method for unifying
information communication between peripheral devices and a mobile application in
the cloud, taking into account protection. In order to most effectively move towards
the intended goal, we needto decompose it into smaller tasks, the solution of which
individually and combining them together should lead us to the specified goal. Since
the most popular brand of a mobile device is Apple’s IPhone campaign smartphone,
and for it the most reliable devices for commercial tasks are LineaPro 5 and
HoneywellSL 42, we will consider them as target devices.
Define the range of tasks to be solved:
* Explore SDK structures provided by LineaPro 5 and HoneywellSL 42
manufacturers.
» Develop a UML diagram of summarized data.
* Implement this approach in the form of a library written in the C # programming
language using the VisualStudio 2013 tool.
* Implement a mobile application for communication with various company services
that provide a web interface using the framework developed in the previous step.
* Introduce means for monitoring the processes of information interaction between
applications and the hypervisor in the cloud.

The result of the solution of the tasks set should be a mobile application with a
unified communication method for the most famous and reliable manufacturers of
peripherals connected to mobile smartphones and means of monitoring the interaction
of applications and the hypervisor in the cloud.



Conclusion
1. Ha ocHOBaHMM aHanM3a BBIIBIEHBI OCHOBHBIE TPeOOBaHMS MO O€30MaCHOCTH K

cpene OB: KpyriocyTOouHbId  MOHUTOPHUHI  3alIUIIEHHOCTH; J€TEKTUPOBAHUE
BpenoHocHoro I10 B rocreBbix OC u runepBuszope; 3amura camux BM; cpeacrsa
3alUThl HE JOJDKHBI  3HAYUTEIBHO CKa3bIBaThCA  HA MPOU3BOJMUTEIILHOCTH
MOACUCTEMBl  ympaBieHus. Beixon mia  mposaiinepoB OB — ucnonbs3zoBanue
CHIELUATTU3UPOBAHHBIX CPEACTB  3alllUThl, YYUTHIBAIOIIUX  TEXHOJIOTHIO
BUPTYyaJIU3alMU. IEJIOCTHOCTh JAHHBIX W MPUIIOKEHUHN; 3aluTa MEepuMeTpa U
pasrpaHUYEHUE CETH.

2. OcHoBHble yrpo3sl st cpeasl OB: BM  ounamuunsi, onu XKIOHUPYIOTCS U
MOTYT «IE€pEeMEeIIaThCs» MEXAy (PU3NUecKuMHU  cepBepaMH, 4YTO  BJIUSET Ha
pa3paboTKy LIENOCTHOCTH CHCTeMbl 0Oe3omacHoCTH; cepgepbl OB 1 NOKajdbHBIE
dbuzndeckue KiIacTepbl UCMONB3YIOT oaHU W Te € OC u mnpunoXeHus, 4To
YBEJIIMUMBACT «aTaKyeMyl  TOBEPXHOCTb»; Koeoa  BM  ewiknouena, oOHa
MOJIBEpraeTcsi OMacCHOCTH 3apa)xxeHus; Npu ucnoaszosanuu OB nepumerp cetu
pa3MbIBaeTCS WJIM HKCYE3aeT, YTO TNPHUBOJAMT K.  TOMY, YTO 3allUTa MEHEe
3alIMIIEHHOM 4YacTW CEeTU ompenenseT  oOmui ypoBeHb 0€30MacHOCTH; I/
3awumsl  OMm @QYHKYUOHANbHBLIX amaxk s Kaxjaoro cermenta cpeast OB
HEOOXOJMMO HCHOJB30BaTh CIEAYIOIKME CpeACTBAa 3alluThl: JUIsl  cepBepa
KOHTpoJuiepa noMeHa — 3¢ dexTuBHyt0 3amuTty oT DoS-atak, ans Beb6-cepsepa —
KOHTPOJIb  LIEJIOCTHOCTH CTPAaHMUI, JJI1 CepBepa MPUIOKEHUN — DKpaH YypOBHS
OPWIOKEHUM, [JI1 CHUCTEMBI XPAaHEHUs [aHHBIX — PE3EpPBHOE KOIMHUPOBAHME,
pasrpaHHyueHue JOCTYNA; 60abluHCMB0 noab308amenell NOOKIOUaAmes K o01axy,
ucnonb3ysa Opaysep (arakm Cross Site Scripting, «Kpaxka» MapoJyieid, TepexBaThl
ceccuil Opaysepa, aTaka «4elIOBEeK IMOoCpeuHe» U T. 1.); boavuoe xonuwecmeo BM,
TpeOyeT ~ HalW4Yhe CHCTEM YIIpaBJICHHUS, BMEMIATEIBCTBO B KOTOPYIO MOXKET
MPUBECTU K OJOKUpoBaHMIO paboThl BM; aTaka Ha THNEpBU30p MOXKET MPUBECTH K
TOMY, 4T0 0JilHa BM CMOXKET moiayduTh JOCTYN K NaMsTH W pecypcam JIpyromu.

3. OnpenienieHpl OCHOBHBIE TIPHHIIUIIBI TSI UCTIONB30BAHMST MOOKJIBHBIX YCTPOWCTB B
obmauHon cpene. PazpabotaHo MOOWMITBHOE TIPUIIOKEHHE C HICTIONB30BAHKE TIEpU(EpUITHBIX
YCTPOICTB JUIs1 ONTUMU3ALMHA KOMMEPUECKHX 3a,1aY.

4. ChopMyIMpOBaHO  YCIOBHE  HCWTpalM3allid  aTaKk Ha  CPEJCTBa
BUPTYaIU3alMU: KaXIblii KOMIOHEHT C JOJKEH o001ajaTh MNPUBUIETHSIMHU, HE
MPEBBIIAIOIMMHY MUHUMAJIBHO HEOOXOIUMBIE JJI €r0 paOOThI.
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