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1 IIEJIb IABOPATOPHOM PABOTHI

1 M3yuuTh OCHOBHBIEC MPUHIUIIBI pa00Thl MHAYKTUBHBIX RFID-ycTpoiicTB.

2 M3yuutb MeTOABl OpraHu3alMdd CUCTEM 3alluThl HH(opmanuu Ha 0aze
MHAYKTUBHBIX RFID-ycTpOounCTB.

3 U3yuuTh NpUHUUIB OPraHHU3alMU MPOTOKOJOB ayTeHTU(]UKalKU, oOecredeHus
CEKPETHOCTH U LIEIOCTHOCTHU NIEpeaBaeMoi HH(OpMaLUU.

4 HccnenoBaTh Ka4eCTBEHHBIE XapAaKTEPUCTHKHU KIIFOYEBOI'O IIPOCTPAHCTBA CUCTEM
3alUThl HHPOpPMaLIUU Ha 6a3e CUMMETPUYHBIX U POB.

5 IIpuoOpecTH HaBBIKU MOCTPOCHUS KPUNITOTpaPUUeCcKUX MPOTOKOIOB U MPOrpaMm

IJIA opraHu3alu CUCTCM 3allIHUThI I/IH(l)OpMa]_II/II/I.

2 KPATKHUE TEOPETUYECKHUE CBEJIEHUSA

2.1 ba3oBbie NpUHUUNBI (PYHKIIMOHMPOBAHUSA CHCTEM PaIHO4aCTOTHOM

UICHTUPUKANA

2.1.1 Ocnoeuwvie komnoneumor REID-cucmem

CucremMa paauovacTOTHOW WACHTH(PUKAIIMM COCTOMT M3 JIBYX OCHOBHBIX
KOMITOHEHTOB (puc. 2.1):

— TPaHCIOHJEP, 3aKpeIUIAEMbIi Ha 00BEKTE, KOTOPBIA JOJDKEH MPOUTH TPOLEIYPY
UACHTUUKAIHY,

— CUNTHIBAIONIEE YCTPOMCTBO, WU pHIEP, KOTOPOE, B 3aBUCUMOCTH OT

IMPHIIOKCHUS, MOKET HC TOJIBKO CHUTLIBATb, HO U 3allMChIBATb JaHHBIC.



4 HlanHble » beckoHTakTHBIN
— Pugep RFID e[ AKTOBBII CUTHA == HOCHUTEIb JAHHBIX
9Heprﬂﬂq (TpaHCHOHHep)

DJIEMEHT CBS3HU
[punoxkenue (KaTylllKa, aHTCHHA)

-

PI/ICYHOK 2.1 — OcHOBHBIE KOMITOHEHTHI CUCTEMBI paI[HoqaCTOTHOﬁ I/II[CHTI/I(i)I/IKaLII/II/I:

CJICBA — CYUTBIBAIOICC YCTpOﬁCTBO, CIIpaBa — TPAHCIIOHACP

CuuTtbiBaTeN b OOBIYHO COACPIKUT PAMOYACTOTHBIN MOIYIb (TIepeaaTyuK U MPUEMHHUK ),
OJIOK YIIpaBJICHMS, BKJIIOYAIOIMIUA MHUKPOIPOIECCOP M MaMATh, M DJEMEHT CBS3U C
TpaHcnoHaepoM. Kpome Toro, MHOrMe CUMTBIBATENM OOOPYIYIOTCS JIOMOJHUTEIHHBIM
untepdericom (RS 232, RS 485, USB u ap.), uToObl UMETh BO3MOXKHOCTH TMEpEaaBaTh
MpUHATHIE JaHHBIE B Apyryto cuctemy (IK, cuctemy o0paboTKu JaHHBIX U T.IL.).

Tpancnonaep npeacrabisieT cobor Hocutenb HaHHBIX RFID-cucteMbl, U 00BIYHO
BKJIIOYAaE€T B ce0s MPUEMHUK, MEpelarollyl0 CXeMy, aHTeHHY W OJIOK HaMsTH IJis
xpaneHus: uHpopmaruu. [IpueMHMK, mepenaronas cxeMa U MaMsITh KOHCTPYKTUBHO
BBITIOJIHSAIOTCSI B BUJE OTNEIBHON HWHTErpalbHOM CXeMbl (4HMa), TMOITOMY BHEIIHE
Ka)ETCsl, YTO PAAUOYACTOTHASI METKA COCTOUT BCErO M3 JBYX YaCTE€W: MHOTOBUTKOBOU
AHTEHHbl M WHTETPAIBHOW cXeMbl. MHOTHAa B COCTaB KOHCTPYKLIMHU PaJIUOYaCTOTHOU
METKH BKJIFOYAETCSI aBTOHOMHBIN UCTOYHUK ITUTAHUS.

[Iponecc paguoyacToTHON HIEHTU(PUKAIIMN BBIMOIHAETCS CIASAYIOIINM 00pa3oM:

- MepelaTyrK CUWTHIBATENsl Yepe3 aHTEHHY HENpPephIBHO (WM B 3aJlaHHOE BpEMs)
M3JIy4aeT MOCBUIKY PaIMOCUTHANIA C TIPUHATON B IAHHOM CUCTEME YaCTOTOM;

- TPAHCIIOHJIEP, HAXOIALIMMCSA B 30HE JACHUCTBUS CUUTHIBATENS, YEPE3 CBOKO AHTCHHY
MIPUHUMAET ITOT PATUOCUTHAII U UCTIOIB3YET €ro SHEPTHUIO YIS JICKTPONUTAHUS (B 3TOM

3aKJII0YAeTCsl TACCUBHOCTh WIEHTH(HUKATOpa — eMy He TpeOyeTcs MCTOYHMK IHTaHUs).
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Tpancnongep cuMThIBa€T KOJ W3 CBOEro 3aloMMHaromero yctpoiictea (3Y) wu
MOJYJIMPYET UM OTBETHBIN paJOCUTHAT,

- CUMTHIBATEb IPUHUMAET OTBETHBIM CUTHAJI, BBIACIISET 3aK/IFOUYEHHBIA B HEM KOZ,
MIPOBOAUT, €CJIA 3TO MPEAYCMOTPEHO, OMNEpPAalMHd KPUNTO3AIUTHI W  MPOLEAYpPHI
AHTUKOJUTM3UU  (TIOCIIEIOBAaTEeNIbHOM  PabOThl € HECKOJbKUMHU HMJIECHTU(UKATOPaMH,
OJTHOBPEMEHHO HAaXOISUIMMHUCA B 30HE JCHCTBUS CUMTHIBATENsA) W MEpPeIacT
nH(pOpMALIMIO 1O HA3HAYEHWIO: B NPUIOXKEHHE, CUCTEeME OO0pabOTKH JIaHHBIX WIH

orepaTopy.

2.1.2 Cucmemol RFID ¢ unoykmugHoii c6s3vi0

Pa6ota nHaykTHBHO CBsizaHHOM cucteMbl RFID ocHOBaHa Ha CBS3U JIBYX DJIEKTPHUUECKHUX
Ierel CUCTEMBI Yepe3 MarHuTHoe Tosie. VHIyKTHBHAs CBSi3b BO3MOXKHA TOJILKO B OJIVDKHEH
30HE AHTEHHBI MEPENATUMKa, TIE SJIEKTPOMArHUTHOE MOJIE €IIe HE OTJIEICHO OT AHTCHHBI.
Cucrembl RFID, wucnonb3ymoomme WHAYKTUBHYKO CBSI3b MEXAY TPAHCIOHACPOM U
CUMTBIBaTeJIeM, PabOTar0T Ha yacTtoTe Hke 135 k[ wim B nuanazonax yactot 6,78; 13,56 u
27,125 MTI'L.

TpancrioHnepsbl ¢ MHAYKTUBHOM CBSI3BIO MOUTH BCEra pabOTarOT B TACCHBHOM PEXHME.
DTO 03HAyYaeT, YTO BCS SHEPrHsi, HEOOXoauMast 1jisl paboThl MUKPOUMIIA, JOJDKHA TTOaBAThCS
OT cuuThIBaTes (puc. 2.2).

CuunThIBaTENb BBITOJHAET IBE OCHOBHBIE 33/1a4M:

- TEHEPAIMIO AJIEKTPOMArHUTHBIX KOJIEOaHUM, YTOOBI MOJIaTh SHEPTUIO HA TPAHCHIOHIEP
Y MPUBECTHU €TO B JICHCTBUE;

- IEpEaavy AJaHHbIX U KOMAaH/ K TPaHCIIOHACPY M MMOJIYUYCHHE JaAHHBIX OT TPAHCIIOHACpaA.
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Pucynok 2.2 — Cxema cuctembl RFID ¢ HHIyKTUBHO# CBS3bIO
2.2 O0ecneuenue 0e30macHOCTH AaHHBIX B cuctemax RFID

Cucrembl RFID Bce uyaiie UCHOAB3YIOTCSI B OTBETCTBEHHBIX MPUIIOKECHUSX,
TpeOyIOIMX JIOCTAaTOYHOrO YpoBHS Oe3omacHoctu. [lpu mepemade paHHBIX C
HCIIOJIb30BaHUEM O€CKOHTAKTHOM TEXHOJIOTUU OYEHb BEPOSITHO, YTO MOTYT BO3HUKHYTh
MOMEXH, BBI3BIBAIOIINE HEKEIATEIbHbIE HW3MEHCHUA B IEPEIABAEMBIX JAHHBIX W,
COOTBETCTBEHHO, BeAymIne K omuOkam nepenauu. Ha cuctemsr RFID, paGoraromniue B
TaKUX MPUIIOKEHUSIX, MOTYT HETATUBHO BO3JIEMCTBOBATH KaK CIIy4YalHbIE TIOMEXH, TAK U
MpeHAMEPEHHBIC aTaKh 3J10YMBIIIJICHHUKOB, KOTOPHIEC MBITAIOTCS OOMaHyTh CUCTEMY
RFID, uTo0bI 100UTHCSI HEABTOPU30BAHHOTO JIOCTYTIA.

Kpurepusmu 6e3onacHoctu 1anHbiX B cuctemax RFID sBasitoTcst MX 11€I0CTHOCTb,
KOH(PUIAEHIINATBHOCTD U IOCTYITHOCTb.

Hlns obecrieyeHnss O€30MACHOCTH JIAaHHBIX HEOOXOAMMO TOJJIEPKUBATH TPHU
OCHOBHBIEC () YHKITUU:

— LEJIOCTHOCTbH JIaHHBIX;

— 3al0ATy  TE€PEeNaBAEMbIX WM  XpPaHUMBIX B  NaMsITA  JAHHBIX  OT

HCCAHKIMUOHUPOBAHHOT'O JOCTYIIA,



— aYTCHTI/I(i)I/IKaI_II/IIO TPAaHCIIOHACPOB U CUMTBIBaTEIICH npu  yCTaHOBJICHHH
COCOAMHCHMUA.
Tunuunas CTPYKTypa TpaHCIIOHIACPA, IMOAACPKHUBAIOIICTO OIIMCAHHBIC BBIIIC

(GbyHKUMHU, TpeicTaBlIeHa Ha pucC. 2.3.
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Pucynok 2.3 — biiok-cxema TpaHcnonziepa

2.2.1 Obecneuenue yerocmnocmu OAHHbIX

IMon yrpo3oii HapyuieHUs LEIOCTHOCTH MOHUMAETCs J00oe CciaydyalHOe WIIu
YMBIILJIEHHOE U3MEHEHNE WH(POpMAITH, XPAHAIICHCS B BBIUUCIUTEIBHOW CUCTEME WUIIU
nepeaBaeMou U3 OJHOM CUCTEMBI B IPYTYIO.

B cucremax RFID nns oOecrnedeHus IEJIOCTHOCTH TIEpeaaBaeMbIX JTaHHBIX
HCIIOIB3YIOTCS TIPOLIEAYPhl MPOBEPKH JaHHBIX HA YETHOCTh, MPOIEAYPHl KOHTPOJIS
I[EJTOCTHOCTH ¥ UCIIPABJICHUS OIIMOOK C MOMOIIIBIO ITUKIINYECKUX N30BITOYHBIX KOJIOB, a

TAKKC MIPOUCAYPHI C UCIIOJIB30BAHNCM OJHOHAIIPABIICHHBIX q)YHKHI/IfI XOIUPOBAaHUA.



2.2.2 Obecnevenue KOHGUOCHYUATLHOCU NePedasaemblx OAHHbIX

PaznuuaroT 1Ba OCHOBHBIX THIIA AaTak: IIACCUBHBIE W AaKTUBHbIC. llaccuBHBIN
aTaKyIOILIHUM, HE BMEIIUBASCh B IPOLIECC IIEPEaUYU JAHHBIX, CTAPACTCS €€ MOJACIYIIATh
U 3alucaTh, YTOObI PAaCKPBHITh KOH(HUICHIHAIBbHYI0 MH(OPMAIMIO B MPOTHBONPABHBIX
LHensX.  AKTUBHBIM  aTaKyMIIWM,  HAmpOTUB,  CTApaeTcs  MaHUIYJHUPOBATH
[Iepe1aBaeMbIMU JaHHBIMU U U3MEHUTH UX JUJISI CBOCU BBITOJIBI.

JUist 3amuThl KOH(PHUISHIMATBLHOCTH MEpeJaBaeMbIX JaHHBIX OT IMACCHUBHBIX H
aKTUBHBIX aTaK MCIOJB3YIOTCS KpUNTOrpapuyeckue Mporeaypbl. B Lemsx 3aimuTbl
NepeaBaeMblX WM XPAaHUMBIX B TaMATH JaHHBIX - (OTKPBITHIM TEKCT) OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYNa OHU MOTYT OBbITh 3alIM(POBaHBL J0 Mepeayd TaKUM
o0pa3oM, 4TOOBl TOTEHUMUAIBHBIM AaTAKyIOUIMI HE MOT ONpPENETUTh HCTUHHOE
coJiep KaHHe 3TUX JAHHBIX (OTKPBITOI'O TEKCTA).

Cnenyer ortmetuth, uTo B RFID-cucteMax npeuMyIIECTBEHHO HCIOJIB3YIOTCS
MPOLEIYyPbl CUMMETPUYHOTIO MIH(PPOBaHUS, B KOTOPBHIX NPUMEHSIOTCS OJAMHAKOBbHIE

KJTFOUH JUIsl U(poBaHus U paciiu@poBaHHMs.

2.2.3 Aymenmughuxayusa mpancnonoepa u cuumsigamens Ha Oaze CUMMEMPUYHBIX

aneopummos wu@posanus

Korpa tpancnoHznep BIiepBble BXOJUT B 30HY OIPOCA CUUTHIBATEINS, HEOOXOIUMO
yOenuTbcs, YTO M TPAHCIOHJEP, U CUYUTHIBATENb NPHUHAIJIEKAT OAHOMY M TOMY K€
npuioxkeHuto. C TOUKU 3peHUs CUYUTHIBATEINSI, HEOOXOAMMO 3alIUTUTh MPUITIOKEHHUE OT
MaHUIYJSIINN, UcTionb3ys (anbcuduipoBannbie gaHHble. C MO3UIMKA TpaHCIIOHAEPA,
CYLIECTBYET HEOOXOJUMOCThH 3aIMTUTh XPAHUMbIE JaHHbIE OT HEABTOPU30BAHHOIO
YTeHHUs] WU nepe3anucu. Takum oOpa3zoMm, HeoOXoAuMa B3aWMHas ayTeHTU(UKAIUS
CUUTBIBATENS U TPAHCIIOHAEPA.

Bzaumnas aymenmugpuxayus ¢ ucnonv3o8anuem ceKpemno20 KpUunmokaod.

B3aumuas  ayreHTuUKaMsS ~ MEXAY ~— CUMTBIBATeIeM U TPAHCIOHIEPOM

OCHOBBIBAETCSA Ha MPUHIMUIIE B3aUMHOMN ayTreHTU(uKanuu corijacHo ISO/IEC 9798-2,
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Ipy KOTOpoi 00a ydacTHMKAa KOMMYHHUKAIIMHM MPOBEPAIOT 3HAHUE JIPYroil CTOPOHOM
HEKOTOPOI'0 CeKpeTa (CEKpETHOr0 KPUIITOKIIIOUA).

B »T0if mpouenype Bce TpaHCHOHAEPH W MPUEMHHUKH, O0Opa3ylolIue HEKOTOPHIH
CEerMEHT MPUJIOKEHHUS, BIAJICIOT OJTHUM M TEM € CEKPETHBIM KPUIITOKIOUOM K st
CUMMETPHUYHOT'0 aIropuT™Ma MmMu(poBaHus.

[Ipouenypa B3auMHON ayTeHTU(UKAIIMY HAYMHACTCS C OTIPABIICHUS CUUTHIBATEIIEM
TpaHCHOHJIepY 3ampoca (HauaTh ayTeHTU(UKAIUIO).

OTBeuasi, TPaHCIOHJEP T'E€HEPUPYET ClaydallHOE 4YMCIO 7, (OTKIMK) M OTIPABISIET

ero oOpaTHO Ha CUUTHIBATEIND (puUC. 2.4).

3anpoc
CuuTsiBaTENb T Tpancnonaep
Bl
Kirou K B2 Kimrou K

Pucynok 2.4 — [Iponieaypa B3auMHON ayTeHTH(PUKALIUH

MCXKAY TPAHCTIOHACPOM U CUHHUTLIBATCIICM

Tenepp cuuThIBaTENh TEHEPUPYET CIydyalHOE 4YHCIO 7. Mcmonb3ys oOmmii
CEKpETHBIM K04 K 1 oOmui anroput™M mudpoBaHus E,, CUUTHIBATENb BBIYUCIISIET
0JI0K MM(PPOBAaHHBIX AAHHBIX 5|, KOTOPBIA COAEPKUT Kak clydallHble 4YUClla, TaK U
JOTIOJIHUTENIbHBIE - KOHTPOJIbHBIE JaHHble Data,, W OTHPaBISeT 3TOT OJOK JaHHBIX
TpaHcnouaepy: B, = E (r,,ry,ID ,Data,).

B Tpancnionnepe nonydeHHbIN OJIOK NaHHBIX B, pacmM@poBBIBACTCA U CIy4ailHOE
quciIo r',, COAEpXKalleecs B BOCCTAaHOBJICHHOM TEKCTE, CPAaBHHUBACTCS C paHee
IIEPENaHHbBIM 4MCIOM 7,. Ecim 3TH 1Ba 4uciia COBHAAAKOT, TOIAA TPAHCIIOHIEP

y6e>1<11aeTc51, 4dTO y CUUTBIBATCIIA U HCTO OHHHaKOBBIﬁ O6H.IPII>1 kiao4d. B TPAaHCIIOHACPC

ICHCPUPYCTCA C€UIC OOHO cnyqaﬁHoe qucCJIO ¥, ,, OHO HCIIOJB3YCTCs JIS1I BBIYHCIICHHS

0J10Ka H_II/I(i)pOBaHHBIX JaHHBIX BZ’ KOTOpBIﬁ COIACPKUT TAKXKE 7y KW KOHTPOJIBHBIC
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nanHble Data,. binox B, oTnpaBiasercs OT TpPaHCIOHJAEpAa K CUUTHIBATEINIO:
B, =Ey(r,,,ry,Data,).

CunTsiBaTENbh pacmn@poBbiBaeT O0J0K B, U MPOBEPSET, COOTBETCTBYET JIU TOJIBKO
4TO IOJIy4YEHHOE YHUCIO 7'y paHee HPUCIAHHOMY 4YuCly 7. Ecim 3Tu aBa ducia

COBIIAJAIOT, TOI/la CYMTHIBATENIb YOEKIAeTCs,, YTO HCIOJIb30BaHUE OOIIETr0 KIH0Ya
JOKa3aHo.

Taxum 00pazom, TPAaHCHIOHAEP U CUUTHIBATEIDL YAOCTOBEPUINCH, YTO OHU BIA/CIOT
OIHUM M TEM XK€ CEKPETHBIM KPHUITOKIHOYOM K U, CIEI0BATEIAbHO, HNPUHAIJIEXKAT
OIHOM M TOU Xe cucreme. IloaToMy Mexay 3TUMHM ABYMS CTOPOHAMH IIPaBOMOYHO
OCYIIECTBIISTH AajibHEUIIUN 0OMEH UH(pOpMaLIUEH.

CyliecTBeHHbIM HEJIOCTaTKOM JaHHOM Npoueaypbl ayTeHTU(DUKALUU SBISETCS
UCIIOJIb30BAaHUE OJMHAKOBOI'O KPUNTOTPAPUUECKOro KIO4Ya JJIs  3allUThl BCEX
TPAHCIOH/IEPOB, BXOASIIUX B OAHO NpUIIOKEHUIO. [IpruMeHenne o01iero KpunTokioya
ABJIACTCS NOTEHLUUAIBbHBIM MCTOYHUKOM ONACHOCTH JUIA IPWIOKEHUHM C O4YEHb
OO0JIBIINM KOJIMYECTBOM TPAHCIIOHIEPOB.

JIaHHBIM HENOCTAaTOK IIPEOAOJIEBACTCS IPU  MCIIOJIb30BAHUU JUIS  3alLUTHI
TPAHCIIOHJAEPOB PA3INYHBIX KPUIITOKIIOUEH.

Bzaumnas aymenmugpuxayus ¢ ucnonvb3o8anuem 6bl6e0eHHbIX KPUNRMOKIIOYE.

IIpouenypy ayTeHTUuKanuu TPaHCIIOHIEPOB MOYKHO 3HAYUTEIIBHO
YCOBEpUICHCTBOBATh, 3alMINas KaXKIblii TPaHCIOHAEP CBOUM KpUITOrpaduuecKum
KIIt04OoM. YTOOBI TOGUTHCS 3TOTO, BO BpEeMs MPOU3BOACTBA TPAHCIIOHIEPA CUUTHIBACTCS
ero uAeHTU(GUKaUMOHHbIH HOMep [D. Mcnonw3ys 3TOT WAECHTU(DUKAIIMOHHBIA HOMED

ID, xpunrtorpaUyeckuii ajaroput™M M MacTep-Kiaod K,,, MOXHO BBIYUCIUTH
KPUIITOKIIOY K, TpaHCHOHAEpa. 3aTeM 3TOT TPAHCIOHAECP HHULMAIN3UPYETCA. Takum
0o0pa3oM, KaXIbpli TPAaHCIOHAEP IOJydaeT KPUNTOKIOY K, , CBSI3aHHBIM C €ro
COOCTBEHHBIM UACHTU(UKALIMOHHBIM HOMEPOM /D u Mactep-kiouoM K, .

B3aumuas ayreHTH(HKAIIMS HAYMHACTCS C 3aIIpOCa CUMTHIBATEIIEM Y TPaHCIIOHIepa
Homepa ID (puc. 2.5). 3atem B criennasibHOM OJioke 6e3omnacHoctu (bbB) cunuteiBarens,

OCHOBAHHOM Ha BBIBCACHHBIX KIIHOYaX C HMCIIOJIB30BAHUCM MACTCP-KIIIHOYad KM) JJIA
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JaHHOT'O TPpaHCIIOHACPA BBIYUCIIACTCA KPHUIITOKIIIOY K X KOTOpBIﬁ MOZKHO

HCITIOJIB30BATh IAJIA BBIINIOJIHCHHUA ITPOUCAYPHI aYTeHTI/I(l)I/IKaI_II/II/I.

CuuThIBaTENb Tpancrionaep
3anpoc [ID———
1D ID
V V
3anpoc—=>
BB |« KM ) Kl | BB
V B1
Kurou Kx B Kurou Kx

Pucynok 2.5 — Ilpouenypa B3auMHOM ayTeHTUDUKAITIT

C UCITOJIB30BAaHUECM BBIBCIACHHBIX KpHHTOKﬂIOqeﬁ

2.2.4 @opmuposanue Kmoua aymeHmuukayuu Ha Oaze  2eHepamopos

I’ZCQGOOCJZ_)/HCZIJH blX ducel

ANTOpUTM B3aMMHOHN ayTeHTU(PHUKAIUKA TPAHCIIOHAEpPA M CUMUTHIBATEIS PEaUu3yeT
MpoLEaypy J0Ka3aTelbCTBA yJYaCTHMKaMU 3HaHUS cekpera (oOuiero kiwoua) 0e3 ero
pasrnamenus. O4eBUAHO, YTO 3HAHWE 3JOYMBIIUICHHUKOM KITI0Ya ayTeHTH()HUKAIUN
JaeT €My BO3MOXHOCTH OOMaHyTh TPAHCIOHIEP WM CUYUTHIBaTenb. l[loaTOoMy
CTOHKOCTh aJITOpPUTMa AayTCHTH(PHUKAIMU 3aBUCUT HE TOJBKO OT HCIIOIh3yeMOro
CUMMETPUYHOTO ~ THu(dpa, HO W OT KadyecTBa anroputMa (GOpMHUpPOBAHUS KIIOUYA
ayTeHTH(UKaluu. Eciy KpunToaHaIUTHK MOXET TMpe/IcKa3aTh 3HaUCHUE KITI0Ya, TO OH
MOJKET YCIICIITHO IPOUTH MPOLEAYpPY ayTCHTHPHUKAIIH.

s hopmupoBaHHs KiF04a OOBIYHO HCTOIB3YIOT T€HEPaTOphl MCEBAOCTYUYalHBIX
yucen. ['eneparop nomkeH o0dagaTh CIEIYIOUIMMH CBOMCTBaMHU: HMETh BBICOKYIO
NEPUOANYHOCTD, TCHEPUPOBATH HE3aBUCUMBIC (PABHOBEPOSTHEIC) YHCIIA.

Onpeoenenue. I'enepatop nceBnociyuyaiinbix yucen (IICYH) ompenensiercs uepes

L L
Gynkuuto F:Z, — 7., TAe m CIPOro MeHbllle, 4yeM 7 . BXxoaHoe HadanpHOE
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3HA4YCHUC X() € Zm Ha3bIBACTCA 3CPHOM. BI::IXOI[HaSI MOCJICIOBATEIILHOCTh U3 L 4ucel
X15X2,...,X7 HA3BIBACTCSA IIOCICAOBATCIIBHOCTBHIO HCCBHOCquaﬁHBIX yuceia. Eciu n = 2,

TOo QpyHKIUsA F' hopMHUpYyeT nceBAOCTydYaiHbIE OUTHI.

Jlunetinviii  konepysnmuwii 2enepamop. l'eneparopsl [ICH wyacto HCHONB3YIOT
MOAYJSIPHYIO JTMHEHHYIO KOHIPYIHTHYIO (yHKuMIO. IlycTh 7 OyaeT mojgoXuTeabHbIM
uenslM, a,beZ,. lna k >0 onpenenum x;, = (ax;_; +b)ymodn.

B Takom renepatope cneayromiee (HOpMUPYEMOE YHUCIO SBISETCS JUHEHHON
byHKuMend oT mpenbAyumMx uucen. Eciu uyuciao n BbIOpaHO NPOCTBIM, @ SIBISIETCS

NPUMUTHBHBIM 3JIEMEHTOM B Z,, a yucio xo # 0, To mocnenosarenbHocts IICH nmeer

nepuoa m© = n — 1. OOBIYHO TAKOH IeHEpaTop UCHOJIb3YETCs B IPOTPAMMHBIX cpeaax U
o0o03HayvaeTcs Kak rand.

I'enepamop na ocnoge pecucmpa coguza ¢ auHelHou oopamnou cea3vio. 1" eneparop
Ha OCHOBE peructpa casura ¢ juHeiHoi oOpaTHoil cBs3pio (PCJIOC). B ocHoBe
reHepaTopa JIeKHUT PEeKyppeHTHoe cooTHouleHue. Ilycte m Oyzmer MmosioKHUTEIbHBIM
HeJIBIM U IOYCThb  C(),Cl»--sCpy—] €Ly, co=1. Jna k=0  onpeagenum
Xjppn =CoXf +C1 Xy + oo+ Crp1Xf 4 m—1 Mod 2.

[TonoxuM, 4YTO HE BCE DIIEMEHTHI 3€PHA X(),X[,...,X}_] € Zy paBHbl 0 U IOJIMHOM

m(y)=cqo +c1y+..+cy,y" -y y™ aBnsercs npuMuTHBHBEIM B Z,[y]. TlonuroM m(y)

— HENPUBOJUMBIH, a ) SBISIETCA IPUMUTUBHBIM B 1osie Z,[y]/m(y). Ilpu cobmronenun

STHX YCJIOBHH HEPHOJ IICEBIOCIyYaliHOTO TeHeparopa out pasen 2" —1.

JIuHelHbI KOHTpY3HTHBIN rereparop u renepatop Ha PCJIOC He ynoBiIeTBOpSAIOT
Kpunrorpaguueckum TpeOoBaHusAM. lIpuynHa COCTOMT B TOM, YTO KPUIITOAHAIMTHK,
uMes JIOCTaTOYHOE YHCIIO 3HAYEHWH X, , CIOCOOEH ONpenenuTh 3Ha4eHus n, a, b u,
CJIEI0BAaTENbHO, NPEACKa3aTh BCE 3HAYEHHS X; C BEpPOSATHOCThIO paBHOW 1. [lms
kpunrtorpaguueckoro reHeparopa I[ICYU kpunroaHaduTUK MOXKET TMpeAcKa3aTh
3HAYEHUS C BEPOSITHOCTbIO HE3HAYUTENBHO BBILIE, UeM 1/n.

ITokaxxeM BO3MOKHOCTbH B3JI0Ma JINHEMHOTO KOHTPY?HTHOT'O T€HEPATOPA. 3aMETUM,

yto ecau b = 0, To
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) .
x; =ax;_; mod n=a“x;_, mod n=xpa' modn.
[IpennonoxuM, 4To KPUIITOAHATUTUK UMEET 3HAUCHUS X|,X),X3,X4,X5, UCIOIb3Ys

KOTOpPbIE MOKHO COCTABUTh CIIEAYIOIINE COOTHOILICHUS
2
X|X4 = x0a5 = xpx3modn.

M3 1aHHOrO COOTHOLIEHUS MOJyyaeM, 4TO 7|XjX4 —Xpx3. Kpome Toro,
2
n|xyx3 — x5 . OTcroa 4ucIo

g = HOZ((xx4 — Xpx3),(x1X3 — X3))

j <l’l2, TO n ABIIACTCA

Oyner MHOXxuTeneM n. Tak kak n — mpoctoe yuciao u 0 < x;x
MIPOCTHIM HAUOOJIBIIIUM YHCIIOM, enamuM g. CeaoBaTeibHO, 7 MOXKET OBITh MOJTYyUYCHO
nyTeM (¢aktopuzainuu uucia g. [Ipouenypa dakropusaiuu ajis OOJbIINX 3HAYCHUU 7
SABJISICTCS JIOCTATOYHO TPYAOEMKOM. JIJisi CHUMKEHMS CIOKHOCTH aJrOpUTMa MOXHO
ucnonbzoBath HOJl ny1s 3HaYeHu#, pa3HeCEHHBIX Ha OoJjbliee yuciao mo3uiuid. [lpu

OTOM & 6YIICT HAaMMCHBIIIUM MHOXUTCICM YHCJIAa 7.

Ecnu u3BecTHa BeIMYMHA MOIYJIS 71, JOCTATOYHO IPOCTO BBIYUCIISIETCS 3HAYCHUE -
a =x2x1_1 modn.
3Has n W a MOXKHO ~TpEACKa3aTh 3HadyeHue Xxjy,j. lIporpamma mnomoOHBIX
BbIUMCICHUN U1 QyHKuM rand nporpamMMmHoro obecrnedeHuss Maple npusenena B
IIPWIOXKEHUH 1.

I'eneparop na PCJIOC MoxeT ObITh BCKPBIT C MOMOIIIbIO airoput™Ma bepnexammna-

Meccu, KOTOPBIHA, HCHONB3Yysd HE MeHee ueM log L TpPUHSTBHIX CHMBOJIOB, MOXET

BBIYUCIIUTH ITIOJIMHOM OOpaTHOM CBsI3U m()).

Xaomuunwiii cenepamop caydaunvix uyucen. l[loBemeHHe XOpOIIETo TeHepaTopa
CITyYailHBIX YHCEIT SBIISICTCS XaOTHYHBIM.

Hambomnee  cBoeoOpa3HOW XapaKTEPUCTUKONW XAaOTHYECKHX CHUCTEM SIBIISICTCS
Oudypkamus, T. €. JIUBEPICHIMS TPACKTOPUHA I CMEXKHBIX HAYaIbHBIX TOYCK.
YpoBeHb OM(ypKaITUU U3MEPSETCS C TTIOMOIIBIO AKCITIOHEHTHI JIammyHoBa A, KOTOpas Js

HCIIPCPBIBHBIX CUCTEM OIIPCACIIACTCA KaK
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! ! t/l

f'(So + &)= f'(So)|=ee™,
rjae S — COCTOsSHHME NEeCKpUNTOpa, f — (DYHKIUs IMepexoaa M3 OJHOTO COCTOSIHUS B
Ipyroe, t — 4YHCIO WUTEpauui, € - Majo€ NPHUPAIICHHE HAYAIbHOTO COCTOSIHUS.

CDOpMaJIBHO, OKCIIOHCHTAa HHHYHOBa OIINCBIBACTCA YCPEC3 IIPCACII A s € —> Out—>oo:

A(S,) = lim limlloge%f 8y +6)=/"(50)

—>0e>0f fod ‘

[IpuMeHUTENBHO K AUCKPETHBIM CUCTEMAM IOJI0XKUM, YTO COCTOSHUE AECKPUIITOPA
n—1 ;
S MOXKeT OBITh 3aIMCAaHO Yepe3 ABOMYHBIA KOI S =(5,_1,5,-2,--80)2 = X, 2°8; .
i=0
Torma 11 OLECHKH Pa3IHyKs MEXIY ABYMS COCTOSHUAMHU S,S’ MOXXHO IMPHMEHHTH
paccrosiaue Xommunra d g (S,S).

Tak kak HauMEHEEe BO3MOXKHOE 3HAUYCHHUE € paBHO 1, 9KCIIOHCHTY HHHYHOBa JJIA

AUCKPCTHBIX CUCTEM MOKHO OIIPCACINTD KakK

MS)=}logedH<f'<S),f'<S'»,

rne dgy(S,S")=1, ¢ BeIOMparoTCS W3 O0JACTH, TAE PACCTOSIHUE XOMMHHIA MEXIy

JIBYMsI TPAEKTOPHUSIMH PACTET SKCIIOHEHIIUAIBHO.

Haubonbmee 3HaueHue paccrosiHus XdMMmuHra paBHo n. CpenHee 3HaUYeHHE
PACCTOSTHUSI MEXIY CIYHaHBIMU COCTOSIHUSIMH PaBHO (71 / 2).

I opmupoBanmus  xaoTuyHol  mociemoBatenbHocTH  [ICHU  MokHO
BOCIIOJIB30BATECS  CACAYIOUIMMH  allTOPUTMaMH, HCIOJIb3YIOIINMU PEKYPPEHTHOE

cooTHomieHre Gubonayyu ¢ mpeodpa3oBaHUEM JBOMYHBIX KOJOB YUCEI:

1 X, =totr{(X,_;+X, ;)mod2”};
2 X, =(rotn{X,_;}+rotr{X, ;})mod2”;
3 X, =@otn{X, ;}+rotn{X, ;}+rotr{X, ; )mode;

4 X, =Y, +2,2"%, 2, =(otr3{¥,_;} +rotn{¥,_; Hmod2??

-

Y, = (rot r4{Zn_j} +rotry {Zn_k)mode/z;
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rae X, — OuHapHoe yucio u3 n Out, Y, u Z, coctosT u3 b/2 Out; i, j u k — pa3nuuHbie
uensle uncna, 0<i< j<k; ang nepBeiX Tpex cooTHouenu » €[0,h), nis 4eTBEpTOro
Bapuanra r €[0,b/2).

Oneparop rot r BBINIOJTHAECT IUKIMYECKUN CIABUT KOJA Ha 7 TMO3ULMI BIIPABO.
Hampumep (rot 3{00001111,} = 11100001,.

Onpeoenenue. TlceBnocnyqaitHeiil reHEpaTOp, POPMHUPYIOMIUMA TTOCIIECIOBATEIBHOCTh
OuT, yaoBIETBOpsieT TpeOOBaHUAM KpunrTorpadpuyeckod O€30MacCHOCTH, €CIU JJIs
YIOPSIOYEHHON  BBIXOJAHOW  MOCJIENOBATEIbHOCTH  TreHepatopa M3 L Our
Xj3Xj4]s--sXj1]—] HEBO3MOXHO C IIOMOILBIO BBIYUCICHUNA ONPENEIUTh 3HAYCHUSA X;_|
WIN X;, C BEPOSTHOCTBIO HE3HAUYUTENIBHO BhIIIE, 4eM 1/2.

T'enepamop BBS. Ilycth n oOpasyercss Kak < TPOU3BEICHMS JBYX OOJBIIUX

CIIy4ailHBIX IPOCTHIX YUCEN p U ¢. [IpuyeM BBIMONHSIOTCSA cooTHOWEHUsT p =3 mod 4 u

q =3 mod 4. IlpousBenenue umncen p u g aaet yncao biroma n = pg. Beibepem npyroe

o 2
CJIIy4aruHOC 1ICJIOC YUCJIO X, B3aUMHO ITPOCTOE C 7. Brerauciaum Xp =X modn.

OT0 HayalbHOE 3HAUEHHUE reHeparopa (3epHo). Ternepb MOKHO HayaTh BBIYMCIISATH
OUTBHI.
Aneopumm BBS

Bxon: 3epHO Xx() BBIOMpAeTCs KaK KBaJpaTUYHBII BHIYET B Z, .

BeIxoa: mocnenoBaTtenbHOCTb 21,27,..., 2] -

1 IlocmemoBaTe/bHOE BEIYUCIEHUE X; = xl-z_l modn mna 1<i<L.
2 IlocnenoBatenbHoe mpeoOpasoBanue z; =x; mod2 ma 1<i<L.

['esepatop BBS crpoutcs Ha OCHOBE CII0KHOCTHO-TEOPETUUYECKOrO MOAXO/A.
Teopusi reneparopa BBS ncnonbs3yeT KBagpaTUUHbIE BHIUYETHI IO MOAYJIIO N.

Ceoticmeo eenepamopa BBS. Jlys1 nonydeHus i-ro OuTa He HY>KHO BBIYUCIISITH I — 1
MpEeAbIAYIUX OUTOB. EC/IM WM3BECTHBI 3HAYECHHUS p M ¢, MOKHO BBIYUCIHTH [-U OUT

HaIllpsAMYIO U3 COOTHOIICHUA

x; = x 2 )mod((p=1)(g-1).
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VY CTOMYHUBOCTh CXeMbl K BCKPBITUIO OCHOBAaHAa Ha CJIOXHOCTH PAa3JIOKEHHsI 1 Ha
MHOXHTeNU. Bbl MoxeTe onmyOIuMKOBaTh 7 TaK, YTO KTO YrOJHO MOXET T'€HEepUpOBaTh
OUTHI ¢ MOMOIIBIO reHepaTopa. OHAKO MOKa KPUNITOAHAIUTUK HE CYMEET PasyiOKUTh 71
HAa MHOXXHUTENM, OH HE CMOXET Mpe[cKa3aTh BbIX0OJ TeHepatopa. CTporo rosops,
reHepatop BBS Henpezackaszyem BieBO W HENpeackazyeM BHpaBo. KpunroaHalauTHK,
MOJIyYMB  TOCJIEIOBATEIbHOCTh, CGHOPMHUPOBAHHYIO TE€HEPATOPOM, HE CMOXKET
MpecKa3aTh HU CIASAYIOMUNA, HU IPEeAbIAYIIUN OUT MOCIe0BATEIbHOCTH.

l'enepamopvl  ucmunno cayuaunvlx nociedosamenvHocmei. Jlyummii cnoco6
reHepalui MHOXKECTBA CIy4yallHbIX OMTOB — U3BJICYCHUE X U3 €CTECTBEHHO CIYyYalHBIX
coObITHI peanmbHOrO Mupa. Hampumep, armocepHbIi UIyM, TEIJIOBOW IIyM
MOJIYIPOBOJHUKOBOI'O MO/, ILIyM paJMOaKTUBHOIO pacnafga ¢ Jap. [ JaBHBIN
HEJI0OCTaTOK TMOJOOHBIX CXEM — BO3MOXHBIE 3aKOHOMEPHOCTH B TE€HEpPUPYyEeMOM
NocJieIoBaTeNbHOCTU. Vcmonb3yeMble MpoIecchl MOTYT OBITh M CIyYalHBIMH, HO
MeXAy (hU3NYECKUM MPOLIECCOM M YCTPOMCTBOM MPUMEHEHUsSI HAXOASTCS Pa3IUYHbIC
U3MEpUTEIbHbIE HMHCTPYMEHTHI, KOTOpPbIE MOTYT MPUBECTH K TMOSBICHUIO TaKUX
po0seM Kak CMEIIEHUE U KOPPEIIALIHSL.

Jlist ycTpaHeHUs] CMEIEHUsT MOXKHO HCIOJIb30BaTh OMEPAIMI0 CYMMHUPOBAHHS O
MOJYIIO 2 HECKOJIbKUX OUTOB APYr ¢ apyroMm. Tak, ecnu ciayyaiiHblil Out cMemeH K 0
Ha BEJIMYUHY e, TO BeposAsTHOCTH, 0 mMokHO 3amucaTh kKak P(0) =0,5 + e. Onepanus

CYMMUPOBAHHA Haz ABYM: TaKNMH ouraMu HacT

P(0)=(0,5+¢€)> +(0,5~e)* =0,5+2¢”>. Te xe BbUUCICHHS C 4 OUTAMH JAIOT:

P(0)=0,5+ get. Omnepaniuss CyMMUpPOBaHUSL HaJl m OWTaMU SKCIIOHCHIIMAIBHO BEJET K
paBHoi1 BepogaTHocTH O 1 1.

OpuH u3 MeTofoB (GOPMHUPOBAHUS CIYYalHBIX YHCEN — HAXOXJICHHUE MHOXECTBA C
BUJY CIy4YalHbIX COOBITUM M W3BJICUEHHE W3 HUX CIydyalHOCTH. /{1 3TOro MoxHO

HUCITIOJIB30BATb 6BICTpBIe OJHOHAIIPAaBJICHBIC XC—)H_I-(i)YHKI_II/II/I.
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3 JABOPOTOPHBIN MAKET

3.1 CTpykTypa 1a00paTOHOr0 MaKeTa

JIaGopaTopHBIif MAKET COCTOUT U3 4-X OCHOBHBIX KOMIOHEHTOB (pHC. 3.1):
- RFID-cMmapT-kapra;

- OECKOHTaKTHBIN KapT-pHUIep;

- RFID-ckaHep;

- nepcoHanbHbI kKoMnbloTep (I1K) ¢ mporpaMMHBIM IPHUIIOKEHUEM.

p— —

RFID-

cMapT-KapTa N RS - /,) Kapt-punep

RFID-ckanep (<—» [IK

Pucynok 3.1 — cTpykTypHas cxema 1abopaTOpHOro MakeTa

Cwmapr-kapTa npeacrasisger co6oil RFID ycTpoilcTBO € HMHIYKTUBHOM CBSI3bIO
cranaapta ISO 14443. Ha ypoBHE OnepaniioOHHONW CUCTEMbBI CMAPT-KaAPThI pEATM30BaHO
MPUIOKEHHE, UCTIOIHSIOMIEE CAeAyomune PyHKIINN:

- ToAJepKKa MPOTOKOJIA B3aUMHON ayTeHTH(UKAUMUW Ha 0a3e CHUMMETPUYHOTO
anroputMa mudposanus 'OCT 28147,

- TeHepauus CIydyalHbIX NOCJIENOBaTeIbHOCTEM Ha 0a3e (PU3NYECKOro JaTyrka
CIIy4alHbIX YUCEIL.

Kapr-punep  mnpencraBasier  co0oil  ycTpoHCTBO  oOMEHa  JaHHBIMH €
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paanoyacToTHBIMU uAeHTUUKatopamu ctanaapra [SO 144443, ynpasisemoe mpu

MOMOIIY MPOTPaMMHBIX HpuiiokeHui (pynkunonupyromux Ha [1K) ¢ ucnons3oBanuem

untepdeiica PC/SC.

RFID-ckanep mo cBoemMy (QyHKIMOHAIY TMOA00CH KapT-pUIEpy, OJIHAKO €ro

OCHOBHBIM HA3HAYCHHUCM ABJIICTCS IIPOCIIYIIKA KaHaJIa ((TpaHCHOHI[ep - CUUTBIBATEIb»

n nepcaada COOTBCTCTBYIOH.ICﬁ I/IH(I)OpMaI_II/II/I B TIPUIIOKCHUC, Q)YHKHHOHI/IPYIOH_ICC Ha

IIK (ucnonb3ys untepdeiic USB).

[Iporpammusbie npuioxenus, pynkuronupytouiue Ha I1K mo3Bosisior:
— OTIPABJIATh KOMaH/Ibl HA KapT-PUAED;
— MOJIy4aTh OTBETHI HA OTIPABJICHHBIE KOMAH/IbL;

— OCYILIECTBIIATH KpUunrorpaduueckoe npeoOpa3oBaHNue JaHHBIX;

oToOpaxkaTh JaHHbIe, nepexBaueHHble RFID-ckanepom.

3.2 UnTepeiic mob30BaTeis MPOrPpaMMHBIX NPUJIOKEHUH

3.2.1 llpunoowcenue BCR_SPU.exe

BCR SPU - nporpaMMHBIA = CUMYJISTOpP KapT-pujaepa COOTBETCTBYIOIIETO

cnenudpukausm PC/SC.

[IporpamMMmHBIi cuMysITOp oOecrneurBaeT IMoJadyy KOMaHJ M TMPHEM OTBETHBIX

COOOIIEHU P UHPOPMAITMOHHOM B3aUMOJICHCTBUHU CO CMapT-KapTaMH.

[IporpaMMHBII CUMYJISTOP MOXET pabdoTaTh Kak C MPOrPaMMHBIM CHUMYIJISTOPOM

CMapT-KapThbl, TaK U C annapaTHoﬁ MOICIIBIO.
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OcnosHoe oKHo.

OcuoBHoe okHOo BCR SPU (puc. 3.2) paszaeneHo Ha clieyroue 001acTu:
— BBEPXY — MEHIO U TTaHEJIb HHCTPYMEHTOB;

— cJieBa — 00J1aCTh MPOTOKOJIA UCIIOHEHHUS;

— cmpaBa — 00J1acTb KOMaH];

— BHU3Y — CTPOKa COCTOSIHUSI.



Pa3mepsl o0nacTeit MOKHO MEHSTH 110 CBOEMY YCMOTpeHuto. [lepexntouenue mexmy

o01acTIMHU IMPONU3BOAUTCA MBIIIBIO.

[6{ BCR: DebugSpu

File Edit View SmarbCard Debug Help

De=HE & % =
] File: .| |DACEHBAKOScn
Soft debugger started >> 16:17, Friday, January 14, 2005
Software Debugger ATR: 3F 08 00 00 00 00 01 02 00 DO Header: 2004018300
3anucek TPAHCNOPTHOID KDAa pelEE
Name: PUT_DATA [Write Transport Codel; Command
Dir: Case3; [ 000: Freset_to_ " afer”
Head: 80 DA D1 84 09; O 001: PUT_DATA [wiite Trans
Data: OF111213 14151617 18:; [ 002 FUT_DIATA [wiite POS)
SW¥1.2: 90 00; (W|003: PUT_Da&TA [TEST]
004 PUT_DATA [TEST
Januce napamerpoe OC EDDE: HESET E‘,&H[D ]
giar'_“eéaspel‘g—m‘”‘ [Write POS): [ 008: PUT_DATA (Mpaxsaens
Head: 80 DA 01 81 02; 4 0o7: CREATE MF
Data'. 03 05: ) [ oo8: RESET CARD
SW1,2: 90 00;
< >
Ready Clock: 546308096 Errors: 0

Pucynok 3.2 — OcnoBHoe okHoO BCR_SPU

[laHenp WHCTPYMEHTOB U CTPOKY cocTosiHus (Status Bar) moxxHo yOupats u
BOCCTaHABJIMBATh Ha JKpaHe. /[ 3TOro HYy)XKHO YCTaHOBHTH (DJIAXKKH B CITUCKE MCHIO
View mis tex oOjacTedd, KOTOpbIe ITOJDKHBI OBITH HAa JKpaHEe, KakK IMOKa3aHO Ha

puc. 3.3 a. B 3ToM ke MEHIO MO>KHO BBI3BaTh KPUIITO-KAJIbKYJISITOP.

I[JBI nepexona B pCixum aHHapaTHOﬁ MOZACIN HYXHO CHATH (I)JIEDKOK B CITMCKC MCHIO

SmartCart nns Software (puc. 3.3 06).
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[&{ BCR: DebugSpu

File Edit SmartCard Debug F File Edit artCard Help
= == w Software
=l ;tmtlbarB L ﬂ | ? 1 | v Auko GetResponse
v Skatus Bar
————  PResetCard F

CryptoCalculakor

Wiew BEER{eETRN Debug  Held

a) 0) B)

Pucynok 3.3 — a) mento View; 6) mento SmartCart; B) mento Debug.

JIIss OTMEHBI peXuMa aBTOMAaTHYeCKOH mojaum komauawsl Get Response HY»x)HO
CHATH (pitaxkok B criicke MeHio Debug s Auto Get Response (Puc. 3.3 — B).

Daiin KOMaHo.

JIiist paboThI C TIPOrPaMMHBIM CHUMYJIITOPOM HEOOXOJIMMO CO31aTh (haiyl KOMaH/I C
pacuupenueM .txt  (Hampumep Script.txt), comepkammui Habop komana. dopmart

JAHHBIX, UCTIOJb3yEMBIN JJI 3alicu KoMaH/ B (paiiie, mpencraBieH Ha puc. 3.4.

Name: HanmeHoBaHuEe KOMaH/IbI;

Desc: Onmucanue;

Dir: Hampasnenue (Case);

Head: 3aromnosok komanasr CLA, INS, P1, P2, Lc/Le;

Data: [lanHsble;

Pucynok 3.4 — @opmaT JaHHBIX, UCHOJIB3YEMBIN JJIs1 3aITUCH KOMAaH]I

B (baiine Script.txt

[Tosmp30BaTenbckas cpefa aeT BO3MOXKHOCTB: 3arpy3uTh (ailll ¢ HEOOXOAMMBIM
HAa0OpPOM KOMaH/I; U3MEHUTh HEKOTOpbIE JaHHBIE KOMaH/bl;, IO1aTh OJIHY KOMaHy WU
OJIOK KOMaHJ; IPOU3BECTH IEPE3aNyCK MHUKPOKOHTPOJUIEPA; IMOIYYUTh MPOTOKOI
WCIIOJIHEHUS KOMaH/Ibl; COXPAaHUTh IPOTOKOJ UCIIOJHEHUS B (pailie.

3aepysxa ¢atina xomano.

Haxxmute KHOMKY J B oOsiactu komaH1. Ha skpaHe OTKpoeTcs: AManoroBoe OKHO

Open, (puc. 3.5). Halinute u oTkpoiiTe HEOOXOaUMBIN (aii.
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Nanka: |_} Scrupts ﬂ & e
Ascript1, a7

Mraa datina: |Sclipt.T><T
Tun salinoe: |Eommands Pattem [* tet) j Orrena

Pucynok 3.5 — Beibop ¢aitna koman

[Tocne 3arpy3ku (aiina B TectoBoM noiie File mosiButcs ero mnonHoe ums, a B 1osje
Command cnircok UMeH KOMaH/, coAepKaluxcs B ¢aie.

Koppexyus 3azonoska u 0annvix 6610paHHOU KOMAHOBL.

[locne BbIOOpa KOMaHABI B ciMcke MMeH KomaHj B nose Command 3arojloBOK U
JaHHbIE KOMAaHJIbl TOSBSTCS, COOTBETCTBeHHO, B noysix Header wu Data. 3nauenus B
ATUX MOJSAX MOXHO H3MEHHUTh. V3MeHeHusi OyAyT COXpaHSThCS 10 KOHIIA CEaHca.
Copepxxumoe ¢aiina KoMaH OCTaHETCS HEU3MEHHBIM.

Dopmam npomokona ucnomerus. B nponecce ucnoiiHeHus KoMaHa Gopmupyercs
MPOTOKOJ MCIOJHEHUsl, KOTOPBIA OTpa)kaeT MOJaHHbIE KOMaHAbl MU TOJYyYECHHbIE
OTBETHbIE CcO0OmEeHNsl. DopMaT [aHHBIX TMPOTOKOJA WCIOIHEHUS U TMPUMEPHI

NpeJIcTaBIeHbl HA puc. 3.6, puc. 3.7.

Name: HamMveHoBaHHE KOMaHIbI;

Dir; Hampasnenue (Case);

Head: 3aromosoxk xomanasl CLA, INS, P1, P2, Lc/Le;
Data: [lanHsble;

SW1,2: Craryc 3aBepuieHus;

Pucynok 3.6 — @opmaT JaHHBIX IPOTOKOJIA UCIIOTHEHUS
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Software Debugger ATR: 3F 04 20 80 00 01

Name: SELECT MF;
Dir: Casel;

Head: 00 A4 00 04 00;
SW1,2: 61 1A;

Name: GET RESPONSE;

Dir: Case2;

Head: 00 CO 00 00 1A;

Data: 62 18 82 01 38 81 02 00 00 83 02 00 3F 8A 01 05 8508 01 00 02 00 00:00 00 00;

Pucynok 3.7 — @parmMeHT NpOoTOKOJIa UCIIOJTHEHUS

CoxpaneHnue npomoxona UCnOIHeHUs.

CoxpaHHUTh IPOTOKOJI UCIIOJIHEHUSI MOXHO C TIOMOIIBI0 KOMaHIbl Save MeHio File,
700 ¢ TOMOINBI0 KHOMKK Save Ha HaHETW WHCTPYMEHTOB. [IpoTOKOT MOXKHO
coxpaHuth B Jo0OoMm daiine *.rcm. Ilpm pabore c¢ daimom *.rcm  momycTuMo

BBINIOJIHEHHE BeeX KomaH u3 MeHro File u Edit.

3.2.2 bBubauomexa PRNG.mpl

bubmuorexka PRNG.mpl, npu ee ucnonb3oBaHuu B mporpamMMmHoi cpeae Maple,
peanu3yeT OCHOBHbIE onepanud (OpMUPOBAHUS CIyYaHBIX MOCTIEI0BATEILHOCTEH IS
TeHepaIiy KJIF0UYEBOTO MPOCTPAHCTBA IPH B3aUMHON ayTeHTU(UKAIIMK TPAHCIIOHAEpa U

CUMUTBIBATCIJIA.

3.2.3 Ilpunooscenue Crack.exe

I[aHHOC MNPUIOKCHUEC TIO3BOJIACT IIPOU3BOAUTL dABTOMATHYCCKYIO B3dMMHYIO
aYTCHTI/I(l)I/IKaI_II/IIO TPAaHCIIOHACPpA U CUUTBIBATCII C KIIHOUOM aYTeHTI/I(l)I/IKaLII/II/I B ITIOJIC

«3HaueHue Kiaouay (puc. 3.8).
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rEl Crack @

JHaueHHe KnHoYa

686a666b6d6330346866706e637464687871706b64626374766406b7968727479

®PRNG O)RNG | Stat || Stop | ByStep || Verity |

Pucynoxk 3.8 — I'papuueckuit untepdeiic npunoxenust Crack.exe

CenexktuBHbiMU KHONKaMu «PRNG» u «RNG» BbiOMpaeTcss MCHOJIb3yeMbld TpH
aBTOMaTHUYECKOM MoAbope reHeparop kirova ayreHTuukaiuu. «PRNG» — renepatop,
peanuzoBaHHbli B Oubnmuoreke PRNG.mpl, «KRNGy» — reneparop, peaan3oBaHHbII B
Kapre.

Knomka «Starty 3amyckaer mpolecc ayTeHTU(QUKAIMK C aBTOMATUYECKUM
noa00poOM KJTtoua, KHOIKa «Stop» OCTaHaBIMBAET 3TOT MpoLecc.

Kuonku «By Step» u «Verify» mo3BonsioT BBIIOJHUTH Mpoliecc moadopa Kirova B
nomaroBoMm pexume («By Step» — BbimosiHger oauH mar, «Verify» — BBINOTHSET

B3aUMHYIO ayTCHTU(UKAIIUIO TPAHCTIOHAEpa U CUUTHIBATEIIS ).
4 IOPSIZTOK BBINTOJTHEHUS JIABOPATOHOM PABOTBI
4.1 JIabopaTopHoe 3a1aHue
4.1. 1 U3yuenue pabomwi cucmemol
1 C pazpemienus npenoaasatens, noakiaounte k [IK RFID-ckanep u kapT-puaep.
2 Pacnonoxute RFID-ckanep HaJ CYUTHIBAIOIIECH TOBEPXHOCTHIO KapT-pUaepa.

3 Pacnonoxure OECKOHTAKTHYIO KapTy Ha/l aHTEHHOM CKaHepa.

4 3anyctute npuioxenue BCR _SPU.exe.
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5 3arpysute daiin komana Script.txt.
6 IlomaroBo BBITIOJHUTE KOMaH/IbI:
— cOpoca KapThl;
— TOJIYYEHHS CIy4aliHOrO YHCIIA;
— BBIUMUCIICHUS X311 (PYyHKIIHH.
7 3anyctute npunoxenue RFIDTapping.exe, BKIIOYNTE CKAaHUPOBAHUE.

8 IloBTOpuTE 1.6, IPU 3TOM 3aPUKCUPYITE TaHHbBIE, IPUHSITHIE CO CKaHEPa.

4.1.2 Aymenmugpuxayus mpancnonoepa u CHumuléameist

[

OcTaBbTe HaJl TOBEPXHOCTHIO CKaHEPa OJHY KapTy.

2 3arpysute ¢aiin komana Aauthenticate.txt B mpunoxkeanun BCR_SPU.exe.

3 Ucnonws3ys komaHbl (haitsia, creHepupyuTe ciaydadHoe YUcio.

4 MUcnonw3ys Oubnumoreky PRNG.mpl B mnporpammuoit cpene Maple,
CreHEepUpYHTE KoY ayTeHTH(PUKALMH, YIOTPEONUB B KaueCTBE HAYAJIBLHOI'O 3HAYCHHS
MOJIYYeHHOE CIy4aHOE YHCIIO.

5 TlonydeHHBIH KJIIOY 3arpy3uTe B KapTy, MCIOJIb3Ys KOMaH/Abl 3arpy>KEHHOTO
¢aiina B BCR_SPU.

6 IlpoBenure  anroput™M  ayTeHTU(UKAIMH,  HUCIOJB3Yys  NPU  ITOM
KPUNTOKAIBKYJATOP coriacHo m. 2.2.3 u . 3.2.1.

7 llepewmounte npunoxenne BCR _SPU B pexxum nporpaMMHON MOJETH.

8 3Bamyctute mnpuioxenue Crack.exe u 3amycturte npoienypy noadbopa kiroya
(cm. m. 3.2.3).

9 - 3adukcupyiiTe BpeMsl OKCKA.

10 TloBTopuTe 1. 3-9 neBsTh pas.

11 Hcnonb3ys komaHabl (aiina, CreHepUpyHTe KIIt0U ayTeHTU(PUKALIMH.

12 TloBTOpuTe mm. 5-8.

13 IloBropute mi. 11-12 neBsiTh pas, 3apukcupyiTe pe3ynbTar.
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5 COAEP’KAHUE OTUETA

1 ®opmynupoBKa 1e1u padoThl.

2 IlpenBapuTenbHOE 3a/1aHHE.

3 Pesynbrarhl u3ydeHuss pabOTbl CUCTEMBbl (KOMaHIbI, IOJIAHHbIE Ha KapTy,
noJiy4eHHbIe OTBETHI, JaHHble ¢ RFID ckanepa, KOMMEHTapUu K HUM).

4 AHTHUKOJIJTM3UOHHBIM alrOpUTM JBOMYHOrO TMOMCKAa (IOIIArOBO pacHUCaHHBIC
MPOLIECCHI ABOMYHOIO MOUCKA, rpaduK 3aBUCUMOCTU KOJIMYECTBA UTEPALMN MOKMCKA OT
KOJIMYECTBA TPAHCIIOH/IEPOB).

5 AyteHTudUKaLMs TPAHCIIOHAEPA U CUUTHIBATENS (AJTOPUTMBI BEIPAOOTKH KITIOUa
ayTeHTU(HUKalUMK, TPOLECC B3aUMHOW ayTeHTHU(PUKAUUK (KOMaHIbl U OTBETHI),
TUCTOTPaMMbl BpeMEHU TOUCKa (1Mo100pa) Kiiro4ya ayTeHTU(UKALINHN ).

6 BrBIBOIBI.

6 KOHTPOJIBHBIE BOITPOCBI

1 Hazosute OCHOBHBIE KOMIIOHEHTBI RFID-cucrem, 00BACHUTE 150.¢
(GyHKUIHOHATBHOE Ha3HAUYCHHE.

2 Hazosute ocHoBHbIE 0coOeHHOCTH RFID-cuctemM ¢ MHAYKTHUBHOM CBS3bIO.

3 HazoBute OCHOBHBIE KpUTEpUM U METOABl oOOecreyeHus: Oe30MacCHOCTH B
cucremax RFID.

4 OObsAcHHUTE CyTh B3aUMHOW ayTeHTU(UKAIIUU TPAHCIIOHAEPA U CUUTHIBATEIIS.

5. [Haiite onpenenenue reneparopy IICIL

6 IToscHuTe OpraHM3alniO U HA30BUTE OCHOBHBIE CBOMcTBa reneparopa Ha PCJIOC,
Xa0TUYHOI'O TeHeparopa, reHeparopa BBS, reHepatopa HWCTUHHO Cly4alHBIX

MOCJICI0OBATEIILHOCTEM.
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