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DYNAMIC HOST CONFIGURATION PROTOCOL VULNERABILITIES 

A.L. Smeer, A.S. Sunil Lal, E.S. Belousova 

Dynamic Host Configuration Protocol (DHCP) is a network protocol which is used 

on UDP/IP networks. A DHCP Server dynamically assigns an IP-address and other network 

configuration parameters to each device in a network, so that they can communicate 

with other networks.  

A pair of vulnerabilities in the DHCP client in Windows 10 and Windows Server 2019 

allows attackers to execute code remotely, according to researchers at security firm Positive 

Technologies [1]. An attacker configures a DHCP server on their computer. Then the attacker 

waits for a vulnerable Windows 10 computer to ask for a renewal of IP address lease, which 

usually happens every few hours. By sending this invalid response, the attacker can obtain 

the rights of an anonymous user on the victim computer. It provides a useful entry point 

for continued escalation by pairing with other vulnerabilities. Nominally, attackers must 

be on the same network as the targeted system, though for organizations where DHCP Relay 

is used to use external DHCP servers, this limitation can be bypassed. 

The aim of the work is to research DHCP vulnerability in Cisco Packet Tracer. 

Based on simulation we can highlight the following features of DHCP vulnerability 

exploiting. Attacker introduces a new system (the laptop) in the network and then requests 

an IP-address, as the DHCP protocol will assign an IP-address automatically. Then attacker 

can see that an IP-address has been assigned to his device and he can change the MAC-

address of this device, because the DHCP-server detects it as another device, i. e. a new 

device. So, it gets assigned a new IP address. In other words, attacker does MAC-spoofing 

attack. So, the DHCP pool of the server will be exhausted, the server will not respond 

to clients messages and it will simply drop clients replies. In this case, the attacker configures 

his device as DHCP-server. It receives the clients message and responds to it by giving  

IP-addresses, the IP-address of the DNS server and the default router. Replacing the default 

gateway attacker will cause all traffic to pass through his device, which will allow the attacker 

to get personal data of users. Spoofing a DNS server (DNS-spoofing) will result in users 

being given a nonreal IP-address of real web resources, which can be used for extortion. 

In the continuation of our work, recommendations for protecting corporate networks 

from the vulnerability of the DHCP protocol will be compiled and tested. 
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FAULT TOLERANCE AND SECURITY FOR COMMUNICATION NETWORKS 

H.H. Sudani, M.B. Abrosimov 

In general, it is assumed that a parallel program will execute on reliable hardware. 

A fault tolerant program and underlying infrastructure should be capable of surviving failures 

such as system crashes and network failures. At the highest level the application should 

be capable of automatically recovering from a set of faults without any change to the apparent 

behavior of the program. The process of check pointing may be used to allow a program 

to save its state to persistent storage. One should always anticipate that errors 

in communications will occur. 
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Routing in mobile networks generally involves multiple hops, whereas in distributed 

networks, it’s a challenging task [1]. Distributed computing systems can provide several 

advantages, such as scalability, fault tolerance, and load balancing. Dealing with distributed 

systems and data storage together, introduces several challenges and difficulties [2], such 

as dynamic load balancing, unstable connections, communication failures, lack of flexibility 

in storing data, lack of auto-reconfigurations, limited radio range. A network’s reliability 

has always been a major concern. Among different other factors such as software extensibility, 

maintainability, and usability, etc., Reliability have greater impact on software’s life, because 

it can make the running application out of order [1, 2]. Reliability is a very broad term and any 

software application running in distributed environment can have various definitions. Reliability 

is associated with unexpected failures of products or services and understanding why these 

failures occur is key to improving reliability. A principle requirement for the creation of a fault-

tolerant system is the ability to detect errors. Fault tolerance in relation to adhoc wirelessly 

interconnected mobile devices is a far more complex task than fault tolerance for high 

end clusters and parallel machines with fixed cabled infrastructure. 
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ТЕСТИРОВАНИЕ ИСПОЛНЯЕМЫХ ФАЙЛОВ НА УЯЗВИМОСТИ  

С ИСПОЛЬЗОВАНИЕМ МЕТОДА SYMBOLIC EXECUTION  

А.М. Аблецов  

Выявление уязвимостей какой-либо инфраструктуры является одним из ключевых 

способов для противодействия вредоносной активности, в том числе вредоносному 

программному обеспечению. Основными методами защиты от эксплуатации 

уязвимостей исполняемых файлов связанными с менеджментом памяти являются 

механизмы: предотвращение выполнения данных (DEP), рандомизация размещения 

адресного пространства (ASLR), позиционно-независимый код (PIC), механизм cannary, 

ограничение на изменение глобальной таблицы смещения (GOT), замена уязвимых 

функций на их безопасные аналоги. Так как исполняемые файлы являются одни 

из основных элементов любой инфраструктуры, то тестирование их на уязвимости 

ключевая задача для поддержания общего уровня безопасности защищаемой системы. 

В настоящее время существует два подхода к тестированию исполняемых файлов 

на уязвимости: динамический и статический анализ. При динамическом анализе, 

исполняемый файл тестируется на уязвимости посредством подачи потенциально 

зловредных входных данных и детектировании аномального поведения программы. 

Статический анализ предполагает анализ заголовков файлов, инструкций ассемблера, 

строк данных без непосредственного исполнения тестируемого файла в системе. Одним 

из ответвлений статического анализа является метод Symbolic Execution. Суть метода 

Symbolic Execution заключается в том, что все условные переходы и вызовы функции 

тестируемой программы представляются в виде уравнений, относительно входных 

данных. И, следовательно, входные данные, приводящие к тому либо иному исходу 

исполнения программы, будут являться решением системы уравнений, что особенно 

актуально в программах, реализующих алгоритм выявления уязвимостей. 


