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CETb NEPEOAYUN OAHHBIX KOMMAHUUN «BEJTIMUH®OHET»

Bernopycckuti 2ocydapcmeeHHbill yHUgepcumem uHopMamuku U paduoaieKmpoHUKU

2. MuHck, Pecnybnuka benapycb

Yepssikos A.U.

3eneHuH A.C. — cm. npernodasamerb kagh. KT

B cootBeTcTBUM C "OCYyAapCTBEHHOWM NporpamMmmon pas3BuTUs LMAPOBOMA 3KOHOMUKU U MHGOPMaLMOHHOro obLlecTBa Ha
2016-2020 roapl 6onbluoe BHUMaHWE yaenseTcs pasBUTUIO COBPEMEHHbBIX MYTbTUCEPBUCHBIX CETeW nepefayn AaHHbIX. Takum
obpa3om, BOMPOCHI, CBsi3aHHble C MOAEPHWU3AUMEN NOKanbHOW BbIYUCIUTENBHON CETU KoMMaHun «BennHdoHeT», sBnsoTCs
akTyanbHbeiMW. Tem Oonee, 4To cyllecTByowasi ceTb Obina passepHyTa bonee 20 neT Has3ag M B HacTosiee BpeMs He
COOTBETCTBYET NPeabsABSEMbIM K HEeW TpeGOBaHNAM.

HoBas ceTb nepegayn AaHHbIX NPOEKTUPYETCA B COOTBETCTBMU C pekomeHaauusmu CTB 2156-2011 wn
noadepXXMBaeT CKOPOCTb Nepefayn gaHHbix oo 1000 Méut/c.
Cxema nofknoyeHusi ceTeBoro 00opyaoBaHUs € ykazaHWeM MoJernen npeacTaBreHa Ha pucyHke 1:

Cepaep #sus 5520
E9-RS12-E

Vpos exm. g

HGS3700-48HP

&2

Kamwyratap Zuxal
MGS3750-28F

KamuyTaTop Zuxe!
MES2750-28F

Yposems mocTya

Hammyramop Zuxe!

Hommyratap Zuxel
HGS2700-42HP  Thremzem RI-45¢48

KommyTatap Zuxel
HE33700-48HP

CwmyTATO R ZuKel
53700-48HP

Ihremem R-45a4
!

e rmzems RI-4.5043

Therermzems RI-45c3

Puc. 1 — Cxema noakmnoyeHus ceTeBoro o6opyaoBaHms

[ns pasBepTbiBaHWM CETM Nepeaaydm AaHHbIx ByaeT ncnonb3oBatbes kabens UTP CATSe.
Mpumep TpaccMpoBKM NUHUIA (4 3Tax) NPEeACTaBIEH HA PUCYHKE 2:

Ol
il

|

Hosas CeTb nepegavun

Pwuc. 2 — TpaccupoBka nuHWnM 4-ro ataxa

OaHHbIX COOTBETCTBYET

Tononornn

"nepapxmdeckas

3Be3ga”,

npe,qycmanMBarou.l,eVl coeanHeHne OByX ypOBHeVI KOMMYTaTopoOB: KOMMYTaTOpPOB YPOBHA OOCTyNna, K KOTOPbIM
HenocpeaCcTBEeHHO NOAKMYaKTCA Nonb3oBaTesin, 1 BbICOKONMPOU3BOAUTENIbHbIX KOMMYTAaTOPOB YPOBHA A4pa.
Bbl6paHHble MoJenn ceTeBoro O60py,D,OBaHVI$| obecneunsatoT BbICOKYIO NpOn3BOANTENBHOCTb U LUNPOKNE

(PYHKLMOHaNbHbIE BO3MOXHOCTU.

Cnncok UCnornb30BaHHbIX UCTOYHMKOB:

1. TaHeH6aym 3. KomnbtoTepHble ceTu. 5-e nsganune / 3. TaHeHbaym, [1. Yaseponn - Cnb.: Mutep, 2012. - 960 c.

2. bpovipgo, B. Jl. BblumcnutenbHble cuCTEMbI, CETU U TeNeKOMMYHMKaumn: Y4ebHuk ans By3oB. 4-e mspanue / B. J1.
Bpowigo, O. IN. NnbuHa - Cnb.: Mutep, 2011. - 560 c.
3. MnatyHoBa C. M. TexHuyeckue cpenctsa kommyTaumm ZyXEL. Yue6GHoe nocobue no aucumnnuHe «KoprnopaTuBHble
cetu» / C. M. MnatyHoga - Cn6.: HAY NTMO, 2012. - 59 c.
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MOOEPHU3ALUUA BHYTPU3OHOBOWU CETU CBA3U HA BA3E
TEXHOJNIOI'Mn IMS

Benopycckuli eocydapcmeeHHbIl yHUsepcumem uHgopmMamuku U paduo3neKmpoHUKU
2. MuHck, Pecnybnuka benapych
YHukyHosuu C.M.
Xaukesuy O.A. — K.m.H., doueHm

B paboTe paccmotpeHa apxutektypa cetv IMS, npencraBneH o6G30p COCTOSIHUSI BHYTPUM3OHOBOW CeTWM nepeauyv
AaHHbIX W CTpaTterna BHeOpeHua HOBENLLNX TE€NEeKOMMYHUKaLMOHHbIX TEXHOMOrMN B Pecny6nvn<e Eenapbe, AaHa
XapakTepucTvka o6bekTa MogepHu3aumm.

MoBbiweHne addeKTMBHOCTU paboTbl MECTHOW CETV CBHA3N ABNSIETCS BaXHOW 3agjadvei. B HacToswee
Bpemsi MuHnctepcteo Ceasn PB peanuayeT npoekT pa3Bntusi LLMPOKOMOMOCHOIO AOCTYNa B CETAX CBSA3W.

OcHoBHOWM 3ajadven SBNAETCA CTPOUTENbLCTBO HA TEpPpUTOPUM CTpaHbl MYMbTUCEPBUCHBLIX CETEN W
ncnons3oBaHne apxutektypy NGNHa 6a3e nnatdopmsl IMS. KoHuenumsa IMSnpeactasnsaeT cobow ycnyry B ceTax
nepegayn AaHHblx Ha 6ase IPnpoTokona BHe 3aBMCUMMOCTW OT WCMOMb30BaHUA OOBLEKTOB MOOMIBLHOMO unm
CTaLMOHAPHOrO LUMPOKOMOSIOCHOro A0CTynNa.

B kauecTBe obbekTa NpuMeHeHnsi B paboTe paccmaTpuBaeTcs y3en cBs3un Butebckon obnacTw.

B pabote npepnoxeHa 3ameHa ycTapeBllen koopamHatHon ATC Ha MynbTUCEPBUCHBIN y3en AocTyna K
cetn IMS. 310 NO3BONWUT OKa3biBaTb COBPEMEHHbIE TENEKOMMYHMKAUMOHHbIE ycnyrn koHuenumu TriplePlay —
«TPOWHOM yCnyrmy», KOTOpble BKIOYaloT B cebs nepefavy AaHHbIX (BbICOKOCKOPOCTHOM AOCTYM K CETU UHTEPHET),
nepepadvy sugeounsobpaxerus (IPTV) n nepegady 3Byka (IP-tenedoHus).

B IMS BbigensTcs ypoBeHb nepedayn AaHHbix (UserPlane), yposeHb ynpaenenus (ControlPlane)n
ypoBeHb npunoxeHuin (ApplicationPlane). PaccMoTpyM kaxabin 13 ypoBHen nogpobHee.

YpoBeHb nepefaun  [aHHbIX  COOEPXWUT  TpaHCNOpTHbIM w03 TGW  KoTopbIi  MoAAepxuBaeT
B3anmopgevicteue IMS-cetn ¢ TpOIll mno3sonsieT ycTaHaBnNMBaTb COEAMHEHWUS MexAy Mofb30oBaTensMn 3TUX
cetenn. OH B CBOW O4epefb COCTOWUT m3curHanbHoro (SGW — SignalingGateway) ansa nepefadm CUrHanbHbIX
coobLEeHnn n wmeguawno3a (MGF - MediaGateway), 4epe3 KOTOPbI OCYLLECTBMSETCA nepefava
nonb3oBaTtensckon nHopmaumm. Wnto3 6esonacHocTn SEG. cnyxut Ansa 3awutbl YPOBHS yrpaBrieHusi B CETH,
KOTOpasi NpuMHaanexvT ogHOMyY NpoBanaepy yCcnyr, n B KOTOPOM AENCTBYOT eAnHble aAMUHUCTPaTUBHbIE NpaBuna
n ceTeBas NonUTHKa.

YpoBeHb ynpaBneHns COCTOMT W3  YHKUMOHANbLHOrO 3nemMeHTa ynpaeneHus ceaHcamu CSCF
(CallSessionControlFunction). OH siBnAeTcA LeHTpanbHOM 4Yactbio cuctembl IMS, npegcrtaensiet cobont  SIP-
cepBep n obpabatbiBaeT SIP-curHanusauuio B IMS.

3apaya nepepjaym TenedoOHHbIX 3BOHKOB MO ceTaMm |IP npakTtuyecku pas3buBaetca Ha ABe asbl:
KOMMYyTauusi (MapLupyTusaums) BbI30BOB M nepefaya LaHHbIX (KOAMpOBaHHOro ronoca). KommyTauusi BbI30BOB
OCYLLEeCTBMSETCA nepefayert CurHanbHbIX COOOLLUEHWI, a [daHHbIA MNpPOoLecC YMPOLIEHHO HasbiBaeTcs
curHanusaumen. CurHanusaums peluaeTcs cpeacTBaMu creumanbHbiX NpoTokonos. [NpoTokonbl obecneunsaoT
pernctpaumto IP-ycTtpovictea (wno3, TepmuHan wnu IP-TenedoH) Ha cepsepe npoBangepa, BbI30B w/mnn
nepeagpecauunio Bbi30Ba, YCTAHOBMEHUE TOMOCOBOr0 UMM BUAEOCOEAMHEHWS, nepegadvyy MMeHU u/vunv Homepa
aboHeHTa. SIP-npoTokon SBNSAETCA OCHOBHbLIM NPOTOKOMOM cetu IMS.

Ona B3aumMogencTsusi ¢ TPaAMUMOHHLIMK TenedOHHBIMU CeTSMM, UCMONb3yHLWMMN curHanusauuio OKC-7,
6bina paspabotaHa moaudmkaums npotokona SIP ans TenedoHumn: SessionlnitiationProtocolforTelephones (SIP-T).

MocpepHuk obpaboTkn SIP coobweHun S-CSCF B3aumoaencTByeT C CEPBEPOM AOMALUHUX aboOHEHTOB
(HSS), nonyyaeTt oT nocnegHero AaHHble ayTeHTU(MKaUMM nonb3oBaTens, MNbiTarLwerocs nonyYntb AOCTyn K
ceTu, 1 faHHble 0 Npodune nonb3oBaTtens, T. €. NepeyeHb JOCTYMHbLIX EMY YCIyT.

P-CSCF (nocpegHuk B3aumoaencTBns ¢ abOHEHTCKMM TEPMUHANOM)— 3TO NepBas ToYka B3auMOLENCTBUSA
(Ha curHanbHOM ypoBHe) nonb3oBaTtenbckoro IMS-tepmuHana n IMS-cetn. C Toukm 3peHus SIP, oHa sBnseTcs
BXOOALMM/MCXOAALLMM MPOKCU-CEPBEPOM, Yepe3 KOTOPbI MpPOXOAAT Bce 3anpockl, ucxogswme ot IMS-
TepMUHana unu Hanpasensemble K Hemy.

I-CSCF(nocpefHvk Ans B3auMOAENCTBUSA C BHELLUHMMU CETSMMW)B3aUMOLENCTBYET C CEPBEPOM AOMALIHUX
aboHeHTOB HSS 1 6Gnokom noucka KOHKpeTHoro aboHeHTa SLF, nonyyaet oT HuMx uWHdopmauuo o
MECTOHaxoXaeHnn nonb3oBatens n 06 obcnyxusatowen ero S-CSCF. Ecnu Hukakas pyHkumsa S-CSCF ewwe He
HasHauveHa, pyHkuus I-CSCF npou3BoaunT ee Ha3Ha4YeHue.

Kaxpasi IMS-ceTb copgepxuT oguH unu bonee cepeepoB nonb3oBaTenbcknx 6a3 gaHHbix HSS. Cepsep
HSS npeacraBnsetr cobon ueHTpanusoBaHHOEe XxpaHunuwe wHgopmauum o6 aboHeHTax u ycnyrax. MRF
(MediaResourceFunction), ABnsieTCA MCTOYHMKOM MeavanHdpOopMauuu, oHa denuTtca Ha aBe vactn: MRFC —
MediaResourceFunctionControllern MRFP — MediaResourceFunctionProcessor. MRFC Haxogutca Ha
curHaneHoM ypoBHe u B3aumopgewnctsyeT ¢ S-CSCF, koHtponnep MRFC ynpasnsier no npotokony Megaco
npoueccopom MRFP, Haxogswummcs Ha ypoBHE Nepefdayn AaHHbIX, @ TOT BbIMOMHSET BCE MaHWUNynsuum c
MeananHdopmaumen.

B 3aknu4eHMn MOXHO cKkasaTb, YTO PaCCMOTPEHHbLIN MPOEKT MOAEPHM3ALMU CETU nepefayy OaHHbIX
SIBNSAETCA TEXHNYECKM N SKOHOMUYECKN 3D EKTUBHBIM MMOXETPEAnmn3oBaTbCsl Ha NPaKTUKE.

CnmMcoK Mcnonb30BaHHbLIX UCTOYHMKOB!
1. IMS [OnekTpoHHbI pecypc] — Pexum goctyna: https://ru.wikipedia.org/wiki/IMS.
2. TonbawrTeiH, B.C. Mpotokon SIP: cnpaBoynuk / B. C. MNonbawTeiid, A. A. 3apy6uH, B. B. Camopesos. — CI16. : 2005. —
390c.
3. TonbguwrentH, b.C. IP-tenedonus (3-e nsgaxue). / M.: Paguo 1 cBsiab, 2006. — 312 c.
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MOOENMMWPOBAHUE CUTHAJNIOB HA OCHOBE NPEOBPA30OBAHUA
NAMIACA

Benopycckuli eocydapcmeeHHbIll yHU8epcumem UHopMamuku U paduo3neKmpoHUKU
2. MuHck, Pecnybnuka benapych
®am M.T.
BeneHkesuy H.U.- cmapwuli npernodasameris

B HacTtoswee Bpemsa B mn3ydeHun CTK (cnctem TenekoMMyHMKauUWiA) MCMONb3YT pasnuMyHblie MeToabl
OMNMNCaHNsi CUrHarnoB: BO BPEMEHHOW U YacCTOTHOM 06nacTsx, a Takke Ha KOMMIIEKCHOW NIOCKOoCTW. TeHaeHuun
yKasblBaloT, YTO BCEe Yalle pacnpocTpaHeH MMEHHO MeTOA OnuMCcCaHue CUrHamnoB Ha KOMMMEKCHOMW MNIOCKOCTU C
nomoLbo npeobpasoBaHua Jlannaca. 3To xapakTepHO He TOMbKO AN TEOPEeTUYECKOro nccrnegoBaHus, HO U Ans
nporpaMmmHoro obecneyeHusi, oTBevaroLLero 3a MmogenvposaHme.[1]

MpeobpasoBaHve Jlannaca- wuHTerpanbHoe npeobpas3oBaHMe, KOTOpPoe  CBA3bIBAaeT  (PYHKUMIO
KOMMJIEKCHOTO NEPEMEHHOrO (M306paxeHuns) ¢ pyHKLUMEN BELLECTBEHHOrO NepemMeHHoro (opurmHanom). MnmasHom
n3 ocobeHHOCTEN AaHHOro npeobpasoBaHus ABMSAETCA TO, YTO OONbLUMM COOTHOLIEHVAM U onepauusaM Hag
opurMHanammu cooTBETCTBYIOT Hauboree NPocTble COOTHOLLEHMS HaA UX n3obpaxeHnamu.[2]

Ons npeobpasosaHuna no Jlannacy koMmnnekcHosHavyHas pyHKUMA[(t)A0MKHa YAOBNETBOPATL YCMOBUIO
lenbaepa, Bo3pactaTe He GbICTpee nokasaTenbHOM (OYHKLUUM U CyLLEeCTBOBAaTb Ha MONOXUTENbHON BPEMEHHOMN
nonyocu. Takyto yHKLUMIO Ha3blBaKOT PyHKLNENR-OPUTMHATIOM.

Mpamoe npeobpasosaHue Jlannaca cTaBuT B COOTBETCTBUE OpUriHanyft)jero nsobpaxeHner iy

=

Fip) = f Flt)e Pide
B

KoTopoe siBnsieTcs QyHKLMEN KOMMNIEKCHOTO NEPEMEHHOr0 p = & + ju.
O6paTHbIN Nepexopn oCyLecTBAsIETCA C NOMOLL b0 06paTHOro npeobpasoBaHus Jlannaca:

Q.+ oo
1
fe =35 f F(p)eP'dp.
a- j=

lMpn mogenupoBaHWM CUrHanoB Ha OcHoBe npeobpas3oBaHusa Jlannaca B OCHOBHOM MPUMEHSAIOTCA
cnepaytoume ceorctea [1]:
1) CBOWCTBO nuHeWHocTH: f;(tl<=F:(p). (i= T.N), 10 fit) =X, 4;fi(t)= Fip) =X, 4;F(p), roe Ay

NOCTOSIHHbIE KOIPDULMEHTDI;
2) Teopema cmelerus: fi(t) = F (), o fa(t) = fi(t)eP = F(p) = F (p — po);

3) Teopema nogobusi: filt) = Fy(pl, o f2(t) = filnt) =F(p) = %Fl':%';

4) mnddepeHunposarne opurvHana: ().t €(0.2) - AnddepeHumpyema u  filt) = F(p), 1o
fale) == £ () = B (9) = p"F(p) — p" " (0) —p" 3 (0) — = FRH(O), Ae
FE) = lime o of ¥, k== Tn—1;

5) auddepeHLMpoBaHmne nsobpaxerus: F; (p) = fi(t), ToF; (p) = Ffﬂ:'{:ﬂ:' = folt) = (-1)""f (L),

6) wWHTerpupoBaHue opurvHana: fi(t) = F (), 1o f2(t) = -|-|:ff1':t:'dt =F(p) = F(@)/p;

7) wWHTerpupoBaHue n3obpaxeHus: FL[P?' bfl':r:" T0 £ [P:' = -l-; F’-[P]dp =‘ir:|:ﬂ = fll:t:l"fr;

8) Teopema YMHOXeHUs N306paKEHUIA: F(p)=filtn F (p)= filD),
F(p) = R(p)E @) = f©) = [f D flt - Ddr;

9) Teopema YMHOXEHMS OpUIVHanoB: filth =F(p) " f2t) = E(p), T0
0 = LORO = F) = =[S TR @R G - 24z,

10) Teopema 3anasgpiBaHust: fi(t) = Fipl, tp = 0. f2(t) = fi(t —ty) = F.(p) = F (ple P
11) npenenbHble CoOTHOWeEHMs: f(t) W ee npoussogHas f''™- opurvmanel u  f(t) = F(p), T0

lim,,_, . pF (p) =lim,_q,q f(£) = f(0),lim, o pF (p) = lim,__ f(£) = f(o0).

HaxoxageHne n3obpakeHns Nepuoguydeckoro CUrHana Ha KOMMMEKCHOWM MITOCKOCTU SABMSIETCS MPUMEPOM
3hheKTMBHOrO NPUMEHEHMT CBONCTB Npeobpa3oBaHusa Jlannaca, YTo NO3BOMSET HAMHOMO YNPOCTUTL Onepaluu
MoZenmpoBaHusi 1 06paboTkM NMHEOKOMMYHUKALMOHHBLIX CUTHATOB.

CnMCOKMCNOb30BaHHLIXUCTOYHMKOB:

1.UnbuHkoB, B.A. MogenupoBaHue NWHENHbIX CBOWCTB 3BEHLEB W CUMHaNoB B TENEKOMMYHUKALMOHHBIX CUCTEMaXx :
yuyeb.nocobre no gucumnnuHe "MopenvpoBaHWE CUCTEM TeNEKOMMYHMKaUMR" ONns CTyOEeHTOB crneumanbHocTen "Cuctemsl
pagmocBs3n, paguosellaHus n TenesngeHns”, "MHorokaHanbHble CUCTEMbI TENEKOMMYHMKaumi" Bcex doopm obyyeHnns / B.A.
MnbuHkos, H.WN. BenexkeBuny, B.E. PomaHoB. — MH. : BI'YUP, 2005. - 102 c.

2.TpydaHoBa T.B. WHTerpanbHoe npeobpasoBaHue Jlannaca n dypbe: YyebHoe nocobue / T.B. TpydaHoBa, E.M.
CanmaluoBa. - brnaroseeHck: AMypckuii roc. yH-T, 2006.
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CPABHUTENbHAA OLUEHKA MOMEXOYCTOUYMBOIO
KOAUPOBAHUA C MHOIoOno3nMunoHHbIMU BUOAMU
MoaynAaAuuum

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

CepueHsa A.A.
Jlunkosuy3d.6. — doueHmM

MpuMeHeHne NOMEXOYCTONYMBOrO KOAMPOBAHUS C UCNpaBNeHUEM OLIMBOK B COBPEMEHHbIX CUCTEMaXxX CBA3M SBMSIeTCS
obsa3atenbHbiM. KogupoBaHue MHgopmaumMn no3BonisieT, C OA4HOWM CTOPOHbI, YMEHbLUMTb KONMWYecTBO OWKMGOK B kaHane,
BO3HMKAIOLLMX M3-3a BIIUSHUS YaCTOTHO-CENEKTUBHbIX 3aMUPaHuii, MHAYCTPUAmbHbLIX MOMEX U NPOYMX hakTOPOB, U TEM CaMbIM
YMEHbLUNTL 06LLEE BPEMSI HEFOTOBHOCTU NMMHUM CBSA3U, U C APYrovi CTOPOHbI, CHU3UTb 3HAYEHWE NOPOroBON YyBCTBUTENBHOCTU
NpUEeMHWKa, 3a CYET YEro YBENUUNUTb SHEPreTUKY NTMHUM CBSI3N.

B COBpPEMEHHbIX CUCTeMax UCNONb3yT MHOronO3MUMOHHbIE MEeTOAbl MOAYyNAUMK, T.K. OHU NO3BOJIAKOT
MOBLICUTbL MPOMYCKHYID CNOCOGHOCTb CUCTEMbI B MNpeaenax BblAeneHHOW nonocbl 4actoT. OHWM gBnsoTCS
nonocHoc6eperaowumun. CyTb BbIUIpbILLA MO CKOPOCTU NepefaBaeMblX AaHHbIX UM NO UCMOMb3yeMon nonoce
4acToT COCTOUT B TOM, YTO PaguoOCUMBOMbLI, OOpa3oBaHHble Ha BbIXOAE MOAynATopa C ANUTENbHOCTLIO

T, =1/B,, nepeHocaT Heckonbko 6MT uCxoAHOW WHGopmaumn, rae B — cumBonbHas  ckopocTb.

PasznnuntenbHbiMM Npu3HakamMu cocTaBa nepedaBaeMblXx OUT B CUMBOME SBNSIOTCS onpeaeneHHble 3Ha4YeHus
aMnnnTya, 4acToT u a3 Unm nx KoMOGUHaLUNi.

BbiGpaHHbIN MeTo4 MOAYNSLUM HE TOMNbKO NMO3BOMSET MNOBbLICUTL MPOMYCKHYI CNOCOBHOCTb, HO 1 BNUSET
Ha TaKMe XapakKTepPUCTUKN MOMEXOYCTOMYMBOCTU CUCTEMBI, KaKk BEPOATHOCTb OLUMOKM M 3HAYEHWE OTHOLUEHMS
Hecywas/wym (OHLL).

Ona  cpaBHeHMs  MOMEXOYCTOMYMBOrO  KOAMPOBAHMSA  MNPU  WCMOMb30BaHWMM  pas3HbiX  BUOOB
MHOTrOMO3NLMOHHOM MOAYNSALUMU MOMOXMM, YTO MMeeTcs umdpoBas cUCTEMA M UCMOMb3yeTCa CBEPTOYHOE
KoauMpoBaHue, KorepeHTHas gemoaynsaumsa curHanos KAM-M, ®M-M, AM-M u gekogupoBaHwe Mo anroputMmy
Butep6u ¢ MArkMM peLLueHnem.

McxooHbIM COOTHOLLEHMEM, YBS3bIBAKOLLMM BEPOATHOCTb OLIMOKN Ha OMT nHdopMaumm ¢ napameTpamm
MOZYNSALMN U KOOUPOBaHWS, ABNSETCH

Pous =Cij - R -d¢ B-K-q; -erfc(x); O
X:\/RK -de-B-gj oy »

roe Ci, (; - xoabduumeHTsl, 3aBncAMe OT BuAa MoaynaALuM, dc- cBobogHoOe paccToaHue Ans

CBEPTOYHOrO KoAa.
YyTb nogpobHee CTOMT OCTaHOBUTbCA Ha koapduumente (;. (; - aTo keagpaT koadpdmuneHTa

nomexoycTtonunBoctn. OH ncnone3dyetca ansa 6onee NOnHOM oueHkN 3PEEKTUBHOCTN MHOFOMO3ULMOHHBIX BUAOB
MOZYNSILMU N BbluUCTIIETCS NO hopMyre:

g =dgi% /4Eq -@

dOi' €BKIMUMAOBO paccTosiHve (paccTosiHe Mexay TOuKamMu CUrHarbHOro Cco3Bes3ausi), KoTopoe Tem

MeHblUe, YeM 6onbLie KpaTHOCTb MOAYNAUMK.[TpU ero yMeHbLUEHUN YMeHbLUAETCS AOCTOBEPHOCTb Npuema npu
HanMyMm LWYyMOB 1 NoMex B paamoTtpakTe. KoMneHcMpoBaTb 3TO MOXHO YBENUYEHNEM aMNNUTyA nepeaaBaemMblX
curHanos. [Ins pasHbix BUAOB MOAYMSALMU €BKNMOO0BO PacCTOSIHUE BbIYUCISIETCS MPY NMOMOLLY PasHbIX hOpMYyI.

E0 - 9T0 9Heprus, Tpebyemas ans nepegayy ogHoro Guta uHdopmMaumm.
Yem Gonblue sHadeHmne (;, Tem Bbllle 3thheKTUBHOCTL BLIGPAHHOTO BMAa MOaynsALMM 1 Huxe Tpebyemoe
Nnoporosoe OTHOLLEHNE ho = Eo / NO ans obecneveHnsa HeobxoanMoN JOCTOBEPHOCTH Npuema.
Bbipasum n3 oopmynbl (1) 3Ha4eHNE NOPOroBoro oTHoLeHus curHan/wym (OCLL) hOK :
2.3-(D, -0.5D, -2.3
h,. =10-1g (G ' ) ,ab (3)
-fB-d -R
q-p-d.-R,

Ecnu npuHaTe RK,dC, ,B , K paBHbIMM eguhuue, To pacueTHoe cooTHoleHne (3) mepexoanT K

cdopmyne 6e3 kKogMpOBaHWSI.
Tpebyemoe OHLU npu HanuumMn CBEPTOYHOrO KOAMPOBAHMSA AN obecneyeHnss 3ag4aHHON JOCTOBEPHOCTH
npuema onpegensietcsa no dopmyne
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pOK:hOK +10|gyO+ApZ‘D‘B (4)

AP PEKTVBHOCTb KOAUPOBaHUS B LIMGPOBBLIX CUCTEMaX OMNpeaensieTcs BenUYMHON BbiUTpbilLa OT
KOAMPOBaHWS NPU COXpaHEeHUN BbIGPaHHOTO TUMa MOAYNSLMA U BENUYMHBI OLLMOOK:

AGK:hO_hOK:IOO_pOK _lOIQRK :1O|gRchﬂ§ (5)

£ A -05IgA -23
 D,-05lgD,-2.3"

6)

BenunuuHa AGK 3aBUCUT OT CBOWCTB KOppPEeKTUpywLwlero kKoga wn anropmtMa KoaunpoBaHUA. Yem

Bbllle AGK , TEM Bbllle nUcnpasndaowas CnocoBHOCTb Bbl6paHHbIX KOOOB U NX COYETaHUN.

B TexHuke undpoBol CBA3M METOAbI MOAYMSALUN UrpaloT BECbMa 3HAYNTENbHYIO porb. [ToMMMo cBoen
OCHOBHOM (PYHKUMM — npeobpasoBaHMsa CUMBOM—CUIHaNm — npouecc Moaynsaumn sSiBNsSeTCsS COCTaBHOW YacTbio
obLero nmpouecca COrfacoBaHWs CurHana ¢ xapaktepuctukamu kaHana.Teopewmbl LleHHoHa Ans kaHanma ¢
LyMaMmn CBA3bIBAIOT NPOMYCKHYIO CMOCOBOHOCTb KaHana nepejayn uHdOpmauuM M CylecTBOBaHWE KoAa,
KOTOPbI BO3MOXHO MCMOMNb30BaTk ANSA nepedayn MHMOpMauuy no kaHany ¢ OLWMWOKON, CTPeMSLENcs K Hyso
(npn yBenuyeHun anuHbl 6noka).llpakTuyeckn BaXHbIN BbiBOA4 paboT LlleHHOHa cocTouMT B TOM, 4TO ecnu
CKOpPOCTb Nnepefayn UHMOpMaLMM MeHbLUe NPOMYCKHOW CMOCOBHOCTWM KaHamna, TO C UCMOMb30BaHWEM KOAOB,
NCNpaBnsaoLWmnX OWKNOKN, MOXHO CO34aTb CUCTEMY CBSA3M CO CKOMb YrOAHO Marnowi BEPOSTHOCTHIO OLIMOKM Ha
BbIXxoAe Aekoaepa kaHana. [pu aTom apgeksBaTHas cuctema 6e3 KOppeKkTupyloLero kognposaHus 6yaet bonee
CMOXHOWN, AOPOron n aHeproemkon. OTcroAa BbIBOA: CUCTEMA, HE UMEIOLLaA KOPPEKTUPYIOLLIErOo KOAUPOBAHMS 1
paboTatowlan 6e3 ownbok, - 3To kpalHe HeadpdekTMBHas cuctema. HaobopoT, achdekTuBHasa cuctemMa AoSmkHa
MMeTb BO3MOXHOCTb paboThbl B peXxume C 4OCTaTOYHO BbICOKOM YacTOTOM OWMBOK B NOTOKe Ha BXoAe Aekoaepa,
a caM 4eKoAMPOBaHHbIN NOTOK AOMMKEH MMETb KpariHe Manyto BEPOATHOCTb OLLUMOKM Ha BuT.

Takum 0b6pa3om, coBpeMeHHble MeToAbl MHOTOMO3WNLMOHHON MOAYNSALUMWM B MOSMIHOM COOTBETCTBUM C
Teopemon LLleHHOHa MOryT paccmaTpuBaTbCA M Kak CNocob KOAMPOBAHMA OAHHbIX COOOLLEHMI B CUMBOIbI
KaHana.

Cnmncok Mcnosnb30BaHHbIX MCTOYHUKOB!

1.lunkoBuy, 3. B. LiucbpoBble cUCTEMbl pagMOCBSA3M U pPaaMOBELLaHUst : SNEKTPOHHBLIN pecypc Mo yd4ebHoi
avcuunnuie / 3. b. Jlunkoeuy [AnekTpoHHbI pecypc]. — MuHck : BIYUP, 2016. — Pexxum goctyna: http://www.bsuir.by/

2. 3onotapés, B.B., OeukuH, I".B. [NomexoycTtonunsoe kogmpoaHue. Metoabl n anroputmel : CnpaBoyHuk / HO.B.
3yb6apes, — M.: lNopsivas nuHusA-Tenekom, 2004. — 126 c.

3. Metogbl mogynsiumm B uudpoBbix TB  cuctemax  [OnekTpoHHbIi  pecypc]. Pexum  goctyna:
http://iwww.konturm.ru/newsprint.php?id=help/stat290805
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CDMA-PON

Gernopycckuli 2ocydapcmeeHHbIl yHusepcumem UHhopMamuku U paduo3ieKmpoHUKU
2. MuHck, Pecnybnuka benapych

Cepeees H.H.
Ypsdos B.H. — k.m.H.,0oueHm

TpeboBaHWsi aBOHEHTOB K TENEeKOMMYHUKALUMOHHBIM YCryram, Kak K CKOPOCTU Tak U K Ka4eCTBY MHTEHCMBHO pacTyT.
Moatomy HeobxoaMMO McKaTb anbTepHaTMBbI CYLLECTBYIOLEN TpaaMUMOHHON KoHuenumn TDM-PON. Tak 6bina npeanoxeHa
koHuenums CDMA-PON.

HoBbIM HanpaBneHveM pas3BUTUS CeTeN 4BNSIeTCS TpeTbe HanpasneHne pas3BUTUSA MaCCUBHbIX
BOMOKOHHO-onTu4ecknx cetei PON — MHOXECTBEHHbIN JOCTYN C KOO4OBbIM pasgeneHvem kaHanos CDMA-PON
(pncyHok 1)[1] .

- [Txoromcomauser1| cowa || [| oLT ™
.- sl
: g OFDOM :
' Data —f Constellation | b : "
TR e | Ly O B
' ' Dawniink |22
| Data» TXOFDM CDMAUSer2 ol —
: + a i Uplink \
5 : = |
' Dsts+| TxOFDM CDMAUserN 2 :
g . | RxOFDM CDMA User 1
s + RxOFDM CDMAUser 1 - 1= ]| p—
1 E ™| Decoder1 [* ﬂﬁm demapping
l':Dst,a~| Rx OFDM CDMA User N |- *
. i I =+ FElectrical —» Cplical

Puc.1. Apxutektypa OFDM-CDMA PON

Heckonbko nonb3oBaTener MoryT OAHOBPEMEHHO NepeaaBaTh MHpOPMaLMIO MO OOHOMY M TOMY Xe Ka
Hamny, UCNonb3ys pasnuyHble KOOOBblE MOCNEeAOBaTENbHOCTU AN Nepedayn NOrnyYecKkux Hynewm v eavHuu,.
Kaxgbii nepegatyumk kogupyeT onpedeneHHbIM KOAOM MocrefoBaTenbHOCTb OUTOB, mognexawmx nepegade,
YMHOXasi BCce pas3psiibl pacLUMpsoLEn NocrnefoBaTenbHOCTM Ha 3HadYeHue wuHdopmaumoHHoro 6uta. Ha
NPUEMHON CTOpPOHE KaXAbl paspsh CYyMMapHOro cCurHamna yMHOXaeTcsl Ha COOTBETCTBYIOLWMA pa3psag
pacwupsowen nocrnegoBaTenbHOCTU AaHHOMO KaHarna, nocne 4ero nonyyeHHble pesyrnbTaTbl CyMMUPYHOTCA B
npegenax nepeBoro nepuvoga nocnegoBaTenbHOCTU. B 3aBUCMMOCTM OT 3TOr0 BbIYUCASETCA WUCXOAHBIN [2]
CUMBOI.

Bblgenum OCHOBHblE NpeunMyLLecTBa MCNonb3oBaHus TexHonormn CDMA B BONOKOHHO-OMTUYECKUX
ceTax gocTyna:

- BO3MOXHOCTb OpraHusaumm rmbkoro Metoga MHOXECTBEHHOro A0CTyna Ans nepeaadym acCUHXPOHHOro
Tpadhmka: B 3aBMCMMOCTM OT Beca U ANUHbI BbIBpaHHOro koga MOXHO BapbMpoBaTb KONMYECTBO NONb3oBaTenem
ceTu JocTyna;

- HeobxoaouMy0 BENUYUHY 3HAYEHUS BEPOSATHOCTU OLIMOOK NMB0 GUTOBOM CKOPOCTM MOXHO MOMY4YUTb
nepebopom Mcnonb3yemMbIX KOJOB;

- OTCYTCTBME HEOOXOAMMOCTU CTPOroro ynpasneHns AnmHamm BonH kak B8 WDM-PON [3];

- camoMapLUpyTU3aLmsa no KOAOBOW MOCMEeAOBATENbHOCTU: B MaTpuLe MUCMONb3yeMbIX B TEXHOMOrMU
CDMA KkofoB BCe CTPOKW paBHOyAaneHbl Apyr OT Apyra B TOM CMbICIe, YTO KOOOBbIE PACCTOSHUS MeXAy HUMU
(TO ecTb uncno HecoBnagawLwWmMx OMTOB NPU COMOCTaBNEHMU KOAOB) OOVHAKOBBLI. OTO CBOWCTBO MO3BOMSET
HelTpanu3oBaTh Yy)XepoaHble CUrHarnbl Npy NONyYeHun pesyrnbTata CBoeobpasHbiM CPaBHEHNEM B NMPUEMHMKE;

- adppeKkTMBHOE MCNONb30BaHUE MOMOCHI MPOMNYCKaHWS;

- MOBbIWEHHasA 3aULLIEHHOCTb UHOPMaLUN OT HECaHKLUMOHMPOBAHHOIO AOCTYMNa 3a cYeT nepegaym no
NVHUN CBSI3M NCEBAOLLIYMONOAOGHOMO LUMPOKOMNOMOCHOIO CUrHana.

Cnmcok Mcnornb30BaHHbIX UCTOYHUKOB!

1. CDMA-PON Security Issues: Upstream Encryption is Needed / Dovid Gutierrez. Jinwoo Cho, Leonid G. Kozovsky // Optical
Fiber Communication and the National Fiber Optic Engineers Conference. Anaxam, Kanudophusa, CLWA, 25-29 MapTta
2007.

2. Ypspos B.H., MyweHko [O.B. KonnektuBHas naccueHass WDM ceTb ¢ He3aBWCMMbIM OOCTYMOM K ONTUYECKOW cpefe
nepepaun // CoBpeMeHHble cpefcTBa cBs3n : MmaTtepuansl XIV MexayHap. Hay4.-TexH. koHd., 29 ceHT.-1 okT. 2009 roaa,
MwuHck, Pecn. Benapycbk. — MuHck : BIKC, 2009. — 23c.

3. PekomeHpaums MC3O-T G.983.1. LLInpokononocHble onTUYeckue cetTn 4ocTyna Ha 6ase NaccUBHbIX ONTUYECKUX CETEW
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AHAIN3 YYBCTBUTEJNIbHOCTU NPUEMHOI'O ONTUYECKOIO
MoAaynA € P-I-N ®OTOAETEKTOPOM

Benopycckuli 20cydapcmeeHHbIl yHUgepcumem UHhopMamuku U paduo3rieKmpOHUKU
2. MuHck, Pecnybnuka benapycb

Cepeees H.H.
Ypsdos B.H. — k.m.H.,0oueHm

B cyluecTByOLLMX ONTUYECKUX CUCTEMAaX NepeaaYn LMPOKO MCMOSb3YITCA pasfnyHbie NPUeMHbIE MOAYNW, OAHUM U3
OCHOBHbIX MOAynen npuema SBMAeTCA NPUEMHbIA ONTUYECKUA MOAyNb C p-i-n dpoTtoaeTekTopoM. [Ina KoppekTHoW paboTbl
cucTeMbl, Heobxoammo, 4ToObl ypoBeHb curHana Obin B pamKkax 4yBCTBUTENbHOCTU MPUEMHOrO OMnTU4eckoro mopyns[l].
Mo3BonuT 1 NOPOr YyBCTBUTENBHOCTN MPUEMHOTO OMTUYECKOrO MOAYNSA NPUHATL MHAPOPMALMIO NCMONb3YSA OTPAKEHHBIN CUrHan
oT oBeTBUTENS? [N OTBETA HA 3TOT BOMPOC NPOM3BEAEM aHanM3 YyBCTBUTENBHOCTY MPUEMHONO ONTUYECKOro MoAyns([2].

OpHuM 13 Moayrnein npueMa SIBNAeTCs NPUEeMHbIR ONTUYECKUiA Modynb C p-i-n pOTOAETEKTOPOM.
Mpousseaa pacyeT YyBCTBUTENLHOCTM OMTUYECKOrO MNPUEMHOrO Modyns C ONTUYECKUM npeaycunurenem,
YUNTBIBAS!, YTO MOLLHOCTb LUYMa i> p-i-n choToamMoaa ymeHbluaeTesi B G- pa3 (roe G — KoapULMEHT yeuneHus

OMNTUYECKOTO yCUnuTens), npu cneadyowmx napametpax: 17,=0,8; A;-4,8 BT/A; Cz =0,5 n® (kpueas 1), CZ =1
nd (kpuBas 2); In, =0,55, |n3:0,085; Sm=35- 107 Cwm; Fn=1.5, c y4yeToMm TOro, 4TO Morioca CrekTpa curHana
OfHOrO KaHana Av [Anst cuctembl co ckopocTeto B M6wut/c npumepHo paBHa Av=2B, [3] 3aBucumocTb

YyBCTBUTENBHOCTM ONTUYECKOTO MPUEMHUKA OT CKOPOCTU nepegayu npu k1 =0.5 6yaeT MeTb CreayoLwWwmn Bug
(pucyHok 1).

p -10

-20 [—

1-10° 1-10%° 1-10%
B

PucyHok 1 — 3aBUCUMOCTb YyBCTBUTENBHOCTM ONTUYECKOTO NPUEMHMKa
C p-i-n hoTOAMOOOM OT CKOPOCTM Nepeaaydm npu kl =0.5

YyBCTBUTENBHOCTb OMNTMYECKOrO NMPMEMHMKA C YBENUYEHWEM CKOPOCTM nepefayn MHgopMaumm ObicTpo
YMEHbLLAETCS, YTO MNPMBOOUT K YMEHbLUEHUIO O[aKeTa CUCTEMbI, KOTOPbIA paBeH pPas3HOCTUM YPOBHEN
nepefaroLLero onTUYECKOro Moayns 1 YyBCTBUTENBHOCTN ONTUYECKOrO MPEMHOIO YCTPOMCTBA.

CpaBHeHMe ONTUYECKUX MPUEMHUKOB pPa3fMYHOrO TuMNa MoKasbiBaeT, YTO MPUEMHUK C OMTUYECKUM
npegycunuTenemM ¢ TUNMYHbIM KoadduuneHtom ycunenusi 20 b obecneymBaeT BbIUMPbIL B YYBCTBUTENBHOCTM
npuMepHo Ha 7 Ab no cpaBHEHWIO C NPUEMHUKOM, UCMONb3YHLWMM NaBuHHBIN doTtoauod n 15 gb ¢ p-i-n
doToanoaom[4].

YyBCcTBUTENBHOCTL AN ckopocTn 2,5 out/c coctaBuna -49aBM., 4TO NOnNOXUTENbHO NOATBEPXAAET
BO3MOXXHOCTb HECAHKLMOHMPOBAHHOIO [AOCTYMa K BOCXOASLWEMYy MOTOKY C aboHeHTckon poseTkn. OpHako,
KayeCcTBO npveMa curHanoB OyaeT ¢ 6onbliei BEPOATHOCTbIO OLUMOKN ~ 10°®.

Cnmcok Mcnonb30BaHHbIX UCTOYHUKOB!

4. TDM-PON Security Issues: Upstream Encryption is Needed / Dovid Gutierrez. Jinwoo Cho, Leonid G. Kozovsky // Optical
Fiber Communication and the National Fiber Optic Engineers Conference. Anaxanm, Kanudophusa, CLWA, 25-29 MapTta
2007.

5. bynaskuH W.A. Bonpocbl nHgopmaumoHHon 6esonacHocTu cetent PON // TexHonorum n cpeactea cBssan — 2006. - IW2. -
C. 104-108.

6. PekomeHpaums MCO-T G.983.1. LLnpokononocHble onTudeckne ceTu JocTyna Ha 6a3e NnaccuBHbLIX ONTUYECKMX CeTeN

7. Ypsgpos B.H., MyweHko [O.B. KonnektuBHas naccveHass WDM ceTb C He3aBUCMMbIM LOCTYNOM K OMTUYECKOW cpene
nepegaun // CoBpemeHHble cpeacTBa cBs3n : matepuanbl XIV MexayHap. Hay4.-TexH. KOH®., 29 ceHT.-1 okT. 2009 roaa,
MuHck, Pecn. Benapycbk. — MuHck : BIKC, 2009. — 23c.
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CUCTEMA OBHAPYXEHUA BTOPXXEHMU C UCMOJIb30OBAHUEM
BUPTYAIIbHOU CETEBON NHOPACTPYKTYPbI

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Mypawko E.A, Mapbiqes [.B, [Nemkesuy [J.A.
BuwHsikoe B.A., 0.m.H., npogheccop

Cuctembl OBHapyXeHWs CeTeBbIX BTOPXKEHWA W BbISBIEHUS MPU3HAKOB atak Ha MHMOPMAaLMOHHbIE CUCTEMbI YXe
[OCTaToOYHO  AnuTEnbHOE BPEMsI WCMOMb3YKTCH Kak OAHO W3 HeobXOAMMbIX CpeacTB  3awuTbl  MHAOPMALMOHHBIX
cucTeM.locKomnbKy KONMYECTBO PasnuyHbIX TUMOB U CNOCOGOB OpraHM3aumm HeCaHKLMOHMPOBAHHBIX MPOHWUKHOBEHUIA B Yyxue
CeTun 3a nocregHve roabl 3Ha4YUTENbHO YBEMUYMIOCH, CUCTeMbl 06HapyxeHnsa atak (COA) ctann HeobxoAMMbIM KOMMOHEHTOM
MHppacTpyKTypbl GOMNbLIMHCTBA OpraHu3auui. Vcnonb3oBaHne BUPTYanbHOW WHGPACTPYKTypbl ANsi NOCTPOEHUSI CUCTEMbI
obHapyxeHVsi BTOPXXEHWUIA No3BonsieT obecneynTb kak Gonee pauvoHanbHOe pacnpefeneHve U Ucnonb3oBaHue usndeckmx
pecypcoB, TaK 1 ynpoLjaeT agMUHUCTPMPOBaHNE BCeX KOMMOHEHTOB CUCTEMbI 3aluTbl. B kayecTBe cpeactBa oGHapyXeHusa v
npefoTBpaLleHns BTOpKeHWn ncnonbayetcs IDS/IPSSnort.

Cuctema obHapyxeHusi BTopxkeHun (COB) (aHrn. Intrusion Detection System (IDS)) — nporpammHoe unm
annapaTtHoOe CpeAcTBO, npefHasHayeHHoe ANS BbiABNeHWs (hakToB HeaBTOPM3OBAHHOMO AO0CTyna (BTOPXeHUs
WNn CceTeBON aTakn) B KOMMbIOTEpPHy cuctemy wunu cetb. COB BCE uvalle CTaHOBATCA HeobXoaAMMbIM
JononHeHneM MHAPaACTPyKTypbl ceTeBon GedonacHocTu.B gononHeHne Kk mexceTeBbiM akpaHam (firewall),
paboTa KOTOpbIX MPOUCXOOAUT Ha OCHOBE MonuTukn 6esonacHoctn, COB cnyxaT mexaHn3mMmamy MOHUTOPUHra u
HabnogeHns nogo3putensHon aktusHocTU.Apxutektypa COB BknovaeT:

1) CeHcopHylo nogcuctemy, npegHasHaveHHyl Ans cbopa cobblTWi, CBA3aHHbIX C 6e30MacHOCTbo
3awyLLaemMon CceT U CUCTeMBI;

2) TloacuctemMy aHanusa, npegHas3HaYeHHylo A5 BblIBNEHWS CeTeBblX atak U MoJ03pUTenbHbIX
nencTBui;

3) XpaHunuie, B KOTOPOM HaKannMBalTCHa NnepBuYHbIe CobbITUA 1 pe3ynbTaTbl aHanusa;

4) KoHconb ynpasneHus, nossonswowas koHdurypuposate COB, HabnogaTb 3a COCTOsiHMEM
3awmwaemon cuctemol 1 COB, npocmaTpmBaTh BbISIBIIEHHBIE NOACUCTEMOW aHanNn3a MHUUOEHTbI.

Mpumep peanusaunm COB ¢ ncnonb3oBaHNeM BUPTyanbHON MHAPACTPYKTYpbl NPeACcTaBneH Ha PUCYHKe
1:
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Pucynoxk 1 — Yrnpomeénnasi CTPYKTypa ceTH ¢ BUPTYyaldbHbIMH U ¢puzndeckumu COB

LtpnxoBbiMn obnactamu Ha cxeme o6GO3HayeHbl cepBepa BUpPTyanusauun, Ha KOTOPbIX Pa3BEPHYTHI
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AaTynkn ceTun, BUpPTyarnbHble KOMMYTaTOPbl, pasnuyHbie cepBepa v BUpTyarnbHble paboyne cTaHumu.

CosgaHHas BUpTyanbHas nHdpacTpykTypa obnagaet cneayrowmnmm oco6eHHOCTAMM:

a) cobbiTna ¢ gatunkos COB cobupatotca B 6a3y AaHHbIX HA BblAENEeHHOM BUPTyanbHOM CepBepe;

6) ons ynpolueHnsa paboTbl M aHanusa cobbITUA, NPUHATLIX OT AaTYMKOB CETW, pasBEpHyTa BUpTyanbHas
cuctema cbopa 1 06paboTkn AaHHbIX O COBbLITUAX MHdOPMaLMoHHon 6esonacHocTn (CCOOC UB).

OcHOBHble NpenMyLLLeCTBa UCMONb30BaHNS BUPTYanbHON MHDPaCTPYKTYpbI:

—  BO3MOXHOCTb BbICTPO MUrpauny BUPTyarnbHbIX MallWH 1 CO30aHUSA PE3EePBHbIX KOMUIA;

—  BO3MOXHOCTb nepepacnpeaeneHns Ucnonb3yeMbiX BUpTyarnbHbIMU MallMHamMun pecypcos;

—  YMEeHbLUEeHNe KonmyecTsa 1Ucnonb3yemoro dusmyeckoro obopyaoBaHus;

—  ynpolieHue agMMHUCTPUPOBAHUS U pekoHdurypaumm cetu;

—  ynpoleHue gobasneHns HoBbIX paboynx MeCT 1 CepBEpPOB.

OcCHOBHble HeJoCTaTKM NPUMEHEHWS BUPTyanusauum:

—  BbICOKas CTOMMOCTb CEPBEPOB W KOPMOPAaTMBHbLIX NWLEH3WA A5 MCMONb30BaHWSA BUPTYanbHbIX
rMNepBn3opoB;

—  Heob6xoAMMOCTb MOBbILIEHWS KBanuduKauMm agMUHUCTPATOPOB W Mofib3oBatenen Ans paboTel C
BMPTYarbHOW MHPPACTPYKTYPOW;

—  PpWUCK MOTepW AdaHHbIX W YBENUYEHWEe BPEeMEHW MPOCTOs BUPTyalbHbIX CepBepoB unn pabouymx
CTaHUMIN Npu BbIXOAE U3 CTPOW OAHOIO U3 CEepPBEPOB BUPTyanuaaumu.

OBONOLMA TEXHOMOMMIN BUPTYyanm3aummn OTKpbIBaeT HOBbIE BO3MOXHOCTM AN ob6ecneveHns onTruMmarnsHon
N MakcumarnbHO yAoOHOW opraHv3aummn nobbiX COBPEMEHHbIX NOKamnbHbIX ceTer. HensbexHbii pocT ceTeBou
NHMPaCTPYKTYypbl cnocobecTByeT BCE GonbLuer nonynapm3auum UCNonb30BaHUS CpeacTB BUpTyanusauny kak gns
NpocTbiX 06BLEKTOB, Kak-TO paboyne mecta COTPYAHWKOB NPeanpusTuiA, Tak n Gonee CnoXHbIX U KOMMMEKCHbIX
MHpopMauMoHHbIX  cucTtem. [lepexod OT  WCKMOYMTENbHO — (PM3NYecKoW  MHAPaCTPYyKTypbl CeTn K
KOMBWHMPOBaHHOW C BUPTYaribHOW SBMASETCH 3an0oroM yCMeLHOro pa3sBmThs NoKasnbHbIX U rMobanbHbIX ceTen.

Cnm1cok Mcnornb30BaHHbIX NCTOYHVKOB!

1. BuwHsikoB, B. A. MHdbopmaumoHHas 6e3onacHOCTb B KOPMOpPaTMBHBLIX CUCTEMax, 3f1EKTPOHHON KOMMeEpUUU U
06nayHbIX BbIYUCIIEHMSX: MeToAbl, MOAenu, NporpaMMHo-annapaTHble pelwexuns / B. A. BuwHsikoB. — MuHck : Benopycckas
rocynapcTBeHHas akagemus cBsasu, 2016. — 276 c.

2. HaumoHanbHbIN OTKPbITHIN yHUBEPCUTET [QNMEKTPOHHBIN pecypc]. — Pexxum goctyna : http://www.intuit.ru/.

3. TaHeHGayMm, 3. KomnbtoTepHble cetu. MNaToe nsganue. / 3. TaHeHbaym, [1. Yazeponn — CaHkT-letepbypr. : MNMuTtep,
2012. - 960 c.

4. Dave Mishchenko. VMware ESXi: Planning, Implementation, and Security.

5. David Chisnall, The definitive guide to the Xen hypervisor. ISBN-13: 978-0-13-234971-0.

6. Bankep, 3. P. Snort IDS and IPS Toolkit. / 3. P. Bavikep, k. Ocnep. — bepnuHrtoH : Syngress, 2007. — 766 c.
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BUWOEOKOH®EPEHLICBA3b B IP-CETAX

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Macbko B.C.
JlazymuH A. E.

CoBpeMEHHBI MHpP CETOAHS HEBO3MOXKHO IIPEACTAaBUTh 0€3 CEpPBHCOB M  YCIYI, IPEIOCTaBISEMbIX
MH(OPMAIIMOHHBIMU TEXHOJIOTHAMH M TeJIEKOMMYHHKanusMy. [losBisercss HeoOX0QMMOCTh HEe OTCTaBaTh OT Iporpecca B
chepe MHHOPMAIMOHHEIX TEXHOJIOTHl. BaskHO 3HATh M yMETh IPUMEHSTH HOBBIE YCIIYTH, PELICHHS U HAyIHBIE OCTH)KEHHS.
VX onTHManbHOE HCIONB30BaHHE IO3BOJSET ITO-HOBOMY IIOJOHTH K PEIICHHIO CTaphbIX 3ajad, a Takke CPOpMHPOBATh
OPHMIMHAJIBHOE PEIIeHHEe Ul 3ajad, paHee HepaspellnMbIX. [Ipy 3TOM JOCTHraeTcs CHWKCHHME TPYHO03aTpaT, SKOHOMHS
BPEMEHH M COKpAILCHHE ACHEXHBIX pacxomoB. OINHOH M3 TaKMX COBPEMEHHBIX TEXHOJIOTWH SBIAETCA IPYMIOBas
(MHOTOTOYEYHAsT) BUACOKOH(EPEHIICBS3b.

I'pynmoBast BUIEOKOH(DEPEHIICBA3b — 3TO TEXHOJOTHUS, KOTOPasi MO3BOJIAET HECKOIBKUM YyHaleHHBIM Yy4aCTHHKAM
(TpeM u Gosee) MHTEPAKTUBHO B3aHMMOJACHCTBOBATH JAPYr C JPYroM, MCIIOJIb3ys ayIHo- M BUICOCBS3b. Bo Bpems ceaHca
MIPOUCXOANT TIepefada ayAuo- W BHICOJAHHBIX B PEXHME pEaJbHOTO BpEeMEHH, OOMeH (ailaMi M HX COBMECTHAst
00paboTka. DTa TEXHOJOTHS NPH3BaHA YIPOCTUTH B3aMMHOE OOIICHHE YYaCTHUKOB, HAXO/IIUXCS HA PACCTOSHHUHU IPYT OT
JIpyra, HO MCHBITHIBAIONIINX HEOOXOIUMOCTh B KOJUIEKTHBHOM, OZTHOBPEMEHHOM OOIICHHUH JIPYT C IPYrOM JIMIOM K JIHITY.

Y SIS N

[oknaguuk
VPN/
WHTepHet
Y ceeconrenss.
lNeperosopHas \ Wl Pabouyee mecTo
S /
e E -
=
K
Pabouee mecTo 7paep B\C MNeperoBopHas
¥ A |
=y
VOIP tenectoH Pabouee mecto

Ha naHHBIi MOMEHT CYyIIECTBYET MHOMECTBO (PUPM-TIPOM3BOIMTENIEH CHUCTEM BHIEOCBSI3H, a TAK JKE CEPBUCHI W
nporpammuoe obecrieuenre kak Skype u Google Hangouts, kaxibie W3 KOTOPBIX MOIXOMAT Ul PELICHUsS ONPENETEHHBIX
3a1a4.

Cnm1cok Mcnosb30BaHHbIX MCTOYHUKOB!

1. Onucpep B.I". Onudpep H.A. KomnbtoTepHble ceTn u3g. 5

2. CucteMbl KOMMNbLIOTEPHOW BMAEOKOH(epeHLCBA3N - CuHenon B.C.

3. MNpoTokonbl opraHM3aumMm BUOEOKOH(EPEHLICBA3M - https:/sites.google.com/site/videoconfsys/home/protocol
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NMPUMEHEHME ONTUYECKMUX MOAYJIEU C AOANMTUBHBIM
NMOPOIOM MNMPUHATUA PELLEHUUN

Bernopycckuli 2ocydapcmeeHHbili yHusepcumem UHgopMamuKu U paduo3/1eKMpOHUKU
2. MuHck, Pecnybnuka benapych

JlamywkuH K. FO.
Ypsdos B.H. — k.m.H.,0oueHm

B HacTodlee BpemMA B CBA3W C MNOCTOAHHO YyBenudmMBaroWMMUCA HOTpeGHOCTHMVI aboHeHTOB B
I'IpOI'IyCKHOVI cnocobHocTn LIMpoKoe npuMeHeHne Halnu ceTuPON. O,D,HaKO BHegpeHne JaHHOro Buaa ceTen
npvBOAMT K HEObX0AMMOCTY pelleHust psiga Npobnem, ogHOW U3 KOTOPbIX SBMSETCS KpawHe LUMPOKWIA AnanasoH
ypOBHeﬁ CUrHanoB nepegaBaeMbliX B CETU. PeweHnem ,D,aHHOVI I'IpO6J'I€MbI CTano wucnonb3oBaHMe onTn4yecknx
Moaynewv ¢ aganTUBHbLIM NOPOroM NPUHATUS PELLEHWNIA.

PON(PassiveOpticalNetwork, naccuBHasionTu4eckasiCeTb) — TEXHOJOMMU LUMPOKOMOSIOCHOIO
MyNbTUCEPBUCHOIO AOCTYNa No ONTUYECKOMY BOSNOKHY. OCOBEHHOCTb TEXHOMOINM 3aKIYaeTcs B TOM,
yYTO ee pacnpegenuTenbHaa ceTb (MPEevMMYLLECTBEHHO APEBOBMAHOW Tomororuu) crtpoutcs 6e3
UCMOMNb30BaHNA  aKTMBHbIX  KOMMOHEHTOB: pPa3BETBMEHME OMNTMYECKOro MO  JMHWM  CBA3M
OCYLLECTBNSETCS C MOMOLLbIO NAaCCMBHBIX pa3BeTBUTENEN ONTUYECKON MOLLHOCTU — CNNINTTEPOB.

BToponn ocobeHHocTblo naen PON sBngeTtca 10, YTO uHGpaAcTpykTypa paboTtaet Ha Oa3se
OQHOro MoAyns - TpaHcuBepa, KOTOpbIA OTBevyaeT 3a (YHKUMW npuemMa u nepefavnm LaHHbIX.
Pacnonaraetcs 9TOT KOMMOHEHT B LeHTpanbHOM y3ne cuctembl OLT n nossonseTr obecnyxusatb
WH(OPMALMOHHBIMA  MOTOKAMW  MHOXECTBO abOHeHTOB. KOHEYHbIM NPUEMHMKOM  BbICTynaeT
yctponcteo ONT, KOTOpoe, B CBOW oyepenpb, Takke BbICTynaeT nepefaTyukom. - Mockonbky ONT
yhaneHbl Ha pasHble paccTosHua oT OLT, To n BHOCUMbIE MOTEPWM B OMNTUYECKME CUrHanbl, Mpwu
pacnpoctpaHeHun no aepesy PON GyayT pasHbiMu. OTO MOXET MPUMBECTU K HapyLUeHW0 paboThbl
oTONPUEMHUKOB M3-3a cnabocTu curHana nmbo m3-3a neperpysku [1].

Cenvac Hanbonee nonynsipHbIM CTaHAAPTOM CMEHHbIX OMTUYECKMX TpaHcmBepoB ctann SFP
mogynu (SmallForm-factorPluggable). OHn npeactasnstoT cobov manorabapuTHble KOHCTPYKLMK B
MeTannmMyeckoM koprnyce (4NA MEeXaHWMYecKOM 3alinTbl U INEeKTPOMAarHUTHOrO 9KPaHUpPOBaHUS) C
BbIBOAAMW AMS MOAKMIOYEHNS K CrioTaM akTuBHOro obopydoBaHusa. Takke B mMogyne vmeetcs Aa
onTuyecknx nopta: nanydatens (Tx) n dotonpmemumka (Rx) ona paboTbl B BYXBONIOKOHHOM PEXUME.
Ha nnate Mogyns kpome, cOGCTBEHHO, u3nydaTens W ¢OTOOAETEKTOpa HaxoOATCs CXEMb
obecneyveHnss TOKa Hakayku u3nydatens, npeobpas3oBaHMs B JUHEWHbIN KoL, CMELLEHUs Ha
doToaeTekTope, TepmocTabunmsaumm[2].

MpuHUMN peanusaunyM NPUEMHON YacTU OMTUYECKOro MOAYNs C afanTUBHBIM MOPOroMm
NPUHATUS peLleHni NpeacTaBneH Ha pucyHke 1:

VDD

Optical signal

input Constant output level

UL

I — e e e e e e e A

Threshold control

PucyHok 1 — CTpykTypa NpMEMHOM YacTu ONTUYECKOrO MOAYSsi C aAanTUBHBIM MOPOrOM MPUHSTUSA
peweHnn

MpuHumn paboTbl CNeayroLMA: MOMYYEHHbI CUrHam YCUNMBAETCs npeaBapuUTenbHbIM
ycunutenem, a 3ateMm pasgensietca Ha Ase BeTBUW. [lepBas BeTBb NOAKMOYAETCS HenocpeacTBEHHO K
anddepeHunanbHOMy  yCUIMTENo, BTOpas BETBb MOAKIIOYAETCA K MUKOBOMY [AETEKTopy And
onpegeneHus amnnuTyabl noctynaiwowero curHana. Nocne onpegeneHvus amnnuTyabl cUrHana,nepeq
andepeHumansHbIM - yCeunuTenem npoOUCXOAAT ajanTMBHaa noacTporka nopora C  MOMOLLbHO
aenutens HanpsbkeHus. Ha Bbixoge avddepeHumanbHOro YCUNUTens, BOCCTAHOBIIEHHbIA CUrHan
roToB ANs AanbHewwen o6paboTku.

Vicnonb3oBaHue gaHHOro MeToda NpMema CUrHanoB CTano O4HMM U3 3anoroB 3dEKTUBHOMO
ncnonb3oBaHus ceten PON.

CnmncoKMCnonb30BaHHbIXMCTOYHUKOB:
1. Cedric F. Lam, Passive Optical Networks. Principles and Practice
2. OcHOBHble NapameTpbl 1 cepTudmkaumsa ontndecknx SFP mogynen // www.habrahabr.ru
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CPABHUTENbHbIA AHANNU3 NPOrPAMM MATEMATUYECKOIO
MOZAENMWPOBAHUA CUTHANOB, ®YHKLUMOHAIBbHbLIX 3BEHBEB U
PEAKLUWNA B UHOOKOMMYHUKALIMOHHBLIX CUCTEMAX

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Kyxmap 4.A.
UnbuHKkos B.A. — K.m.H.,0oueHm

BaxxHenwmm atanom npoekTupoBaHWsa MHGPOKOMMYHMKALMOHHBLIX CUCTEM SIBMAETCS MaTemaTuveckoe MoAenvpoBaHue
curHanoBs, YHKUMOHAsbHbLIX 3BEHbEB U peakumin nocnegHux. OHO peann3yeTcs ¢ NOMOLLBIO Mporpamm (nakeToB MporpaMm)
CTPYKTYPHOTEXHMYECKOTO M CXEMOTEXHUYECKOTO MOAENMpoBaHus. [pn 3TOM MPUMEHSAIOTCA MOAENMpYoLIMe MporpaMMbl Kak
obLero nNpUMeHeHus, Tak M cneuanuanpoBaHHble. KomnbloTepHble TexXHOMorMv npeanaraioT Lenbii psp pasHoobpasHbiX
CpeacTB MOAENVPOBAaHUS, MO3BOMSIOLLMX HE TOMbKO MPOEKTUPOBaTb CMOXHBIE CUCTEMBI, HO U MPOBOAUTL C HUMWU Pa3fUYHOrO
poaa aKcnepuMeHTbl. PesynbTaTbl Takux 3KCMEpPMMEHTOB MPeACTaBnsioTCcA NpeuMyLLeCTBEHHO B Bu3yanbHoW dopme, bonee
HarmsgHoW Ans  Yenoseka. Tako MOAXod MO3BOMSET 3HAYMTENbHO  YCKOPUTb  MPOLECC MOAENMPOBaHUA  CUCTEM
NHMOKOMMYHUKALMIA.

Ha cerogHawWHUN [eHb cylwlectByeT 0OMblIOE YWCMO PasfUYHbIX MPOrPaMMHbBIX  KOMMIEKCOB
maTtemaTnyeckoro mogenuposaHunsi. OHM obnagalT psgoM onpedeneHHbIX 0COGEHHOCTEN U NpeuMyLLecTB, a
UMEHHO:

— YCKOpPEHUe NpoLLeCccoB aHann3a u CMHTe3a;

— CHWXEHWe MaTepuanbHbIX, MHTENNEKTYyarnbHbIX U BPEMEHHbIX 3aTpaT Ha CO3[4aHUe CIOXHbIX CUCTEM
(ycTponcTB) MHHOKOMMYHMKALMI;

— MOBbILIEHME KayeCcTBa MOAENNPOBAHWS;

— NpegcTaBneHne pesynbTaToB MOAENMPOBaHUA B BU3yaribHON (hOpME;

— noaaepXka TEXHONOrMM 06 bEKTHO-OPUEHTUPOBAHHOIO MOAENVMPOBAHUS;

— BO3MOXHOCTb KacTomu3aumm 6nbnmotek 6roKoB 1 3N1EMEHTOB.

[MpoBeAeHHbI CpaBHUTENbHLIN aHanu3 Takke MO3BONUM YCTAHOBUTb, YTO MNPUMEHUTENbHO K 3ajade
MOLENUPOBaHNSI CUrHaroB, 3BEHbEB M peakuuin N3BECTHbIE MPOrpaMMHbIe KOMMIeKchbl obnagatT cneayowmmm
CYLLLEeCTBEHHbIMWN HeJOoCTaTKaMMm:

— 6onbLworn 06beM YepHOBOM U NOArOTOBUTENBHON PaboThl;

— 3HauuMTenbHOe BpeMsi MOAenMpoBaHUA (HECMOTPS Ha MCMONb30BaHWE MPOU3BOAUTENbHBLIX
BbIYMCITUTENBHBIX CUCTEM);

— OrpaHNYEeHUs Ha peakTUpyeMoCTb MOAEeNen, NX Hu3kast TMOKoCTb;

— TpeboBaHue 3HaHWI B ApyrMx obnacTsax, He CBA3aHHbIX C MPEeAMETOM MOLENNPOBaHNS;

— OTCYTCTBME pa3BUTbIX BUBNMOTEK;

— CTOMMOCTb MPOrPaMMHbIX KOMIMIIEKCOB.

M3BecTHble Mporpammbl (NPOrpamMMHbIE KOMIMIIEKChI) CTPYKTYPHOTEXHMYECKOrO U CXEMOTEXHUYECKOro
MOLENMPOBAHNST MOXXHO pa3fenuTb Ha ABE KaTeropuu:

1) obuwero npuMeHeHus, NOAXOAsLIMEe AN MOAENMPOBAaHWS 3adad U NPUNOXKEHU B pPasnUYHbIX

06nacTsix Hayku U TEXHUKM;

2) cneuvanusMpoBaHHble, MpedHasHayeHHble AN MOLENUpPoBaHWS  CUCTEM U YCTPOMCTB

pPagno3aNeKTPOHMKN N TeNeKOMMYHUKaUUA Ha PYHKLMOHANbHOM N CXEMOTEXHUYECKOM YPOBHSIX.

Hanbonee mn3BecTHbIMK Nporpammamu obwiero npumeHeHust sienstotcs MathCAD 1 Mathematica. OHu
obecrneyvBaoT OOCTAaTOYHO LUMPOKUA KOMIMIIEKC BO3MOXHOCTEWN BbIMOMHEHUS CHOXHbBIX HayYHO-TEXHUYECKUX
pacyeToB MNPUMEHUTENBbHO K PasnMyHbiM 0ONacTaM HaykM W TEXHWKM, BKIOYaA TakkKe CUCTEMbI
NH(OKOMMYHUKaLWIA.

BTopyto rpynny cOCTaBnfAwT CneumanvM3vMpoBaHHble MOAENVpylLmMe nporpamMmmbl. [PUMEHUTENBHO K
obnacTn MHPOKOMMYHMKALMIA, PaaNOSNEKTPOHUKN U paanou3nKn LUIMPOKOE NPUMEHEHUE NOMYyYns, Hanpuvep,
nporpammHbli naket MATLAB, KoTOpbI SIBNSieTCA Cpefon BM3yanbHOrO MOAENVPOBaHWS, MO3BONSOLNIA
nonb3oBaTento pelaTb pa3Hoobpa3sHbIi CNEKTP 3a4ay C NMOMOLLLIO LWMPOKOro Habopa noacucteM n 6GubnuoTexk.
Hanpumep, nogcuctema Simulink BkntoyaeT B cebsi o6LMpHbIE OMBNMOTEKM 3NEMEHTOB M GIOKOB, KOTOpblE
MO>XHO UCMONb30BaTh AN rpaduyeckon cOOpKM CUCTEM, a Takke MO3BONSET NoMb3oBaTeNo caMoMy co3aBaTb
HOBble 3reMeHThbl, Brnokn n nx Gubnuotekn. Ko BTOpPON kaTteropmv MoOAENUpyLUX NPOorpaMMm TakkKe MOXHO
oTHectn naketbl Scilab, GNU Octave n Sage, koTopble NpenoCTaBRSlOT MOXOXWMN (PYHKUMOHAs, OJHAKO
SIBNSAOTCS NOMHOCTLIO MO0 YacTMYHO GecnnaTHbIMU.

Ko BTOpoW kaTteropuvm nporpaMMHbIX KOMMIIEKCOB MOOENUPOBaHUS OTHOcuTCs M naket OrCAD —
WHTErpupoOBaHHbIA NPOrpaMMHbIA  KOMMMEKC ANs CKBO3HOrO MPOEKTUPOBaHUSA aHamoroBblX, LMAPOBLIX U
CMeLLaHHbIX aHanoro-umdpoBbIX YCTPOWUCTB, CUHTE3a YCTPOWCTB MPOrpaMMmpyemMon FIOTMKU W aHamnoroBbIX
¢unbTpoB. Takke K AaHHOW KaTeropuu criegyeT oTHecTu nporpammbl Electronics Workbench n System View,
no3BonsoLwmne MoaennpoBaTb CTPYKTYpHble U PYHKLMOHAmMbHbIE CXEMbl YCTPOWCTB, a Takke MpOBOAWTbL Hag
HUMW 3KCMEPUMEHTBI U aHaNM3NpPoBaTh pe3yrnbTaThl.

K kateropuu cneunanmsmMpoBaHHbIX NPOrpaMM OTHOCUTCA Takke Moaenvpyrowwmi naket Micro-Cap,
NpeAHa3HaYeHHbIA AN CXeMOTEXHUYECKOrO MOAENMPOBAHNST 3MEKTPOHHbLIX YCTPOMCTB — OHa MO3BOMSET
co3fgaBaTb U pefakTMpoBaTbh MPUHUMMMAIBHBIE CXEMbl C MOMOLLLI GOnbLION OUBNMOTEKM SMEMEHTOB W
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BCTPOEHHOIo pefaKTopa, a Takke aHann3npoBaTb nNapamMeTpbl CO30aHHbIX CXEM.

HecmoTpss Ha Bce OCOGEHHOCTM M [OCTOMHCTBA MNpOaHanM3MpoBaHHLIX KOMMIEKCOB, OHW Cepbe3Ho
YCMOXHAT npoueaypy MaTemaTUyeckoro MopenvpoBaHus, TpebyloT OT uccrneposaTens, MOMMMO XOpOLUEro
3HaHMA (PM3NYEeCcKMX NPOLIECCOB B MOAENUPYEMON cucTeme, Takke rnyboKux 3HaHWi Mo maTemaTuke, Teopun
Lenen n curHanos, NPOrpaMMMpOBAaHUNIO, OPYrUM AUCUMMNIIMHAM, YTO BO3MOXHO B pefkux cryyasx. YuuTbiBas
3TO, aKTyanbHON siBnsieTcs pa3paboTka MHOrOMYHKLMOHAMLHOW NPOorpaMMbl, MPUrOAHOW ANs MaTeMaTU4eckoro
MOZENMPOBaHUSA PasnnyHbIX CUCTEM MH(OKOMMYHUKaLMIA, He TpebytoLmx OT nonb3oBaTens rnybokMx 3HaHU no
COBOKYMHOCTM  AuCUMNMH. BecbMa ad@deKTMBHO MNpUMEHeHWe  MHOTOMYHKLMOHANbHON  Mporpammel
mMaTemMaTM4YeCcKoro MOLENMPOBAHMSA CUrHaNoOB, (PYHKUMOHAanbHbIX 3BEHbEB W peakuuin B y4yebHOM npouecce
MOArOTOBKW CMELManucToB TeNEeKOMMYHUKALMOHHOrO npoduns.

Cnmcok MCnornb30BaHHbIX UCTOYHMKOB!

1. benenkesny H.U., UnbnHkoB B.A. CoBMECTHOE MaTemMaTU4YeCKOe OnucaHue CUrHanoB, JNMHENHbIX 3BEHLEB W
peakuuii cMCTeM TenekoMMYHVKauui U pagmoanekTpoHuku // sBectua HauuoHanbHon akagemun Hayk Benapycu. Cepust
PU3NKO-TEXHUYECKUX HayK. — 2017. — Ne4. — C.93-104.

2. Monosko A.M. MATLAB ans ctyaenTa /Monosko A.M., ByTtycos N.H.— CI6.: BBX-MeTebypr, 2005. — 320 c.: un.

3. bonotoeckuit KO. U. OrCad. MogenupoBaHue. «lMoBapeHHas» kHura / bonotoBckuin HO. W., Tanasnel I UN.— M.:
COJI0OH-Mpecc, 2005. — 200 c.
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MYNbTUMEOUNHAA CMYTHUKOBASA CACTEMA OBMEHA
MHOOPMALMUEN KA-OUAMA3SOHA HACTOT

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych
Kosbipes H.A.
Jlunkosuy 3.6. — doueHm

CnyTHMKOBBIN OOMeH WHopmaumern M BbICOKOCKOPOCTHOW AOCTYNM K MynbTUMEAUMHBIM pecypcam
cunTaeTca OOHVM U3 MEPCreKTUBHBbIX TPEHAOB B CMYTHUKOBOW oTpacnu. K HacTosiwemMy BpemeHu co3faHbl
cneuvannsMpoBaHHble BbICOKOMH(OPMaTHBHbIE CNyTHUKOBbLIE ceTu (Ka-Sat, Astra2Connect, HughesNet, ViaSat
n Op.) N BbiBEAEHO Ha opbuTy AOCTaTOMHO 60nbLUOe YMCNO CNYTHUKOB C pagumocTBONamn MynbTUMEOUnHBLIX
ycnyr, BKMYas poccuiickne cnytHukn dkcnpecc-AM5/AT2 (140° B. A.), Okenpecc-AM6 (53° B. A.), Skcnpecc-
AMS8 (14° 3. A.). B 3HaunMTenbHOM 4acTn 3TUX CMYTHUKOB UCMOMb3YOTCS paauocTBonbl Ka-gnanasoHa yactoT
(27,5..31,0 Ty Ha nuHum «BBepx» u 17,7..21,2 T[Ty Ha §nUHAM «BHW3Y»), 4YTO OOBACHAETCA UX
LUMpOKOMoocHOCTbio (nonoca YactoT 150...400 MI'y) n BbicokoW aHepreTudeckon addeKTMBHOCTLI0 Bnaroaaps
BbICOKOW [,OMYCTMMOW NITOTHOCTM NMOTOKA MOLLHOCTW Y NOBEPXHOCTM 3emnn B 3ToM Auana3soHe[1].

CnyTHukoBble cucTembl Ka-gmana3oHa 4YacToT HanpaBneHbl Ha obecnedeHne 6GonbliomMy uucny
nonb3oBaTenen, Hes3aBMCMMO OT MECT WX pasMelleHus, OOCTyn K MynbTumeama pecypcam. [lpy atom B
pacnopsikeHnn nonb3oBaTenen HaxoguTca ManorabaputHass cTaHuma Tuna VSAT, obecneunBatoLlas
BbICOKOCKOPOCTHOW 06MeH nHdopmaumein. MNMocTpoeHne n xapakTepucTukn CTaHUUM CBA3aHbl C UCMOMb30BaHUEM
nepenoBbIX TENEKOMMYHUKALMOHHBIX TEXHONOMIA, OCHOBAaHHbIX Ha MoriocHocOeperawwmx BMaax Mogynsauuu,
NMOMEX0YCTONYMBOM KOOUPOBAHUU, aAanTUBHOM U3MEHEHUN NapamMeTpOoB, BbICOKON HAAEXHOCTU CBA3W U NPOCTOM
obcnyxunBaHum.

Ka-guanasoH yctpaHseT npobrnemy HexBaTKu CMYTHMKOBOIO CErMeHTa, KOoTopasi CAepXwBana pasBuTue
CMYTHUKOBOW CBSA3W B nocriegHne Heckonbko neT B Ku-gnanasoHe. [NosiBneHne cnyTHUkoB Ka-gmanasoHa B
coyeTaHUM C MHOroNy4eBON TexHornorvem obecnevmno 3TOoW OTpacnu AOMNOMHUTENbHBLIN YAaCTOTHBLIA pecypc,
MCMNOmMNb30BaHNE KOTOPOro ob6XxoauTcs 3HAYUTENbHO AELUeBrie, YEM MCMONb30BaHWE aHanornyHom emkoctn Ku-
unu C-guana3oHoB B TPaAULMOHHOM UCMNONb30BaHNN.

CnyTtHukn Ku- n C-guanasoHoB 06bl4HO MCNOMb3YIOT LUMPOKUE Fydn, OXBaTblBalOLWME Lienbli KOHTUHEHT
UNWN KPYMHYIO CTpaHy, Takyto, Hanpumep, kak Poccus. MNpn aTom nepegaBaemMble Mo 3TOMY fyyy AaHHble MOryT
npuHMMaTbcs B nobol Touke 3TOM 30HbI. LLnpokas 30Ha obcnyXvBaHWUsi SIBNSIETCS MPEVMMYLLECTBOM Ans
KOpPNopaTUBHbIX MPUMOXEHUA UK TENEBU3NOHHOTO BeELLaHUs, HO HeadhdeKTUBHA Ansa goctyna B HTepHeT.

CnyTHukm Ka-gmanasoHa paboTaroT no Apyromy NpUHLIMNY: OHW UCTIONb3YHOT MHOTO TOYEYHbIX NyYei, KaabIi 13
KOTOpPbIX MOKPbIBAET 3a4aHHbIN pervioH. bnarogaps aTomy, UCnonb3yst OAMH U TOT XXe CnekTp, CnyTHUK Ka-amana3oHa
cnocobeH nepedaBaTte MPUHUMNMANBEHO Oomnblue AaHHbIX, YeM TPaaVUMOHHBIA CMyTHUK Ku-gmanasoHa C LUMPOKMM
KOHTYPHBIM 1ny4oM. MprMMepHO NPONOPLIMOHANBHO YMCIY NyYein, YMHOXXEHHOMY Ha MOJIOCy YacToT, NoAAEPKUBAEMYHO B
ogHom nyde. U xota cnytHukm Ka-guanasoHa gopoxe B 2-3 pasa, obLasi CTOMMOCTb nepeaadn AaHHbIX B pacyeTe Ha
OOVH BUT MHdOPMaLMM ONs HAX OKa3bIBAETCS 3HAUMTENBHO HWke, YeM Anga cnyTHukoB Ku-amanasoHa. Nostomy aTta
apXUTEKTypa muaeansHo NoAXoauT Ars obecneyeHus ocTyna B ceTb VIHTEpHeT.

Takum 06pasom, Npu MeHbLUe CTOMMOCTU 3a OAMH OWT MHopmauun n Gonblier NPOMYCKHOWN
cnocobHocT, 4em B cnyyae cnyTHukoB Ku-gmManasoHa, cnyTHuWkM Ka-gnanasoHa OTKpbIBaAlOT HOBbIE
BO3MOXHOCTW ANS pa3BUTUSA OTPACNUN CNYTHUKOBbLIX KOMMYHUKaLUWA[2].

Ka-ananasoH gaeTt Tpu OCHOBHbIX NPenMyLLIECTBa:

— OCHOBHbIM JOCTOMHCTBOM Ka-ananasoHa sIBNAETCHA TO, YTO OH MNO3BOMNSiET 06ecneynTb BCEM XenawLmm
OOCTYMHbIA BbICOKOCKOPOCTHOW LUMPOKOMOMOCHBLIN A0oCTyn B WHTEpHeT, cpaBHUMbIN MO LEHEe U KayecTBy C
nepcrneKkTMBHbIMA Ha3eMHbIMKM ceTamu. Jlioau, XuBywme 3a npegenamm MeranonucoB, aBTOMaTUYecKu
OKa3blBATCA B HEBbLIrOAHOM MofioXkeHun. OObIMHO OHM He MOryT MonyyYntb AoCTyn B WHTepHeT Ha Tex xe
CKOPOCTSIX, YTO M XUTENU KPynHbIX ropoaoB. Kpome Toro, faxe 6onee meaneHHbl 4ocTtyn B MIHTepHET 00ObIMHO
00X0anTCA UM JOPOXKE;

— OTCYTCTBME BbICOKOCKOPOCTHOIO AOCTyna 3aTparMBaeT He TONbKO YacTHbIX rpaxgaH, HO MU
rocygapCTBEHHbIE U OOLLIECTBEHHbIE YYPEXOAEHUS, BO3HUKaeT npobnema opraHu3auMm rocyaapCTBEHHbIX
3NEKTPOHHbIX ycnyr. MNpumeHeHne Ka-gmanasoHa no3Bonut obGecneyvnTb LUMPOKOMONIOCHBIA AOCTYN LUKONaM U1
NpaBUTENbCTBEHHBIM YyypexaeHus. B KayecTBe NpumMepoB BO3MOXHOIO npuMeHeHus Ka-guanasoHa MOXHO
Ha3BaTb 0OLerocygapCTBEHHbIE MPOrpaMmbl, NMOTOKOBYK nepefadvy BuAeo B y4ebOHbIX uensx, obLecTBeHHble
To4ykmn goctyna no TexHonorun Wi-Fi n BblIcCOKOKauyeCTBEHHbIE YCIYr ANIEKTPOHHOMO NPaBUTENbLCTBA;

— OOHVMM U3 [OCTOMHCTB Ka-guanasoHa SBnsSieTCsi BO3MOXHOCTb €ro npuMeHeHus ans obecneyeHus
MOGWIBHOTO LLIMPOKOMONOCHOTO Aoctyna B MHTepHeT. Ka-gnana3oH no3BonseT HanaXwusaTb BbICOKOCKOPOCTHOW
goctyn B noesgax, astobycax w  Ha camonetax. BosmoxHoOCTb obecneyeHus  BbICOKOCKOPOCTHOM
LLUIMPOKOMOSIOCHOW CBA3M Ha MOOUNbHBLIX NraTopMax Takke BaxHa ANs BOOPYXXEHHbIX CUM, CNyX6 aKCTpeHHOoro
pearmpoBaHus U aBapuUHO-cnacaTenbHbIX onepaLmn.

M3 BblleckazaHHOTO MOXHO cAenaTh BbiBOA, YTO Oyayllee CNyTHUKOBOW CBSI3N HEPA3PbIBHO CBSI3aHO CO
cnyTHMKamu, paboTtaowmumm ¢ Ka-gmanasoHoM 4acToT.

Cnncok Ucnonb30BaHHbIX MCTOYHUKOB:

1. l'IpoeKTleOBaHme LWICprBbIX CuUcTemMm CnyTHMUKOBOIO MyJ'IbTVIMe,D,I/IVIHOFO BelWwaHnda “n VIHTepaKTVIBHOIZ CcBA3N yqe6.-
meTopa. nocobue / 3. B. Jlunkosud. — MuHck : BI'YWUP, 2017. — 67 c.

2. AHnuroroB, B. P. CnyTHukoBble cuctembl MaccoBoro obcnyxuBaHusa B Ka-guanasone / B. P. Annunoros //
TexHonoruu n cpencTaa ceasn. Cneu. Bbin. «CnyTHUKoBas CBs3b U BelaHne — 2010». — C. 16-21.
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BbIBOP HAYAJIbHbLIX TOYEK BONTHOBOI'O BbIPALLUBAHUA
OBJIACTEU NO NTMCTOINPAMME APKOCTU N3OBPAXEHUA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Kozak M.B.
HukynbwuH B.B. — K.m.H.,0oyeHm
WccnenosaH anroputMm BbiGopa HauarbHbIX TOYEK [l BOMHOBOrO HapalumBaHusi obrnacten Ha OCHOBE BblAeneHust
IOKanbHbIX MaKCKMYMOB TMCTOrPaMMbl SIPKOCTM MUKCENen. ANropuTM MO3BOSISET YNPaBsaTh YMCIIOM CErMEHTOB B anroputMe
BOJTHOBOIoO HapalineaHus 06]'IaCTeI7I n O6eCﬂe‘-IVIBaeT YMEHbLLUEeHne OUJI/I6KVI BOCCTaHOBNEHNA CErMEHTUPOBAHHbIX |/|306pa>KeHvu7|.

B 3agavax o6paboTkm n3obpaxeHuit LUMPOKO ucnonb3yeTcs cermeHTaums. OHa nosBonseT ynpocTuTb
CTPYKTYpy u3obpakeHus 3a C4yeT normyeckoro obbeAuHeHWs ONM3KMX MO APKOCTU CMEXHBLIX MUKCEnen.
CoBpeMeHHble MeToAbl cerMeHTauun ©OepyT Hayano oT 4eTblpex 06a30BbiX METOAO0B, OCHOBaHHbLIX Ha
dopmupoBaHun obracten € ucnonb3oBaHWem Bopopasgena [1, 2, 3, 4], KBaHTOBaHWW NO rUCTOrpamme,
pasgeneHun n cnusHum obnacTen ¢ UCNonbL3oBaHWEM KBaapa-Aepesa, BolpalyysaHum obnacTen.

MeTop BbipalmBaHus obnacTten ABNSETCA caMbiM BbICTPLIM 1 NPeAcTaBnseT HambonbLniA NHTepec Ans
3agayv o6paboTku nsobpaxeHuii B peanbHoM maclutabe BpemeHn Ha 6a3e yHMBepcanbHOro KoMmboTepa.

WccneposaHH anroput™ Bblbopa HavanbHbIX TOYEK ANA BOMHOBOrO HapalumBaHusa obrnacTten Ha OCHoBe
BblAENeHNs foKalnbHbIX MakCUMYMOB TMCTOrpaMMbl SPKOCTM MUKCeNen peanu3oBaHHbI B cpede Matlab. Ons
OLEHKN ero adeKTUBHOCTN MCMONb30BaNUCb anropuTMbl NEPUOAMNYECKOrO U CryyYanlHoro Bblbopa HavanbHbIX
TOYEK BOSTHOBOro HapawwmBaHus obnactew. CpaBHeHMEe [aHHbIX anropuTMOB MNPOU3BEAEHO MO 3HAYEHUAM
cpegHekBagpaTunyeckon owmnbkn MSE, BbluMcnsembiX ANS UCXOAHOTO U BOCCTAHOBIEHHbIX MOCMe cermeHTauum
n300pakeHni.

Ha puc. 1 npeacTasneHo TecToBoe NOMyTOHOBOE U306paxeHue.

Pucynok 1 — TectoBoe n3o6paxkeHue Lena

B Ttabn. 1 gna TecTtoBOro I/I306pa)KeHVIFI n M306pa>|<eHm71, BOCCTAHOBJIEHHbLIX NOCNe cerMeHTauunu
BOJTHOBbIM MeTOAOM CO CJ'Iy‘-laVIHbIM n nepnogny4eckmum Bbl60pOM Ha4vanbHbIX TOYEK pOCTa, npuBegeHbl 3Ha4eHnA
MSE.

Tabnuua 1 — 3HayeHuss cpeaHekBadpaTuyeckol olmnbkn MSE Ans MCXOQHOrO M BOCCTaHOBMEHHLIX Mocrne
CermMeHTaLmMmn BONMHOBLIM METOA0M U306paxeHui

Uneno K 3HayeHus  cpegHekBagpaTtudeckonm owmbkm MSE  npu paanqube
TecToBble HEYANBHBIX anroputmax Bblbopa HavanbHbIX TOYEK BOTHOBOIO BblpallMBaHusa obnacren
M30bpaxeHns TOYeK pocTa BeiGop no ructorpamme Mepuopunyeckmin BbIOOp CnyyvaliHbin BeIbop
ApPKOCTH
48 0,81 1 2,8
Lena 30 1,1 3,9 4.4
13 3,7 7,48 7,4
11 4,2 7,5 6,5

Kak cneayet u3 Tabn.1, cpegHekBagpaTMyeckas olnbka BOCCTAHOBMNEHUS U306paXeHUid yBeNnMunBaeTcs
C YMEeHbLUEHNEM 4YMCra HayanbHbIX TOYek pocTa obnacten. AnroputMm Bblbopa HavarbHbIX TOYEK BOSTHOBOIO
BblpalLMBaHus obrnacTel no rmcTorpamMmMe sipkocTu n3obpaxkeHns obecrneunBaeT MUHUMArbHYI MO CPaBHEHMIO C
OPYTMMU anropyTMamun cpegHeKBaapaTUYeckyo oWmnbKy Anst BCEX TUMOB TECTOBbLIX M306paXeHun u npu nobom
yncne HavanbHbIX TOYEK pocTa.

Cnncok Ucnornb30BaHHbIX UCTOYHMKOB:

1. Lalitha M., Kiruthiga M., Loganathan C. // International Journal of Science and Research (IJSR). 2013.
Vol. 2. Ne. 2. P. 348-358.

2. Gauch J.M. // IEEE TRANSACTIONS ON IMAGE PROCESSING. 1999. Vol. 8. Ne. 1. P. 69-79.

3. AnbMusixv O.M., LigeTko B.1HO., KoHonenbko B.K. // Qoknagel BIYUP. — 2016. — Ne 8 (102). — C. 82-88.
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OCOBEHHOCTU TEXHOJIOMMU PACLUMPUTENBHOIO
CTAHOAPTA DVB-S2X

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

pabyH E. A.
Jlunkosuy 3.6. — K.m.H.,0o0ueHm

B koHue 2014 roga Ha pbIHOK BbIlIEN HOBbIN CTaHOAPT, @ TOYHEEe, paclUMpeHMe CyLLeCTBYHLLEro
CMYTHUKOBOrO cTaHaapTa undposoro BewaHns DVB-S2X. Ha ¢oHe onTUMUCTUYHBIX 3asiBNeHMn 06 yBenuyeHun
ckopocT nepedaun B kaHane ot 20% Ao 50% Takke npossyyana uHgopmaumsa ob oTcyTcTBuUM 0oBpaTHON
COBMECTUMOCTM C NpueMHunkamu ctanHgapta DVB-S2, uyto notpebyet o6HoBNeHus obopyaosaHust npy nepexoae
Ha HOBbIN CTaHaapT.

Cranpapt DVB-S2X no cytu saBnsetca pacwwupeHuem ctaHgapta DVB-S2 wn pobaBnsetr B Hero
OOMNONHUTENbHbIE TEXHOMNOIMYECKNE BO3MOXHOCTU U dyHKUmn. DVB-S2X 6bin odmumaneHo BbinyLeH kak ETSI
EN 302 307, yacTb BTOpasi, NepBoi YacTbio KoToporo siensietca DVB-S2. Yxe TOT ¢hakT, 4TO HOBbIA CTaHaapT
Ha3BaH pacLUMpeHneM CyLLECTBYIOLLEro, rOBOPUT O TOM, UYTO KOPEHHbIX U3MEHEHUA B ero cneumdukauuio He
BHOCMKNOCH, a 6binu gobaBneHbl N1Llb HOBbIE ONUUN U YIYYLLIEHUS.

BHeceHHble n3MeHeHus un3obpaxeHbl Ha pucyHke 1, Ha KOTOPOM MPOAEMOHCTPUPOBAHO CPaBHEHWE
cnekTpansHon addekTmeHocTM HoBow (DVB-S2X) n crapon (DVB-S2) Bepcuii ctaHgapta. Ha aTom pucyHke
napameTp «crnekTpanbHas adeKTMBHOCTb» Mcnonb3oBaH Ans yAobcTBa cpaBHeHMS UX 3hdeKTUBHOCTH, Tak
Kak 9TOT napamMeTp He 3aBMCUT OT NOMOCkl TpaHcnoHAepa. Npy 3TOM ero nerko KOHBepPTUPOBAaTL B NPOMYCKHYHO
cnocobHOCTb KaHana, MPoCTO YMHOXWB Ha NOMOCY TpaHCnoHAepa.

| i

—
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.17
™

Cnextpanswan 3ddexTusnocTs [bpsihz]

~=-52 (RO=20%)
~=—52-X (RO=5%)

1 10 9 8 7 6 5 4 3 2 1 o 1 2 3 1 5 6 7 B 9 10 11 12 13 34 15 16 17 18 19 0
PucyHok 1- OTHoLlueHne curHan/wym [dB]

PrcyHoK ycrnoBHO pa3buTt Ha Tpu 30HbI: MepBasi 30Ha — CBEPXHU3KMX OTHOLLEHWUI CUrHan/wym, BTopas —
HOpMarbHbIX OTHOLLEHUI CUrHan/lym, 30Ha 3 — BbICOKMX OTHOLLEHWI cUrHan/wym.

YunTbiBas, YTO MpaKkTUYECKN BCE HOBbIE CMyTHUKOBbIE DVB-npuemHukm, BoinyleHHsle nocre 2014 roaa,
nogaepxueator kak DVB-S2, tak u DVB-S2X, npu co3gaHWm HOBbIX CMYTHUKOBBLIX CETEN NpakTU4ecKu
6e3anbTepHaTMBHO UCMONb30BaHWe HOBOro ctaHaapTa. OgHaKo yxe CyLLeCTBYIOLMM CMYTHMKOBBIM onepatopamM
HOBBIN CTaHA4apT He NPefOCTaBNAET HACTOMbLKO CYLECTBEHHbIX NMPEeUMyLLeCcTB, YTOObI CMOABUIHYTL UX NEPEenTH
Ha Hero 1 3aMeHuTb Bce npuemMHoe obopyaoBaHve y aboHeHTOB.

Hoeas cneundukaumsa ctangapta DVB-S2X B o6nactu maccoBoro npumeHeHust gns DTH-cuctem nmeet
onpefeneHHble npenMyllecTsa, ocobeHHo Ans cepBucoB Hoeoro nokonexHuss (UHD, HEVC), uyto penaet
npuBnekaTernbHbIM ero NCNofb30BaHUE NPy peanu3auum HOBbIX CMYTHUKOBBLIX MPOEKTOB.

Cnmcok Mcnonb30BaHHbIX UCTOYHUKOB!
1. Oupexko, M. Datum B3san nydwee ot DVB-S2X // TexHonoruu u cpeacTtBa CBsiaw/ crneuvarnbHbI BbIMycK

«CnyTHMKOBas cBA3b M BewaHne— 2018». C. 36-37.
2. BoicTpywikuH K. Bropoe gbixaHue DVB // «TenecnyTHuk— 2017». C. 58-60.
3. Yynkos B. DVB-S2X — Teopus u npaktuka // «TenecnyTHuk— 2017». C. 54-57.
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OCOBEHHOCTU TEXHOJTOMMWU ULM®POBOIO HA3EMHOIO
BELLAHUA ATSC 3.0

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

lanysa A.B.
Jlunkosuy 3.5.. — K.m.H.,0ouyeHm

Opranmnzaums  ATSC (Advanced Televisions Systems Committee, KomuteT nepenoBbix
TENEBU3NOHHLIX CUCTEM) MpeAcTaBuna OKoHYaTenbHylo Bepcuto cTangapta ATSC 3.0, npumeHsemoro Ans
pacnpocTpaHeHus NporpamMmm Ha3eMHOro aMpPHOro TeneBnaeHns.

HoBbii cTaHgapT formkeH obecneynTb BHEOPEHUE HOBbIX CMyX6 WMHTEPaKTUBHOIO TENEBUOEHUSA Ha
ocHoBe |P—rtexHomnorui, passutve UHD-KOHTEHTa, MnepcoHanu3vpoBaHHbIX Cryx6 un cnyxb 3SKCTpeHHOoro
MHOPMMPOBaHUS, a TaKkKe AOCTaBKy KOHTEHTA Ha pa3fnnyHble YCTPOWCTBA.

«C Havyanom HoBoro 2018 roga ona ATSC genaeTt BaXHbIW Liar Ha NyTW K BHEAPEHWIO nNnaTdopMmbl
TeneBnaeHMUs HOBOrO MOKONeHus, npeactaBnas Habop craHgaptoB ATSC 3.0, genawowmx BO3MOXHbIM
BHeJpeHue uenoro psga npogykrtoB u ycnyr. lNepeas B Mupe cuctema TernepagmoBeLlaHus, OCHOBaHHas Ha
NCMNONb30BaHUN NHTEPHET—NPOTOKONA, CTAHOBUTCA peanbHOCTbIo», — roBopuT npesunaeHt ATSC Mapk Puuep.

OcHoBHOM Uenbio  uandeckoro ypoBHs ATSC 3.0 gaBnsietca co3gaHue cTaHgapTa, Aaroulero
BO3MOXHOCTb NepefaBaTb TB-KOHTEHT Ha yCTpOWCTBa Kak (PMKCMPOBAHHOrO, Tak M MOOWMBLHOrO npuéma.
MpuopuTETHBIMKN 3adadYamMmn Takke ABMATCA 3PEEKTMBHOE NCMOMNb30BaHME YAaCTOTHOrO CNeKTpa U MOBbILLEHNE
HaZEXHOCTU MpeAoCcTaBnseMbIX ycnyr. Tak Xe NpuopuTETHbIMKW BOMPOCaMM SABNSAETCA NOAAEPXKKA BbICOKUX
CKOpOCTel nepefayn [AaHHblX, HEOOXOAMMbIX AN NPEeLOCTaBMEHMSA YCMyr B HOBbIX CTaHAapTax — Takux,
kak Ultra HD.

B HacTosLLee Bpems B NepeyHe cornacoBaHHbIX criegytoLmne 6asosble MyHKLNK:
1) Mopynsiusss Ha ocHoBe OFDM, C LWMPOKMM CMEKTPOM 3aLUUTHBIX MHTEPBANOB ANA CMAMYeHUs

MHOrONy4eBOCTH.

2) Koppekuus owmbok (FEC) Ha ocHoBe LDPC ¢ wMpokMM BbIGOPOM CKOPOCTEN KOAMPOBAHUS B OBYX

BapuaHTax AnuHbl koda (NnoaaepxmBaeT MOOUMbHBIN U PUKCUPOBAHHbLIN NPUEM).

3) LLUunpokuit BbIGOP pa3MepoB «CO3BE3ONN».

®duanyecknn ypoeeHb ATSC 3.0 obecneunT LWUPOKUA BbIGOP BO3MOXHbLIX Tovek paboTbl Ans
nepefaTyMKkoB, Kaxaasi M3 KOTOpbiX — kKpanHe 6nmska k npepeny LllenHoHa (TeopeTwyeckuin npepen,
obycrnaBnvBatoLLMin TO, CKONBbKO MHAOpPMaLMKM MOXHO NepefaBaTh Yepes KaHarn ¢ 3allyMreHneM), Kak nokasaHo
Hwke Ha PucyHke 1. basoBble 3KcnnyaTauUMOHHbIE KOMMPOMUCCHI BKMOYalT B cebs BbIOOpP MeHbLUEero
KonuMyecTBa nepedaBaeMbiX AaHHbIX, Oonblien HagéXHOCTM ycnyrm wu/unu  Gonbluero KonuyecTea
nepegaBaembIX AaHHbIX, MEHbLUEN HAaAEXHOCTM YCyru, MMBO NPOMEXYTOYHOrO YPOBHSI.
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Puc. 2 — MNpumep kpuson MoLHOCTK Ansa duamndeckoro yposHs ATSC 3.0

w

Mepenatynkn MMeEOT BO3MOXHOCTb BbIOMpaTb paboune TOUKM U MoAynauMu. Mcnonb3yst pasnuyHble
kaHanbl cusmyeckoro ypoBHsi (PLP), MOXHO OZHOBpPEMEHHO WUCMOMb30BaTb pa3nuyHble pabouve TOYkM — K
npumMepy, BblAeNsTb YacTb NPOMYCKHOW MOfiockl B nepedaBaeMomM curHane ansa Hyxg UHD, a octatok — ans
MOBUMbHBIX CryXO.

KpaeyronbHblM KaMHEM CUCTEMbl LMEPOBOro BellaHus HOBOro nokorneHms — ATSC 3.0 DTV - crtana
rMbKocTb B BbIOOpE ycnyr, BKMOYas BO3MOXHOCTb 6eCLIOBHO Ans 3MpPHbIX Bewarenen oTnpaBnaTe rmopuaHbIi
KOHTEHT Ha MOOUIbHbIE 1 (PUKCMPOBaHHbBIE NMPUEMHBIE YCTPOWCTBA — 06beaNHAS Takum 06pasom B OOHO Lienoe
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ahMpHyI0 TpaHCnAUMIO U nNepedady yYepes LUMPOKOMOMOCHble CeTW. Takme onuuu, Kak «MynbTUNPOCMOTP» WU
«MHOrO3KPaHHOCTb» TaKKe SIBMSIOTCS 4Ype3Bbl4alHO BaXkHbIMW, Kak M onuusi Bbibopa Mexay craHgapTamu
paspeweHuns — SD, HD u Ultra HD.

Wcnonb3oBaHue B kavecTBe TpaHcnopTa IP-npotokona (BMecto MPEG-2, koTopbii ucrnonb3oBasncsd B
npeabiayLmnx cucteMax LmgpoBoro tenesuaeHus), obecneyrnBaeT LIMPOKYH CTeMeHb yHUMKauum ¢ npoymmm
MexaHuaMammn AoctaBku. [1OTOKOBLIV KOHTEHT OyaeT nepegaBaThbCsA B Buae naketoB (Mcnonb3yst ISOBMFF B
KayecTBe hopmaTta KOHTEHTA), a He B BUAE HEMNpPepbIiBHOIO NOTOKa (OparMeHToB.

Ha PucyHke 2 Huxe MOXHO yBuaeTb npumep cteka npotokonos ans ATSC 3.0. B cucteme Habnogaetca
YHUUKaLMA CnocoO0B A0CTaBkM 4Yepe3 ahup U Yepes LUMPOKOMNONOCHbIE CEeTW, OCOBEHHO BbIWE YPOBHS
nNpoTOKOMa A0CTaBKM, C NOMHbIM CUSIHUEM Ha YPOBHE MPUITOXEHUIA.

Apps & Lrear Irsoract e Applications [T~
Presentation : T
Service MRT Service NRT
EILUE LR Content Slgnaling  ESLIEY
—— - 1
L_FEC ! !
Application Layer Transport protacol : HTTP(S)
Delivery (e.g. ROUTE, MMTP) .
!
FPratocols uDp 1 TCP
IP Multicast ! IP Unicast
1
PHY & 1
MAC Broadcast PHY 1 Broadband PHY
| 1

Puc. 3 — Npumep moaenu cteka npoTokornos ans ATSC 3.0

B psge cutyaumii npyueMHUK MOXeT MMETb AOCTYN UCKMUYUTENbHO K HE KOMMPECCMPOBaHHOMY ayauo u
BMAEO; K npumepy, 4vepe3d HDMI, nogknioyéHHbIn K moaeMy nonb3oBaTens. Cuctema aBTOMAaTU4ECKOro
pacnosHaBaHusa koHTeHTa (ACR) nossonut pecuBepy onpenenutb, YTO UMEHHO npocmatpuaeTcd. Cpeau
MeTodoB, npuMmeHsieMmblix B ACR, — cuctembl «0TneYaTkoB nanbLueBy» U «BoAAHbIX 3HakoB». ACR-coBMecTMMble
NMPUEMHUKA C LUMPOKOMOSOCHBIM MOAKMOYEHMEM MOTYT 3arnpalivBaTb W MonydyaTb 4epe3 LUMPOKOMOSIOCHbIE
KaHanbl JONONHUTENbHbINA KOHTEHT M3 VIHTEpHeTa.

[nsa cucteM KoamMpoBaHUs BUOEO NepBOOYEpPEenHON 3afader SBnsieTcs co3aaHme cuctem pabotsl ¢ UHD
n HD, c mnsHayanbHOM noppepxkon 4K n BO3MOXHOCTbIO noaaepxku 8K B Oyayuiem, yepes peanusaumio
pacwumperusi. Kogek HEVC (H.265) 6bin BbiGpaH B ka4ecTBe OCHOBHOIMO Kofeka Buaeo. [Ins kogmpoBaHus ayamo
npeanararTcsa K 06Cy>KOEHWO HOBble (PYHKUMMW, KOTOpblE BKITHOYAKT yrNpaBfieHWe AMarorom, UCMosib30BaHue
anbTepHaTMBHbBIX 3BYKOBbIX [OPOXEK, a Takke CMELUMBAHWE BCMOMOraTesibHbIX ayauo-criyxk0, AnanoroB Ha
Opyrom s3blke, crneudddekToB, KOMMEHTapMeB U My3bikin. Kpome TOro, oxupgaerca HopManusaums rpoMKOCTU
KOHTEHTa W KOHTYPOB AMHAaMMYEeCKOro [Auana3oHa, OCHOBaHHAasi Ha creuuarnbHbIX  BO3MOXHOCTAX
nonb30BaTeNbCKMX YCTPONCTB AN MOOUNBHOrO 1nuM UKCUPOBaAHHOTO NPUEMA M YHUKANbHOW 3BYKOBOW cpeapbl.
PaccmatpuBaeTca BO3MOXHOCTb BHeApeHUs (hyHKUMIA, dalowmx Gonbluee ollylleHne norpyxeHusi, ¢ bonee
BbICOKUM NMPOCTPAHCTBEHHbIM pa3peLleHMeM B NoKanuaauum NCTOYHUKOB 3BYKa (a3MMyT, MOABEM, paccTOosiHME),
ONS yBENMYEHUS OLLYLLEeHNSI OT 3BYKOBOMO OKPYXXEHUSI.

B uenom, no 3sHepretudeckonm 3MMPEKTUBHOCTM ANA rayCCOBCKOro kaHamna, crtaHgapt ATSC 3.0
npeBocxoguT DVB-T. 3T0T nokasaTenb O4YeHb CYLLECTBEHHbIA U obecneyvmBaeT 3anac AN HaaEXHoro npuéma
TB nporpamm. HecmoTtps Ha To uTo ctangapt ATSC paspaboTtaH nog nonocy 4yactot 6 MIu, oH nerko
moamnduumpyetca Ansa nonockl 7 1 8 My 6e3 nameHeHnsa anropyTMOB KaHarnbHOro KoavMpoBaHus. B aTon cBAsu
cnefyeT BCECTOPOHHE U3ydnTb BO3MOXHOCTU cTaHaapTa ATSC anst ycnosuii npuema B Pecny6nuke Benapych u
obpaTnTb BHMMaHWE Ha ONbIT agantauuMu ctaHgapTa B KaHage, rge 4YacToTHoe nnaHupoBaHve BedéTcs Ha
ocHoBe, 6rnM3koi k eBponencKon paicoBCKOW MOAENM MHOIOMY4YEBOro curHana.

Cnmncok Mcnosnb3oBaHHbIX MCTOYHUKOB!

1. ATSC 3.0, Standard “ATSC 3.0 SYSTEM”.

2. Rich Chernock, “top 5" new features of ATSC 3.0.

3. ATSC Document A/53. ATSC Digital Television Standart.

4. ATSC Document A/54.Guide to the Use of the ATSC Digital Television Standard.

5. Dr. Yiyan Wu. “Performance Comparison of ATSC 8-VSB and DVB-T COFDM Transmission Systems for Digital
Television Terrestrial Broadcasting.” Communications Research Centre Canada.
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ONTUMM3ALUA CETU MOBUITbHOWU CBA3MU

Benopycckutl 2ocydapcmeeHHbIl yHUgepcumem UuHopMamuku U paduoaneKmpOoHUKU
2. MuHck, Pecnybnuka benapych
Bonodbko A.H.
Xaukesuy O.A. — K.m.H.,0oueHm

MoBbiweHne addpekTnBHOCTN paboTbl CETM MOBUMBLHOTO onepaTopa CBA3M ABNSAETCS BaXXHOW 3afadvew npu
nnaHMpoBaHUW, MOCTPOEHNN U AarnbHEWLIEN MOAEPHM3ALUN CceTU. AKTyanbHOCTb AaHHOW paboThl 3aknioyaeTcs B
nepByl0 oyepedb CBA3aHa C TeM, YTO B HaCToOsiLLlee BpeMsi B CETAX COTOBOW MobunbHOW cBA3n Pecnybnuvku
Benapycb BO3HMKaeT npobnema neperpyskn CyLeCTBYIOWNX PEecypcoB W ONTUMArbHOrO pacrnpeeneHus
Tpachmka, YTO BbI3BAHO MOCTOSIHHLIM POCTOM 4YMCMA aKTUBHbIX AOGOHEHTOB M yBENUYEHWEM MepeyHsa YCnyr,
npeaocTaBnsemMblX COTOBbIMY onepaTopamu.

CnenyeT OTMeTUTb, YTO Aaxe B HacTosilee Bpems, HECMOTPs Ha ccopmMupoBaBLUEeCcs pasfeneHne
NoTPebUTENbCKOrO pbiHKa Mexay ornepaTtopaMyv MOOGUNBbHON MOABWMXKHOW CBA3W, BCE PaBHO MeXOy HUMK
HabnogaeTca OOBOMBHO XECTKasi KOHKYPEHUMS 1 onpefeneHHbI NpoueHT aboHEHTOB MOCTOSHHO "Murpupyet”
Mexay MocTaBLLMKaMKn YCryr COTOBOM CBsi3W. B cneacTtBum yero ogHvMM M3 KputepureB npu Beibope onepartopa
MOOWMBLHOW CBA3M SABMSETCA KayecTBO MpefocTaBnsieMblx ycryr. KayectBo oGCnyXuBaHWS — KOMIMIEKCHbIN
nokasatenb, KOTOpbIM OpMUPyeTCs MNyTeM OUEHKU psaa  CTaTUCTUYECKMX MapaMeTpoB, OTpaxaroLmx
HeKoTopble 0COBEHHOCTM 3KcnnyaTauum CeTu Npu yCTaHOBEHUN COEAMHEHNS MPU BXOOALWEM WM UCXOASALLEM
Bbl30BaxX, a Takke B MpoLecce camoro pasroBopa mexay aboHeHTamy unu MCrornb3oBaHWA TOW WUNU MHOW
HeronocoBow ycnyrn. C Touku 3peHusa aboHeHTa Hanbonee CyLlecTBEHHbl Takne nokasaTenu, kak AOCTYNHOCTb
cBoOOAHbIX KaHaNoB Npu A03BOHE, KAYECTBO Mepefadn rofioca Ha NpPOTSHKEHWU pasroBopa, a Takke CKOpOCTb
nepefaydv 4aHHbIX NPY UCMOMb30BaHWUM YCAYT Nepeaayn gaHHbIX.

OpHol 13 oCcHOBHbIX Npobnem pacnpefeneHus Tpaduka SABMASETCA HEe TONbKO HeXBaTka CyLLeCTBYHLLMX
pecypcoB (kaHanoB, npuemonepenatyMkoB 6a30BbIX CTaHUMW, MOTOKOB Mexay 6a30BbIMU CTaHUMAMWA U
KOMMyTatopamu), HO W WX HEeOoNnTMMarnbHOEe WCMoMb30BaHUe, BCNEACTBUE HEKOPPEKTHOM HacCTPOWKM
3KCNNyaTaumoHHbIX napameTpoB 060pyAOBaHMSA, a Takke CTpeMIieHMeM MOCTaBLLMKOB YCNyr MUHUMU3MPOBaTb
N3OEPXKKU Ha pacCTaHOBKY U cofepxaHue Heobxoaumoro konmyectBa 0as3oBbiX CTaHUMN npu obecneveHun
TpebyeMoro ypoBHS curHan/lym B npegenax 30Hbl MOKPbITUS.

O6ecneunTb Ka4yeCTBEHHYIO pPaguoCBA3b MOXHO TONbKO MpU yCroBum 3dEKTUBHOIO MraHMpoBaHUS,
KOTOpOE HEBO3MOXHO 06e3 MCNOoNb30BaHUsi MHOrOKpUTEpPUanbHOW OMNTUMM3ALMM C YYETOM COBOKYMHOCTMU
nokasaternen kadectBa. Bo Bpems co3gaHus M COBEPLUEHCTBOBAHUSA CETW MOOMUNBHOW CBS3W peLIaTCs OBE
Hepas3pblBHO CBS3aHHble 3afadu: MraHMpoBaHWME CeTM W OoNTUMM3auus ceTu (MepennaHupoBaHue Mo
pesynbTaTtam aKcnnyaTaumu ¢ Lenblo NoBbleHUsS 3dEKTUBHOCTM CeTH).

MnanuposaHne CCC BknoYaeT TP OCHOBHbIX 3Tana:

— NpeABapuTensHoe NNaHNpoBaHue;

— AeTanbHOe NnaHMpoBaHue;

— NnaHMpoBaHUe COTOBOW TPaHCMOPTHOW CeTH (TpaHCMUCCHM).

Ha Bcex artanax nnaHvpoBaHus CCC Heob6xoaMMo npuvHUMaTb BO BHWMaHWE COBOKYMHOCTb
NPOTMBOpPEYMBbLIX TpeboBaHWN K CETU, KOTOpble MOXHO CTPOro YYuTbiBaTb, WCMONb3ys MeToAbl
MHOFOKpUTEPUANbHON ONTUMMU3aLIMU.

Ha ocHoBe npepBapuTenbHbIX PacYeTOB OCYLLUECTBIAETCS HenocpeacTBEHHO BbIGOp no3vuuin 6a3oBbixX
cTtauun. B paboTe npegnaraetcst UCNONb30BaTh CTOXaCTMYECKUI MOAX0A ANs pauMoHansHoro Beibopa nosunumin.
LlenecoobpasHocTb aToro nogxoga obycnoeneHa OGOMbLUIMM  KOMMYECTBOM CyYalHbIX HEKOHTPOMMPYEMbIX
aKkTopoB, BMUSIOWMX Ha OTHOLWEHWe curHan/wym B Touyke npuema. [ns peanu3dauum metoga 6Gbina
MCMoNb30BaHa CyLLecTByLas ceTb MOOUINBHON CBA3M O4HOrO M3 ropoaos BpecTcko obnacTw.

XapaKTepucTuky anroputMoB ynpaBreHus paguvopecypcamu U UX napameTpbl MOXHO aHanns3vpoBaTthb,
MCnonb3ysl OCHOBHblE pabouyve nokasaTenu. B anroputmbl ynpaBneHWs paguopecypcaMu BXOOSIT X3HAOBEPHI,
ynpaBneHve MOLUHOCTbIO, MNaHMpoBaHWE nepefavv MakeToB, ynpaBneHwe AOCTYNOM W Harpyskon. AHanus
paboTbl CeT! Npon3BOAMIICA C NOMOLLb NporpaMmMmHoro obecnedeHns ZTE Netnumen. MNpu pacyéte OCHOBHbIX
TEXHMYECKNX NapaMeTpoB ceTn ucnones3osarncs anroputm Okamypa-Xarta.

B pabote paccmoTpeHa obuwas MeToAonorMs MHOrOKpUTEpPUAarnbHOM ONTMMWU3aLMM CUCTEM  Kak
B3aNMOCBS3aHHYI0O COBOKYMHOCTb METOAO0B (HOPMUPOBAHWS MHOXECTBA [AOMYCTUMbIX MPOEKTHLIX PELUEHWHN,
Bbibopa nogmHoxecTBa [lapeTo-onTMManbHbIX PELUeHWA W CYyXXEHWst ero A0 €OWHCTBEHHOrO MPOEKTHOro
pelleHusi. PelwleHne 3agaym Belbopa oNTUMAanbHOIO NPOEKTHOro BapyMaHTa CUCTEMbI BKIYaeT (hopMMpoBaHne
MHOXeCTBa OOMNYCTUMbIX BapuMaHTOB CUCTEMbI, onpedeneHue COBOKYMHOCTW rnokasaTernen kayecTtsa, 3agaHve
KpUTEPUSI ONTMMArNbHOCTU CUCTEMbI, @ Takke BbIOOp BapuaHTOB CUCTEMbI, OMNTUMArnbHbIX MO 3aZaHHOMY
KpUTEpMIo ONTUManbHOCTU.

B xope paboTbl npoBedeHa komnnekcHas oTpaboTka M OueHKa Hay4YHO-TEXHUYECKMX peLueHun Ans
ynyylleHsa nokasaTtenen cetu. A Takke MOKasaHo, YTO CYLIECTBYWLIAs CXema, MpuMeHsemas COTOBbIMU
onepatopamu, ABNSEeTCA He CaMOW yAayHOW NMpu OLEHKEe BPEMEHMW, 3aTPayYeHHOro Ha Bce aTanbl ONTUMK3aLmnun.
PesynbtatoM paboTbl ABNSETCSH 3aKOHYEHHas TOMONorMs CeT MOOGUNBHOro onepatopa, U3MeHeHbl nokasaTenu
CyLlecTBylOLWMUX 6a30BbIX CTAHUMIA: YIMbl HAaNpaBlieHUss CEKTOPOB, 3HAYEHUE MOLLHOCTEN paauonepenaTymkoB,
yBernM4eHus yncrna paguokaHanosB, a Takke nepepaccMoTpeH BONPOC MOBTOPHONO UCNOSfb30BaHWUS YaCTOThI.

CnMcoK UCNonb30BaHHbIX UCTOYHUKOB:

1. Amaldi E., Capone A., Malucelli F. Radio planning and coverage optimization of 3G cellular networks. Wireless
Networks, 2008, vol. 14, no. 4, pp. 435-447. doi:

2. TuxauHckui B.O., TepeHTbeB C.B. YnpaeneHue u kavectso ycnyr B ceTsix GPRS/UMTS. — M:3ko-TpeHas, 2007. — 400c.
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BHEOPEHUE TEXHONOIMWU NEPEOAYU OAHHbBIX MO
ANEKTPUYECKOU CETU 220 B 50 'l HOMEPLUGAV (AV2)

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapych

Banuukas E. 1O., Cakosuuy []. A.
Yenukosa B. B. —accucmeHm

CraHngapt HomePlug AV gaet BO3MOXHOCTb nepeAaBaTb AaHHbIe Mo anekTponposogke. C MOMOLLbIO cneuunanbHbIX
Powerline-agantepoB, Mbl MOXXeM NOCTPOUTL CETb, B KOTOPOW ByayT 0OMeHMBaTLCS AaHHbIMU pa3Hble YCTPOMCTBA. Tak Xe, Kak
no Wi-Fi, nnn no ceteBomy kabento. Tonbko ans nepegaqv nHdopmauum B Powerline ceTn ucnonb3yeTcsi anekTponposoaka,
KOTOpas eCTb B KaXx40W KBapTupe, AomMe, unn oduce. B ntore, Mbl nonyvaem NOAKMIOYEHNE K UHTEPHETY U3 PO3ETKM, MO BCEMY
aomy.

B 2000 rogy rpynna ceTeBbIX U 3NEKTPOHHBLIX upm, co3ganu anbaHc HomePlug Powerline Alliance ¢
uenblo CcTaHgapTusMpoBaTb powerline TexHonmorMM Ans AoMallHuX ceTel. JTa rpynna noarotoBuna psag
TEXHUYECKUX CTaHOapToB Ha3BaHbix «HomePlug». MepBoe nokoneHne HomePlug 1.0, 6bina 3aBepiueHa B 2001
rogy obecneumBana nukoByto ckopocTb 14 M6uT/c, cTaHgapT BTOPOro nokornexHus nonyynn umsa HomePlugAvV,
6bin BBegeH B aBrycte 2005 roga, obecneunmBan [OOCTATOMHYIO BbICOKYKD MPOMYCKHYK CNocobHOCTb Ans
npunoxeHun, Takmx kak HDTV u VolP . HomePlug AV npegnaraeT NMKOBYK CKOPOCTb nepedayun gaHHbix 200 -
500 M6éwut/c. Cneundukauma HomePIlugAV2 6bina BeegeHa B sHBape 2012 roga, oHa coBmectum ¢ HomePlug
AV n nogaepxuaeT ckopocTb Ao 1 Féut/c.

B ocHoBe nepegayn MHOpMauUMM MO SMEKTPONPOBOAKE FEXUT MPUHLMIN YacTOTHOrO pasgeneHust
curHana (npeactaBneHo Ha pucyHke 1): BbICOKOCKOPOCTHOW MOTOK AaHHbIX pa3buBaeTcsi Ha Heckonbko Gonee
Me[JSIeHHbIX MOTOKOB, KaXOblh M3 KOTOPbIX MepegaeTcsl B OTAENbHOW MOJfloce 4acToT, HaknaablBasiCb Ha
Hecywwyto yacTtoTy 50 'y (B CLUA 60 I'y), 1 Ha OpyroM KoHuUe NMHUKM 06beanHseTcs B OOLLMIA CUrHar.

Hecywan Moaynuposannstit
wacrora cHrNan
S0y
Nonesnsii
CHrNan
12-30 Mrru)

Puc. 1 —MactoTHoe pasgeneHve curHana

[ns nepepayn faHHbIX BblgeneHa nonoca 4acToT, ganeko otcrosawas ot 50 My, - YacToThl aNEKTpoTOoKA.
YUT06blI 06ecneynTb BbICOKYIO CKOPOCTb Nepedayvn AaHHbIX MCMONb3yeTCs LUMPOKUIA BbICOKOYACTOTHBIM CMEKTP:
4,3...20,9 MI'y. MNpumeHsiembin cnocob nepefayun faHHbIx — OFDM (orthogonal frequency division multiplexing).
OH obecneunBaeT pasgeneHne 6oMbLWOro NOToka AaHHbIX HA Bonee Menkue u nepegadvy Kaxaoro U3 HUX Ha
CBOen YyacToTe. [1na noBbIlWeHWs 4OCTOBEPHOCTM Nepeaayn ucrnonb3yeTca n3bbiTouHoe kogmupoBaHve. CHavana
dopmupyeTtca cnektp (komnnekcHbln) OFDM  cumBona, notom npu nomowm obpatHoro GbicTporo
npeobpasoBaHnsa Pypbe (OBIMD) dopmupyetcs ero BpeMeHHast peanusauus. Mexgy OFDM cumonamu
BCTaBMAETCA cCrneunanbHbll 3alWMTHBI CUMBOS, KOTOPbLIA CRAYXWUT Ans NPefoTBPalleHnss MEXCUMBOIBHOMN
nHTepdepeHLnM, BO3HMKAIOWEN 13-3a HEMOCTOSIHCTBA KaHana no yactoTe. [Ana pacumndposky coobLueHuns, Ha
NMPUEMHOM KOHLlE MCMONb3yeTCs COOTBETCTBEHHO MpsiMoe ObicTpoe npeobpasosaHne @Pypbe (BMNP).
Wcnonbdyembln TN mMoaynsauun - audddpepeHumansHas KeBagpaTypHas asoBas MOAyNAuMs €O COBUIOM
(DQPSK). TMpotokon poctyna Kk cpeae (MAC) ocHoBaH Ha 6ase MeToga KOMNMEKTMBHOrO JdocTyna cC
o6HapyxeHnem Hecyleln n nsbexaHvem konnuamn (CSMA/CA), - aHanornyHo npuHsTomy B Ethernet[1].

CraHpgapt HomePlug nogpasymeBaeT Hanuume p[Byx u 6onee powerline-agantepos.Kaxabin agantep
HomePlug AV nogkntoyaeTcs K po3eTKe, kK HeMy C MOMOLLbIO ceTeBoro kabensa Ethernet nogkntovatotcs ceteBble
yCTpPOWCTBa (Hanpumep: poyTep, Touyka AOCTyna, KOMmMbiloTep, HOoyTOyk, Tenesusop). Ecnu B pgome/oduce
ucnomnb3yeTca ceTeBoW MapwpytusaTop/poytep, oavH HomePlug apantep MoxeT ObiTb NOOKIIOYEH K
MapLupyTusaTopy, YTobbl BCe yCTpoNCcTBa nogkntoveHHble kK HomePlug AV nonyuunu goctyn B NHTEpHET.

Ona noagepxkn MOOWMbHBIX YCTPOWCTB, TaKUX Kak HOYTOYKM, NnaHweTbl U CMapTdOHbI, HEKOTOPblE
apantepbl HomePlug, nmetor Wi-Fi agantep, TakuMm 06pa3oM MMW MOXHO paclumpuTb 30HY nokpbitust Wi-Fi
cetn[2].
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MpuHLMN nocTpoeHust ceTu no ctaHgapty HomePlug AV oToGpaxeH Ha puUCyHKe 2:

HomePlug AY HomePlug AV HomePlug AV
| -hqu,.. " - R e e s S rﬁ
H - ! - L | o |

i

Madem/Router ValP telephaone

Puc. 2 — NocTtpoeHune cetn yepes agantepsiHomePlug

I'IpmmeHeHme COBpeMeEHHbIX MeToaoB 06p860TKVI CUrHanoB MU KoaAMpoBaHUA OaHHbIX, KOTOpPble OAaBHO U
ycnewHo UCnonb3yrTCA B LUMPOKOMOJSIOCHbIX 6€CI'IpOBO,EleIX M NPOBOAHbLIX TEXHONOINAX NO3BONUIIO OAOCTUYb B

TexHonorn PLCHOMEPIUGAYV sicokoit ckopocTn 1 JoCTOBEPHOCTM Nepeaayn AaHHbIX. YUNTLIBAs LUMPOKOE

pacnpocTpaHeHME HWU3KOBOJSIbTHBIX 3NEKTPUYECKMX CeTen, TexHonorus PLCHomePIugAV 0COBEHHOo
npuBnekartenbHa ANns UCMOMb30BaHNA B JOMALLHUX CeTsX U HebonbLumnx oducax[3].

Cnncok Mcnonb3oBaHHbIX MCTOYHMKOB!

TexHonorus HomePlug ceTelt 1 nepecnekTMBbl €€ pasBUTUS [ONEKTPOHHBIA pecypc]. — ONEeKTPOHHble AaHHble. —
Pexum goctyna: http://kunegin.com/ref6/hp/2.htm

WHTepHeT/ nokanbHas [OOMalHAS ceTb 4epe3 po3eTky. TexHonorns HomePlug AV[OnekTpoHHbI pecypc]. —
OnekTpoHHble AaHHble. — Pexxnm goctyna: http://pk-help.com/network/homeplug-av/

PLC-TexHonoruu. Yactb 2[OnNeKTPOHHbIV pecypc]. - OneKTPOHHbIe OaHHble. — Pexum
poctyna:http://www.russianelectronics.ru/developer-r/ireview/2191/doc/47934/
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KOMIMNEKCHAA CUCTEMA MOHUTOPUHIA U XPAHEHUA
WH®OPMALIUN O COCTOAHUU NALIMEHTOB HA OCHOBE
BUPTYAJIbHOU NMIAT®OPMbI

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

FOHuukas A.A.
CmupHos K0.B. — accucmeHm

MoHUTOPWHI B peanbHOM MacluTabe BpPEeMEHW XW3HEHHO BaXKHbIX MapaMeTpOBMMEET OrpoMHOEe 3HaveHwe Ans
3(hheKTMBHOIO KOHTPOMNS COCTOSIHUA €ro 3[0pOoBbs W NpeaynpexaeHus GonesHen. Heocnopumble npevmyliectsa mMmeeT
nievyeHrie NauMEeHTOB B AOMALUHUX YCIOBUSIX, C OAHOW CTOPOHbI 3TO BbIFOAHO rocydapcTBy, Tak kak GONbHOM He HaxoauTcst B
CTauVoHape 1N COOTBETCTBEHHO He PacxodyloTCs AeHbIM Ha ero CoaepXaHue, ¢ Apyrovi CTOPOHbI NaUMeHTbl HaXoOAATCA Aoma B
npuBbIYHON 06CTaHOBKE M BeayT bonee akTMBHbIN 06pa3 XU3HW.

CnctemMa MOHWUTOPWMHIA U XpaHeHUs UHAOPMaLMM O COCTOSHUM 300POBbSA NALUMEHTOB MNpeacTaBnseT
cobon MHOoPMaLMOHHYI0 6ecnpoBOAHYIO CUCTEMY, MEIOLLYIO MHTepdeichl Ana coopa nokasaTtenen 30opoBbs
nauveHTa v nepefayn AaHHbIX Nevalemy Bpadvy B peXume peanbHOro BpeMeHu AN OnepaTuBHOMO KOHTPOns
dun3nyeckoro cocTosaHMA nauneHTa. Ha Tene yenoseka ycTaHaBnNMBaeTCsd AaTyMK, U3MEPSIOWMIA NONOXEHNE n
OBWKEHUS naumeHTa, U YCTPOMCTBA, M3MepsoWmne MeauuMHCKMe nokasatenu (Hanpumep, AaTyvk U3MepeHust
TemnepaTtypbl Tena, nynbca, YacToThl AbIXxaHns U T.4.). Kaxagein n3 atux yctponcts umeet Bluetooth-uHtepdetic,
no KoTopoMy MHdopMaumns nepedaérca Ha cmapTdoH. T1a uHdopmauns nepegaértcs B 6asy AgaHHbIX, AOCTYN K
KOTOPOW Bpay MOXET Nony4utb Yyepes Beb-uHTepdelic.

OTU yCTpPOWCTBA CTAHOBATCA HE3aMEHWMbIMW B Clly4ae HEOXWOAHHOTO YXYALEHUs COCTOSHWS,
BbI3BAHHOIO, Hanpumep, OCMOXHEHUAMW B MOCMEOoNepaumMoHHOM WM peabunutaumoHHom nepuogax. [Mpu
HeobxoAMMOCTHN, MepcoHanbHble YCTPOWCTBA CBA3M MOrYyT ObiTb OCHALLEHbl CUCTEMOW AN onpedeneHuns
MECTOMNOMNOXEHNS, YTO NO3BONAET BMECTE C UH(OPMaLMen 0 COCTOAHUN NepefaBaTb MeONLIMHCKOMY NepcoHany
TOYHblE KOOPAMHATHI NauneHTa.

O6nacTtv npuMeHeHus:

1. JloneunBaHne — KaxxAOOHEBHOE M3MEPEHME XU3HEHHO BaXKHbIX MoKasaTenewn Ansa crabunusaumm
300pOBbS;

2. Peabunutaumsa — nogaepxaHue 300poBbs B JOMALLHMX YCIIOBUSAX B NPOLIECCE UMW NOCTe feYeHns;

3. XpoHuyeckune 3aboneBaHNst — CaMOCTOSITENbHbIN KOHTPOMb Te4eHns 6oNesHN 1 KoHCyNbTaums B
criy4yae Heobxo4MMOCTH C BPa4oM.

Puc. 1 — Cxema nepegayn AaHHbIX O COCTOAHUM NauneHTa Bpady

[MpenmyLlecTBa Takon CUCTEMBI:
- MonyyeHne OBBLEKTUMBHBLIX AaHHbLIX OT nauueHTa. MHorme nauMeHTbl CKIMOHHbI NEepPeoLEeHNBaTb CBOE
COCTOsiHME B OTBET Ha TPaAMUMOHHbIV Bonpoc «Kak Bbl cebs uyBCTByeTE?», B TO BpEMS Kak aBTOMatnyeckme
CEHCOpbI CMOCOGHBI NPEAOCTaBUTL HaMbOee TOYHYI0 N OO BEKTUBHYH MHGOPMALINIO;
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—  OGHapyxeHue npobnem co 3gopoBbeM Ha bonee paHHeM 3dTane;

—  CHwxeHuWe 3aTpaT Ha fevyeHne HeCBOEBPEMEHHO AMarHoCTUPOBaHHbIX 3aboneBaHui;

- HenpepbIBHBIN MOHUTOPWMHI —  flevalumMin Bpad nonydyaet 6onee noapobHble AaHHble O COCTOSHWUM
nauneHTa;

—  CHwuxeHune Harpyskvu Ha MegnepcoHan 3a CHET COKpaLleHns BpeMeHn cbopa nHdopmauum 0 COCTOSHUM
nauneHTa;

—  BosmoxHocTb HabnogeHns 3a nauMeHTOM BHe CTaumoHapa, brnarogaps Yemy CHuKaeTcs CTOMMOCTb
obcnyxBaHUsA nauneHTa;

—  YMeHblUeH/e KonuyecTsa HeMOTUBMPOBAHHbLIX BU3UTOB B NOMNMKINHUKY, BbI3OBOB Bpaya Ha AOM;

—  Ypo6cTBO AN NauMeHToB, NMPOXMBAIOLWMX AaneKko OT MeaydpexaeHns;

—  [MosblweHne Tpy[oBOro NoTeHuuana HaceneHus.

OcHoBHOM HegocTaTok — HeobxoAMMOCTb B MPUOBPETEHMU AOMOSHUTENbHBLIX YCTPOWCTB, OQHaKO
3aTpaTtbl Ha WX MOKYNKY KOMMEHCHPYIOTCS 3@ CYET WCKMIOYEHUs U3OEepXKeK, CBSA3aHHbIX C rocnutanvsauunen
(HaxoxgeHve B CTaumoHape, TpaHCNOPTHbIE pacxoApl U T.M.). Takke cylwecTByeT noTeHunan paguonomex (M3-3a
noroApl, Apyrnx 6ecnpoBoAHbIX YCTPOWCTB, UM NPENATCTBUA, TAKNX Kak CTEHbI).

MpumeHsas cuctemy AUCTaHLUMOHHOIO HabnogeHns 3a 60MbHLIMK, NOSBNSETCSH BO3MOXHOCTb OBHapYX1Tb
HapyweHus B paboTe opraHuama Ha 6Gonee paHHemM 3Tane u nosiBnseTca Oonblue BPEeMEHU Ha aHanu3
COCTOSHMA nauueHTa, 6narogaps 4Y4emy MOBbILWAETCS YPOBEHb KayecTBa OKasaHus MELUUMHCKUX YCHyr.
Bnarogaps yMeHbLUEHMIO YMicna rocnutanusaumin naumMeHToB C XpoHMYecknmmn 3abonesaHnsamu, yBenmumBaeTcs
KayecTBO WX Xu3HuW. [lpouecc BbI3AOPOBMEHWSA MPOXOAUT B [AOMALUHMX YCMOBUSIX, TaK Xe COXpaHeHue
npuBbIYHOrO 06pasa >KWM3HWM MO3BOMsAEeT MPONTM obcnegoBaHue, nNUOO peabunuTauuilo Tem, KTO B OBbIYHbIX
yCnoBusix oTkasancs 6bl OT 3TOrO.

Cnncok UCnonb30BaHHbIX UCTOYHMKOB:

1. Mopo3soea E. B., Oanunosa E. O. [MCTaAHLUMOHHbIA MOHWUTOPUHI 3a COCTOSIHUEM 3[40POBbs NauUMeHToB Ha Gase
H6ecnpoBogHon cuctembl 6pacneta MKWUA // Monogow yyeHbin. — 2017. — Ne14. — C. 247-249.

lMepcoHanbHbIi  TENEMOHUTOPUHI B MeauumHe [OneKTpoHHbI  pecypc]. Pexum poctyma @ http://sci-
article.ru/stat.php?i=1394014915
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AMNNAPATHAA PEAJNTU3ALUUA KOOEKA KOOA PUOA-COJIOMOHA

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapycb
lupoeos C.K.
HeopHukoe B.[]. — k.m.H.,0oueHm

COBpeMEHHbIe TexXHONnormnm XpaHeHuna n nepegadvn gaHHbIX HEBO3MOXHbI bes S(b(beKTVIBHbIX cpenctB UX 3aWUTbl OT
noTepb. O,ElHVIM n3 I'IyTel7I noBblLLIEeHNA HOMexoyCTOl;IL{MBOCTVI cuctem  nepepgadun um oﬁpaGOTaﬂ AaHHbIX ABNAeTCA
mncnonb3oBaHmne I'IOME'XOyCTOVIHVIBOFO KOoAmMpoBaHMA 1 B YaCTHOCTU LIMKIMYECKOro Koga PVI,D,a-COJ'IOMOHa.

Koabl Pnpa-ConomoHa (PC-kofbl) — He4BOUYHbIE LIMKINMYECKUE KOAbI, MO3BOMSAIOLLME NCNPaBNATb OLWNOKN
B 6rnokax AaHHbIX. MpumeHeHne PC-KO4OB Npu NPOEKTUPOBAHMMU KOAEKOB MOMOXUTENBHO BIUSIET Ka4eCTBEHHbIE
Xxapaktepuctukm yctponctsa. OCHOBOWM CIOXHOCTbIO MPU NPOEKTUPOBaHWUM KOoAeKa, ABMSeTCH AeKkoaupoBaHue
PC-kopoB. [lekoanpoBaHue npeacTtaBnseT cobon pelleHne CrioXHOW HEO4HOPOAHON MaTeMaTUYecKon 3ajaydun ¢
npMMeHeHneM HecTaHOapTHoW apudmeTukn nonen [anya. B pesynbTate aToro, nporpaMmmHas peanu3aums
nekopepa PC-koga, kak MpaBuno, UMEeT HU3KYK CKOPOCTb peanu3auun. [losTomy B nogasBnsioweM uyucrie
CrnyyaeB TakoW [ekodep peanu3oBaH annapatHo B Buae cneusbluucnvTens. C pasBUTMEM TEXHOMorui B
obnacty uUuPOBbLIX UHTErPanbHbIX CXEeM, MOosiBUNach BO3MOXHOCTb peanu3aumn PC-kogeka € MOMOLLbIO
nporpamMmmMupyeMbIX NOrMYecknx nHterpanbHbix cxem (MIKC).

MpuHumMn peanu3aumun aekoaepa PC-koga npeacTaBneH Ha pucyHke 1:

()

> Bbixoa
—

BBYC ﬁ Kou

Bxop, l E‘ﬂ

@oCcC T BCC
ft2 "l AC
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DTU > oCyY
KPU Kou

PucyHok 1. CTpykTypHas cxema gekogepa PC-koga

Jekopep coctonT 13 crnegyowmx QyHKUMOHAIbHbIX GITOKOB:

- KPU — kommyTatop pacnpegenexHmsa nHdopmaumm Ha n napannenbHbiX NoAnoToKoB. BeinonHaeTcsa B
BMAE NoCneaoBaTeNnbHOro U NapannenbHoOro perMcTpoB CABUTa;

- KOW — kommyTaTOp 06bEeAVHEHWs MHpOpMaUMK napannenbHbIX NoAMOTOKOB B NOCrefoBaTeNbHbIN
noToK. BeinonHsieTcst B BUAE CUHXPOHHOIO MYyNbTUMMEKCOPA;

- ®MNCp — dopmupoBaTens NPOBEPOYHLIX CUMBOSOB Aekofepa. BbinonHseTcs B Buae COBOKYMHOCTH
CYMMaTopOoB MO MOAYS0 ABa, BXOAbl KOTOPbIX MOAKMIOYAOTCA K MHAOPMALMOHHBIM LensM B COOTBETCTBUM C
NPOBEPOYHON MaTpuLen;

- ®CY — dopmupoBaTtenb curHanos ynpasnexHus n ®TU (dbopmupoBaTtens TakToBbix umnynscos (KPU
CTPOSATCH U3 KOMNbLEBOro ABOUYHOIO CYETYMKA;

- ®CC/ BBYC — copmupoBaTenb CUHAPOMHbLIX CMMBOJIOB U ONOK BbIMUCNEHUS] YaCTHLIX CUHAPOMOB.
BbinonHsATCA B BUAE CXeM KOHTPONS YETHOCTY;

- BKO — 6nok koppekuun oinbok. BeinonHaeTca B BUAe CymMmMaTopoB MO MOAYNo 2;

- BCC — 6nok cpaBHEHWUsi CUHOPOMHbBIX CMMBOJIOB U CMMBOJIOB YacCTHbIX CMHOPOMOB. COCTOUT M3 CXEM
KOHTPOMS YEeTHOCTU U normyeckux anemeHTos V-HE;

- AC — aHanusaTop cuHgpoma. PopmmpyeT BEKTOP KOPPEKLMN MOAYNS OLLMGOK.

Peanusauma paccmoTpeHHOM cxembl gekogepa ¢ nomowbio MJINC, nossonut pewntb npobnemsbl
npucyluMe Kogepam peanu3oBaHHbIM MporpamMMHbIM MeTogoM. OCHOBHbIM [AOCTOMHCTBOM [OAHHOrO MeToaa
peanusauun SBMSETCA CYyLIECTBEHHOEe MOoBbileHne ObicTpoaencTBmMa poboThl kodeka. A Takke MOSBNSETCs
BO3MOXXHOCTb MepeHaCcTPOKKN anropuTma paboTbl YCTPOMCTBA, YXe Nocne BBEAEHUS B SKCMyaTaLuto.

Cnu1cok Mcnornb30BaHHbIX UCTOYHMKOB!
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AHAJIU3 METOOOB CEFMEHTALIUUA

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Epmak A.B.
JlazymuH A.E. — k.m.H.,0oyeHm

B HacTosiLee Bpems Habnogaetcs GypHoe pasBUTHE CUCTEM aBTOMaTUYeCcKon 06paGoTkM M3oBpaxkeHwii, TpebytoLime
NPYMEHeHUs HoBeMWKMX MeTodoB 06paboTky, BKMovas npedBapuTencHyto o6paboTky u3oOpaxeHuint. K metopam,
MCTIONb3YEMbIX B TAKMX CUCTEMaX, MPeabsABNAOTCA TpeBGoBaHUsA Mo CTeneHn aBToMaTu3aumm, KadecTBy M, 0COBEHHO, CKOPOCTH
06paboTky, T.K. GOMBLUMHCTBO TakMX CUCTEM paboTaloT B pexume peanbHoOro BpemeHu. Paspabotka addeKkTMBHBIX METOLOB
npeaBapuUTenbHON 0BPaboTkM M30GpaxeHUin SBNSIETCS akTyarnbHoW npobnemoii, koTopas crnocobeTeyeT nosierieHnio Gonee
COBEpLUEHHbBIX CUCTEM MOHUTOPUHIA, OXPAHHOTO TENEBNAEHNS, BUAEOHaBMOAEHNs, MeaMKO-BM1ONOIMUYEcKnX 1 OpYrix CUCTEM.

MpenBaputenbHbIM  3Tanom nwbo cucTembl aHanu3a W 0bpaboTku K300paxeHWid SBMSETCH  CerMeHTaums
n3obpaxeHuii. OHa No3BONSET ONEepPaTUBHO BbIAENUTL MHTEPECYLME 06bEKTbl Ha M30BpaKeHUn OT hoHa 1 ApYrnX OGHLEKTOB,
onpedenutb pasmep, hopMmy, MonoxeHve obbekTa, nNpeobpasoBaTb M3obpaxeHwe K Budy, YAOOHOMY Ansi AanbHenLen
06paboTky aBTOMaTUYECKMMM cMCTEMaMU U 3hhEKTUBHOIO peLleHust 3aad 6onee BbICOKOTO YPOBHS, Takux Kak pacno3HaBaHue
06pa3oB 1 aHanu3 cueH. HeToyHasi, HegocTaToyHas UNW M3BLITOYHAsA CErMEHTaLWst MOXET NPUBECTU K BO3HUKHOBEHMIO OLIMBOK
Ha crneayloLmx atanax obpaboTku n3obpaxeHus.

MeTop BblAENeHNs KOHTYPOB

Mpn Takom cnocobe cermeHTauum OBGBLEKTbI NPEACTaBAATCA WX rpaHMuaMun. PaHUYHBIMU MPUHATO
cynTaTb TOYKM pesKoro nepenaga @yYHKUMM APKOCTU. [na HaxoXOEHWA rpaHWYHbIX TOYEeK MCNonb3yeTcH
yncneHHoe anddepeHumnposanne. Hanbonee pacnpocTpaHeHHbIM SABMNSETCS rPagueHTHbIn MeToAd. MpumeHsas
Macky (dbvnbTp) K n3obpaxkeHuto, NonyyaroT Tak HasbiBaemoe m3obpaxeHve rpagueHtoB. OHO OTnMyaeTcs oT
NCXOAHOTO NOAYEPKHYTLIMKM nepenagamm  spkocTn. Todka (ij) NpuMHaanexuT KOHTYpYy, €eCnn  SApKOCTb
N300paxeHns rpagneHToB NPEBbILLIAET HEKMUIA NOPOT, KOTOPbIA MOXET onpeaennTbCsa Mo rMcTorpaMmam.

[MoporoBbin MeTos.

MycTb 3apaHo n3obpaxeHue B(i,j), s=1 (ognH 0O6BEKT), APKOCTb TOYEK HaxoauTcsa B npegdenax [T1, T2, a
SAPKOCTW Touyek hoHa B 3TOT oTpe3ok He BxoadAT. Ecnm B(i,j) € [T1, T2, To Touky (i,j) cuMTaem npuHagnexaiiewn
0bnacT o6bekTa, B MPOTUBHOM Cryyae — o6nacTut doHa. B criyuae s>1 [JOMKHbI GbiTb M3BECTHBI OTPe3kn [T,
T,], B Npeaenax KoTopbiX HAXOAATCS SPKOCTU k-X 0GBEKTOB. TN OTPE3KM HEe AONKHbI NepecekaThes. PasveTka
TOYEK OCYLLECTBMAETCA C NMomoLblo oTobpaxeHus. MNMpobnemon ABnNAeTCA onpeaeneHve NoporoBbIX BENNYUH.
[nsa aToro Nnpov3BoAMTCA aHanu3 ructorpammbl sipkocten. B cnydyae ¢ ogHum o6bekToM (S=1) Ha ructorpamme
OOMKHO ObITb ABa Makcumyma. [lopor BbibupaeTcs mexay 3Tumm ABYyMSA Makcumymamu., Ha npaktuke
npumeHsioTca 6onee CnoXxHble MeToAbl MOCTPOEHWS U aHanusa rmcTorpamMmmei.

BonHoBon meTop.

Mocne BbIGOpa CTaApTOBbIX TOYEK MPOBOAWUTCH MPOLIECC, COCTOAWMA M3 uTepaumii. Ha kaxgon w3
nTepaumn paccmaTpyBaloTCA TOYKM MHOXECTB Si, KpOMe Tex, YTo Oblny BKMOYEHbl B S; HA AaHHOW UTepauuun.
Ans Toukm (i,j) paccmatpuBatoTca eé cocegHue Touku. OgHOM M3 HUX MOXET ObiTb NpuMcBoeHa MeTka 8;. MNocne
TOro Kak aHanv3 BbIMOSIHEH AN BCEX TOYeK MHOXecTBa Si, Kpome Tex, 4To Obinv gobaBneHbl Ha OaHHOW
uTepaumu, MNPOU3BOANUTCA aHanmu3 Todyek M3 Six1. TOYkM MHOxecTBa S; gobaBneHHble Ha k-n uTepaumm,
Ha3sbiBatoTca hpoHTOM Fi(8i), 06beanHeHne U Fi(8;) Ha3biBaeTcs BONHON. 1

CnusHue - pacwenneHve.

MeTon coctont B pas3bueHun n3obpaxkeHus Ha KBagpaTbl HEKOTopbiM Obpasom. 3atem npoBOAUTCS
aHanu3 ogHOPOAHOCTM 3TUX KBaApaToB, Yallle BCEro aHanusmpyeTcs O4HOPOAHOCTb ApKkocTen. Ecnu kBagpaT He
yAOBMNEeTBOPSAET YCNOBUIO OQHOPOAHOCTU, TO OH 3aMeHSieTCA YeTbipbMsa nogksagpatamu. Ecnn xe yvacTtok m3
YeTbIpEX COCEAHNX KBAApPaTOB OKa3blBAeTCH TakUM, YTO AN HEro BbIMOMHAETCS YCoBUEe OQHOPOOHOCTU, TO 3TN
YeTblpe kBagpata obbeAuHATCA B OAMH. Pe3ynbTaToM CnvsiHUM - pacluensieHns MOXeT CIyXUTb HekoTopas
CTPYKTYpa C uHdpopMaumen o KBagpaTtax, valie Bcero - rpad, moxeT ObiTb U M30OpaxeHne, B KOTOPOM BCe
MMKCenu BHYTPU OGHOPOAHON 0bnacT MMeloT OAMHAKOBYIO APKOCTb.

KpvTepuu oLeHku pe3ynbTaTos.

OueHnBaTb MeTOAbl C TOYKM 3PEHUA UX MPUMEHEHUS B CUCTEMax KOMMbIOTEPHOrO 3pEHUS MOXHO Mo
KayecTBy nofaeneHus poHa u BbiaeneHns 06bEKTOB B BMAE CBA3HbIX obnacTen. MNockonbky noHATME "oO0bekT" B
obwem cnyyae dopmannsoBaHO He A0 KOHUA M anpuopHas MHopmaumsa MyuHuMmarnbsHa, TO Henb3s TpebosaTb
TOYHOrO BblAeNeHNs 00beKTa, COCTOSILLIEro U3 HECKOMBKMX YacTeln pa3HOM SPKOCTM Kak OOHOW CBA3HOM obnacTu.
JorxHbl 6bITb BblAENeHbI NO KpaHen Mepe KrtoyeBble YacTu obbekTa, HeobxoanMble AN ero pacnosHaBaHWS.

Cnncok Mcnonb30BaHHbIX UCTOYHWKOB!
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PaguvoanekTpoHuka 1 uHgopmatumka. — 1999. — Ne4. — C.109-114.
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QPPEKTUBHOE KOONPOBAHMUE M'MNEPCMNEKTPAJIbHbIX
N3OBPAXEHUA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Mupon4duk .FO.
Hosuuykuti B.B. — uHx.-koHcmp. 2-t kam. OAO «[lleneHa»
OuncTaHumoHHoe 3oHaupoBaHue 3emnu (O33), T.e. HabnogeHe NoBepxHOCTH 3eMnu aBUaLMOHHBIMU U KOCMUYECKUMI
cpeactBaMu, npeacTaBnsieT cobon He3aMeHUMbI WUHCTPYMEHT, MPUMEHSIEMbIA B CENbCKOM, FIECHOM, BOOHOM XO3sICTBaX,
akonoruu u reonorun. bonee Toro, cuctema 33 — 3TO NpMMEp CETU C OrpaHNYEHHOW NPONYCKHON CMOCOBHOCTLIO, TpebytoLLen
anropuTM ckaTus M300paxxeHUiA, KOTopbI obragan bl BLICOKUM KO3MDPULIMEHTOM CXaTUS.

MMnepcnekTpanbHas CcbémMKa — 3TO BecbMa nepcnektuBHbii Meton [O33. Eé uenbio sABnsetca
onpegeneHve CrnekTparnbHbIX XapakTepUCTUK OOBEKTOB 3EeMHOWM MOBEPXHOCTM 3a CYHET MX OTpaxaroLlen
cnocobHocTn. Pe3ynbTaTtoM Takon CbEMKM SABMSIETCS runepcnekTpanbHoe usobpaxeHue (TCU), HasbiBaemoe
Takke «rmnepkybom». «Cnou» TCU npencrtaBnsioT cobort m3obpakeHne OOHOro M TOro XKe yyacTka 3eMHON
MOBEPXHOCTU B Pa3fUYHbIX Y3KMX y4acTKkax criekTpa.

CoBpeMeHHble runepcnekTpasnbHble CUCTEMbI MOTYT (OUKCUPOBAaTb HECKOIbKO COTEH CreKTpanbHbIX
KaHanoB (B 4aHHOM KOHKPETHOM criydae ux 224), pacnosfioKeHHbIX B LUIMPOKOM AMana3oHe, KOTOPbIN BKIOYaeT
KaK BUOMMYK 00nacTb, Tak M MHMPAKPACHYK, @ KOMUMYECTBO CTPOK B MONy4YaeMbIX M30OpaKeHUsAX MoXeT
pocturatb Heckonbkmx Thicad. Kak crnepcteume, nonHeln ob6véM [CU uamepsietca B rurabanrtax, 4To
obycnaBnmBaeT HeOBXOOUMOCTb MX CxXaTuA eLé Ha bopTy HocuTens, Ao nepegayn Ha 3emnio.

CtaHgapTHble anropuTMbl CXaTuUA U300paxXeHW paccyMTaHbl Ha [OBYMEpPHble, MPUBbIYHbIE HaM
n3obpaxeHnsi. C NOMOLLbIO TaKMX anropuTMOB BMOJSTHE BO3MOXHO cxaTb 1 'CU, paccmatpuas ero kak Habop u3
224-8x pasnuyHbIX N300paKeHUN, CXKXMMaeMblX HE3aBMCUMMO ApYr OT Apyra, HO Takow NOAXOL He y4uTbiBaet
LLeNoCTHOCTb rmnepkyba kak TPEXMEPHOro MaccuBa AaHHbIX.

Takum 06pas3om, OYEBWAHOW CTAHOBUTCHA 3ajaya pacrnpoCTpaHeHWst OBYMEPHbIX anropMTMOB CXaTus
1M306paxeHnn Ha TPEXMEPHbIA Cryvyan 1 NPOBEPKN NPEANOSIOKEHMS O TOM, YTO TakMuM 06pa3om MOXHO 3aMETHO
NOBbLICUTb KOIPDULIMEHT CKATUSA.

M306paxeHnsa kak CTPYKTypbl AaHHbIX 06ragaroT ABYMsl TMNamy M3ObITOMHOCTU: MCUXOBU3YanbHOW M
ctatuctnyeckon. MNepBasi NpMHMUMAETCS BO BHMUMaHUE NpU CKaTum ¢ NoTepsiMy — B 9TOM crnydae npeHebperaiot
TOW YacTbio MHOPMaLUK, OTCYTCTBME KOTOPOW NOMPOCTY He ByAeT 3ameTHO Ans YernoBeka. Ho Tak kak cxatue ¢
noTepsMn He ABNSAETCA NPEAMETOM PacCMOTPEHNs AaHHOW paboThbl, cnegyeT cocpefoTouMThCA Ha BTOPOM TUNe
N30bITOYHOCTMW.

CraTnctuyeckas usbbITOYHOCTb OOYCrnoBrieHa KOPPENMPOBAHHOCTBI0 CMEXHbIX MUKCENeN n3obpaxeHns —
cocefHve nukcenu ¢ 6onbLion gonen BeposaTHOCTU MMeIT Nnbo oamHakoBblie, NGO BNM3kMe ypoBHU SPKOCTW.
Eé peskune ckayku HabnoaaTcs TONbKO BOGNN3M KOHTYPOB, rpaHuL,.

O4yeBMAHO, YTO ANs CXaTus U30OpaKeHU NepBbiM 4ErNoM HeoBXOoAMMO paspyLunTb 3Ty U3OBLITOYHOCTD,
T.e. MNPOM3BECTM T.H. [OEKOPPEnsAuUMo ero nukcenew, Ans 4Yero MpUMEHAETCA [OUCKPETHOe BerBneT-
npeobpasoBaHne (OBIM). A Tak kak CU aABnawTCA TpexmMepHbIMU MacCuBamy [aHHbIX, OHW uMelT (Mo
CpaBHEHUIO C OObIYHBIMM M300paXeHUsIMM) [OMNONHUTENBHOE, TPETbe W3MepeHue u3bbITovyHocTM. Kak
cnepncTBue, NPUMEHsITb criegyeT UMeHHo TpéxmepHoe OBl — aTo nepBoe M3MeHeHWe, KOTopoe Heobxoaumo
BHECTM B CTAHAAPTHbIE anropuTMbl.

Mpoune m3ameHeHnst kacaroTca cneumduyecknx O0COOEHHOCTEN KOHKpeTHbIX anroputmoB. SPECK3D, B
oTnunyne ot knaccnyeckoro SPECK, onepupyeT TpéxmepHbiMn MHOXecTBamun S. [ina FBQT3D 6bin paspaboTtaH
TPEXMEpPHBbIN BapuaHT Z-pa3sépTtkM, a ana JPEG2000-3D — pa3éptka TpEXMepHOro 6rnoka [AaHHbIX B
OBYMEPHbIN.

B pamkax QgaHHOro uccnegoBaHWsi NPOBOAUIIOCH CxaTue Hebonblwux dparmeHtoB CU pasmepom
256x256x224'(/c|v|. mc.'1 KaK ABYMEPHbIMU, TaK U TPEXMEPHbLIMU anroputTMamu.

Puc. 1 - RGB-npeACTaBneme "CW Clinton n Maui
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WTorom Bcen paboTebl ABnNsieTcs 3ameTHOe NoBbllleHne kodddumumeHTa cxatusa (CR) 1 nogTsepxaeHve
NCXOQHOTO NPeAnONoXeHMs.

Tabnuua 1 — MNonyyeHHble pe3ynbTaThl

8 [symepHoe [BI1 nAToro ypoBHSA Kaxaoro TpéxmepHoe [BI1 naToro ypoBHs No Bcemy
CMeKTpanbHOro KaHana 0b6bEémy Kyba
Anroputm SPECK FBQT JPEG2000 SPECK3D FBQT3D JPEG2000-3D
C"gg’”' 1.79 1.84 1.82 2.09 2.19 2.29
Mgg" 2.81 2.92 2.94 3.07 3.34 3.47

Cnmcok Mcnornb30BaHHbIX UCTOYHWKOB!
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CASCADED CLASSIFIER FOR LICENSE PLATE DETECTION

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Losiukov L.N.
Volkov K.A. — PhD, docent

License Plate Recognition (LPR) has found numerous applications in various areas. It can be used for automatically
identifying vehicles in a car park, for vehicle access control in a restricted area and for detecting and verifying stolen vehicles. A
LPR system consists of two major components: license plate detection and character recognition. The first step of license plate
detection is classifier training at which a six-layer cascade classifier is constructed.

As shown in [1], the basic idea of the detection algorithm is to use a variable scanning window moving
around on the input vehicle image. At each position, the image area covered by the scanning window is classified
using a pre-trained classifier as either a license-plate area (a positive decision) or a non-license-plate area (a
negative decision). The classifier used in this algorithm is a significant extension of Viola and Jones’ work shown
in [2] to license plate detection.

In this algorithm, a six-layer cascaded classifier is constructed to increase the detection speed, in which
the first two layers are based on global features and the last four layers are based on local Haar-like features.
The classification process can be taken as a degenerate decision tree containing multi-layer classifiers as shown
in Fig. 1. A positive result from the first classifier triggers the evaluation of a second classifier. A positive result
from the second classifier triggers a third classifier, and so on. A negative outcome at any layer leads to the
immediate rejection of the image region (block). In other words, those image regions that are not rejected by the
initial classifier will be processed by a sequence of classifiers. If any classifier rejects a selected image region, no
further processing will be performed for this region. It is commonly seen that, for a given vehicle image, the
majority of evaluated image regions are negative. Therefore, the cascaded classifier shown in Fig. 1 attempts to
reject as many negatives as possible at the earlier stages. As its consequence, this cascaded classifier leads to
fast license plate detection. It is also worth to note that the detection algorithm (classifier) acts on the vertical
edge maps of input vehicle images rather than on the raw image intensity values. This further enhances the

efficiency of the cascaded classifier.
All T T License
Blocks Plate
F F F F

Fig. 1 - Process of constructing a cascaded classifier

In the following, the algorithm is described in two aspects: training and testing. Training is a process that
the classifier is learning to make correct decisions using pre-classified samples. Testing is a process to use the
pre-trained classifier to classify individual image blocks.

To obtain the cascaded classifier which can make correct decisions, pre-classified positive samples
(images containing license plates) and negative samples (images containing non-number-plates) are selected for
training.

The individual classifiers that together construct the cascaded classifier are trained independently. Recall
that the classifiers on the first two layers are based on global features, and the classifiers on the other four layers
are based on local Haar-like features.

To train the classifier on the first layer, the value of the first global feature, called Edge Density, is
computed for each input sample. Statistical methods are used to select a threshold that can correctly classify all
positive samples (i.e., using the selected threshold, the edge densities of all positive samples are on the “positive”
side). Note that the threshold is not unique. Also note that, for a given threshold, some negative samples may be
wrongly classified as “positive”, i.e., some non-number-plate blocks may be classified as a “license plate”. These
are referred as false positives. Hence, a threshold which can correctly classify all positive samples and produce
the least number of false positives is selected.

For the second layer classifier, another global feature is employed. It is called the Edge Density Variance.
All input samples used to train the classifier on the second layer are from “positive” classification outcomes using
the first classifier after training. Since the false positive rate of the first classifier is usually non-zero, samples
which are classified as “positive” by the first classifier contain both real positive samples and some negative
samples. By properly selecting another threshold based on the second global feature, we can classify all positive
samples as “positive” and produce minimum false positives. The classifier on the second layer based on the
second global feature is thus obtained. Again, the training of the second classifier is implemented using statistical
methods similar to those used for the first classifier.

Similarly, the samples used to train the classifier on the third layer are those samples which are filtered as
“positive” by the classifiers on the first two layers. Unlike the first two layers, which are both based on global
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features, the classifiers on the third through sixth layers are all based on local Haar-like features. We will find that,
within any image area (region), the total number of Haar-like features is very large and much larger than the total
number of pixels within the area. To ensure fast classification, the AdaBoost learning algorithm is used to select
best-performing classifiers (called weak classifiers), each based on a Haar-like feature, and to combine these
multiple weak classifiers to construct one classifier (referred as strong classifier). This procedure is completed in
multiple rounds. In each round, an optimal weak classifier is selected. The AdaBoost algorithm introduces a
weight for each sample. Through continuously increasing the weights of “hard” samples in each round and
selecting the corresponding best-performing weak classifiers until the constructed strong classifier meets the
predefined accuracy requirement, a strong classifier is then constructed and the training on this layer is finished.

Similarly, the samples classified as positive ones by the third layer are input to the fourth layer, and so
forth. Finally, a six-layer cascade classifier is constructed.

Since both global and local features in this algorithm are generated from vertical edge maps of input
images, the vertical edge maps of images are computed first before any feature is extracted.

References:

1. Huaifeng Zhang, Wenjing Jia, Xiangjian He, Qiang Wu, Learning-based license plate detection using global and local
features, in: Proceedings of the 18th International Conference on Pattern Recognition (ICPR 2006), vol. 2, 2006, pp. 1102-
1105.

2. Paul Viola, Michael J. Jones, Robust real-time face detection, Int. J. Comput. Vis. 57 (2004) 137-154,
http://dx.doi.org/10.1023/B:VIS1.0000013087.49260.fb.
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IP-TENE®OHUA HA OCHOBE JIOKAJIbHOW BbIYUCIIUTENIBbHON
CETWU NPEONPUATUA CN «<MA3-MAH»

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

Kopsikurna O.C.
Kypunosuu A.B. - cm. npernodasamerisb

B HacToswee Bpems IP-TenedoHusi Bcé Gonblue v borbLue pacnpocTpaHseTcs, NOCTENEHHO BbITECHSAA TPaAULIMOHHYIO
TenedoHUI0, TaK Xe Kak Korga-to MoBunbHbIN TenedoHbl BbITECHUNM CTauMoHapHble. |P-TenedoHusi nomoraeTt cyLlecTBEHHO
COKpaTUTb pacxodbl Ha CBsI3b, YTO HE Maro BaXHO Ans GusHeca Ha HadvanbHOM 3Tane. Ho ecnv geno kacaetcsi roTOBOro
HusHeca u cylecTByoLLe TenedoHHON CeTV NPeanpusaTUsi, CTOUT N nepexoauTb Ha IP-Tenedonnio? [asanTte pa3bvpartbes.

Utak, IP-Tenecdonns — tenedoHHasa ceadb no npotokony IP. MNoa IP-tenedoHunen nogpasymeBaetca
Habop KOMMYHMKALMOHHBIX NPOTOKOMOB, TEXHOMOrMiA W MeToaoB, obecneunBaloMX TPaAWUMOHHbIE Ansi
TenedoHmn Habop HoMepa, JO3BOH WM ABYCTOPOHHEE ronocoBoe obLueHne, a Takke BuMAEOoOOLIeHne no cetu
NHTepHeT nnu ntobbim apyrum IP-ceTam [1].

HocTonHcTBa ncnonb3oBaHus IP-tenedonun [2]:

1) Hwuskasa cToMmocTb aKcnnyaTauuu;

2) YHuBepcanbHOCTb;

3) PacwupsiemocTs;

4) MacwTtabupyemocTb;

5) TunbkocTb;

6) MobunbHOCTb.

HepocTtatku IP-Tenedonnm [2]:

1) [Joporoe o6opynoaHue, ecnu ATC dusuyeckas;

2) Bo3moxHbl cboun B paboTte nporpammel, ecnu ATC nporpammHasi;

3) CnoxHocTb (OTCtoAa U BbICOKas LieHa) nepBoHavanbHow HacTpovikn ATC;

Kak BMOHO U3 M3NOXEHHOrO Bbille MaTtepuana, AOCTOMHCTB HECOMHEHHO Goriblue, MO3TOMY HET HUYEro
YAVBUTENBHOTO B TOM, YTO MPeanpusaTUs OXOTHO NepexoasT € TpaaWUMOHHOW (aHanorosomn) TenedoHun Ha
uncpposyto. Korga geno kacaetcs yxe cyuwectsytowen JIBC nosepx, kotopon 6yaet natu IP-tenedonuns, HeT
Heo6XoAMMOCTY 3aknaabiBaTh AOMNONHUTENbHbIE PO3eTkM ANs IP-TenedoHOB, NX MOXHO BKIHOYUTL B CETb MeXay
KOMMNbIOTEPOM M PO3ETKOM, Yepe3 KOTOPY KOMMbIOTEP CBA3aH C flokanbHOW CeTbl (pUCYHOK 1a), ecnun ecTb
cB0OOHbIE PO3ETKM, TO MOXHO TeNedOH U KOMMNbIOTEP NOAKIIOYNTL B pa3Hble (pUCYHOK 16).

a) CKBO3HOE NOAKAYEHNE 6) napannenbHoe nogKknoyeHne

CeTb

Puc 1 — Cxembl nogkntoyeHus IP-tenedoHoB B ceTb

Mpy CKBO3HOM MOAKIMIOYEHUN HEODOXOAMMO YUYUTbIBATb MaKCMMaribHYH CKOPOCTb COEAMHEHUs!, KOTOPYH
MOXeT nogaepxmeatb TenedoH, 4Tobbl OH He cTan «OyTbIMOYHLIM FOPSILILLKOM» U HE YMEHbLUMIT CKOPOCTb
obmeHa AaHHbIMKU KOMMbIOTEpPa M NoKanbHOM ceTu. Takke Ha KOMMboTeP HEOOXOAMMO YCTaHOBUTL Mporpammy,
KoTopas No3BOMNUT TernedoHy U KOMMNbIOTEPY MMETb OAMH 1 TOT e IP-agpec. Takke npu Takon cxeme B criyyae
c60$1 unu BbIxoaa U3 CTPOS KAKOro-nNnbo 13 aNemMeHTOB, CETb NepecTaHeT BUAETL BCIO BETKY, NPU NapannenbHoOM
NOAKIMIOYEHUN TaKMX NPOBIEM HE BO3HMKHET, HO B 3TOM Crlyyae Heob6xoamnmo, 4Tobbl Bbinn ABE PO3eTKU.

M3 Bcero Bblle ckaszaHHOro, Aenaem BblBoA, YTO IP-TenedoHus 4oCcTonHas 3aMeHa aHanoroBon, HO 3TO
He 3HauuT, YTo cTouT aHanoroeble ATC oTnpaBuTb Ha NokoW. ¥ aHanoroBo ATC ecTb NpenMyLLecTBO nepen
uncbpoBbIMU: ANA noaaepkaHusa paboTocnocobGHOCTM aHanoroBon TenedOHHON CeTUM B Criyyae OTKMYEHMUS
3NEKTPUYECTBa, UCTOYHMK GecnepeboMHOro nNuTaHus Hago cTtaBuTb Tonbko Ha ATC, npu IP-ctaHuum — Ha
Kaxkabln anemeHT cetn. Kaxgast s cuctem MMeeT CBOM MPEMMYLLECTBA M HEAOCTATKM — 3HAYUT Kaxaasa M3 HUX
UMeeT NpaBo Ha CyLLeCTBOBaHMe.

CnMCcoK UCNonb30BaHHbIX UCTOYHUKOB:

1. IP-TenedoHus [OnekTpoHHbIN pecypc]. Pexum goctyna: https://ru.wikipedia.org/wiki/IP-TenedoHus

2. Mpeunmyuectsa IP TenedoHun [AnekTpoHHbI pecypc]. Pexxum goctyna:http:/linux.mixed-
spb.ru/asterisk/ip_telephony_advantages.php
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ABTOMATU3ALNA TECTUPOBAHUA \ZVEB-I'IPVIJ'IO)KEHI/IIZ HA
OCHOBE CPEACTB KOHTEMHEPHOU BUPTYAJTU3ALIUU U
HEMPEPbIBHOU MHTEMPALUU

Genopycckuli 2ocydapcmeeHHbili yHusepcumem UHgopMamuku U paduo3rieKmpOoHUKU
2. MuHck, Pecnybnuka benapycb
®ypcos @.0.
BEoboe M.H. — 8.m.H.,npogheccop

B HacToslee Bpems Ka)K,D,bII7I AeHb NosABMNAKTCA HOBbIE Web-I'IpI/IJ'IO)KeHI/IFI, KOTOpble MNOCTPOEHbl Ha pPasfnyHbIX
nnatopmMax M HanucaHbl Ha pasHoobpasHbiX $3blkax nporpammupoBaHusa. Bmecte c atum  pacTyT TpeboBaHus,
npeabsBrsieMble K NPUNoXeHWsM 1 Bcé Bonbluylo ponb, urpaet obecnedeHne KavecTBa Anst Kaxaon us cuctem. Haumbonee
BaXXHbIM HanpaslieHWEM 34eCb ABMNAETCA BHeApPEeHMEe PasfnnyHbIX CUCTEM aBTOMAaTU3NPOBAHHOIO TECTUPOBAHUA. I'Ionyqalomwe
BCE Oonbluee pacnpocTpaHeHWe TEXHOMNOMMN KOHTEMHEPHOW BUpPTyanu3auuvm v HenpepbiBHOW uHTerpauumn B paspabotke 10O
Tp86yIOT OT CUCTemM aBTOMaTuU3MpPOBaAHHOIO TeCTUpPOBaHNA COOTBeTCTByIOLLl,eVI 3BONKUUN, KOTOpasa Obl No3Bonuna B KpaT‘-IaI7IUJI/Ie
CPOKW HanaguTb npouecc Tectuposanus MO.

ABTOMaTM3aUns TECTUPOBaHUSA — NCMONb30BaHME NPOrpaMMHOro obecneveHns Ans OCyLLEeCTBNEHUs nnm
NMOMOLM B MNPOBEAEHUN ONpedeneHHbIX TEeCTOBbIX MPOLLECCOB, Harnpumep, YynpasneHue TEeCTUPOBaHWEM,
NPOEKTUPOBaHNE TECTOB, BbINOMHEHWE TECTOB U NpoBepka pesynbtaTos [1].

HenpepbiBHas uHTerpaumns (aHrn. Continuous Integration) — 310 npakTvka pa3paboTkum nNporpaMMHOro
obecneyeHns, KoTopas 3akfiovaeTcd B BbINOMHEHUM 4YacTbiX aBTOMAaTU3MPOBAHHBLIX COOPOK MpoekTa Ans
CKOPENLLEro BbISABIIEHNS U PELLeHNs NHTerpaumoHHbIX npobnem [2].

KoHTelHepusauma — 3To NoaxoA K paspaboTke nporpaMMHOro obecneyeHus, Npu KOTOPOM NPUIOXeHne
unn cnyxba, WX 3aBMCMMOCTM W KOHurypauus (abctpakTHble dannbl maHudecta pasBepTbiBaHWS)
yNakoBbIBaOTCA BMecTe B 0bpa3s koHTeriHepa. KOHTeNMHepHoe NpuoXeHne MOXeT TeCcTUpoBaTbCsa Kak eavHoe
uenoe 1 pa3BepTbiBaTbLCA Kak ak3emMnnsap obpasa KOHTeNHepa B onepaumnoHHon cucteme yana [3].

Ona addektuBHOM peanu3auMnm  aBTOMaTU3MPOBAHHOIO  TECTUPOBAHMS  CO3[AIOTCA  TECTOBble
dperiMBOpKKN, NpedcTasnswowye cobort Habopbl GUBAMOTEK M FOTOBbLIX MPOrPaMMHBLIX MOAYMEN, MOMHOCTbIO
onpedensoWwnii  BHYTPEHHIOID CTPYKTYpy pa3pabaTteiBaemoro npunoxenns [4]. PperiMBOpK Mo3BonseT
aBTOMaTM3NPOBaTb PYTUHHBIE OMepauuun, CBA3bIBaTb Mexay COOOM pasnunyHble 4acTu CUCTEMbl U pasHble
npunoxenus. BHYTPb KOHTeMHepa MOMeLlaeTcs CepBep HENpPepbIBHOM WHTErpauMm u OKpyXeHue Ans
TecTupoBaHus (Hanpumep, opay3epsbl). ObLasa cxema Takoro nogxoaa npeacraBrneHa Ha pucyHke 1.

SpefiMEOPE A5TOMATHSHPOSAEHOTO .
: »| Ceprep REMpeprEROH Dk .
e ocker-ronTedng
TECTHDOBAHHE EETerpamEE P

Tectosme CIEHAPHH

Puc. 1 — Cucrema aBTOMaTU3NPOBaAHHOIO TeCTUpoOBaHUA Ha OCHOBE CpeacTB KOHTeVIHepHOVI
BMPTYyanu3auum n HenpepbIBHON MHTErpauum

Peanu3auusa TakonW CxeMbl NpefocTaBnseT Takue npevMyLlecTBa, Kak Wu3ondums, nepeHOCUMOCTb,
rMOKOCTb, MacLTabupyeMoCTb M KOHTPOSb, HA MPOTSIXKEHUU BCEr0 XXM3HEHHOro uuMkna npunoxeHus. CambiM
BaXXHbIM MPENMYLLECTBOM SIBNAETCS MU30MAuMst cpedbl pa3paboTku OT cpedbl TECTUPOBAHUS M BO3MOXHOCTb
3anycka TeCTOB Ha yaarneHHOM cepBepe.

O6bI4HO, aBTOMATU3MPOBAHHOE TECTUPOBAHNE YYUTbIBAET crneayme ocobeHHOCTU web-npunoxennii: —
KpoccnnaTtopMeHHOCTb, T.e. paboTa Mx Ha Takux nnatdopmax kak Windows, macOS, Android, iOS; —
KpoccbpaysepHoCTb, T.e. pabota npunoxeHwni B pasnuuHbix Opaysepax (Chrome, Mozilla Firefox, Internet
Explorer, Safari, Egde); — MHOrOKOMNOHEHTOCTb, T.e. Web-NpunoXeHns COCTOAT U3 MHOXECTBa KOMMOHEHTOB,
Takmx Kak cepBepbl 6a3 AaHHbIX, CepBepbl NPUNoXeHUn, web-cepsepsl [5]. icxoaa n3 noctaBneHHbIX 3agad, Ans
XpaHeHust periMBOpKa 1 CLEeHapueB MOryT MCMONb30BaTbCA Pa3fnUyHble CUCTEMbI KOHTpons Bepcun (Git, SVN,
Mercurial). B kauecTBe cepBepa HenpepbiHOW MHTErpaLmMm MoXHO ucnonb3oBath Jenkins, TeamCity, Travis Cl n
ap. Docker vcnonb3yeTca Ana Ans aBTomMatv3auumy pasBépTbiBaHWS U yrnpaBneHusi NpUnoXeHnsMun B cpede
BMpTyanu3aummM Ha ypoBHe onepaumoHHOW cucTembl. [lo3BonseT «ynakoBaTb» MPUNOXEHWEe CO BCeM ero
OKPY>KEHMEM U 3aBUCMMOCTSIMU B KOHTENHEP.

Cnncok Ucnonb30BaHHbIX MCTOYHUKOB:

1. ABTOMaTIA3I/Ip0BaHHoe TecTpoBaHue nporpaMmmMHoro obecneyeHus. BHe,qpeHme, ynpasrneHue 1 skcnnyatauua. /! ,El
Paweka, . Mon, 3. Qactun M: JIOPW, 2003 — 576¢.

2. Jenkins Continuous Integration Cookbook — Second Edition // Alan Mark — Packt Publishing Ltd, 2015 — 408 c.

3. Wcnonb3oBaxue Docker // 3apueH Moyat — O'Reilly Media, 2017 — 354 c.

4. TestNG Beginner's Guide. // Varun Menon —Packt Publishing Ltd, 2013 — 276 c.

5. Kynukos, C. C. TectupoBaHue nporpaMmmMHoro obecneyexusi. bazoBbin kypc : npakT. nocobue. // C. C. KynukoB. —
MwuHck: YeTblpe YetBepTH, 2015. — 294 ¢

GIT
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NMPUMEHEHMUE NMPOTOKOIJA IPSEC ANA 3AWNTbI CETEBOIO
TPADUKA

Benopycckuli 20cydapcmeeHHbIl yHUgepcumem UHhopmMamuku U paduo3/1eKmpOoHUKU
2. MuHck, Pecnybnuka benapycb

Copoko M.B.

Acmposckuti N.U. — k.m.H., doyeHm

ObecneyeHne MHMOPMaLMOHHON 6e30MacHOCTM KOMMBIOTEPHBIX CETEl BO3MOXHO NPW CO34aHUM CUCTEMbI 3aLUMThbl He
ANs OTAENbHbIX KNAaccoB MPUIOXEHWA, a Ans CeTu B LenoM. [pUMEHNTENbHO K KOMMbIOTEPHBIM CETAM 3TO O3HAYaeT, 4YTo
CUCTEMbI 3aLUMTbl OOMMKHbI AEWCTBOBaTb HAa CETEBOM YPOBHE MOAENU OTKPbIThIX cuCTeM. lNpenmyLlecTBO Takoro Bblbopa
3aKnoyaeTcs B TOM 04eBUOHOM hakTe, YTO B KOMMbIOTEPHBIX CETAX MMEHHO CeTEeBOW YpOBEHb OTNMYaeTcs Havnbonbluen
FOMOT€HHOCTbIO: HEe3aBWCMMO OT BbILIENexalnx MPOTOKOMOB, (PM3NYECKON cpefpbl Nepefayvn n TEXHOMOMMUM KaHanbHOro
YPOBHSI, TPaHCMOPTUPOBKa AaHHbIX MO CETM He MoXeT ObiTb npousBedeHa B obxop npotokona IP. Ons atux uenen B
KOMMbIOTEPHbLIX CETAX NPUHATO Ucnonb3oBaTtk nNpoTokon IPSec. Bnepsbie npoTokon oduumnansHo ctaHgapTuavposaH Lieneson
rpynnovi Internet Engineering Task Force (IETF) B 1995 rogy v no-npexHemy WCMOMb3yeTcs B KOPMOPAaTMBHbLIX CETSX,
Hnarogaps rmbKo HacTPOVKe ¥ yNPaBneHWIO NONUTUKaMM.

Bnaropapsa peanusauun npotokorna obecneumBaeTcd  KOHUAEHUMANbHOCTb U LEMOCTHOCTb
nHcopmMaumm. IPSec BkntoYaeT NpoTOKOMbI ANs YCTAHOBIEHUS B3aMMHOW ayTeHTUMMKALMN MEXOY areHTaMmu B
Hayane ceaHCca W corracoBaHue KpunTorpaduyeckmx Kroven, koTopble OyayT MCnonb30BaTbCs BO BpeMs
ceaHca. IPsec MoxeT ncnonb3oBaTbCa ANs 3aliMTbl NOTOKOB AaHHbLIX MeXAy ABYMS XOCTaMu (XOCT-XOCT), Mexay
OByMSA Wwnto3amy 6e3onacHocTy (CeTb-CeTb) MM Mexay LWo3om 6e30nacHOCTM U XOCTOM (OT CeTU K XOCTy).
IPsec ucnonb3yeT kpuntorpaduyeckue anropuTmbl Ge3onacHOCTM Ans 3alWMTbl coeguHeHus no cetam |P,
noAAepXvMBaeT ayTEHTUMUKALMIO UCTOYHUKA AaHHbIX, LLeMOCTHOCTb AaHHbIX, KOHPMAEHLMANbHOCTb AaHHbIX.

lMpoTokon noaaepKUBaeT CKBO3HY cxemy 6e3onacHocTu, paboTas Ha CeTEBOM YPOBHE, B TO BPEMS Kak
apyrue cuctembl 6e3onacHocTu B MIHTepHeTe, Takve kak Transport Layer Security (TLS) u Secure shell (SSH),
paboTaloT B BEPXHMX CMOSAX Ha TPAHCMOPTHOM YPOBHE M NPUKNagHOM YpOBHE COOTBETCTBEHHO. CneaoBaTenkbHo,
Tonbko IPsec 3awmwaeT Becb Tpaduk npunoxexHun no IP-cetu [1].

IPSec ucnonb3yet dunstpauuto IP ana onpepeneHusa Toro, Kakow Tpaduk OOMmKeH ObiTb 3allMLLEH.
CreumanbHbIi TN OenNCTBUSA unbTpa ykasbiBaeT Ha paspeweHne Tpadwmka. IP-dunbTpbl npeacrasnsoT
nonuTuky 6e3onacHocTW, ykasbiBas Tpaduk, Tpebyowmi wndpoaHna. PunbTpbl Takke MCNOMb3ylTcs ANns
onpefeneHus ucxogsuwlen accoumauum 6esonacHoctu IPSec n gna npoBepku TOro, YTO BXOAAWMA Tpadmk
norny4yeH C UCMonb3oBaHMEM NpaBubHON accoumaumm 6esonacHocTu [2].

BonbwnHcTBO peanu3aumin npotokona IPSec vMMelT HecKonbko KOMMOHeHToB. OCHOBHOWM MpOTOKOI
IPSec peanusyeT npotokonbl ayTeHTudwmkaumm (Authentication Header, AH), wudposaHua (Encapsulated
Security Payload, ESP), oTBevatowum 3a LwmgpoBaHne CoaepXMMOro oTAeNbHbIX NakeToB, NPOTOKONbI 0OMeHa
kmovyamu (Internet Key Exchange, IKE), npegHasHayeHHble AnNs COrmacoBaHWsS WCMOMb3yeMbIX anropuTMOB
ayTeHTUUKaumMm 1M WnNPOBaHNSA, KITOYen U NPOOOIMKUTENBHOCTM MX OEWCTBUS, a Takke ANns 3alULEeHHOro
obmeHa knovamu [3].

Mpotokonbl AH nnn ESP nepepatoT AaHHble B OBYX peXuMax: TyHHENbHOM, npu koTtopom |P-naketsbl
3alUMLLAOTCS  LENWKOM, BKMOYas WX 3arofioBKW, WM TpaHCNopTHOM, obecneynBalolyM 3alimTy TOINbKO
copepxumoro IP-naketoB. OCHOBHbLIM PEXUMOM SIBMSETCA TYHHENbHbIA. B TYHHENBHOM peXume NCXOOHbIN NakeT
nomMelLaeTcs B HOBbIV IP-nakeT, 1 nepefaya AaHHbIX MO CETU BbINOMHSAETCA HA OCHOBaHWM 3aronoBka Hosoro IP-
nakeTa. MNpu paboTe B 3TOM pexume Kaxabln 0Obl4HbIN IP-nakeT nomMellaeTcs Lennukom B LWMdpoBaHHOM BUAe B
koHBepT IPSec, a TOT B CBOIO 04epeab MHKancynupyeTcs B ApYron 3awueHHbln IP-naker.

Peanusaumsa komnnekca IPSec B KOMNbIOTEPHbIX CETSIX HeOOXoaAMMa B CNeayoLwux Bapuauusx:

-ObecneyeHne 6e3onacHOro NOAKMNIOYEHNS K MHTpaceTy NnpeanpuaTs Yyepes ViHtepHeT

-MNpepocTaBneHne BO3MOXHOCTU yAaneHHoro aocTyna vyepes NHTepHeT

-YcTaHOBMNEHWE 3aLMLLEHHOIO COEAUHEHNS C NapTHEpPaMu

-BesonacHoe npoBeaeHne TpaH3aKUMIn B CUCTEMAX 3NEKTPOHHON KOMMEpPLIMK

-HacTtpoika nonutuk 6e3onacHocTy AN COeANHEHWI KIMEHT-CepBep

nmaBHasi ocobeHHOCTb MpoToKona 3akntoyaetcsas B ToM, 4To IPSec cnocobeH nopaepxuBatb Bce
NPUINOXEHNS N MOXET WndpoBaTe Unu ayteHTudmumpoBaTe Becb Tpadumk Ha yposHe IP. 310 obecneuuBaeT
6e30nacHOCTb AN BCeX NPUIOXEHUA, KOTOPbIE UCTIOMNb3YITCH B CETU EXXEeOHEBHO.

Cnm1cok MCnonb30BaHHbLIX UCTOYHUKOB:

1. IPSec [OnekTpoHHbIN pecypc] — Pexum goctyna: https://www.opennet.ru/docs/RUS/vpn_ipsec/
2. MHdpopmaumoHHas 6e3onacHocTb 1 3awmTa // B. @. WaHbrvH — 2014

3. IP Security (IPsec) and Internet Key Exchange (IKE) // RFC 6071 — 2011
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METOAbI CETMEHTALIUN B CUCTEMAX PACTNPEAEJIEHUA
MYNnbTUMEOAUNHOUN NHOOPMALIUUA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Jloseukuti M.FO.
Pabuesuy B.B. — acc. kagh. KT

B obnactu aToMHO-CuNoBow MUKPOCKONMNN O4EeHb BaXKHOW 3a,qaqe17| Bcerga asnanacb HeOGXO,EWIMOCTb BblaeneHna Ha
|/|306pa>|<eHv|;|x NHTEepecyrLwnx 06'beKTOB, 4YTO nopoawuno HeO6XO,D,VIMOCTb B UCNOMNb30OBaHUX anropuTtMoB CcerMeHtTauuu
n306paxeHunii, 0QHaKO CyLLECTBYIOLLME CEroAHs LMPOKO PacrnpocTpaHeHHble anroputMbl NMMbO JonyckaloT BeCbMa 3aMeTHbIe
0LIJVI6KVI, nnéo TPaTAT O4Y€Hb MHOro MalMHHOIO BpeMeHU Ha CerMeHTauuto, YTO yKasblBaeT Ha Heo6XO,EI,VIMOCTb co3aaHuA
HOBbIX, 6onee apeKTUBHLIX, anropuTMOB cermeHTaumm m3obpaxeHwin. OOHUM K3 Takux anropuTMOB SIBMSIETCA anropuTm
pPEerpeccMBHOrO BONTHOBOTO BbipallMBaHus obnacTen.

AnropuTM perpeccrBHOro BONHOBOrO BblpalumBaHus obnacten (PBBO) — anroputm, paspaboTtaHHbIn
cneuyansHO ANS CerMeHTauum n3obpaxkeHui, NOoNyvYeHHbIX C aTOMHO-CUMOBOrO MUKPOCKOMNA, OCHOBAHHbLIN Ha
npucoeamHeHun K 0b6nacTaM HOBbIX 3NIEMEHTOB C YYETOM MX YPOBHSA KBaHTOBaHWsA. PaboTta gaHHoro anroputma
CBOAMWTCH K MPOBEPKE BCEX BO3MOXHbLIX YPOBHEN M300paKeHUsA Ha Hanuume TOYEK M MPUCBOEHMM MM HOMepa
CermMeHTa, K KOTOpOMY NPUHAAMEXMUT TOYKa, OCHOBbIBASICb Ha HaNM4YMM COCEOHMX TOYEK, KOTOPbIM YXXe NMPUCBOEH
Homep.

[aHHbIi anropnT™M, a TakkKe HECKONbKO anbTepHaTMBHbLIX anroputMoB, ObinNv MpOTECTUPOBaHbl Ha
TECTOBbIX N3006paxeHusax, n3obpaxeHHbIXx Ha pucyHke 1. [laHHOe TecTMpoBaHME CBOAMTCA K OnpeaeneHuio
BPEMEHMN, 3aTpayeHHOe Ha CerMeHTaumilo, U 3Ha4YeHUn HOPMMPOBAaHHLIX OWWOOK cermeHTaumn. B kavecTse
anbTepHaTMBHbLIX anroputMoB Obinu BbIOpaHbl cnegyolme — mapkepHoro Bogopasgena (MB), BbipalimBaHuns
obnacten (BO), BuHceHnTa-Connu (BC). 3HavyeHMs HOPMUPOBAHHBLIX OLIMOOK CermMeHTauuu nony4vanucb Kak
OTHOLLIEHNE KONMYeCTBa TOYEK, KOTOPblE ObINN HENPaBWUMBHO Pa3fnMYeHbl OT NMOAMOXKM K KONMYECTBY BCEX TOYEK
Ha nsobpaxeHun. Bpems, 3aTpayeHHOe Ha CErMEeHTaLUI0 TECTOBLIX N300paXKeHU, N 3Ha4YEeHUST HOPMUPOBAHHbIX
owmnBoK cermeHTauum Obiny 3aHeceHbl B Tabnuuy 1 1 2 cCOOTBETCTBEHHO.

Puc. 1. icxoaHble TecToBble N306paXxeHns

Tabnuua 1 — Bpemsi paboTbl anropuTMOB, peanu3oBaHHbIX B C++

MeTog cermeHTaumnm PBBO Bpewms :A‘gMEHTMpOEaOHm‘ Me BC
MT (1) 6378.000 | 4790.919 | 8470.000 | 1289.000
M, (2) 5716.000 | 4289.990 | 7756.000 | 1492.000
MT (3) 5957.000 | 4793.635 | 8196.000 | 1378.000
My (4) 7674.000 | 9291.930 | 9781.000 | 1398.000
MT (5) 7824.000 | 13796.738 | 9907.000 | 1344.000
MT (6) 3907.000 | 9301.518 | 6988.000 | 1380.000

-3
Tabnuua 2 — 3HaueHUss HOPMUPOBAHHBIX OLIMBOK CerMeHTaUmMn Ans TecToBbix MaTpuy B 10

Peanusauusa C++
MeTon VB
cermeHTaumm PBBO BO B-C
KOHTPOIb
Eo 0 10.172 0 0.471
M(1) | E | o 0 55.171 | 1000.000
Es 0 10.172 | 55.171 | 1000.471
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Peanusauna C++
Meton VB
cerMeHTauum PBBO BO B-C
KOHTPOJ1b
Eo 0 10.172 0 0.471
M (2) | E, 0 0 55.171 | 1000.000
E 0 10.172 | 55.171 | 1000.471
Eo 0 94.643 | 109.590 | 0.110
M; (3) | E, 0 0.528 | 81736 | 0.615
E 0 95.171 | 191.326 | 0.725
Eo 0 10.172 0 0.463
Mr(4) | E | O 0 73664 | 517.115
Es 0 10.172 | 73664 | 517.577
Eo 0 10.172 0 0.475
My (5) | E, | O 0 79.930 | 523.079
Es 0 10.172 | 79.930 | 523.555
Eo 0 19.853 0 2034.901
My (6) | E, | O 0 96.055 0
Es 0 19.853 | 96.055 | 2034.901

Kak BMOHO M3 AaHHbIX, NpeacTaBneHHbIX Ha Tabnuuax 1 1 2, paspaboTaHHbI anroput™m No3BonsieT
6€e30LMBOYHO HaTN rpaHULbl BCEX 3NIEMEHTOB, a BPeMsl BbINOJIHEHUS! AeNnaeT ero XopoLlen anbTepHaTUBON ero
aHanoram, KoTopble ZoMnycKkanu oLWMGKM Npu NX NPUMEHEHUN.

Cnncok NCMonb30BaHHbIX UCTOYHUKOB!

1. NoHcanec P., Byac P. Lindposas obpabotka nsobpaxeHuin. M. : TexHocdepa, 2005. [ R. Gonzalez, R. Woods,
Digital Image Processing, (in Russian). Moscow: Tehnosfera, 2005. ]

2. Roerdink J., Meijster A. The Watershed Transform: Definitions, Algorithms and Parallelization Strategies //
Fundamenta Informaticae. 2001. Vol. 41. P. 187-228. [ J. Roerdink, A. Meijster, “The Watershed Transform: Definitions,
Algorithms and Parallelization Strategies,” Fundamenta Informaticae, vol. 41, pp. 187-228, 2001. ]

3. Moga A., Cramariuc B., Gabbouj M. Parallel watershed transformation algorithms for image segmentation //
Parallel Computing. 1998. Vol. 24. P. 1981-2001. [ A. Moga, B. Cramariuc, M. Gabbouj, “Parallel watershed transformation
algorithms for image segmentation”, Parallel Computing, vol. 24, pp. 1981-2001, 1998.]
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AHAJIN3 PbIHKA OBJIAYHbLIX YCIYT. METOAbI MNOBbILUEHUA
BE3OMNACHOCTU OBJIAYHbIX CEPBUCOB

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

locca A.N.
JlazymuH A.E. — k.m.H.,0oueHm

VMcecnepoBaHus pbiHka 06nayHbIX BblYMCNEHWI NpeacTaBnenbl areHcTBom TAdviser[1].

Mo cbopme NpenocTaBneHns yCnyr Ha pblHKE BblAENsIeTCs ABa CErMeHTa:

e npoeKTHble ycnyru (BblOOp, BHEAPEHNE, UHTErpauums, obydeHune);

e yCrnyrM onepauMoHHOro ynpaeneHust (nnaTta 3a MNoNb30oBaHWE CEPBUCOM, BKIHOYas yrnpaBneHue
OUNNNHIOM, YYNTBIBAKOLLMM HEPABHOMEPHOCTb NOTPEDBNEHNS).

AHanus pbiHka Ny6rn4YHbIX 06nayHbIX YCnyr Takke BKoYaeT OyHKUMOHANbHbIE CErMEHTbI:

e npuroxeHue kKak ycnyra (Software as a Service, SaaS);

e nnartdopma kak ycnyra (Platform as a Service, PaaS);

®  uH@pacTpyKTypa Kak ycrniyra: cuctemHoe 0O, cepeepbl 1 CX[ (Infrastructure as a Service, l1aaS).

Mo gaHHBIM MCCnefoBaHWS, KPYMHbIA BU3HEC MaKCMMarnbHO rOTOB K MCMOMb30BaHMIO 06MnayHbIX yCnyr: B
3aTOM cermeHTe cBbiwe 90% OnpoLUEHHbIX 3HAKOT NPo obnavHble ycnyru, B manom 6usHece — cebiwe 70%. Mpwu
3TOM B KpynHOM 6usHece 54,5% onpolueHHbIX NOMb3yeTC OAHOBPEMEHHO 0bnayHbIMK ycrnyramu n3 2-x n bonee
KaTteropui, B cpegHeM 6msHece — 50%, B manom — 43%.

BonbLUMHCTBO pecnoHAeHTOB accoLmmpytoT obnayHble ycryrm ¢ BUpTyanbHoW MHdpacTpykTypoi (laaS),
XOTA cendac Haumbornbluylo [OMK0 Ha pblHKE 3aHMMaeT Mogenb SaaS — 58,9%. Ha laaS n PaaS noka
npuxoguTca cootBeTcTBEHHO 37,2% u 3,9% B 06beme pbiHka. o gaHHbIM nccnegoBaHua gonsa SaaS k 2020
rogy ysenuuutca ao 62,4%, a laaS - chusmtea go 32,3%[1].

Pucku ncnonb3oBaHuUA 06rayYHbIX CEPBUCOB

Hanbonee nonHbIi CNMCOK Yrpo3 obnavHbiM CepBuCaM B COCTaBe pedepeHCHOW apXMTEKTypbl
NHdopMaunoHHoN B6e3onacHoOCTM YacTHoro obrnaka oT Microsoft HacunTeiBaeT 50 pa3HooOpasHbIX Yrpo3 Ha
OEBATU YPOBHSX, MOJHbIA aHanu3 KOTOpbIX B paMKkax OOHOW CTaTbl HEBO3MOXeH. MOXHO BbIAENUTb KITHOYEBbIE
yrpo3bl, NpeACTaBnsoLwmne HambonbLUNA puck Ansa noTpebutenei obnavHbix cepBucoB[2]:

e OnokupoBka daHHbIX (lock-in) BHYTpM WHpPacTpyKTypbl npoBangepa Wu3-3a OTCYTCTBUSA
BO3MOXHOCTM  3KCMOpTa  [AaHHbIX, XPaHEHUs B HEeCcTaHO4apTU3MPOBaHHbIX dopmaTax WnuM  notepu
KpunTorpadumyeckmx Knoden ons paclundpoBaHns aHHbIX;

e  KoMnpomeTauus agMUHUCTPaATMBHOINO [OCTyna KhvMeHTa BCNeAcTBMe ycnewHoro nepebopa
naponen nunv komnpomeTauumn paboyero Mecta coTpyaHuKa KIMeHTa;

e noTeps KOHTPONSA HaAd [AaHHbIMWM BCMEACTBME [JenervpoBaHus ero nposanifepy o6nayHbix
CEpBUCOB, apXMTEKTypa 1 opraHunsaums MHPOPMaLMOHHON 6e30NacHOCTM KOTOPOro MOTYT UMETb CYLLIECTBEHHbIE
He[0CTaTKN Ha YPOBHSX UHXeHepHol n NT-nHdpacTpykTypsl, runepsm3opa v ap.;

e  HeadbdekTMBHAA paboTa MexaHM3MOB pasrpaHUYeHUss OOCTyna Mexay KIMEHTCKMU AaHHbIMMU,
obycrnoBneHHas olwmMbkamu B peanusauum runepsusopos (ysssumocTei M0);

®  HapylleHne HOopMaTVBHbIX TpeboBaHWI MO 3awuTe AaHHbIX Mnn obecneyeHus OOCTOBEPHOCTU
(PUHAHCOBOW OTYETHOCTU, YTO 0DYCNOBMEHO nepefayvert AaHHbIX MEXAy HPUCOUKLUSIMU UM HEBLIMOMHEHNEM
TpeboBaHUIA NO 3aLLUTE YYBCTBUTENBHbBIX C TOYKM 3pEHUST KOHUAEHLMANBHOCTW/LENOCTHOCTN AaHHbIX;

e  yTeyka KIMEHTCKMX AaHHbIX, YTO OOYCMOBMEHO MMOXOW OpraHusauuen npouenypbl 6e3onacHoro
yAaneHns AaHHbIX C MECT XpaHeHus;

®  He#oCTynHOCTb 06nayHoro cepBuca BCMEACTBME M3MEHEHWS PbIHOYHOW cTpaTerum nposaviaepa,
MOKyMKW1 NpoBanaepa, Nroxow opraHu3aLmm Npon3BOACTBEHHOMO npoLecca npoeargepa nubo DDoS-aTaku;

e  HernpeaBWAEHHblE 3aTpaTbl HEAOMYCTUMOrO YPOBHS Ha onnaTty obravHoro pecypca B pesynbraTe
DDoS-ataku npoTtuB knveHTa (economical DDoS).

Ha paHHylo TeMy npousBefeHbl WCCINEeAoBaHWsi, B COOTBETCTBUM C KOTOPbIMM MHOroobpasme yrpos
obrnayHblM cepBMcCaM He no3BonseT obecnednTb APAPEKTUBHYIO 3aLUUTY B pa3yMHbIe CPOKM 1 BrogxKeTbl. TeM He
MeHee Kaxaasa KOMMaHus MOXET peanusoBaTb MOOXOASY el cTpatervio  MHOpMaLMOHHOWN
6e3onacHocTn(MB) obnakos.

Bbi6op cTpaTternn nHdopmaumMoHHon 6e3onacHoCT 06naYHbIX CEPBUCOB

Cneunduka obecneyeHuss I obnadHbIX CEPBMCOB 3akitoyaeTcsl B TOM, YTO MTOrOBbIA YPOBEHb
NHOpMaLMOHHON 6e30nacHOCTY SBNSIETCS CyMMOW ypoBHen Vb npoBaiigepa v KnueHTa, 13 Yero crneayoT ABa
npakTnyecknx Teancal2):

®  KIMEHT HUKaK He CMOXeT 3akpbiTb nMpobnembl B cTpaTerum WB nposavgepa, noatomy BbiGoOp
npoBangepa obnayvHbix ycrnyr M paboTa Haza [AOroBOpOM O MpedoCcTaBneHuM obnayHbiX Ycryr sBMsTCA
Hanbonee BaXKHbIM 3N1EMEHTOM;
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e He VMEeLM cneynanucToB 1 He obnagatowmii pecypcamu ans obecnedenusa VB knmeHT moxeT
nepenoxutb onepaunoHHble 3agayn no obecneveHuto Vb Ha npoBangepa (npy aToM SaaS faeT MakCMmyMm
KOHTpons nposangepy, laaS, Hao6opoT, KINEHTY).

Mcxoaoa w3 aTtoro, MOXHO MCMONb30BaTb OAHY W3 4YeTblpex cTpaterni obecneveHns obnayHomn
6esonacHocTy AnA 6u3Heca pasHbIX pa3mMepoB C pasHbiMU TpeBOBaHUSAMMN K KOHpMAEHLMANbHOCTU.

Crparterns "MuHumMmym owmb60ok"

CtpaTterns npegnomaraeT MakcuManbHOe MCMONb30BaHVWe NuAaupylwmux SaaS-cepBnCOB  He
obnapalmMmMy  HeobGXOAUMON IKCNEpPTU3ON MPEeanpUATUAMKM Manoro OusHeca, MOCKOMbKY OHW BPSA NN
OOCTUTHYT cpaBHUMOTO ypoBHsi IB camocTosiTensHo.

Crparterna "MuHumanbHble yeunua"

Crtpaterns npegycmaTtpvBaeT MakCMmarnbHOE WUCMOoMb3oBaHWe nuaupylowmx SaaS-cepBucoB 1
OOMOMNHUTENBHO TLUATENbHOE M3y4YeHue M UCNOSMb30BaHUe OOCTYMHbIX BCTPOEHHbIX CEpBMCOB 6Ge3onacHoCTH,
Hanpvmep: OBYX(aKTOPHON ayTeHTudMKaummn, 3awutbl naponeMm sarpyxaembix B Google Drive JoKkyMeHTOB,
akkayHTa Google Ha apyrux cantax ("kyctapHas" peanmsaumsa npuHumna SSO), xpaHeHne pe3epBHbIX YYEeTHbIX
3anucen Google 1 yaaneHue y4eTHbIX 3anvceit COTPYAHUKOB MPY UX YBOSTbHEHNW.

Ctparternsa "TouyeuyHoe BHMMaHue"

CTtpaTterns 3akmoyvaeTcss B CHWXEHUM OOLLEenpu3HaHHbIX PUCKOB W aKTMBHOM MNPOTUMBOAENCTBUM
6asoBbiM yrposam. Kno4eBow Mockin - NPOTUBOAEWCTBME YNPaBASEMOMY KOMMYECTBY Yrpo3, KOHLEHTpauus
pPecypcoB 1 9KCMEepPTM3 Ha CaMblX BaXHbIX HanpaBneHnsx. Kak MMHUMYyM OeBATb ykasaHHbIX yrpo3 B obnakos
OOMXHbI BbITb CMAMYEHbI, MO BO3MOXHOCTN MHTErpypoBaHbl C NNaTopMon cepBuc-npoBanaepa Ans CHMKEHUS
KanuTanbHbIX U OMepaLnoHHbIX 3aTpaTt. B cnyyae OTCyTCTBUSI MHTErPMPOBAHHBIX Mep HeobXoAMMO BHeApeHue
BblAeNeHHbIX pelieHun/mep no NB obnakos. Mpu BbIGOpe Mep MOXHO MCMOMb30BaTh Kak Nyylume npakTUKu oT
ENISA, Tak 1 onucaHHble Hwxe npoayktbl VB (B TOM 4ucrie MHTErpuMpoBaHHble C nnatdopmMamMu cepBuc-
npoBanaepos).

Ctpaternsa "MHorocnorHas o6opoHa"

CtpaTerns npegnonaraeT paspaboTKy LIeNOCTHOM KOMMMEKCHOW KoHuenuun obecneveHns obrnavHon
6e3onacHoOCTM Ha OCHOBe rnyboKOro aHanmsa puCKOB, TLUATeNbHOro BblIGOpa cepBuC-NpoBanfepa, C y4eTom
BonpocoB obecneyeHns Wb n cootBeTcTBMA TpeboBaHWAM 3akoHodaTenbCTBa, a Takke nocneaylLwero
NPOEKTUPOBAHNSA W BHEAPEHUS OPraHM3auMOHHBIX W TEXHUYECKMX MEpONpUSTUA No 3almTe MHGOpMaLuw.
Mcxoga 13 3Ha4YMMOCTM M KOMMYecTBa YyBCTBUTENbHOM MHMOPMaLuW, cucTema 3almTbl MO BO3MOXHOCTU
JormKHa ObITb He3aBMcuMa OT npoBaiaepa obnayHbIx cepBucoB. Bece cpeacTa 3awmThl MHOPMaLIMK SOMKHbI
ObITb MepefaHbl B MPOMBILUMEHHYIO JKCMyaTaumMio U 3KCNyaTupoBaTbCA KOMaHAOW akcneptoB. B cnyvae
OTCYTCTBUSI BHYTPEHHNX PECYPCOB - CEPTUMULMPOBAHHBIX CleLmanicToB no obnavHon 6esonacHoCTH, ayauTy v
koHTponto UT >xenaTenbHO npuBrAekaTb BHELLUHWX JKCMEPTOB Ha MOCTOSHHOM OCHOBE - KaK 4yepe3 OTKpbITMe
HOBbIX MO3WLMIA, TaK N NyTEM ayTCcopcuHra unu aytctadduHra.

Cnncok Ucnonb3yeMblX MCTOYHUKOB!

1.06navHble  cepBuCbl  [OneKkTpoHHbIM  pecypc]. — Pexum  pgoctyna:  http://www.tadviser.ru/index.php/
http://www.tadviser.ru/index.php/Ctatbsa:O6navHblie_cepBuchbl_%28pbiHOK_Poccnn%29

2.3awuTa obnayHbIX CEPBUCOB: CTpaTerust MHpopMaLMOHHON 6e3onacHOCTU U NPOAYKTbI. [ONEKTPOHHBIN pecypc). —
Pexum goctyna: http://actepoc.pd/press/press/2477/
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OMNEPALMNOHHAA CUCTEMA ANDROID. ANDROID V 8.1

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

TomuH B.A.
JlazymuH A.E. — k.m.H.,0oyeHm

Android — onepauuoHHas cuctema Ans cMapTdOHOB, MaHLLETOB, 3MEKTPOHHbBIX KHUT, LM(POBbLIX NpourpbiBaTenen,
Hapy4HbIX YacoB, uTHec-6pacneToB n ap. OcHoBaHa Ha sigpe Linux n cobcTBeHHON peann3aumm BUpTyanbHOW MalluHbl Java
oT Google. Android no3sonsieT co3gaBaTb Java -NpunoXeHusi, ynpaensioLimMe yCTPOMUCTBOM 4Yepe3 paspaboTaHHble Google
oubnunotekn. Android Native Development Kit no3sonsieT noptrpoBaTb GUGNIMOTEKN U KOMMOHEHTbI NMPUIOXKEHUIA, HanNMCaHHbIe
Ha Cu v gpyrux sisbikax.

[MepBbiM YCTPONCTBOM, paboTatoLmm nog ynpaBneHnem Android, cran pa3paboTaHHbIN
komnaHven HTC cmapTdoH HTC Dream, npeseHTaumsi KOToporo coctosinack 23 ceHTsi6ps 2008 roga. Bckope nocnegosanu
MHOTOYMCIEHHbIE 3asiBNEHUSI APYTX Npov3BoauTene cMapTdOHOB O HaMepeHUW BbIMyCTUTb YCTPOMCTBa Ha 6ase Android.

MpunoxeHnsa nog onepauuoHHyto cuctemy Android sBRSOTCA MporpaMmaMy B HecTaHOapTHOM GanTt-koge Ans
BMpTyanbHon MawwwuHbl Dalvik, ansa Hux ©6bin padpaboTaH dopmaTr ycTaHoBOYHbIX nakeToB .Apk. [na pabotbl Hapg
NPUNOXEHUAMIU [OCTYNMHO MHOXecTBO 6mbnuoTtek Bionic (6ubnuoTteka cTaHAapTHbIX YyHKUMA, HecoBmecTumas c glibc);
MynbTUMeauiiHble 6ubnuotekn Ha 6ase PacketVideo OpenCORE ; SGL (aBwkok aByxmepHou rpacumkn); OpenGL ES 1.0 ES
2.0 (pBWKOK TpEXMepHoW rpadukn); Surface Manager (obecneunBaeT ans npunoxeHun goctyn k 2D/3D); WebKit (roToBbiv
OBUXOK ans Beb-6pasyepa; obpabaTbiBaeT HTML, JavaScript); FreeType(aBuxok
obpaboTtku wpndTos); SQLite (nerkoBecHas CYB[, pocTynHas Ans Bcex npunoxeHun); SSL (npoTokon, obecneynBatoyuii
GesonacHylo nepegavy [AaHHbIX Mo ceTu). o cpaBHEHUO C OObIYHBIMK MpuUnoXeHusMK Linux npunoxexust Android
NOAYMHAIOTCA JONOMHUTENbHBIM npaBunam: Content Providers — o6meH gaHHbIMM Mexay npunoxeHusimu; Resource
Manager — pocTyn K TakuMm pecypcam, kak dannbl XML, PNG, JPEG; Notification Manager — [oOCTyn K CTPOKE COCTOSIHUS;
Activity Manager — ynpaBneHue akTVBHbIMU MPUINOXEHUSMMU.

Google npeanaraet ansi cBOGOAHOrO ckayvMBaHWUsS UMHCTpyMeHTapuii ans paspabotku (Software Development Kit),
KOTOpbIN MpedHasHadyeH AN X86-MalnH nog onepaumoHHbIMu cuctemamm Linux, macOS (10.4.8 vnu Bbiwe), Windows XP,
Windows Vista u Windows 7. [ins paspabotku Tpebyetca JDK 5 nnu 6onee HoBbIN.

Android 8.1 Oreo npuBHOCUT NOAAEPXKKY HEWPOHHbLIX CeTel, MOBbilaWmMX 06l NPOU3BOAUTENBHOCTb
COBMECTMMbIX YCTPOWCTB, 3afdencteyeT npoueccop Visual Core B cmaptdoHax Pixel 2 n Pixel 2 XL, a Takke aktmBupyet
dyHKuUmMio HesonacHoro NnpocMoTpa Be6-CcTpaHuL,.

Kpome Toro, 6bin gobaBneH uHaukaTop OaTapeu conpsikeHHbix Bluetooth-akceccyapos, ycoBeplueHcTBOBaHa
cucTeMa aBTO3anoriHeHWs, MOBbIleHa 6e30macHOCTb pPaboTbl AaKTUMOCKOMMYECKOrO CKaHepa, a Takke W3MEHEH MpUHLMN
yBEAOMIIEHNS NOMb30BaTENEN 0 BXOASALLNX COOOLLEHMS], NPENATCTBYIOLMIA 3aLMKITMBAHUIO 3BYKOBbIX CUrHAmOB.

HoBasi dyHKUMS aBTOMaTuyeckoro 3anonHeHuss aaHHbix (Autofill) nebiotuposana B Android 8.0. B obHoBneHum
Android 8.1 oHa nomny4mna HecKonbKO BaXHbIX yryYLLEHWUI, KOTOpble pa3paboTynKkn MOTYT BHEAPUTL B CBOU MPUIOXEHWS.

Monb3oBaTenbckue onucaHus. [lobaBneHa nogaepkka nonb3oBaTeNbCKUX onucaHui, kotopble Android oTobpaxaeT
B NOMb30BaTeNbCKOM MHTepderice aBTO3anofNHEHUsl, @ HE B UCXOOHOM MpeacTaBneHun AaHHbIX. HoBoBBeaeHve npuaetcs
O4eHb KCTaTu, Hanpumep, B Criydae, Koraa Bbl XOTUTE 3amMackupoBaTb HOMEP CBOEN KPeAUTHON KapTbl W MokasblBaTb TOMbKO
nocrnegHue Yyetbipe Lundpbl.

CoxpaHeHve AaHHbIX. PaspaboTumk MoOXeT ykasaTb B npunoxeHun obbekt Validator. OH mMoxeT ucnonb3oBaTbCs
npunoxexnem, 4tobbl Android nokasbiBarm B MEHK aBTO3aroSfIHEHUS KHOMKY «COXPaHUTb», Korga 3TO HeobXoAaumo.
DyHKUMOHanbHOCTb obecneunBaeTcs MmeTogom setValidator() knacca Savelnfo.Builder.

CtpokoBble npeactaBneHusi AaHHbix. Knacc BaseAdapter B Android 8.1 Developer Preview BkntovaeT metof
setAutofillOptions(), koTopbIi peanu3yeT CTPOKOBble MPeACTaBMeHNs 3HavyeHu B aganTepe. [pexae Bcero, HOBOBBeAeHWE
ByoeT nonesHbIM ANs 3NEMEHTOB ynpaBrieHns Spinner, KOTopble AUHAMUYECKN FeHEePUPYIOT 3Ha4YeHusl B agantepe. Hanpumep,
MOXHO wucnonb3oBaTb MeTop setAutofillOptions() Ans BKMHOYEHUs CTPOKOBLIX MPEACTABMIEHWIA CMMCKa rodoB, KOTOpble
nonb3oBaTenun BbIONPAIOT B KayecTBe AaTbl UCTEYEHUSI CPOKa AEVCTBUS KPEAMTHOW KapTbl. PYHKUMS aBTO3aMOSNHEHUS MOXET
MCnonb30BaTh CTPOKOBOE NpeAcTaBrieHne Ans 3anonHeHns nogobHoro Buga AaHHbIX.

CnmMcoK MCNonb30BaHHbIX UCTOYHUKOB:

Licenses Android Open Source Project. Android

Ingraham, Nathan Oreo is officially the next name for Android Engadjet. — «But the company is going all out this
year, using the solar eclipse as an opportunity to reveal that Android O will henceforth be referred to as Oreo»

www.android.com
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CXEMA AHAJIU3A CETEBOIO TPA®UKA

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHGOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych
PomareHko O.A

Myxypoe H.U. — 8.m.H.,nipogheccop

3apaya aHanu3a ceTeBoro Tpaduka B HacTosiLLee BpeMsi CTaHOBUTCS Bce Gonee akTyanbHon. AToMy cnocobCcTByeT He

TOMbKO Pa3BUTME N BHEAPEHWE HOBbIX CETEBbLIX TEXHOMOrui (M ,Kak crieacTeue, yBenuveHne obbéma AaHHbIX, NepefaBaeMblxX

no cetTn), HO W MosBfieHMe OOMbLIOrO KONMMYECTBA HOBbLIX  CETEBbIX MPOTOKOMOB MPUKNAAHOrO YpPoBHS. OCHOBHLIMU

npakTu4yeckvmy 3agjadamu aHanmsa ceTeBOro Tpadmka SBMSTCH: BbisiBNieHMe npobnem B paboTe ceTw; TecTupoBaHue

(oTnapka) ceTeBbIX MPOTOKOMOB; BOCCTAHOBNEHME MOTOKOB AaHHbIX («MPOCnyLUMBaHMEY); NpefoTBpaLleHne ceTeBbixX atak; cbop
CTaTUCTUKN.

O6uwasa cxema aHanmsa ceTeBOro Tpadmka COCTOMT M3 OnpeAernéHHoW nocrnefoBaTenbHOCTU LIaroB.
Kaxabivi U3 NpyBEAEHHbIX HUKE LIaroB NPMBOAMWT K MOBBILLEHWIO YPOBHSA NPEeACTaBNeHns oobekTa aHanusa.

1.3axBaT nakeToB, MPOXOASALUMX Yepe3 KOHTponuMpyemoe ceTeBoe coeauHeHue. Pesynbrar wara —
nonyyeHne obbekTa aHannsa B BUAe CeTeBbIX NakeToB. B 3aBMCMMOCTM OT HEOBXOAMMOW TOYHOCTU U CKOPOCTU
nocneayoLLero aHanusa, a Takke A0CTYMHbIX BblYUCNNTENbHbBIX MOLLHOCTEN MOTYT UCMOMb30BaThCS pPasnuyHble
noaxoabl.

- CnatvicuHr. Mpu ncnonb3oBaHMKU 3TOrO NOAXOAa aHanu3y NogBepralTcsa He BCE COAePXKUMOe NakeToB, a
TONBbKO HeKoTopbIi npedukc (N nepsbiXx 6anT). B page uccnegoBaHuii nNokasaHo, YTO 3TOT NOAXOA XOPOLLO
paboTaeT Ana nocrieayLler knaccudurkalumm Tpaduka no NpoToKonam.

- CamnnuHr. Mpu ncnonb3oBaHUK 3TOro NoAXoAa NnepexeBaThiBalOTCS HE BCE MaKeTbl, @ TONMbKO MX YacTb,
KOTopas MOXeT BblOUpaTbCA MO Pas3nNUYHbIM KpUTEPUSIM, B 3aBUCUMOCTM OT noTpebHocTen. B npouecce
pasBuUTUst TexHomrorMm ObiNno npeanoxeHo 6onbloe u4ucno cTpaTerwin otbopa. Hanpumep, ona 3agad
MOHMTOPUHra TMMNOB Tpaduka NOAxXoaUT BapuaHT € BbIOOPOM kaxaoro n-ro naketa (uniform sampling), rae n
MOXeT BblOMpaTbCA B 3aBMCMMOCTM OT COOTHOLUEHMS LUMPUHbI KaHamna u NpomnyckHOW CNoCOBHOCTM cucTembl
aHanu3sa.

- Ans 3agady, B KOTOpbIX TpebyeTcda MakcumanbHO TOYHbIM aHanu3 Tpaduvka, Hanpumep Ans CUCTEM
obecne4veHns ceTeBo GesonacHocTu, TpebyeTcs nepexsaTbiBaTb BCE AaHHbIE BCEro MocTynatowiero tpaduka
6e3 notepb — AnA 0603HaYeHns 3TOro Nogxoaa ucnonb3yeTca TepmuH lossless capture unu deep packet capture
(DPC).

2. ArpervpoBaHve NakeToB B MOTOKU MO HEKOTOPbIM agpecHbiM npuaHakaM (flow generaion), nonyyexHve
HoBOro obbekTa Ans aHanusa — ceTeBoro noToka. Ecnu npu aTom faHHbIe NakeToB B AanbHeNLWEM aHanmae He
YyUMTbIBAKOTCS, TO TakoW BMA aHanu3a HasblBaeTcs «aHanu3 notokoB» - flow based analysis (B otnuume ot
packet-based aHanusa, npy KOTOPOM aHanM3upylTCA [AdaHHble naketoB). Flow-based aHanm3 wmMpoko
ucnomnb3yeTca B CWUMy 3HAYUTENbHO MEHbLUMX TpebOoBaHMM K MOLUHOCTM BbIYMCAUTENST M MPOMYCKHOW
CMOCOBHOCTN, 3@ CHET 3HAYUTENBHOIO CHWXEHUs 06BbEMA AaHHbIX Ana obpaboTtkn. Takonm BMA aHanm3a MOXeT
BbIMOMNHSATECA U JIOKANbHO, U yAAnéHHO OT Touku cbopa AaHHbIX. [Ans nepefayn cobpaHHbIX AaHHbBIX OT TOYKU
cbopa [0 TOYKM aHanmsa Mcnomnb3yeTcs GoNbLIOE YNCMO MPOTOKONOB, YaCcTb U3 KOTOPbIX CTaH4APTM3MpOoBaHa B
Buae IPFIX. IP Flow Information Export — ctaHaapT, COBPEMEHHbBIN BapyMaHT MOAENnu ceTeBbix NoTokoB netflow,
KOTOpbIi 0becneynmBaeT KOMNaKTHOE W yHMBepcarnbHOe MpeAcTaBrneHne MHpopMauum o ceTeBOM Tpaduke.
Opyras yacTb paspaboTtaHa otaenbHbiMu npoussoautensmm — Cisco NetFlow, Juniper Jflow. B pamkax nogxoaa
3anuncu, onucbiBatoLLmMe NOTOK, MOFyT coaepXaTb pasnuyHbIi Habop aaHHbIX. Hanbonee obmm Habopom Takux
AaHHbIX gBngaeTcd: |IP agpeca uCTouHMKa u agpecarta, NPOTOKON TPAHCMOPTHOrO YPOBHS, B Clydae NpOTOKONOB
TCP/UDP — Homepa nopToOB UCTOYHMKa/aapecaTa, Habop CYETUMKOB: KONMYECTBO NepedaHHblX NakeToB u 6anT,
BPEMS CO34aHus 1 3aBepLUeHns MOTOoKa.

[aHHbIN MeTon OEeACTBUTENBHO 3HAYUTENBHO CHbKaeT TpeboBaHMsA K aHanM3aTopy, TEM HE MEHEE, OH He
SABNSIETCS [OCTATOMHO MMOKUM, Tak Kak B OTNMYME OT CraWCWHra W C3MMAMHra He No3BONseT BapbupoBaTb
KONMMYECTBO MOCTYNaLUX AaHHbIX (3aBUCUT OT BXOAHbIX AaHHbIX).

3. BbinonHeHue knaccudvkaumm Mo MPOTOKOSY MPUKNAAHONO YPOBHS WIM  KOHKPETHOMY CETEBOMY
npunoXxeHuo. Pe3ynbTaToM OaHHOrMO Liara siBAsieTCst MoflyyeHue HOBOro obbekTa Ans aHanu3a — CeTeBOoro
NMoToKa KOHKPETHOrO MPOTOKOMA UMY NPUITOXEHNsT (B 9TOM Clyvae CBA3aHHbIX MOTOKOB MOXET ObITb HECKOIBKO,
Hanpumep, B cnydyae VolP npunoxenusa ato notokm SIP n RTP). MNocne BbINOMHEHWS AaHHOW onepauun
BO3MOXHa crneaymolas AonofnHuTenbsHas o6paboTka nony4eHHOro o6bekTa, KOHKPETHbIA BUA, KOTOPOW 3aBUCUT
OT peLlaemMor NpuknagHon sagayu:

- pa3bop nonew npoTtokona (protocol parsing),

- cbopka ceccun NpoTokona AN NPOTOKOJIOB C YCTaHOBEHUEM COELAUHEHUS,

- U3BneYyeHve daHHbIX NpuroxeHus (content extraction) — ctpanuy cantos (HTML), channoB pasnuyHbIX TUMOB
(ncnonHsemble, M306paXeHnsl, TEKCTOBbIE AOKYMEHTbI, 1 T.4.), NEKTPOHHbBIX NUCEM, ayaMo-B1MaE0 MOTOKOB

- pa3bop AaHHbIX NpunoxeHns (application content parsing).

AHanus ceteBoro Tpaduka aktyaneH u3-3a GbICTPOro COBEPLUEHCTBOBaHMSA ceTeBow oTpacnu. OH Takke
XKU3HEHHO BaxXeH Ans 3eKTUBHOro ynpaBneHuss ceTblo, MO pesynbTaTaMm KOTOPOro MOXHO CyAuUTb O
Ka4eCTBEHHbIX 1 KONMMYECTBEHHbIX XapakTepucTukax paboTocnocobHOCTU CETU UK €€ OTAENbHbIX KOMMOHEHTOB.

CnMcoK MCNonb30BaHHbIX UCTOYHUKOB:

1. TetbmaH A. W, EBctponos E.®., MapkuH 0. B. AHanus ceTeBoro Tpadvka B pexume pearnbHOro BpeMeHun: o63op
npuknagHelx 3agad, nogxoaos u pewenuit // MpenpuHt CIM PAH Ne28, 2015. — 16c.

2. MapkuH 0. B., CaHapos A.C. O630p COBpeMEHHbIX MHCTPYMEHTOB aHanusa ceteBoro Tpadwka // MpenpuHt UCT
PAH Ne27, 2014.

45



54-g Hay4Hasi KOHGhepeHUUs acrupaHmos, MazucmpaHmos u cmydeHmos BI'YUP, 2018 e.

LUMDOPOBAHUE MYINIbTUMEOUUHbBIX AAHHbIX C COBMECTHbIM
PAHOOMU3UPOBAHHbLIM SHTPOINMMUHBIM KOOUPOBAHUEM U
BPALWLEHWEM B PA3BBUTOM BUTOBOM NOTOKE

Benopycckuli 2ocydapcmeeHHbIl yHUsepcumem uHgopMamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

MenbHuuyk O.B.
bopuckesuy A.A — d.m.H., npogheccop.

B coBpemeHHOM oO6LlecTBe ycnex nwboro Buaa AeATENbHOCTM CUNBbHO 3aBUCMT OT obnagaHus
onpefeneHHslMu CBeAeHnsMn (MHopMaumMen) M OoT OTCYTCTBMA MX (€e) Y KOHKYpeHTOB. Yem cunbHewn
NPosBMSAETCS yKa3aHHbIM  adpdekT, Tem Oomble noTeHumarnbHble YObITKM OT 3noynoTpebnexHnin B
nHpopmaumoHHon cdpepe 1 Tem Bonblue NOTPeBGHOCTL B 3alumTe nHdopmauum. OgHUM CNOBOM, BO3HUKHOBEHME
nHgycTpum obpaboTkn MHdOopMauMM NPYMBENO K BO3HWKHOBEHWIO WHAOYCTPWM CPEeACTB ee 3aWuTbl U K
akTyanusauum camoi npobnemsbl 3awuTel nHdopmaumm, npobnemsl nHpopmaumoHHon 6e3onacHoOCTy.

OpHa 13 Hanbornee BaxHbIX 3a4ad — 3a4ada KogupoBaHNs cooBLLEHNI 1 WM POBaHNSA MHOPMaLK.

B paHHonm pabote, npobnembl MynbTUMEAUNHOIO LUMGPOBaHNA UCCNeayeTcs Nog HOBbIM YINOM 3peHUs.
Ecnu TwaTtenbHOro cpaBHuBaTh MeXay MynbTUMEANAHBIMU MPOLECCaMmM CXaTUS 1 LUMPOBAHNSA C TOYKM 3PEHNS
Teopun uHdopmaummn, oTmeTuMm, 4to oba MOryT B LENOM paccMaTpuBaeTCs Kak npouecc yAaaneHus
N30bITOYHOCTH, coAepXallencs BO BXOAHbIX AaHHbIX. OCHOBHOE pasnuune Mexay HUMW COCTOUT B TOM, YTO
CEKPeTHbIA K4 KOHTpONuMpyeT onepaumn LWudpoBaHna, B TO BpemMsA Kak BCe ofepaumMu Mo CxaTuio
OCYLLECTBNAIOTCA B COOTBETCTBUM C HEKOTOPbIMM CTaHdapTamu. HoBbI NOAXOA LWMEPOBAHNSA COCTOUT U3 ABYX
atanos. lNepBbIi 3Tan HasbiBaeTCs PaHOAOMU3UPOBAHHOE 3HTponuiHoe kopguposaHue (POK). OcHosHas uges
POK 3akntoyaeTcsi B MCNOMb30BAaHUM HECKOSbKUX SHTPOMUIHBLIX NapamMeTpoB KOAUPOBAHUS UM MapameTpoB
COOTBETCTBYIOLUMX CryYyaHOW MOCneaoBaTenbHOCTM BHYTPU JHTPONUMHOIO kodepa. BTtopoi HasbiBaetcs
BpalleHne B pasfgeneHHbix 6uToBbix noTtokax (BPBI), koTopas [OMONHMTENbHO BbLINOMHAET CryYanHble
BpaLleHus Ha Bbixoge ctagun POK ans nony4yeHusa okoH4yaTenbHOro 6utoeoro notoka. [1]

Anropytm meToga WndpoBaHNS COCTOUT U3 CrieaytoLLmX Laros:

1. PaHgoomusupoBaHHOE SHTPOMUAHOE KOAMPOBaHWE WCXOAHOW MnocnefoBaTeNbHOCTV CUMBOJIOB.

PaccmoTpum WwmndpoBaHne ncTouHrka nHdopmaumm | Ha ocHoBe paHaoMM3npoBaHHbIX Tabnuy Xadpdmana. B
Hauane revepupyetcs M =2" pasnnuHbix kopoBLIX Tabnuy XaddmaHa, NpoHymepoBaHHbLIX oT 0 o A —1.
OaHHble Tabnuubl moryT GbiTb obHapopoBaHbl. [danee BbibupaeTcs kpuntorpadmdeckn 6esonacHbii MBI
(MceBmocny4anHbln GUTOBLIV reHepaTop). FeHepupyeTcs cnyvyanHoe 4YMCro Z, KOTOpOe U SBNSAETCH KITHYOM
wudpposaHua PTX. Z < nepsbin pesynbTtat reHepaTopa Bl 3atem nget pasbusaeTt Z Ha M -6uTHble 6nokN.

BanucsiBaetes Z =t ||t, || ||tk, (t; =0 1o M —1). Ucnonbayetes t; Tabnuua Xaddmara ans KoAMPOBaHust

oJHOro cMmBeorna (i =100 k ). Ecnin i =k +1, Bo3epalyaemcs BbIGOpy KpunTorpadmyeckn 6esonacHoro MBIl
1 NOBTOPSIEM [0 3aBEPLUEHUS KOQNPOBAHWS.

3aKkoHHbIM Briagenew, 3HaeT Kiod (cryvanHoe uncno S ). Takum o6pa3om, OH B COCTOSIHUM BOCMPOU3BECTH
KMoY, creHepupoBaHHbii MBI u ncnonb3yembin B LUMPOBaHMM, YTO B CBOK OYepenb, NMO3BOMUT KOPPEKTHO
aekoavpoBaTb OMTOBLIN NOTOK [1].

2. lNepemelnBaHve CErMEHTUPOBaAHHOW KOOAMPOBAHHOW OMTOBOM MOCNEAOBaTENIbHOCTU Ha OCHOBE
BpalleHus. CxaTbll 3amdpoBaHHbI OMTOBBIN NOTOK CHadYana pas3buBaeTca Ha ONOkM 3adaHHbIX (KMH4YOM
pa3buneHunsi) paamepoB, a 3aTeM OCYLLECTBISIETCS KPYroBoe ClyYyanHoe BpalleHne B pamkax kaxagoro 6rnoka.

MHorve onepauun moryT 6bITb MCMONB30BaHbI ANs U3MeHeHUs nopsaka 6ut B 6noke. MNepectaHoBka Bcex
6uT nepemelwwmBaeT MOPSAOK OUT HambGonee MonHO, HO TpebyeT MHOro BblYMCMEHWW. YTODObI yMEHbLINTH
CMOXHOCTb 1 0bneryntb GUTOBBIN NOTOK 06PabOTKM, Mbl OrpaHMYMBaeM MaHunynaumMn ¢ Gutamm 4O NPOCTOro
NeBOro BpaLleHus.

Ons 6noka N 6ur A= (aia2 man), I -6utHoe nesoe BpauleHne npeobpasyer A B
(a,.,a.,, aaa,...a),spawas (nepemelias) nepssie I' 6uT koHew A.
MNycte A= (aa, a,),6wutosbit notok armHoin N . (P, ) -3HaueHs BpalLeHnsi u pasaeneHns 6rokoB
A, obosHavaembie BBII(4, p,r) ¢ p= (p,p, Pn), v r= (L, r,), nonyyawt creaywowme 2 wara:
- Paspenenne A Ha M 6nokos A anunkon P, i= 1,2,...m2 " p,=N;

- BbinonHeHue I, -BUTHbIX NEBbIX BPALLEHUI Ha Kaxblil Briok i=12,...,m.
Cxema anroputma BpaLleHusi B pa3butom 6utosom notoke (BBIM) npeacraBneHa Ha pucyHke 1.

46



54-g Hay4Hasi KOHGhepeHUUs acrupaHmos, MazucmpaHmos u cmydeHmos BI'YUP, 2018 e.

TTotok A 10 Gut: A a0 al a2 a3 a4 a5 ab a7’ a8 a9

Kirou nmepemennBanus:

r=(231)

C=BBII (A p,T) a0 al a2 a3 a4 a5 ab a7’ a8 a9

Kurou pasbuenus: p = (3, 5, 2)
Puc. 1 — Cxema anroputma BpalleHus B pa3butom 6utoBom notoke (BBIT)

3. OkoHuyaHue anroputma. KoHeuyHbiM pesynbTatom paboTbl anroputma byaeTt sBnaTbca GuHapHas
nocnegosatensHocts C', nepBoHavanbHo npolueawas Yepes 6rnok POK rae Gbino ocyLwecTBNeHO ee cxkaTtue 1
koAvpoBaHue a 3ateM vepes BBl gnsa obecneveHns 6onee HagexXHOro ypoBHs 3awuThl [2].

P = ACDABEFG; A =110111001001110101011111; ——

P = ACDABEFG - BxoaHas nocnefoBaTtenbHOCTb CUMBOIIOB, COCTaBMeHHas U3 cumeonos | McTouHuka BxoaHOro
curvana; A=110111001001110101011111 - cxatas u sakoamposaHHas GuHapHas NOCNeAOBaTENbHOCTb Ha BLIXOAE

6noka POK; C = 001101111101010011111110 - «koHeuHas nepemelaHHas GuHapHas MOCNEAOBATENLHOCT,
nony4yeHHasi Ha Bbixoge 6roka BBIT;

C=001101111101010011111110;

Puc. 2 — Cxema unniocTpupytoLas npoecc paboTbl anroputma

P3K / BPBIl napagurma wvdpoBaHNS UMEET HECKONMbKO npenmMylecTB. Bo-nepBbiX, KOHCTPYKUMA
ncrnonb3yeT CTPYKTYPYy 3HTPOMMMU Kodepa, Takum obpasom, TpebyeT He3HauMTenbHOW CTOMMOCTU Ans
peanu3auuv B annapaTHOM MNu nporpamMMHoM obecneveHnn. Bo-BTopbIX, WNdpPOBaHME He yxyAlaeT cTeneHb
oKaTusi B TOM CMbICIe, YTO pasmep 3awMdpoBaHHOIO NOTOKA TOYHO TAKOWM e, KaK U Mpy CTaHOapTHOM CXaTuu.
C ToukM 3peHus besonacHoCTK, Npeanaraemas HamMmyM cXeMa MOXeT BblAepXaTb pasnunyHble TUMbl atak. [3]

Cnmcok Mcnornb30BaHHbIX UCTOYHMKOB!

1. Wuand C.P., Kuo C.C.J. // Efficient multimedia encryption via entropy codec design in Security and Watermarking
of Multimedia Contents, vol. 4314 of Proceedings of SPIE, San Jose, Calif, USA, 2001, pp. 128-138.

2. Xie D., Kuo C.-C.J. // EURASIP Journal on Information Security, 2007, Los Angeles, CA 90089-2564, USA, 2007.

3. Bose R., Pathak S., // IEEE Transactions on Circuits and Systems I, vol. 53, no. 4, 2006, pp. 848-857.
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3ALLNTA UHOOPMALIUA B IP-CETAX

BGenopycckuli 2ocydapcmeeHHbili yHUgepcumem uHghopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Cepeees H.H., bensmko A.J1.
Acmposckuli .U. — k.m.H.,0o0ueHm

OpraHu3aumsi cucTeMbl 3aluTbl MHGOPMaLMK ceilvac, BO BpPEMSi CTPEMUTENbHOTO PasBUTUS MH(OPMALMOHHBIX
TEXHOMNOTUIA 1 BXOXAEHME UX NPaKTUYECKW BO BCe cdiepbl XU3HW, CTarna HeOTbeMIEMON YacTbio 3TOro pas3suTus. [ins cosaaHus
cucTeMbl  3aluThbl MHOPMaUUM HeobXoaMMO MNPOM3BECTM aHanuM3  BCEBO3MOXHbIX WMH(OPMALMOHHBIX Yrpo3. CambiMu
onacHbIMU AN MHAPACTPYKTYPbI MPEANPUATUSA SBRSOTCS aTaku 6e3 chusndeckoro JocTyna k ceTv npeanpustus. [JaHHble ataku
HanpaBrneHbl Ha aHanu3 1 nepexsaT CETEBOro Tpaduka, MOSTOMY 3alMTa KaHanoB CBSI3U SIBMSETCS CaMOW MPUOPUTETHOM
3agayeit.

LLindposaHme Tpadmka — oamH 13 Haunbonee acpdheKTUBHBLIX METOAOB 3aLLMTbI KaHANOB CBA3U.

IP Security (IPSec) — 3To KOMMNMEKT NPOTOKONOB, KaCaloLMXCA BONPOCOB WNPOBAHUS, ayTEHTUDMKALMN
n obecneveHuns 3awmTbl Npu TpaHcnopTupoBke IP-nakeTtoB. B ero coctaB Bxoaat okorno 20 npeanoxeHwun no
cTaHgapTtam. IPsec BkntovaeT B cebs 3 anropMtmoHesaBuncMble 6a3oBble cneumduKaumm:

5) apxutektypa 6e3onacHocTtu IP[1];

6) ayTeHTUdUUMPYOLWUIA 3aronoBok (AH);

7) vHKancynsaums 3awmdpoBaHHbIX AaHHbIX (ESP) [2].

ApxuTtektypa IPSec npeacTtasneHa Ha pucyHke 1:

ApxrexTyYpa

IlpoToxoen ESP IIpoToxon AH

ANTOPHTM ANTOPHTM

K0 SHPOE AHHA AYTEHTH)HKAIHH
¥ ¥

ObmacTi

HHTepNpeTAIHH

o)

Y NpaEmenHe
KIEOANH

Puc. 1 — Apxutektypa IPSec

AyteHTudpmumpytowmn - 3aronosok  (AH) aBnfeTcA  06OblMHBIM  OMUMOHanbHbIM  3aronoBkoMm. OH
pacnonaraeTcsa Mexay OCHOBHbIM 3arofioBkoMm naketa IP un nonem gaHHbix. Hanuuve AH Hukak He BnuvsieT Ha
npouecc nepegaym MHGoOpMaLun TPaHCMOPTHOrO U Gonee BbICOKOro ypoBHen. OCHOBHOE W €OWHCTBEHHOEe
HasHayeHne AH — obecneyeHve 3alMTbl OT aTaK, CBSA3aHHbIX C HeCAHKLUMOHMPOBAHHLIM M3MEHEHUEM
COAEPXUMOro nakeTa, 1 B TOM Y1cre OT NogMeHbl UCXO4HOMo aapeca CEeTEBOro YPOBHS.

OcHoBHas uenb 3aronoBka ESP — obecneyeHne koHdMaeHUMaNbHOCTU AaHHbIX. Popmat ESP moxeT
npeTepneBaTb 3Ha4YUTENbHbIE UBMEHEHUS B 3aBUCUMOCTU OT UCMOMb3yeMbIX KpUNTorpadu4eckmx anroputmos.

[apaHTns LenocTHOCTM M KOHUAEHUMaNnbHOCTU AaHHbIX B cneuudmkaumm IPSec obecneuvBaeTcs 3a
CYeT UCMONb30BaHNA MEXaHN3MOB ayTeHTudukaumm u wudposarmsa. Cneundukaums IPSec npegycmartpusaet
BO3MOXHOCTb MOAAEPXKKA CTOPOHAMU MH(OPMALMOHHOTO OOMeHa pasnuyHbIX MPOTOKOMIOB M MapameTpoB
ayTeHTUdUKaUMM 1 WUPOBaHNS NAKETOB [aHHbIX, @ Takke pasnuU4HbIX CXeM pacnpefenexHus knwoden. MNpu
3TOM pe3ynbTaToOM COrfacoBaHUs KOHTEKCTa 6e30nacHOCTV SIBMSIETCSl YCTAHOBMIEHWE MHAEKCA MNapameTpoB
6e3onacHocTW, NpeacTaBnsoWero coboi ykasaTenb Ha OnNpefeNieHHbll 3MeMEHT BHYTPEHHEW CTPYKTYpbl
CTOPOHbI MHOPMaLMOHHOTO 0GMeHa, onuchiBatoLLIEN BO3MOXHbIe HAabopbl NapaMeTpoB Ge30nacHOCTH.

IPSec paboTtaeT Ha ceTeBoM ypoBHe Mogenu OSI. B pesynbTaTe nepefaBaemble |P-nakeTbl 3alUuLLEHbI
Npo3payvHbIM AN CeTEBbIX NMPUMOXEHUN N MHAPACTPYKTYpbl 06pa3om.

OcHoBHble npenmyLlecTBa IPSec:

— oBecneunBaeT rmMbKOCTb Npu BbIGOPE anropuTMOB WMMPOBAHNSA U ANUHbI KIOYEN;
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— obecneyrBaeT coedMHeHVME MNakeToB MO 6e30MacHOMY TYHHENI0, YTO rapaHTUpyeT KayeCTBEHHYH

paboTy NPUMNOXEHUI C MarnbiM BpEMEHEM OTKIUKA;

— XOPOLLO NOAXOOUT AN CBA3bIBAHWSA Y3MOB NO HadeXHbIM (6e3onacHbIM) ceTaMm;

— He IP-npoTokonbl He NOAAEPXUBAIOTCA MO YMOMYaHUIO.

OcHoBHble HepocTaTkn IPSec — TpebyeTtca nocTosHHbIM IP-agpec 1 He Bcé knmeHTckoe MO ogmHakoBo
KayecTBeHHoe. [MoaToMy LenecoobpasHo ucnonb3oBatb IPSec coBmecTHo ¢ AuthlP[3].

CoueTaHnMe HOBbIX ONUUA MNPOBEPKM MOANMHHOCTM MONb30BaTENs, BO3MOXHOCTU WCMNONb30BaHUA
HECKOMbKMUX YYeTHbIX AaHHbIX, 6onee rMBKOro B3aMMOAEWCTBUSA ayTeHTUPUKALMM U BO3MOXHOCTM Kaxaomn
CTOPOHbI MCNONb30BaTh pa3Hble CNOocobbl ayTeHTUdMKauun, no3sonseT IPSec co3gaTb HageXHbIe U MOLLHbIE
NONUTUKN 63 NULLIHEN CNOXXHOCTH.

Cnmcok MCnornb30BaHHbIX UCTOYHMKOB!

1. Onudpep B.I'., Onudep H.A. KomnbtoTepHble ceTu. MpuHUMNbI, TEXHONOMMKU, NpoTokonbl, 3-e uaa.: — CI6., MNutep,
2006.

2. Jomapes B.B. 3awuTa nHdopmaumm 1 6e3onacHoCcTb KOMMbOTEPHbIX cucTem, 2007.

3. Cokonoe A.B., WaHbrvH B.®. 3awmta nHcdopmaumm B pacnpegeneHHbIX KopnopaTuBHLIX CETSX 1 cuctemax, 2008.

49



54-g Hay4Hasi KOHGhepeHUUs acrupaHmos, MazucmpaHmos u cmydeHmos BI'YUP, 2018 e.

AYOUT UHOOPMALIMOHHOW BE3OMNMACHOCTU CUCTEM
BUWOEOKOH®EPEHLICBA3U HA NMPUMEPE BIr'ynp

Benopycckuli 2ocydapcmeeHHbIll yHUsepcumem UHhopMamuku U paduo3IeKMpPOHUKU
2.MuHck, Pecnybniuka benapych

3asbsinos A.A.
JlbiHbKO8 J1.M. — 8.m.H., npogbeccop

Benopycckuin rocyqapCTBEHHbIV YHUBEPCUTET UHAOPMAaTUKM U PaAVoINEKTPOHUKN SABMSETCS KPYMHbIM
Hay4yHO-O6pasoBaTenbHbIM LieHTpoMm Benapycn. B yHuBepcuteTe yuuMTbIBAOTCA M NPUMEHSIOTCS MUPOBbIE
TeHAeHUmMn B cdepe obpasoBaHus. BakHOM 4YacTbio NonuTukM 6esonacHOCTM yHUBepcuTeTa SABMASEeTCs ayauT
6e30MacHOCTM, B YaCTHOCTM CUCTEM BUAEOKOHMEPEHLICBA3N, UCMONb3yEeMbIX B YHUBEPCUTETE.

Ayaut unHopmaumoHHon 6esonacHoOCTU - CUCTEMHbIN MNPOLECC MOMYyYEeHUss KaYeCTBEHHbIX |
KONMNYECTBEHHBIX OLIEHOK O TEKYLLEM COCTOSHUM MHAOPMaLMOHHOM 6e30nacHOCTU KOMNaHWM B COOTBETCTBUM C
onpedeneHHbIMM  KpUTepusMM U nokasatensmu  GesonacHocTn. OcCHOBHble  HampasfieHus — ayauTa
WHOPMaLMOHHON Be3onacHOCTU AeTanu3npyloTCs Ha criegylolme: aTtTecTauuio, KOHTPOSb 3alUULLIEHHOCTH
nHdopMaLmK, cneymarnbHble NCCNEf0BaHNA TEXHNYECKNX CPEACTB U NPOEKTUPOBaHWE O6HLEKTOB B 3aLLMLLIEHHOM
NCMONMHEHNN.

PasnuyatoT BHELWHUIA 1 BHYTPEHHWUI ayauT. BHeWwHW ayanT — 310, Kak npasBurio, pasoBoe MeponpusaTue,
npoBoAMMOE MO WHWUMATVBE PYKOBOACTBA OpraHu3aumv. BHyTpeHHWn ayaut npefctaBnsetr cobon
HenpepbIBHYI0 AeATenbHOCTb, KOTOpas OCYyLeCTBMASeTCH Ha OCHOBaHUM [OKYMEHTa, HOCHLLero HassaHue
«[onoxeHne O BHYTPEHHEM ayauTe», U B COOTBETCTBUM C MNMIaHOM, MOArOTOBKA KOTOPbIX OCYLLECTBRSETCH
nogpasaeneHnsaMy BHyTPEHHEro ayamTa n yTBepxgaeTcs pyKoBOACTBOM OpraHu3auuu.

BupgeokoHdepeHUss —  3TO  BbICOKOTEXHOMOMMYHBLIA ~ COBPEMEHHBIM  UHCTPYMEHT  obLieHuns,
npegHasHayYeHHbI ANs MNOoBblIWEHWA 3ddEeKTUBHOCTN BedeHnss GusHeca, onTumusaumym 6u3Hec-npoLeccos,
YCKOPEHUS NPUHATUS PELLEHNIA.

BunaeokoHepeHUCBA3b — 3TO TENEKOMMYHUKALMOHHAsA TEXHOMOMMs MHTEPAKTUBHOMO B3aUMOAENCTBUS
Tpex u 6Gonee ypganeHHbix abOHEHTOB, MpU KOTOPOW Mexdy HMMU BO3MOXeH obmeH ayamo- wu
BMAeonHdopmMaumel B peanibHOM BPeMeHH, C y4eTOM nepedaydun ynpasnsoLmxX AaHHbIX.

[nsa BHeApeHWs BUAEOKOHMEPEHLICBA3N PYKOBOAMTENIO OpraHn3aummn HeobxoaMmo onpeaenvTb raBHyo
Lenb npuMeHeHus. MNpu 3ToM HeobXx0AMMO yUnTbIBaTb OCHOBHbIE MpaBua BUAEOKOH(EPEHLICBA3N:

e rapaHTMpOBaHHasi BbICOKOCKOPOCTHas ycnyra CBSi3W WU BblAeNeHHble KaHallbl CBA3W TOMbKO Af1S
CeaHCoB BMAEOKOHMEPEHLNIA;

e cTabunbHOE M HAOEXHOe  3AneKTponuTaHWe  TeNeKOMMYHMKAUMOHHOro  obopyaoBaHus  wn
BWAEOKOH(EPEHLICBA3N;

e ONTUMarbHbIE LWYMO- 1 3XonornoLanLme ocobeHHOCTN NOMELLEHUS;

® KOMMETEHTHbI 06CnyX1BatoLLMIA NepcoHarn.

B 6enopycckom rocygapCTBEHHOM yHuBepcuTeTe MHAOPMaTUKM W PagMOSNEKTPOHUKU YXe WMMeloTcs
ayautopun, obopyaoBaHHble cucTemamu BuAeoKoHdepeHUcBs3n. [laHHoe obopyaoBaHue urpaeT 6onbluyto
ponb B paboTe yHuBepcuTeTa:

® BO3MOXHOCTb NPOBeAEeHNs BUOEOKOHMEPEHUMI C MPeACcTaBUTENAMU APYTMX YHUBEPCUTETOB, HE TONbKO
HaxoasLwmxcs Ha Tepputopun Pecnybnvkm benapyce;

e NpoBefeHNe BWAEOKOHEPEHUMN AnS CTyQeHTOB C MpeAcTaBuTensaMM OpyruX YHUBEPCUTETOB,
pacrnofnoXeHHbIX B APYrMX cTpaHax u npeacTaBuTensMm pasnmnyHbiX opraHn3auui;

® BO3MOXHOCTb MPOBEAEHNSA BUOEOKOH(EepeHUMA N TPEHVHIOB ANsi NpenofaBaTenbCkoro coctasa BY3a
AN NOBbILWEHNS KBanudmkauum n obmeHa onbITom;

® NPOBEAEHNE COBELLAHWNIN MeXAyY NPeACcTaBUTENAMU APYTMX YYpexaeHun 06pasoBaHms.

BuaeokoHepeHLCcBA3bL MO3BONSET pewatb pad 3agad M BOMPOCOB B KpaTyallinMe CPOKM U MyTem
COKpaLLeHNs pacxodoB Ans  OOCTUXKEHWUS Xeraemoro pesynbTata. Ho pgnsa  kayecTBeHHoOW  paboTbl
BMOEOKOH(EPEHLCBA3N B YyHMBepcuTeTe, Heobxogumo npou3soauTb ayauT 6e3onacHOCTM  cucTembl
BMOEOKOH(EPEHLICBS3W, YTO MO3BOMUT aHanM3MpoBaTb PUCKW, CBA3aHHbIE C BO3MOXHOCTbIO OCYLLECTBMEHUS
yrpo3 6es3onacHocT B OTHOLUEHUM pecypcoB 6e30macHOCTM MHAOPMALMOHHBIX CUCTEM; MOKanuM3auun ysKkux
MecT B cuCTeMe 3awWuTbl WH(OPMALMOHHBIA CUCTEM; OLEHKM COOTBETCTBUS MHAOPMAaLMOHHBIX CUCTEM
CyLLleCTBYIOLMM CTaHgapTam B obnacTtv nHpopmaumoHHon 6e3onacHoCTy.

Cnuncok Mcnonb30BaHHbLIX UCTOYHUKOB:

BapmeH CkoTT. PaspaboTka npasun nHgpopmMaumoHHorn 6esonacHocTu. M.: Bunbsimc, 2002. — 208 ¢

CemeHeHko B. A. NHdopmaunoHHas 6e3onacHocTb: YuebHoe nocobre. — M.: MTNY, 2004—215 c.

3. Cokonos A.B., lUlaHbruH B.®. 3awmTa uHcdopmaumm B pacrnpefeneHHbix kopnopaTtuHbix cetax. — M.: OAO «OMK
Mpeccy», 2002. — 156 c.
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MUKPOCEPBUCHASA APXUTEKTYPA BEB-NMPUNOXEHUN

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Wumnsik A.H.
Myxypoe H.U. — 8.m.H.,nipogheccop

BospacTatowe TpeGoBaHMA K COBPEMEHHbIM BeG-NPUMOXEHUAM, Takue Kak BO3MOXHOCTb MNpegocTaBrieHne
NporpaMMHOTO  MHTepdeiica, WHTerpauus c Apyrumy BeG-npunoxeHusaMmu, obpaboTka GOMbLIOTO KonuWyecTsa 3anpocos,
MacLTabupyemMocTb, obecrneveHe HEOOXOAUMONM CKOPOCTU JOCTyna K MHOpMauuW, MPUBOAST K TOMY, YTO KOpnopaTuBHbIE
BeG-NPUNOXEHUA C MOHOSIMTHON apXUTEKTYPON CTaHOBATCA HeyOoGHbIMM B pa3paboTke, CMOXHO TECTUPYIOTCH M BBOAATCS B
3KCMnyaTaumio ¢ 60MbLIMMU BPEMEHHBIMU 3aAepKKamu.

MukpocepBucHasa apxuTekTypa — 3TO MeTOA CO3[aHWsi pacrnpedeneHHbIX NpuroXeHuin B Buae Habopa
He3aBUCUMO pa3pabaTbiBaeMbix W pa3BepTbiBaeMbliXx HeOOMbLUMX CEPBMCOB, 3aryckaeMblX Kak OOUH unu
HECKOMbKO M30MnMpoBaHHbIX npoueccoB. OCHOBHas Lefb Takoro pasgeneHus — BO3MOXHOCTb W3MEHEHUS
OTAENbHO B3ATOMO0 MUKPOCEPBMCA, HE MEHSAS MpU 3TOM CBSA3aHHbIX C HUM KOMMOHEHTOB. BusHec-noruka
NpunoXeHns pasbuBaeTcs Ha OTAENbHble YacTu, Kaxdass M3 KOTOpbIX npeacTaBnsieT coboi Hebonblioe
NpUIoXeHue, BbINOMHSAOWee oaHy 6usHec-3agavy. YUncno Takmx NPUMNOXEHUA HUYEM HE OrPaHUYEHO U MexXay
cobow oHu obLatoTes, ucnonb3ys API, nocTpoeHHoe, Hanpumep, Ha ocHoBe HTTP npoTtokona.

CTpyKTypHas cxema MUKPOCEPBUCHOW apXUTEKTYpbl BEG-NPUNOXEHUS NpeAcTaBneHa Ha pucyHke 1:
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Puc. 1 - CTpyKTypHasi cxemMa MUKPOCEPBUCHOWM apXUTEKTYpbl BEG-MPUNOXEHNS

OcHOoBHblE NpenMyLLLecTBa MUKPOCEPBUCHOW apXUTEKTYPbI:

— WCMOMb30BaHNE pPasnuyHbIX SA3bIKOB NPOrpaMMUPOBaHNS U NMPOrpamMMHbIX CPEACTB, ONTUMAasbHbIX ANA
peanusauunn Kaxaoro MUKpocepBuca;

— B3aMMO3aMEeHAEMOCTb MUKPOCEPBUCOB;

— HEe3aBUCMMOCTb MWKPOCEPBUCOB APYr OT [Apyra, Kaxabll MUKPOCEPBUC MOXET ObiTb pasBepHyT
He3aBUCUMO OT ApYrnx cnyxo;

— ynpouieHue npouecca MacltabvpoBaHus pa3pabaTbiBaeMoro Beb-npunoxeHus;

— OopraHusaums MIMKPOCEPBMCOB Kak MOAYMEN BOKPYr OTAENbHbLIX (YHKLWNA.

OcHOoBHble HeJOCTaTKN MUKPOCEPBUCHOW apXUTEKTYPbI:

— CINOXHOCTb peanu3auun obLiero noBedeHWs AN BCEX MUKPOCEPBWMCOB (aBTOpM3auMs 3anpocos,
arperaums AaHHbIX U3 pasHblX MUKPOCEPBUCOB);

— [OMOMHUTENbHbIE N3AEPXKN Npu 06paboTke NoNb3oBaTENLCKUX 3aNpOCOB;

— HeobXOAMMOCTb yuuTbIBaTb, YTO NGOV M3 MUKPOCEPBMCOB B NIOOON MOMEHT BpPEMEHM MOXEeT ObiTb
He[oCTYymMeH.

BaxHO yunTbIBaTh, YTO CUCTEMA Ha Da3e MUKPOCEPBUCHOW apXMUTEKTypbl 6omblue NoaBepXeHa owmnbkam
n3-3a NCMONb30BaHMSA CETU NepefayYn AaHHbIX ANs B3anMOAENCTBUS MeXay MUKPOCEepBUCaMM, YTO NPUMBOAMUT K
OOMNONHUTENbHBIM M3gepXkam npu o6paboTke NMONb3oBaTENbCKUX 3aNpOCOB W CMIOXHOCTM peanu3auumn obLuero
noBedeHns Ans BCeX MUKPOCEPBUCOB (aBTOPM3aLMs 3anpocoB, arperaumns AaHHbIX).

MoaBoas wTorKM, Henb3si OAHO3HAYHO YTBEPXAATb, YTO MUKPOCEPBUCHAs apxuTekTypa — aTto Oyayluee
NPOeKTUPOBaHUSI NPorpamMmmHoOro obecrneyveHunsl, OQHaKo yxe CerogHsl CHO, YTO MUKPOCEPBUCHAs apxuTekTypa
obnagaeTr 60MbWKMM MOTEHUMANOM W Cepbe3HbIMU MpeumMyliecTBamu Anst paspaboTkm u peanusauun Beb-
NPUMNOXEHNN.

Cnm1cok Mcnosb30BaHHbIX MCTOYHUKOB!

1. Mukpocepsucbl, SOA un APIl: gpysbs unu Bparn? — [OnekTpoHHbIA pecypc]. — Pexum pgoctyna. —
URL: https://www.ibm.com/developerworks/ru/library/1601_clark-trs/index.html

2. MNMprMeHeHMe MUKPOCEPBUCHOWN apXUTEKTYpbl Npu pa3paboTke BeG-NpunoxeHuii — [ONeKTpoHHbIN pecypc]. — Pexum
poctyna. — URL: https://sibac.info/journal/student/18/87616

3. Mukpocepsuchl — [OneKkTpoHHbIN pecypc]. — Pexxum goctyna. — URL: https://dev.by/lenta/anadea/mikroservisy
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30HTUYHASA CUICTEMA MOHUTOPUHTA IT-UHD®PACTPYKTYPbI U
NMPUNOXXEHUUN BAHKA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

CoweHko M.C.
HukynbwuH B.B. — K.m.H.,0oyeHm

B HacToslee Bpems HM ogHa cdepa AeAaTenbHOCTM He 06xoauTcs 6e3 KOHTPOMSA M MOHUTOPUWHIA - paboTocnocobHOCTL
IT-cucTem okasbiBaeT Gonbluoe BnusiHue Ha cocTosiHve IT-cepBucoB. MNpepnaraioTcs cneuuanvaMpoBaHHbie NMPOorpammbl Anst
MOHWUTOPUHIa MHAPACTPYKTYPbl U NPUMNOXEHWIA, OAHAKO C POCTOM KOMMYECTBa UCMOMb3yeMbIX PELLeHWii BO3HWKaeT npobnema
onpefeneHns UCTOYHKMKa Npobnemsl, T.K. BCe CUCTEMbI B3anMocBsA3aHbl mexay coboi. CospgaHve eamHon nnatgopmbl ANs
MOHWUTOPUHIa NO3BOSISIET YCOBEPLUEHCTBOBATL METOAbI KOHTPONS paboTocnobocHoCTY BusHec-ycnyr u IT-CUCTEM B HaCTHOCTM.

CeroaHs BCe KPUTUYHbIE NPOLIECCHI M CEPBUCHI B OpraHvM3aumMsax OCHOBLIBAKOTCA WM 3aBUCAT oT UT-
TEXHOMOrMIN 1 cepBnNCOB. B opraHn3aumnax o6bI4HO MCNOMb3YTCSA Pa3pO3HEHHbIE CPeAcTBa MOHUTOPUHIA — O4HU
CUCTeMbl AN KOHTPOMs ceTW, Apyrne — Ans MOHUTOPMHra COCTOSIHUS CepBepoB, TpeTbu AnsA 6a3 AaHHbIX,
yeTBepTble ANa npunoxeHun. OcHoBHOW Npobnemon npu TakoMm NOAXOA4e SBNSETCH OTCYTCTBME €QUHOro
npeacrtaenenus o6 IT-nHdpacTpykType, a crnefosaTenbHO, U O BAMSHWUM PasfnyHbIX COBLITU Ha KayecTBO
npegoctaenenns IT-ycnyr. [ns koHTpons ux pabotocnocobHocTn TpebyeTcs KOMMMeKCHbI nogxod — cbop
OaHHbIX CO BCEX MCTOYHUKOB I T-MHpaCcTpyKTypbI.

EcTb pasnuyHble noaxofAbl K MOCTPOEHUIO CUCTEMbI MOHUTOPUHIa — MOAX04 OT MHAPAaCTPYKTYpPbl 1 NOAXOA
oT IT-cepsucos. [MpumMeHeHVe BTOPOro nogxoda 3akntoyaeTcs B hOpMMPOBaHUK KaTtanora ycnyr u pa3paboTku
CEpBUCHO-PECYPCHbIX MOAenen, KoTopble OyayT oTpaxaTb B3aMMOZENCTBME Mexady CEepBMCOM U ApYrMMM
KOMMOHEHTaMMN MHPPACTPYKTYPbI, HY>KHbIMW AN ero paboTbl.

JoByto  IT-ycnyry MOXHO nNpeactaBuTb B BUMAE HECKONbKUMX OCHOBHbIX cocTaBsnwowmx — |T-
NHMpPacTPyKTypa (CepBepbl, CUCTEMbI XpaHEHUs AaHHbIX, ceTeBoe 0OOopyaoOBaHuUs, YCTPOWCTBa bunbTpauuw,
H6anaHcupoBkn Tpaduka u Ap.), 6a3bl AaHHbIX, @ TakKe CepBUCbl, Mporpammbl U npunoxexus. [MpuHLUMN
peanusauun Takon CUCTeMbl NpeAcTaBneH Ha pucyHke 1:

Cuctema MOHWUTOPUHTIa

IT-Ycnyra IT-Ycnyra

IT-uHdpacTpykTypa basbl AaHHbIX

Cepsuchl 1

npUnoXeHnAa

Puc. 1 - CTpykTypa NoCcTpoeHUs! CUCTEMbI MOHUTOPUHIa

C u1cnonb3oBaHNMEM CEPBUCHO-PECYPCHOM MOZENU MpOBOAUTCA npoueaypa HacTpoWKM MNporpamMmbl
MOHMTOPUHIra C LIenbl KOHTPOMNS (YHKUMOHMpPOBaHMS IT-cepBuca M BCEX CBA3AHHLIX C HUM KOMMOHEHTOB
WHGPACTPYKTYpbl. Ona Kaxaon yCcnyrm paccuvMTbiBaeTCsl YPOBEHb AOCTYMHOCTW, a Takke co3gaértca yaobHoe
npencrtaesfieHne O TOM, rge WMEeHHO BO3HUKNAa npoGnema. Cuctema nosBonseTt (*)OpMI/IDOBaTb OoT4eThl,
HaKkannmBaTb CTaTUCTUKY n NOHMUMATb, Kakue KOMMOHEHTbI 6VI3HeC-I'IpVIJ'IO)KeHI/I$| HeOoCTaTo4YHO
npon3BoanTENbHbI.

B pesynbtate 30HTUYHaA (LEeHTpanu3oBaHHas) cMCTEMA MOHUTOPWMHra no3BonsieT cobpaTb B OAHOW
KOHCcONuM wuHdopmMaumio 0 JocTynHocT u paboTtocnocobHocTn Bcel |IT-MHGPaACTpyKTypLUbl, NpefoTBpallaTth
BO3MOXHbI€ UHLMOEHTBI U COKPATUTb BPEMS Ha BbISIBNIEHUE BO3MOXHbIX Npobnem B paboTe MHOPMAaLMOHHbIX
cucteM. SOHTUYHBIN MOHUTOPUHI MO3BONSieT GU3HECY OUEHUTb peanbHytlo 3ddekTMBHOCTL UT ux BnusiHne Ha
paboToCnoCcOBHOCTL KOMMAHUM B LIENOM.

Cnm1cok Mcnosb30BaHHbIX MCTOYHUKOB!

1. 3ops H. E., KysoBkoBa T. A. dopmunpoBaHue cUCTEMbI MOHUTOPUHIA B cdhepe MHOKOMMYHUKaLmii // Bek kadecTsa.
2012. Ne5-6. URL: https://cyberleninka.ru/article/n/formirovanie-sistemy-monitoringa-v-sfere-infokommunikatsiy (aata
obpaluerus: 07.04.2018).

2. Mextnes 3.M., Komaropos B.M., ®odaHoB O.B., MapuykoB A.B. K Bonpocy o0 MNpoekTMpoBaHUWM CUCTEMbI
MOHUTOPUWHIa KopropaTUBHOW BbluucruTensHon cetu // Joknaasl TYCYP. 2012. Ne2-1 (26).

3. Yeh H.L. et al. A monitoring system based on Nagios for data grid environments // International Conference on Grid
Computing and Applications.

4. C.Toland, C.Meenan, M.Warnock, P.Nagy. Proactively Monitoring Departmental Clinical IT Systems with an Open
Source Availability System — J Digit Imaging. 2007 Nov; 20(Suppl 1): 119-124.
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BbIBOP NPOTOKOJIA BE3SONACHOCTU ANA OPrAHU3ALIUU VPN

Benopycckuli 20cydapcmeeHHbIl yHUgepcumem UHhopMamuku U paduosrieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

Kucenées [].B.
Acmposckuli .U. — k.m.H.,0oueHm

B HacTosilee Bpemsi 3ayacTyio nepen pykosoguTenamu IT nogpasgeneHwidi CTOMT BOMPOC: Kakow M3 NPOTOKONOB
6e3onacHocTn BblbpaTb ANs MocTpoeHus koprnopatusHon cetn VPN. Bctaét BbiGop Mexay ucnonb3oBaHMem npoTokona
He3onacHocTn ceTeBoro ypoBHsi IPSec 1 “cnonb3oBaHWEM OOHOTO U3 NMPOTOKOMOB MNpuknagHoro ypoBHst SSL/TLS. OTeeT He
ouYeBMAEH TaK Kak Kaxapbli M3 MOAXOAOB MMEET Kak MIockl, Tak U MUHychl. [TpoBeaém aHanus v BbIABMM Korga Heobxoaumo
npumeHaTb IPSec, a korga SSL/TLS.

IPSec (IP Security) — Habop npoTokonoB Ansi obecneveHusl 3aliMTbl AaHHbIX, NepefaBaeMbiX MO MEXCETEBOMY
npotokony IP. No3BonseT ocyllecTBnsATb MOATBEPXAEHUE MOAMMHHOCTY (ayTeHTMMMKaLMIO), NPOBEPKY LENOCTHOCTU Wunn
LwndposaHue IP-nakeTos, a Takke BKIOYaeT B cebs NPOTOKONbI AN 3aLLULLEHHOTO 0OMeHa KrntoYamu B ceTn VIHTepHeT.

SSL (Secure Sockets Layer) / TLS (Transport Layer Security) — kpunTorpacduyeckme npoTokosbl, obecneynsaioLime
3alUMWEHHYI0 nepedavy [fdaHHbIX Mexay y3namm B ceTu MHTepHeT. Mcnonb3yloT acuMmeTpudHoe LundpoBaHue Ans
ayTeHTMdVKaLMM, CUMMETPUYHOE LindpoBaHMe AnA  KOHMPUAEHUMANbHOCTM W KoAbl ayTEeHTUYHOCTU coobLlieHnn Ans
COXpaHeHsi LeNOCTHOCTU COOBLLEHWIA.

Bbibop npoTtokona Ans nocTpoeHus kopropaTuBHOM ceTu VPN MOXHO OCyLLEeCcTBNSATb MO CreayloLmM
KpUTEPUSAM.

1. Tvn poctyna HeobxoauMbIn Anst nonb3oBaTenen cetn VPN.

1.1. NonHodyHKLMOHaNBHOE NMOCTOSTHHOE MOAKIIOYEHUE K KOPMOPaTUBHOW ceTu. PekomeHayemblin BbiGop
— npoTtokon IPSec.

1.2. BpemeHHOe noakntoyeHue, Hanpumep, MOOMMNBHOro nonb3oBaTens uNM  nonb3oBaTens
NCNONb3yLWero NyGnNnYHbIN KOMNLIOTEP, C LENbio NonyyYeHns AOCTyna K onpedeneHHbIM ycnyram, Hanpumep,
3NeKTPOHHOW noyTe unu 6ase AaHHbIX. PekomeHayembin Bbibop — npoTtokon SSL/TLS, kotopbin nossonser
opraHusoBatb VPN ans kaxxgon oTaenbHOW YCnyru.

2. fAlBnsieTcs Ny nonb3oBaTenb COTPYAHUKOM KOMMaHWW.

2.1. Ecnu nonb3oBatenb SIBASETCS COTPYOHMKOM KOMMaHUWM, YCTPOWCTBO KOTOPbIM OH MONb3yeTcst Ansi
JocTyna K kKoprnopaTuBHoOM ceTn yepe3 IPSec, MoXeT ObITb CKOHUIYPUPOBaHO OnpeaeneHHbIM Crocobom.

2.2. Ecnu nonb3oBaTenb He SABMSETCA COTPYAHMKOM KOMMAHWM K KOPMOPATMBHOW CETM KOTOPOW
OCYLLIECTBNSAETCA AOCTYM, pekoMeHayeTcsa ucnonb3osatb SSL/TLS. 3To No3BONMT OrpaHnynTbL FOCTEBOM OOCTYN
TONbKO ONpeAeneHHbIMN YCryramu.

3. YpoBeHb 6e3onacHOCTH kopnopaTUBHON CeTu.

3.1. Bbicokuii. PekomeHpyembin Bbibop — npotokon IPSec. [elcTBMTENbHO, ypoBeHb Oe3onacHocTu
npegnaraemein IPSec ropasgo Bbile ypoBHsi GesonacHocTu npeanaraemoro npotokosiom SSL/TLS B cuny
ncnonb3oBaHusa koHdurypupyemoro O Ha cTopoHe nonb3oBaTens M Lwn3a 6e3onacHOCTM Ha CTOpPOHEe
KOpnopaTUBHOW CETH.

3.2. CpegHuin. PekomeHgyembin Bbibop — npoTtokon SSL/TLS, nossonsowmi ocywecTBnaTb AOCTyn C
NoObIX TEPMUHAINOB.

4. YpoBeHb 6€30MacHOCTU AaHHbIX, NepeaaBaeMbIX NOMb30BaTENEM.

4.1. BbiCokUIn, Hanpumep, MEHEeAXKMEHT KomnaHun. PekomeHayembii BbIOop — npoTokon IPSec.

4.2. CpepgHwia, HanpuMep, napTHep. PekomeHayemblin BbiGop — npoTtokon SSL/TLS.

5. Uto BaxHee, bbicTpoe pa3sepThiBaHne VPN nnu macwtabmupyemocTs pelleHus B OyayLiem.

5.1. BbicTpoe pasBepTtbiBaHve ceTn VPN c MuHMManbHbiMM 3aTpatamu. PekomeHayewmbid BblGop —
npotokon SSL/TLS. B 3tom cnyyae HeT HeobxogumocTu peanusauum cneumansHoro MO Ha cTopoHe
nonb3oBaTens kak B cnyyae IPSec.

5.2. Macwrabupyemoctb cetn VPN — pobaBneHue poctyna Kk pasnuyHbiM ycrnyram. PekomeHagyeTcs
npoTokon IPSec, no3sonsaoLwumii oCyLLEeCTBEHe JOCTyNna KO BCEM yCnyraM 1 pecypcam KoprnopaTvBHON CETW.

5.3. BbicTpoe passepTbiBaHMe 1 macliTabupyemocTtb. PekomeHayembin Boibop — koMbBuHauusa IPSec n
SSL/TLS: ncnonb3oBaHne SSL/TLS Ha nepsBom aTane Ans OCyLEeCTBEeHWS AOCTyNa K He06XoANMbIM ycryram ¢
nocneayoLmmMm BHegpeHuem IPSec.

|OpvirvHansHbin nakeT wmdpyetcs| |  UWwuopyotca |

TOMbKO AdHHble

Hoebin IP

Puc. 1 — Mpumepsl wudposaHus IP-naketa npotokonom IPSec
Kak BMOHO 13 aHanusa xapakTepucTUK 3TUX NPOTOKOMOB OHU He ABMAIOTCHA B3anMO3aMeHAeMbIMU U MOTyT
(PYHKUMOHUPOBATL Kak OTAENbHO, Tak U napannenbHo, onpeaenss yHKUMoHanbHble 0COBEHHOCTU Kaxaon r3
peanu3oBaHHbIX VPN.
Cnm1cok MCnosb30BaHHbBIX MCTOYHUKOB:

1. Onndpep B. I.,Onudpep H. M. MaBa 24. CeteBas 6e3onacHocTb // KomnbtoTepHble cetu. lMpuHLMNbI, TEXHOMOruu,
npoTokornkl. — 4-e. — CIM6: Mutep, 2010. — C. 887-902. — 944 c.

2. Stephen Thomas. SSL & TLS Essentials: Securing the Web. — 1-st. — Wiley, February 11, 2000.
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ANTOPUTM CUCTEMbI KOHTPOIA AOPOXXHOIO ABUXEHUA
HA OCHOBE HEMPOHHOW CETU

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

lonybosuy U.B.
Bopuckesuy N.A. — K.m.H.,accucmeHm

M3BecTHO, 4TO cTpaTerns aganTMBHOMO perynupoBaHusi cBeToopa B peanbHOM BPEMEHU SBMSETCS CaMbiM
NPOAYKTMBHBIM CPEACTBOM [Ansi YCTpaHeHusi npobnem cBsidaHHbIX C 3aTopamMu Ha pfgoporax. [Mpu obpasoBaHun 3aTopa
3HaunTenbHo (go 20 pa3 u Bonee) CHwkaeTcs NponyckHasi cnocobHOCTb yyacTka goporn. Ecnu npubbiBarowwmin noTok
TpaHcrnopTa MpeBbILaeT NPOMYCKHYH CMOCOOHOCTb yvacTka AOpOorv, 3aTop pacTéT naenHoobpasHo. 3aTtop obnagaeT psAoM
0o4eBMAHbIX HEraTUBHbIX nocneacTeuii. OgHako, AOCTUXEHME MacluTabyupyeMol onTUMU3aUmnn CUCTEM yrpaBrieHNs1 JOPOXHbLIM
[OBWKEHMEM MO BCEN CETU OCTAETCS CrOXHOW Npobnemoit. [ns Toro 4tobbl 4OCTMYL rnobanbHON ONTUMU3aUMKU BO BCEN CETH,
M3HayanbHO, crnegys MPUHUMMIY «pasgensd M BnacTBYW», HYXHO [OCTWYb afjanTUpyeMoro MexaHusma yrnpaBrieHus
CBETO(hOPOM Ha YpPOBHE OOHOrO NepekpecTka.

OcHoBHas npobnema B TpPaAMLUMOHHON CUCTEME yrpaBrieHnsa cBeTodopamm 3aKkrnoyaeTcsl B TOM, YTO OHU
paboTaloT B KayecTBe 3aKpbITOM CUCTEMbI MO OTHOLUEHMIO K BHELWHen cpege. [OpyrMMu crioBamu, OHU He
ABMNSAIOTCS afanTUBHLIMW K U3MEHEHWNIO COCTOSIHUS OOPOrK. Takoe ynpaBrieHne MOXHO Ha3BaTb «CrenbiM», Tak
Kak oHO paboTaeT BHE 3aBUCMMOCTU OT HaCTOSLUMX BHELHUX PaKTOpoB, YTO MPUBOAUT K HEOMTUMAarnbHOMY
NCMNONb30BaHWIO pecypca, T. . B AaHHOM Cryvae nepekpecTka.

ApanTvBHble MeTOAdbl MpeBpallalnT CTaTUYeCcKMn CBETOOp B XUBYHO CUCTEMY, pearvpyroLlylo Ha
BHELUHIOI cpedy. AQanTMBHBIN anroputM JOMXEH nornyyaTb WMHGOpMauMio OT [ETEeKTOPOB O MPUCYTCTBUM
YY4aCTHUKOB [OPOXHOIO [ABWXKEHMWS, 4YTOObl HacTpOUTb CUHXPOHM3auu curHanos u ¢a3. ObpaboTas
NHOPMaLMIO, OH CMOXET AaTb AOMNOMHUTENLHOE BPEMS HanpaBMneHMIo, C BbICOKOW Harpy3kon, nbo yMeHbLnTb
BpEMS MNU Jaxe OTMeHWTb aldy, B cryyae oTcyTCcTBMA Tpadmka. [eTeKkTtopbl TpaHcrnopTa MoOryT ObiTb
CrpynnupoBaHbl B TPU Knacca: AeTEeKTopbl Nof, Npoe3Xeln 4acTblo, AETEKTOPbI Hag NPOE3XeN YacTbio, a Takke
JeTekTopbl Ansa obHapyxeHnst 6e3MOTOPHOrO ABUXKEHMS.

C TOYKM 3peHus nporpamMMuMpoBaHWs, MNOAXOA K [AaHHOW 3ajade MOXHO HasBaTb areHTHo-
OpPUEHTUMPOBaHHLIM. Takon NoAXo4 CXOX C pearbHOW CUTyaumen, Koraa NHCNEKTOP JOPOXHOMO ABWMXKEHWUS CTOUT B
cpeavHe nepekpecTtka W ynpaBnseT ABWKEHMEM TPaHCMOPTHbIX CPeacTB M3 pasHbiX HanpasneHun. [log
CUCTEMOI KOHTponsa ceBeTodopa Moapa3yMeEBAETCA «areHT». 3afjada areHTa 3akrfo4vaeTcs B ONTMMarnbHOM
pacnpefeneHun npaeBa npoesga TPaHCMOPTHLIX MOTOKOB MO nepekpecTky 6e3 koHdnukta. B gaHHon 3apadve
MOXHO 3aMeTUTb [Ba BaXHbIX hakTopa: ONTUMarnbHOE pacnpeferneHve U OTCyTCTBUE KoHdnukTa. [oHATue
ONTMManbHOCTK ABNSAETCA abCTpakTHBIM B JaHHOM Crlyyae, Tak Kak OHO MOXET OnpeaenuTbCcs B 3aBUCUMOCTH OT
TpeboBaHui n cutyaumin. C 3TON TOYKM 3PEHUS MOSABMAIOTCA pasHble METOAbl ANA peanu3auun aganTUBHOroO
anropuTma.

[Ons peanusaumm paHHOM 3agayvm Haubonee nOAXOAAWMMU  SABMAOTCA anroputMbl Ha OCHOBE
WCKYCCTBEHHbIX HEWPOHHbIX ceTel. WCKYyCCTBEHHble HEWPOHHble CeTU - 3TO MaTemMaTuyeckue moaenu
opraHmMsauum pearbHbiX BUONOrMYECKNX HEMPOHHbBIX CETEN.

Ha gaHHbI MOMEHT cyLlecTBYeT 3 MOKOMEHUS NCKYCCTBEHHbIX HEWPOHHbIX ceTel (OMHapHble, YacTOTHO-
CKOPOCTHbIE, CNavKoBbIE), U AN KaXO0ro CyLeCTBYIOT pas3nunyHble BUAbl HEMPOHHbBIX CETel, 0AHaKo ANS Toro,
4YTOGbI Nt0Gass HEMPOHHasA ceTb Obina cnocobHa BbINOMHUTL MOCTaBMEHHYK 3aJady, ee HeobxoaMMo 06y4YnTb.
Ons uenei obyyeHuss cobupatoTcst AaHHble U dopMupytoTCs BblGOpkM OOyYalolwmx MNpUMEpoB, a Takke
KOHTpONnbHas BblbOpka. AHamoOrMyHO CylecTBYyeT W MHOXECTBO pasnu4YHbIX MOAX0A0B K 0Oy4veHuto. B
3akntoyeHne obyyeHnss NPoBEPSETCs afeKBaTHOCTb 00yYeHUs HEMPOHHOW CETU, MOCHEe Yero anroputMm rotoB K
pabore.

B kauyecTBe faHHbIX OTOOpPaxaroLwmx COCTOAHME Ha nepekpecTke Obiny BbIGpaHbl KONMYECTBO MALLUH Ha
nornoce u Bpems npoctosi. Ans pacyeTta koadhULNEHTOB AaHHbIX NapaMeTpoB Obina ucnonb3oBaHa HeVpoHHast
ceTb TUNa nepcenTpoH. [laHHaa HEWpPOHHAs CeTb MEXAY CNOSMU BXOOHbIX U BbIXOAHbBIX HEMPOHOB MMEET CBA3M,
NpoxoAsi NO KOTOPbIM NapameTpbl YMHOXaTCsl Ha HEKOTopbI KoaddumumneHT. MNpyu 06yveHnn HENPOHHOW ceTn
OaHHbIN  KO3(PULMEHT MPUHUMAET TaKoe 3Ha4YeHue, YTO NpU MPOroHE TECTOBbIX BbIOOPOK, HA BbIXOAE
nonyyaeTca 3HadeHue, Hambonee npubBNMKEHHOE K MpaBUNbHOMY 3HayeHus. Mo npeacTaBneHHbIM Bbile
napaMeTpam Wn3 CTaTUCTUYECKMX [OaHHbIX Obinn BblbpaHbl Heobxooumble M npousBedeHO obyveHue ¢
nocneayLLemn oueHkon acpPeKTMBHOCTH.

Takum o6pasom Obin padpaboTaH anroputM CUCTEMbI KOHTPOMS AOPOXHOrO OBMXKEHUS Ha OCHOBE
HENPOHHOWM CceTW, MoaXoAsiluMiA Ans MaclTabvpoBaHMsl U pearvpyrolwmuini Ha OBCTaHOBKY Ha MEepeKkpecTke B
pexume pearnbHOro BpeMEHMN.

Cnmcok Mcnornb30BaHHbIX UCTOYHMKOB!

1. S.shak, P. Kotha, C.Alecsandru, “Optimization of Dynamic Neural Network Performance for Short-Term Traffic
Prediction”. In Transportation Research Record, 1836, pp. 45-56. 2003.

2. B.G. Cetiner, M.Sari, Q.Borat, "A neural network based traffic flow prediction model’, Mathematical and
Computational Applications, Vol. 15, No. 2, 2010, pp. 269-278.

3. S. Pizzuti, F. Moretti, M. Annunziato Advanced Street Lighting Control through Neural Network Ensembling, The
Second International Conference on Smart Systems, Devices and Technologies, 2013, pp 76-81.
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OBECMNEYEHWE KAYECTBA KOPMOPATUBHOW
BUWOEOKOH®EPEHL-CBA3U

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

AnuceeHko M.A., Kouemkosa A.A.
HukynbwuH B.B. — k.m.H, doyeHm

B03MOXHOCTW COBPEeMeHHOro ceTeBoro 060pyAoBaHUsi MO3BONSIOT OPraHM3oBaTh BUOEOKOH(EPEHLICBA3L C y4YacTuem
[EeCSITKOB OKOHEYHbIX YCTPOWCTB, FEHEPMPYIOLLIMX U MOoMyyvaloWwmx MynbTUMEAUiHbIe AaHHble. Micxoas U3 3Toro, ocTpo CTOUT
npobnema BbliGopa ONTUMarnbHOM CUCTEMBbI BUAEOKOHMEPEHLICBA3N, KOTopas 06ecneynT Xopollee KayecTBO, HaOeXHOCTb U
6e3onacHOCTb CBSA3M.

OpHon 13 6a3oBbIX COCTaBMASOLWMX TexHonornn BuaeokoHdepeHucsasn (BKC) asnaetca obpaboTka u
nepegada BmaeodaHHbIX. B coBpeMeHHbIX ycrnosusx npumeHenns BKC Ha nepsoe mecTo BbiIxoasaT TpebosaHus
nonb3oBaTenen Kk Ka4ecTBy BuaeonHdopmaumm.

MporpammHas cuctema BUOEOKOH(EPEHLCBA3M NpeacTaBnseT coboi nporpammHoe obecneveHve Ans
TNOObIX CTAUMOHAPHBIX UM MOOUIBbHBIX YCTPOMCTB, OCHALLEHHbIX YCTPONCTBaMKU 3axBaTa M BOCMPOU3BEAEHUS
BMOEO u 3Byka. B kavectBe cepBepa BKC BbiGrpaeTcs nepcoHanbHbIi KOMMbOTEP C cooTBeTcTByoWwuM [10.
Mepenayva BUaeo4aHHbIX MOXET OCYLLECTBATLCA KakK B NTOKarnbHOW, Tak U rnobansHom ceTu.

[ns oueHkn kadectBa BKC cnegyet yuntbiBaTh NepegaBaemblit Tpadvk 1 BbibpaHHbIE BUAEOKOAEKN.

Ha QoS oka3sbiBaloT BNUSHNE:

— CKBO3Has 3agepxka (end-to-end delay) — 310 cymma 3agepkek Ha pasHbIX CETEBbIX YCTPONCTBAX, Yepes
KOTOpble NPOXOAUT MyNbTUMEOUMHbLIA TpadWK, OKa3blBaeT 3HAYUTENbHOE BIUSHWE Ha  BOCMPUATUE
nonb3oBaTenem,

— Bapuauus 3agepxku unu pkuttep (delay variation, jitter) — aTo M3aMeHeHne BpeMeHU NpubbITUS MexXay
nakeTamu, BBEAEHHOE NepPEMEHHON 3a4epKKOM nepeaayu no ceTu;

— noTepsi nakeToB (packet loss) — aTo oTbpackiBaHMe NakeToB B NepuoAbl neperpyxeHHocTn cetu [ITU-T].

Kaxpgpin knacc ceteBoro QoS, B uyactHoctM O u 1, KOTOpbIN onpedensieT NPUIOXEHUs peanbHOoro
BPEMEHWN, CO3[aeT OnpeferieHHyl KOMOMHAUMIO OrpaHuYeHun Ans 3HadeHun paboumx xapakrepuctuk. B
onpegeneHuax knaccos QoS B Tabnuue 1 npeacTaBneHbl rpaHuUbl CETEBbIX MOKasaTenewm KadectBa Mexay
nHTepdericammu nons3osartenb-cetb [MC3].

Tabnuua 1. HopMbl ons xapakrepuctuk ceter IP ¢ pacnpegenennem no knaccam QoS

Knaccbl QoS
CeTeBble XxapaKTepucTukm 0 1
B3apepxka goctaeku IP-naketa, IPTD 100 mc 100 mc
Bapvauun 3agepxku |IP-naketa, IPDV 50 mc 50 mc
KoadduumeHT notepu IP-nakeTa, IPLR 1x107 1x10°
KoadpdumeHT owmbouHbix IP-nakeTtos, IPER 1x10™ 1x10™

PacnpoctpaHeHHbiMM Bugeokogekam B cuctemax BKC sasnsiotca H.264 n VP8. [MepBblt cTan
WHAYCTPUanbHbIM  CTaHAapTOM Ans  BMAEOKOHMEPEHLUCBS3NW u obecneynn COBMECTUMOCTb Ha  obbIx
yctponcTBax. H.264 nmeet pacwumpernsa ana 6asosoro npocunsa (HP, SVC), koTopble MO3BONSAIOT MOBLICUTH
Ka4yeCcTBO BMOEO W CHU3UTb BPEMEHHbIE 3aA4€PXKKN CUMrHana, ogHako MOryT YBENUYNTb KONMYECTBO BblAENEHHbIX
pecypcoB 00paboTku 1 TPEOYHOT HanMUMs LWMO30B TPAHCKOAMPOBAHMS. CHKALWNX obLlee kadecTBO CBA3N [4].

B cBoo ouepenb VP8 sBnsietcs CcBOOOAHO pacnpoOCTPaHAEMbIM pELUEHMEM, UCMOMb3YHLMM
COBpPEMEHHbIE anropuTMbl CxaTus AaHHbIX. Kogek ycTomumB Kk notepe kagpoB, MMEET BbICOKYH) CKOPOCTb
JeKoanpoBaHMsa BUOEOMNOTOKA, Nerko BHeapsieM u yHuBepcaneH. OgHako KoAeK MeANEeHHbIN Npyu KOAMpOBaHUN,
OTCYTCTBYET Nnoaaepka B-kagpoB, UTO MOXET YMEHbLUNTb CTEMNEHb CXaTuWs, HO yrnpoLlaeT Aekoadep.

Takum 06pasom, 4ToGbl 0becnevnTb KavyecTBO BUOEOKOH(EPEHLCBA3N, crneayeT NPOBOAMTL CETEBOW
aHanu3 Tpadmka, C€O034aBaeMoro CepBEepOM W  KIMEHTaMU BUOEOKOHdEpEeHUUn U yy4nTbiBaTb BbIOOP
BMAEOKOAEKOB, KOTOpblE OMNPEenensioT OCHOBHYH BWOEOAPXUTEKTYPY Ansa noaaepxku npunoxenun BKC.
Heobxoommo y4yecTb GanaHCc Mexay KayeCTBOM BMAEO M CKOPOCTbH Mepefayvn AaHHbIX, 3awuTy OT notepu
OaHHbBIX 1 BO3MOXXHOCTb KOpPEeKLMM onbOoK, BpPEMEHHbIE 3aePXKKuN CUrHana.

Cnmcok Mcnornb30BaHHbIX UCTOYHMKOB!

1. ITU-T Recommendation H.360 — An architecture for end-to-end QoS control and signalling, 2004.

2. PexomeHpauns MCO-T Y.1541 — TpeboBaHusa k ceTeBbIM NMoka3aTensm kadectBa ANA CMyx0, OCHOBaHHbIX Ha
npotokone IP, 2006.

3. Kogeku BuaoeokoHdepeHLCBSA3U [OneKTpoHHbIN pecypc]. Pexum goctyna: http://www.ipvs.ru.
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UHTEIJEKTYAJIbHBIE AJTTOPUTMbI KITUMAT-KOHTPOJIA

Benopycckutl eocydapcmeeHHbIl yHUgepcumem UHGOpMamuku U paduo3ieKmpOoHUKU
2. MuHck, Pecnybnuka benapycb
Asdees /]. C.
Bopuckesuy A.A. — 8.m.H., npogheccop

BHYTPEHHWI KNMMaT NOMELLEHVIN BaXeH AN 340POBbA U NPOU3BOAMTENBHOCTM YenoBeKa, paBHO Kak u
Ons HeKoTopbIX Npou3soacTs. Cuctembl 060orpeBa U KOHAULMOHUPOBAHMS LUMPOKO UCMONb3YHOTCA, Kak B XWUMbIX U
OUCHBIX, TaK 1 B MPOMBbILLINEHHbIX 30aHUSIX.

Cuctembl oborpeBa U KOHOMLMOHMPOBAHMSA BO3dyXa SABMSATCA OOHMM M3 OCHOBHbIX MOTpebuTtenen
3HEpPrMn 1 OKasblBalOT 3HAYMTENbHOE BMAMSHWE Ha obLlee MCMNONb3oBaHWEe 3HepruM gomamuv 1 3gaHusavn. B
HEKOTOpbIX CTpaHax noTpebneHue 3Heprumn TakMMu cuctemamu moxeT gocturate 40% OT BCew 3Hepruu,
ucronb3dyemoinn 3gaHuemM[l]. Takum obpas3om, acpdekTMBHOE ynpaBrneHne noTpebrneHnem 3Hepruu cucteMammu
KMMMaT-KOHTPOIA MOXET MPUBECTU K 3HAYUTENBHON 9KOHOMUW 3HEPTUM ONA BCEN SHEPrOCUCTEMBI.

B pesynbTtate paspaboTku B obnact ONTMMM3aLMM CUCTEM KIMMAaT-KOHTPOMNS MpuobpeTaloT BaXkHoe
3HayeHue B yNpaBneHun aHepronoTpebneHnem.

Llens paboTbl cocTouT B TOM, 4TOObI peanu3oBaTb anroputMm nogaepXaHusa TemnepaTypbl B MOMELLEHUN
Ha KOM(OPTHOM YpPOBHE, MUHUMU3NPYS MPU ITOM NOTpebrneHue anekTpoaHeprun. TemnepaTypa B NMOMELLEHUN
OonucbIBaeTCA ypaBHEHMEM TeNnoBoro banaHca:

A = CpTh

roe A — KonuyectBo norydeHHon Tennotbl, Cp, — TennoemkocTb nomelleHus, T, — Temneparypa
NoMEeLLEHUS.

TeopeTunyeckn, 3ppeKTUBHBIN anroputM MOXHO BbIBECTU U3 ypaBHEHWS TennoBoro 6anaHca, NoACTaBUB B
Hero Bce BO3MOXHble (aKTOpbl, BNAIOLWME HA NEPEHOC Tenna, Hanpumep, CONTHEYHOE U3NyYeHne, BEHTUNSLMIO,
norogHble YCroBUSI CHapPYXy MNOMELLEHUsi, TEennonpoBOAHOCTb CTeH WM T.4. Ha npaktnke 310 noTpebyer
3Ha4UMTENbHOro 06 bEMA UCCNELOBaHUN KaX0ro KOHKPETHOIO MOMELLIEHUS.

AnropuTMbl MalMHHOTO OOyYeHWs He TpebyloT SBHOrO yyeTa BCEX BO3MOXHBLIX (DAKTOPOB Ha aJTane
nporpaMMmnpoBaHus. Takne anropuTmbl ynyyLlalT cBOK 3(PEeKTMBHOCTb B npouecce obyyeHus, yumTbiBasi BCHO
COBOKYMHOCTb (DaKTOPOB, BIUSIIOLLUX Ha CUCTEMY, XOTH M B OTCYTCTBUE MHpOpMaumMM O BIAWSIHUKM KaXOoro
dakTopa B oTaenbHoCcTM. OB0BLLEHHBIN MEXAHW3M MaLLUMHHOIO O0YYEHNS NPEACTaBIEH Ha pUCYHKe 1.

TpeHuposoy
AaHHbIe
O6paTtHan cBA3b

Anroputm — — — _I
MaWWHHOTO
oBy4eHns |

Tecrobie Mvnotesa > Menc me
AaHHbIe

Puc. 1 — mexaHn3m MalumMHHOro obyyeHus

MoaTtomy npeacTaBnsieTcs LenecoobpasHbiM NCMONb30BaTh anropuTMbl MALLIMHHOTIO O0yYeHUs Takue, Kak
CUCTEMbI C HEYETKOWN ITOTMMKOW, HEMPOHHbIE CETU, YNpPaBIieHNe C MPOrHO3UPYOLWUMN MOLENSAMU U reHeTUYeCKMe
anropuTMbl.

MpeumylecTBO HeEYETKOW FOrMKM 3akmnyaeTcs B TOM, YTO KOHTPOMMep, MOCTPOEHHbI C ee
NCMONb30BaHUEM, HE HYXXOAeTcsl B TENSIOBOM MOAENW MOMELLEHUS, NMO3ITOMY €ro Nerko NpPUMEeHsiTb B cUcTeME
Knumart-koHTpons. Cuctema He4YyeTKoM FOrMKM ONTUMMU3UPYETCSt C MOMOLLBIHD anropuTMa 0by4eHuUsi HENMPOHHOW
ceTn.

MepcneKkTVBHBIM METOAOM SABMASETCH METOA YNpaBMneHWs C MPOrHO3MPYLWMMU Modensmu. OToT MeToq
ynyylIEeHNEM KIAaCCUYEeCKOro ynpaBneHns C oTpuuatenbHou obpaTHOW CBsi3blo, B KOTOPOM YYMTbIBAETCS
npeackasaHve nosedeHNs o6beKTa ynpaBneHns Ha pasnuyHble TuMnbl BXoAHbIX Bo3gencTeui. ObpaTHas cBA3b B
TaKMX CUCTEeMax YNpaBneHWs WCMOoNb3yeTcAa ANns KOPPEKTUPOBKU HETOYHOCTEN, CBA3aHHbIX C BHELLUHWMU
noMexaMmum M HETOYHOCTBbIO MaTeMaTudeckon mogenu obbekta ynpaenenus. [Ons Hero TpebyeTtca noctpoutb
Mogenb Tennosoro 6anaHca B NOMeLLEeHMN 1 B MHAOPMaLMM O NOTOAHBIX YCIOBUSAX U3 MeTeonporHosa. [laHHas
MoZernb oNTUMU3NPYETCA MPW NMOMOLLM FreHETUYECKOro anroputmMa.

Peanusauma un wuccnepoBaHve BbllleHa3BaHHbIX anropyutMoB MpoBedeHbl B cucteme MATLAB.
PesynbTaTbl MccnenoBaHus Mo3BONSAT caenaTtb BbIBOA4 O NMPUMEHMMOCTM MalUMHHOrO obyyeHuns B cuctemax
KNMMaT-KOHTPONS ANA NOAAEpXaHus TemnepaTypbl B MOMELIEHMM Ha KOM(OPTHOM YPOBHE U MUHMMM3aLmn
noTpebneHnsa anekTpo3Heprum.

Cnm1cok Mcnosb30BaHHbIX MCTOYHUKOB!

1. Sai Ram Gubba, Wen-Tai Li, Wayes Tushar, Chau Yuen, Naveed Ul Hassan, Kristin Wood, Chao-Kai Wen, and H.
Vincent Poor, Energy Management by Controlling Air Conditioning Systems in Residential Settings - Indian Institute of
Technology, Singapore University of Technology and Design, Lahore University of Management Sciences, National Sun Yat-
sen University, School of Engineering and Applied Science, Princeton University

2. Sowjanya Param, Electricity Demand Prediction Using Artificial Neural Network Framework - North Dakota State
University of Agriculture and Applied Science

3. Feng Zhang, Building Temperature Control with Intelligent Methods - University of Denver
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3ALLNTA UHOOPMALIUA B IP-CETAX

Benopycckuli 2ocydapcmeeHHbIll yHUsepcumem UHopMamuku U paduo3/IeKMpPOHUKU
2. MuHck, Pecrniybniuka benapycb

Uepba A.C.
Acmposckuli .. — k.m.H.,0ouyeHm

B Hawwn AgHM nHdOpMaumMs CTaHOBUTCA OAHMM M3 OCHOBHbIX CPeACTB pelleHus npobrnem u 3agad
rocyaapcTBa, pasnuyHbIX KOMMEPYECKUX CTPYKTYP M OTAENbHbIX NIOAEN.

C TOYKM 3peHns 3awmTel MHopMauna obnagaet psgom CBOMCTB:

WNHdopmauma [ocTynHa 4erioBeKy, eCiim OHa COAEpPXWTCA Ha MmaTepuanbHOM Hocutene. Pasnuuator
HOCUTENW - WUCTOMHWMKM WHOpMauMW, HOCUTENM - MEPEHOCHMKM MHGOPMauMM U HOCUTenu - nosfyyaTenu
nHopMaL M.

LleHHOCTb MHbopMauum oueHMBaeTCs CTeneHbio MONe3HOCTU ee AnA nonb3oBaTensd (COOGCTBEHHWKA,
Bnagensua, nonyyatens). WHdopmauma moxeT obecneyvBaTb €€ MNOMb3oBaTeEnNio  onpeaeneHHble
npevMyLlecTsa: NPUHOCUTL NPUBLINbL, YMEHbLUUTL PUCK B €ro AesTenbHOCTM B pesynbraTe npuHATUS 6Gonee
060CHOBaHHbIX peLleHnin 1 T.4.

NHdopmaumio MoOXHO paccmaTtpmsaTh kak Toeap. LieHa nHdopmauwmm, kak noboro ToBapa, cknagbiBaeTcs
13 cebecTommocTy 1 NpubbInu.

CebecTonmocTb onpeaenseTca pacxogamu Bnagensla nHpopmauum Ha ee nonyvyeHne nytem:

- NpOBeAEHNS UCCNEeAOBaHWIN B Hay4HbIX NabopaTopusix, aHanMTUYecknx LeHTpax u 1.4.;

- NOKYNKW1 MHdopMaLmu;

- pobbiBaHWSA MHOPMaLWK NPOTUBOMNPAaBHLIMW AENCTBUAMU.

Mpunbbinb oT MHbOpMauMM BBUAOY €e OCOBEHHOCTENW MOXET MPUHMMAaTb pasnuyHble OopMbl, MpuyYem
OEHeXHOe ee BblpaXeHue SIBMSeTCA He caMoW pacnpocTpaHeHHon dhopmon. B obwem crnyyae npubbinb oOT
nHcpopMaLm MoxeT BbITb MONyYeHa B pe3ynbTaTte CreayroLmX AeNCTBIA:

- Npodaxu nHdopMaummn Ha pblHKe;

- mMaTtepuanusauum nHopMauMnm B NPOAYKLMIO C HOBbIMW CBOWCTBAMMW MM TEXHOMOMMM, NMPUHOCALLMMM
npuobInk;

- MCMOnb30BaHMA UHMOPMaLMKN ANS NPUHATUS 6onee aPEKTUBHBLIX PELLEHUIA.

LleHHOCTb MHpOopMaLmn n3meHsieTcs BO BpeMeHu. PacnpocTpaHeHne nHdopmaummn 1 ee ucnonb3oBaHue
NPUBOASAT K U3MEHEHMWIO €€ LEHHOCTU W LieHbl. XapakTep U3MEHEHWs LIeHHOCTM BO BPEMEHM 3aBUCUT OT BuAa
nHpopmaumm. LleHHocTb GonbluMHCTBA BWMAOB MHAOPMaLMK, LMPKynupylowen B obliectBe, CO BpeMeHeM
yMeHbLUaeTcs — MHdopMaums crapeerT.

HeBo3amoxHO 00bekTMBHO (6e3 ydyeTa nonesHocTM ee Ana noTpebuTtens, Brnagenbua, coOCTBEHHMKA)
OLEHWTb KOMMYECTBO MHAOPMaLMN.

Mpw KonNupoBaHUK, He N3MEHSAOLLEM NHAPOPMALMOHHBLIE NapaMeTpbl HOCUTENS, KONNMYeCcTBO MHopMauun
He MeHSieTCH, a LeHa CHMxaeTcs. Tak kak Mpyu KaXaom KOMMPOBaHWM YBENUYMBAETCS YMCIO €€ 3aKOHHbIX U He-
3aKOHHbIX MOMb3oBaTenem, To B COOTBETCTBMM C 3aKOHaMU pblHKa LieHa yMeHbLuaeTcs [1].

Beugy passuTrs MHOOPMALMOHHBIX TEXHOMOMMIA, Ha NPEANPUSTUSX U B FOCyAapCTBEHHbIX YUYPEXOEHUsIX
6onblwas YacTb nHopmauum obpabaTtbiBaeTca C UCMONb30BaHMEM CPEACTB BbIYUCIIUTENBHON TEXHWKM. YTOObI
obecneynTb onepaTvBHbIN OBMeH U 0B6paboTKy MHOPMauMK, a Takke NOBbICUTb 3PdEKTUBHOCTL PaboThbl
COTPYOHWUKOB, CTPOSATCA KOMMbIOTEPHbIE CETW, 4YTO, B CBOK OYepedb, BbI3biBAaeT Mpobrnemy 3almThl,
obpabaTbiBaemMon Ha cpeAcTBax BbIMMCIMTENBHON TEXHWKM U NepeaBaeMoi No ceTv nHopmaumm.

Ona sawmTbl MHGOPMaumn cnedyeT pernameHTMpoBaTb AOCTYN K MHAOPMAaUMOHHBIM pecypcam Mexay
COTPYAHWKaMX MpeanpuaTUs UM NpegoTBpaTtuTb  HECaHKUMOHVMPOBAHHBIA  OOCTYN K AaHHbIM Kak W3HYTpW
KOPrMopaTUBHOW CETW, Tak 1 N3BHE.

3awmTa wHpopMauunm — [OeATenbHOCTb MO NPEeAOTBPALLEHVIO YTEYKM 3alimaeMon mHdopMaumm,
HECaHKLUMOHMPOBAHHbBIX M HEenpegHaMepeHHbIX BO3AENCTBUM Ha 3awimuwaemyto nHpopmaumio. K sawmwaemon
OTHOCMTCA MHGOPMaLVs, SBASOWAACA NPeaMeToM COGCTBEHHOCTU M NOANeXallas 3aluTe B COOTBETCTBUM C
TpeboBaHWAMU, yCTaHaBNMBaEMbIMU COBCTBEHHUKOM MHGOpMaLmK [2].

CylecTByeT ABe KaTeropum yrpo3 MHAOPMaLMOHHON 6e30nNacHOCTV MHTENNeKTyansHOM COBCTBEHHOCTM
opraHu3aumm — BHELLHNE 1 BHYTPEHHWE Yrposbl. [laHHas knaccudmvkaums npegycmatpysaeT pasgeneHune yrpos rno
noKanu3auun 3noyMblLLNEHHVKA (MM MPECTYNHOW rpynnbl), KOTOPbIA MOXET AENCTBOBATL KakK yAanéHHO, NbiTasChb
nony4nTb AOCTYN K KOHMAEHUManbHOM MHdopMaunvM npeanpusaTua npyv noMoLwm CeTn WHTepHeT, nunbo xe
AencTBoBaTb NOCPeACTBOM AOCTYNa K BHYTPEHHUM pecypcam | T-uHdpacTpykTypbl o6bekTa.

B cnydyae BHelHWUX aTak, MPECTYNHWK MLLET YyA3BMMOCTM B MH(POPMAaLMOHHOW CTPYKTYpe, KOTOpble MOryT
AaTb eMy [AOCTYN K XpaHunuwam [aHHblX, KIoYeBbIM y3Mam BHYTPEHHEW CeTu, NoKanbHbIM KOMMblOTEPaM
COTPYAHUKOB. B 3TOM crnyyae 3noyMbILLNEeHHMK NOMb3yeTCs LUMPOKUM apCceHannoM UHCTPYMEHTOB U BPEAOHOCHOTO
nporpamMmmHoro obecneyveHusi (BMPYCbl, TPOSiHbI, KOMMbIOTEPHbIE 4YepBW) ANS OTKIOYEHWS CUCTEM 3alluThl,
LUNMOHaXa, KonmpoBaHus, danscnmKaLmn N YHUHTOXEHNS AaHHbIX, HaHeCceHUst Bpeaa dmandecknm obbekTam
cobCTBEHHOCTU U T.A4.

BHyTpeHHVEe yrpo3bl mogpasymeBalT Hanuyne OOHOTO WM HECKONbKMX COTPYAHWKOB MPEeanpuaTuS,
KOTOpPbIE MO 3MOMY YMbICIY UMK MO HEOCTOPOXXHOCTU MOTYT CTaTb NMPUYUHON YTEYKN KOHUAEHUMANbHbIX AaHHbIX
UNn LEeHHON nHpopmauum. PaccMoTpum 3Tu KaTeropum puckoB MHGopMaLmMoHHON 6e3onacHocTh nogpobHee.
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Ons pelueHns npoGnem, CBsi3aHHbIX C 3alIMTON MHOPMaLUM HeoOGXOAMMO MOCTOSIHHO OTCREXWBATb,
aHanu3upoBaTb U CUHTE3UpPOBaTb OMepaTUBHbIE OaHHble, KacallluMecsl atak Ha MHGopMauuio, CTPeMUTLCS
BblAENsATb HOBblE Yrpo3bl U OLEHMBATb PUCKWU, CBA3aHHblE C HUMW. BaxHo nogbupaTb Hanbonee nopxoasiuve
cnocobbl 3aWmThl UHOPMAaLIMK, C LENb0 MUHUMW3ALMN pUcKa NOTepW KOoHuaeHUMansHom nHdopmaLmm.

[ns ycnewHon 3awmTbl MHGOpMaLmmn TpebyoTCa CneumnanucTbl ¢ rmy»BbokruMu 3HaHNAMKU B 3TOM obracTu u
onbiToM paboTel. ObyyeHune B aToi chepe TpebyeT BonblUMX 3aTpaT u BNOXeHun 1 T.4. Hanbonee npuemnembiM
OOMOMHEHNEM K TNEKUMOHHBIM 3aHATUAM W U3YYEHUI0 NnTepaTypbl SBMSAETCA NpUMeHeHue obyyarowmx wu
TecTupytowmx nporpaMMm. OHU MO3BONSIIOT MOAENMPOBaTb pPasfMyHble CUTyauun (Yrposbl, NOoTeHUMarnbHble
NPOHUKHOBEHWSA) U pa3pabaTtbiBaTe HOBbIE CNOCOOLI 3aLUNThI.

B pabote Hame4daeTcsa caoenatb oGy4yaloLlylo nporpammy, kotopasi obnerymt obyyeHue cneumanucToB B
chepe 3awmTbl MHDOpMaLMK.

Cnu1cok Mcnonb30BaHHbLIX UCTOYHMKOB:
1. OnekTpoHHbIV pecypc. — Pexum goctyna: https://studfiles.net/preview/4515436/

2. WaHbruH B.®.. MHdopmaumnoHHasa 6esonacHocTb 1 3awmta nHgopmaumm. M: MK Mpecc, 2014, 702c.
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TEXHONOINnA MPLS L3VPN

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Ckpunenésa A.A.
CanomamuH C.b. — K.m.H.,0oueHm

Ha cerogHAWHUA AOeHb OOMbLUMHCTBO OpraHusauunin 1 NpeanpusaTuini. UMeT TeppuTopuanbHO  pacnpeneneHHyo
CTPYKTYpPY, BCIIEACTBME Yero BO3HMKAET HeobXOoAMMOCTb 00beAMHEeHWS NoKanbHbIX BbIMMCIIUTENBHBIX CETEN TepputopuanbHO
pacnpefeneHHbIX unuanoB B OfHY KOprnopaTtuBHyto ceTb. Kpome ToOro, cywecTtByloT npobnembl 3awutbl MHOpMaLmm,
ayTeHTMdVKaLMM 1 aBTOpU3auMn nonb3oBaTenen, NpefocTaBneHns [ocTyna K pecypcam, obecrneveHve HesaBMCMMOCTU
aApecHbIX NPOCTPaHCTB. OTU 3afJayv B HACTOsLLEe BPeMs MOMOraeT peLlnTb TEXHONOMMA BUPTYanbHbIX YacTHbIX ceTen VPN (
Virtual Privat Network).

Moa TepmmHomM VPN noHMMaloT Kpyr TexHonorni, obecneymsaroLLmx 6e30nacHyro 1 Ka4eCTBEHHYIO CBA3b
B rnpegenax KOHTPONMpyemow rpynnbl nons3oBartenen no oTKpbiTon rnmobansHon cetun. Llenb cosganna VPN
CBOAMWTCHA K MakcumarbHOW cTeneHn ob60cobreHns NoTOKoB AaHHbIX OAHOrO NPeAnpUATAS OT MOTOKOB AAHHbIX
BCEX APYrux nonb3oBaTenemn cetu.

MPLS (Multiprotocol Label Switching) — mexaHn3m nepefaym gaHHbIX, KOTOPbIN AMYNUPYeT pasnuyHble
CBOWMCTBa CETEN C KOMMYyTaLMel KaHamnoB NoOBepx ceTen ¢ kommyTaumen naketoB. MPLS paboTaeT Ha ypoBHe,
KOTOPbIN MOXHO BbINIo Bbl PACNonNoOXnTb MEXAY BTOPbIM (KaHanbHbIM) U TPETbUM (CeTEBBIM) YPOBHAMWU MOAEN
OSI. OcHoBHbIM NpenmyLiectBoM MPLS cuntaeTcs yckopeHue CKOpOCTU MPOABWMXEHMS NakeToB B sSiApe CeTu.
MPLS nosBonsieT co3nasatb Layer 3 VPN, He npuberas k TYHHENMPOBAHUIO U LUINGPOBAHUIO.

Moctpoenne MPLS L3VPN npecnegyet cnegywouwue 3agadn: obecneyeHue 3alimTbl COEAUHEHUS,
TpebyemMoro kayecTsa 06CnyXMBaHNS U pacLUMPAEMOCTb MHPPACTPYKTYpbI.

[ns pewweHuns noctasBneHHbIX 3a4ay npeacTtaBneHo Tpyu komnoHeHta MPLS L3VPN:

1. KoMnoHeHT ong pasgeneHvs mMapLupyTManpyembix AaHHbix nonbsosatenen: VRF (Virtual Routing and
Forwarding).

2. KomnoHeHT ans obmeHa MapLupyTU3vMpyembiMU AaHHbIMM nonb3oBatenewi: MP-BGP (Multiprotocol

BGP).

3. KomnoHeHT ans rmbkoro ynpasneHusi MapLupyTU3MpyembliMmn aHHbIMU: TE.

Traffic Engineering (TE) — 3TO BO3MOXHOCTb YNpaBMneHWs HamnpasfeHVemM MpOXOXAeHus Tpadwuka ¢
Lenbio BbINOMHEHWS OnpefeneHHbiX YCNoBWM (pe3epBMPOBaHWE KaHanoB, pacnpefeneHue 3arpysku ceTw,
H6anaHcmpoBKka 1 NpefoTBpaLLeHne neperpysok).

OcHoBHon mMexaHu3m TE B MPLS — ucnonb3oBaHne ofHoHanpasneHHbIx TyHHenen (MPLS TE tunnel)
ONS 3a4aHns NyTU NPOXOXAEHWSA onpeaeneHHoro Tpaduka.

Ha pucyHke 1 nokasaH nyTb nepegayun naketoB MPLS L3VPN, cosgaBaemon nposangepom.

—> .| layer2(P1-P2) | MPLS,L:3015:0 | MPLS, L:100S:1 [ Layer3,IP |.. —>

h
201 (:)r:;sport) sWap pop pop
100 (VPN) 201301 301 100

Puc. 1 - MNyTb nepepaun naketos MPLS L3VPN

B coctaB onopHow 4vactm cetu (core network) Bxogat P-maplpyTtmusatopbl (natvHckas Oyksa «P»
o603HavaeT nposangepa). B Tepmunonornm MPLS st P-mapLipyTnsaTopbl HasbiBalOTCS KOMMYTUPYOLWUMUA MO
mMeTkam mapLupyTtusatopamu (Label Switch Routers — LSR). Nepegava ocyLiecTBNAETCS C NOMOLLbIO CBOMUHra
MEeTOK, a ynpaBneHue — C MOMOLLbl0 npoTokona pacnpeneneHns metok (Label Distribution Protocol). Otu
MapLUpyTU3aTopbl HE OCBEAOMSIEHbI O CYLLECTBOBaHUN BUPTYarnbHbiX YacTHeix ceTer (VPN) 1n He yyacTByioT B
BGP-obmeHe, KoTopblii npoucxoanT Ha PE-MapLupyTusaTtopax.

PE-mapwpyTtusaTtopbl  (nepudpepuiiHylo  4acTb CeTu npoBamgepa) OOIPKHbI MpucBamBaTb NakeTy
HayarnbHyl0 MEeTKy Mpu ero nocTynneHun B onopHyto cetb MPLS (MPLS core) n yaansats 3Ty METKy B MOMEHT,
KOrfa nakeT NoKMaaeT ceTb.

CE-mapuwpyTtusatopbl (nepudpepus ceTu 3akasyuka) nogknwoyarTtcs k PE-mapwpytusatopam un He
TpebyoT cneynanbHon moaudukauum ans nogaepxkm MPLS-VPN.

59



54-g Hay4Hasi KOHGhepeHUUs acrupaHmos, MazucmpaHmos u cmydeHmos BI'YUP, 2018 e.

PE-maplupyTusaTopbl CBsi3blBalOTCS ApYr C OPYyroM MO MHoronpoTokonbHoMy BGP anss obmeHa
nUHdopmauuer o noakntodeHHbIx VPN.

Kaxpoe yctporicteo MPLS PE nopgepxuaet no ogHon Tabnuue VRF (Tabnuua mappyTtnsaumm um
nepegayn VPN). MPLS-ycTpoincTBO naeHTduUUMpyeT MapLupyThl, OTHOcsALWMecs Kk onpeaeneHHon cetn VPN c
NnoMoLLbI0 «pasnuynTens MappytoB» (Route Distinguisher — RD), koTopblin npucBanBaeTcs BCEM MapLupyTam
cootBeTcTBytowero CE. 3tn «pasnuuntenn» (RD) mnmetoT 3HayeHue Tonbko Ans PE-ycTponcts, Tak kak P-
MapLUpyTU3aTOpPbl KOMMYTUPYIOT SYEWKN UMW MaKeTbl HA OCHOBaHUW MHOPMaLun, 3aKIioYEHHON B METKax.

MaructpanbHasa agpecauus, KoTopas UCnonb3yeTcs AN NOAKMYeHNs P-mMapLupyTnsaTopos, NOMHOCTbLIO
oTaeneHa OT agpecauuun, ucnonb3dyemon pans  nogknodeHnss CE-mapipytu3atopoB. OTM OBe CXEMbl
MapLIpyTU3auum HUKaK He B3aMMOENCTBYIOT Mexay coboi. PE-mapLupyTu3aTopbl COXpaHsoT agpeca onopHOWn
ceTn B rmobanbHon Tabnuue maplipyTusaummn, KoTopas XpaHutcs oTgenbHo ot Tabnuuy VRF, roe HaxoasTcs
OaHHble 060 Bcex MapupyTtax kaxgon VPN, k koTopon nogkntoveHbl cantbl CE. Kaxagas Tabnuua VRF nveet
Tak HasblBaeMyr «nonuTuky umnoptax» (import policy), koTopas onpegenset, kakme obHoBneHunss PE cnegyet
NPUHSTB, U «NOMUTKKY 3KcrnopTay (export policy), onpeaensiowyto, Kakme MapLUpyThbl crneayeT o6bsaBNSTh.

Korga PE-ycTtporictBo npucBauBaeT MeTKy Ha rpaHuue cetm MPLS, ata meTka TOYHO onpefensieT Becb
MapLUpyT, MO KOTopoMmy ByaeT nepeaasaTbCs AaHHbIM NAKeT B 3TON ceTu. ATO Npoucxoaut notomy, 4to LDP yxe
onpepenun, kakas Bxofsllas MeTka ByaeT 3aMeHATbCA Ha COOTBETCTBYIOLLYIO MCXOASLLYI0 METKY Ha Kaxaom P-
mMapLipytusaTope C Tem, 4ToObl nakeT Obin [OCTaBMeH B KOHEYHbIM MYHKT Ha3HadeHus. [Moatomy MPLS
npegcraensgeT cobov opmy MapLupyTU3aumMm OT WCTOYHWMKA, TaK Kak TONMbKO Ha nepudepun npuHUMmaeTcs
peLleHne o MapLupyTe.

Kaxabli norpaHuyHbIn - MapLupyTM3aTop 3aka3yMka [OIDKEH WHXEKTMpOoBaTb CBOM MapLupyTel B
cooTBeTcTBYOLWMe Tabnuubl VRF, onpeneneHHble B MPLS-cetn ans gaHHon VPN. OTa 3agaya BbinonHseTcs
MOrpaHNYHbIMU MapLUpyTM3aTopaMy 3akasyuka, HaCTPOEHHbIMW Ha nepefavy WHopMauum O MapLupyTax,
HeoOxoaMMbIX Opyrum canTam cBoew ke VPN. [ns aTod nepejadym MOXeET WCMONb30BaTbCs CTaTMyeckas
MapLupyTusaums, a Takke mappyTtusaums BGP.

MpumeHeHne TexHonorum MPLS pgaeT BO3MOXHOCTb MapLUpyTM3UpyeMbIM Maructpansam nposavgepa
nogaepxmeatb VPN-cetm wun oGecneuvMBaeT Mpo3payHOCTb MeEXaHM3MOB 3-T0  YpPOBHA [Jaxe 4epes
NHMPaCTPYKTYpbl 2-r0 ypoBHA. Takon Noaxop No3BOMseT co3fdaBaTb 3aKpbiTble MONb3oBaTenbCKue rpynnbl U
CBSI3aHHbIE C HAMM CNYXObl.

Cnncok UCnonb30BaHHbIX UCTOYHMKOB:

1. Cisco Systems, MocTpoeHue BMpTyarbHbIX YacTHbIX ceTeit (VPN) Ha 6ase TexHonoru MPLS
2. BexuHrep M. BesonacHoctb MPLS VPN. — MHanananonuc: Cisco Press, 2005. — 312c.

3. lentH J1. OcHoBbl MPLS. — MHanananonuc: Cisco Press, 2007. — 651 c.
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METOAUKA UBMEPEHUA MHOUKATPUCBHI PACCEAHUA
BECIMUIOTHbLIX NETATEJIbHbIX ANMAPATOB

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Ypsidos B.H., ModnyxHsbiti A.U.
Ypsdos B.H. — k.m.H.,0oueHm

OcHoBHbIMK ncToYHUKamMK VIK-nanyyvenna BITA ABRSAOTCA ero cunosasi yCTaHOBKa WM COCTaBHble anemeHTbl (6nok(-u)
uMnNuHApoB, ronoska(-u) 6noka umnuHapos (I BLI), cuctema Bbinycka oTpaboTaHHbix ra3oB (Ol1), a Takke CTPys BbIXIIOMHbIX
rasoB. MeponpuaTus, HanpaBrneHHble Ha cHwkeHne WK-uanyyeHns moryT nmpuBecTu K HexenartenbHbIM U3MEHEHUSM NETHO-
3KCMNyaTauMoHHbIX xapaktepuctuk BJIA, a Tawke noBnuaTb Ha 6GoeByl 3ddeKTMBHOCTL. MeponpusiTUS MO CHUXEHWUIO
nMHdpakpacHon 3ameTHocTn BJTA aBnsioTca aMEMEKTUBHBIMKW, B Cry4ae €CNM OHW HE W3MEHSAT TaKTUKO-TEXHUYeckue
xapaktepuctukm JTA npu SOCTUXEHUN 3adaHHbIX ypoBHen NK-nanyyeHums.

Mpn npoBefeHWM aKcnepuMmeHTanbHbIX uUccrnegoBaHun BJIA  ycTaHaBnmMBaeTcs Ha MNOBOPOTHOM
yCcTpoicTBe (ModBelumBaeTcs Ha MNOOBbEMHOM KpaHe). Pasmepbl nnowagkv npu 9TOM [OSMKHbI NO3BONATb
pa3MecTuUTb N3MepuTenbHbI NpUbop Taknm obpasom, 4TOObLI ccnegyeMblt 06 BEKT NOMHOCTBLIO Nonaaan B none
ero 3peHus. ins Toro 4Tobbl UCKMYNTL BNNSHME (DOHOBOWN 3aCBETKW, M3MEpeHnst HeobxoanMo NPoBOAUTL MMBO
B SICHYI0O morogy mocrne 3axofa conHua nubo B macMypHyt norogy, HO Npu YCROBWUM OTCYTCTBMS OCaAKOB WK
TymaHa. MiamepeHus nHauvkatpucel criegyet npoBOAMTb B HECKOMbKUX pexumax paboTbl CMMOBOW YCTaHOBKW:
OpCaXHOM. KPENCepcKOM M MONEeTHOM Manom rase. [Ans nocTpoeHns MHAMKaTpucbl Heobxoammo Bblbupatb
[OCTaTO4YHOE KONMWYECTBO YINOB BU3WPOBAHUS W Liar WX PerynvpoBaHus, Tak Kak OONbLUMHCTBO TOMOBOK
caMoOHaBeZeHus ynpaensiemblix pakeT paboTawT B gmanazoHax 1,8-3,2 mkm, 3,5-5,5 Mkm, 6-4 Mkm. To u
n3MepeHus cnegyeTt NpPoBOAWTb B AaHHbIX CMEKTpanbHbIX Avana3oHax. Mamepenuns B WK-gnanasoHe cnegyet
nNpoBOAUTL B ONpeaeneHHon NnocnegoBaTenbHOCTH:

1. ycraHoBka n cpukcaumns BJ1A B npocTpaHcTBe ANA AOCTUXEHUSA TpebyeMbIX yrioB BUSUPOBaHNS;

2. HaBefeHve u3MmepuTenbHoro npubopa (Tennosm3opa, pagvoMeTpa) Ha OObLEKT W3MepeHus npu
MOMOLLM BU3MPHOIO YCTPOMCTBA NNBO C y4eTOM MaKCUMarnbHOro MPUHNMAEMOro CUrHana;

3. wnamepenue ooHoBoro WK-usnyyenuss npu HepaboTtawowem gsuratene. B cnyyae npumeHeHus
pagnomeTpa (6e3 BO3MOXHOCTU BU3yarnbHOro HaBedeHus);

4. BbIBOA ABUraTens Ha Heo6XO0AUMBIN PeXUM 1 cTabunm3auuns ero B Te4eHne 3agaHHOro BpemMeHu;

5. wuameperune NK-nanyyeHmsa npnbopom.

B xoge usamepeHuin HeobGXoAMMO Takke perucTpupoBaTb TemrnepaTypy, OTHOCUTENbHYK BaXHOCTb,
aTmochepHoe AaBneHvne BO3fdyxa, paccTosHWe OT M3MepuTensHoro npubopa Ao ob6bekTa yron BU3NPOBaHWUS U
asnumyT.

Ounarpamma adpekTBHOM NOBEPXHOCTU PaccesiHnsa neTaTenbHOro annapara Ha pucyHke 1:
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Puc. 1 — narpamma agpdeKTMBHON NOBEPXHOCTM paccesHWs netaTensHoro annaparta

Mpn npoBegeHnn u3MepeHWn Tennosu3opamu HeobxoanMo npeobpas3oBaTb pesynbTaT U3MepeHui
nonyyYeHHbIX MaTpuy TemnepaTyp (TepMorpamm) B 3SHepreTuyeckne xapaktepuctukn. Ha nepsom aTane
npeobpa3oBaHWin HeOBXOAMMO Bbipe3aTb M3 TEPMOrpaMM SYelrikM KoTopble He OTHOcATCA K obpa3sy obbekta
nccnenoBaHWs, C  LENbl  WCKIOYEHUS  BAUSHUM  U3Mydalolmx OObekToB. MOoMaBLUMX B MOfie  3peHus
namepuTtensHoro npubopa. Nocne aToro Hag maTuuen TemnepaTyp MOXHO Npou3BoauTb NpeobpasosaHus [1].

Cnm1cok Mcnosb30BaHHbIX MCTOYHUKOB!

1. Nykaweswny C.A., YpsigoB B.H., MoanyxHbin A.U. MamepeHne nHaukaTpuchl nanyvyeHust 6ecnunoTHbIX neTaTenbHbIX
annapartoB B CTaTU4eckoM pexume // TenekoMmyHuKaumu: ceTv u TexHonorum, anrebpanyeckoe koampoBaHue n 6e3onacHoOCTb
OaHHbIX : MaTtepuanbl MEeXAyHapOAHOro Hay4HO-TeXHu4eckoro cemuHapa (MuHck, anpenb — pekabpb 2017 r.) =
Telecommunications: Networks and Technologies, Algebraic Coding and Data Security. — MuHck: BI'YWUP, 2017. — 96¢.
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BECIMNMPOBOOHbLIE CEHCOPHBbIE CETUA OANA MEOULUUHCKUX
CUCTEM

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Kpynuua A.C.
Bopuckesuy U.A. — K.m.H.,00ueHm

B coBpemeHHON MeguuMHE OCTpPO CToWT npobrema opraHusauum npouecca HaGniogeHus 3a
nokasaTtensmMmu usnYEecKoro COCTOsIHUS opraHuama (anekTpokapanorpaMma, AasneHve KpoBu, Nynbe, AblXxaHue,
TemnepaTtypa) MauUMEeHTOB, HaXOOALWMXCA Ha CTauMOHApPHOM fleyeHuM B BONbHULAX W KIMMHUKAX Mpu
MWUHVMAarbHOM y4acTuUM MeaULMHCKOro nepcoHana.

Mpobnema MoxeT ObiTb peweHa npu nomowm GecnpoBodHbIX ceHcopHbix ceTen (BCC),
OCYLLECTBAAIOLLUMX MOHUTOPWHI OCHOBHBIX MOKa3aTenew opraHuama ¢ Heo6xoAMMOW 4acTOTOM CHATUSA OaHHbIX
[1]. B cBsi3n ¢ 3TuM B psige CTpaH MHTEHCMBHO BedyTcs paboTkl no co3gaHuntio BCC MeanuUmMHCKOro HasHayeHus u
N3YYEeHUIo pasnnyHbIX acnekToB ux npuMmeHeHus. OBHapyxeH psg npobnem, KoTopble HeOH6X0AMMO pewwnTb ANg
YCMELHOro LWMPOKOro BHEAPEHUS HOBOW TEXHOMOrUMW B MeAMUMHCKY0 npaktuky. OgHow u3 Takux npobnem
meauuuHckmux BCC Ha oOcHOBe cTaHOapTHbIX Y3KOMOMOCHbIX CpeacTB 6ecrnpoBOAHON CBA3WM OKasblBaeTcs
NPOMyckHasi CMocoBOHOCTb KOMMYHUKaUMOHHOM ceTu. [pyrme npobnembl KacalwTCa 3NeKkTpoOMarHUTHOWN
COBMECTUMOCTU C 3MEKTPOHHOW MEAMLMHCKOW annapaTypoi, HageXHOCTU nepedadn AaHHbIX, 3KONOrMyeckomn
6e3onacHocTm, KoHnaeHUManbHOCTN cobupaemMbix 1 nepegaBaeMblX AaHHbIX U Ap.

PewwuTb 311 npobnembl npussaHbl CLUM BCC, cosgaBaeMble Ha ocHoBe npuHaToro B 2012 r. ctaHgapTta
IEEE 802.15.6 ana BCC megnumHckoro n 66ITOBOro Ha3HauyeHusl, B KOTOPOM B kayecTBe HOCUMTENS MHdopMaumm
npegnonaraeTcs B TOM Y/CEe UCMONb30BaHWE XaOTUYECKNX PagMonmMnynbLcoB [2].

B BCC MeOuuuHCKOro HasHa4YeHUss MOXHO YCMOBHO BbIAENUTb [ABE 30Hbl:  KPyNHOMAacLUTabHyo
(marucTpanbHyio), obecneumBaloLwyo [OCTaBKy WMHGOPMauMu Mo BCEMY MEeAUUMHCKOMY YYPEXOAEHUIo, 1
nokanbHyo — 30Hy 6ecnpoBoaHbIX HaTenbHbIX ceTen (BHC) (Ha3biBaembix Takke 6ecnpoBOAHLIMY HaTeNbHLIMN
ceHcopHbiMu ceTamm — BHCC), koTopble pacnonaratoTcs Ha Tene W/mnuM B OKPeCTHOCTW Tena 4enoseka u
npegHasHaveHbl AN HeNnocpeacTBEHHOro HabnoaeHUs 3a ero rUsnoNorMieckuMm napameTpamu.

B obwem cnyvyae GecnpoBogHble HaTeflbHble CEHCOpHble CeTW MpeAcTaBnsalT coboi cucTemy
pa3HOPOAHbIX YCTPOWCTB, PACMONOXEHHbIX B HENMOCPEACTBEHHOW OKPECTHOCTY UMM BHYTPW Tena nonb3oBaTens u
B3aVMOAENCTBYIOWMNX Mexay cobor M C LeHTpanbHbIM KOOPAMHMPYIOLWMM Y3NOoM nocpeacTBoM 6ecnpoBoaHow
CBSA3U Ans nonyyeHuns nonesHoro addpekra Ang notpebutens.

YcTponctBa B HaTenbHOM CETW MOXHO pasfennTb Ha CEHCOpHbIE Y3nbl, akTyaTOpHble Yy3Mbl U
nepcoHarnbHble YCTPOMCTBA.

BecnpoBoaHbLI CEHCOpPHBIN y3en — YCTPOWCTBO, KOTOPOE pearnpyeT Ha OnpeAeneHHbin usndeckuii
(xMMmn4ecknin) npouecc, cobupaeT gaHHble, NpyU HeobxoaumocTn obpabaTeiBaeT ux U nepepaeT 6ecnpoBOAHbLIM
o6pasom. CeHCOpHbIN y3emn COCTOMT M3 HECKONbKMX KOMMOHEHTOB: AaTyuka, 6noka nuTaHusi, npoueccopa,
namsTi, nepegaTynka Unu npuemMonepenaTymka.

BecnpoBoAHbIi  akTyaTOpHbIA y3en — YCTPOWCTBO, KOTOPOE aKkTMBHO BO3AEWCTBYET Ha Teno B
COOTBETCTBUM C Aa@HHbIMK, MOJSlyYaeMbIMU OT CEHCOPOB WNU Yepe3 B3aWMOAEWCTBME C MOMb30OBaTENEM.
KOMMOHEHTbI aKTyaTOpPHOrO y3na CXOAHbl C KOMMOHEHTaMW CeHCOpHoro yana. OH comepXuT COGCTBEHHO
akTyaTop (T. €. NpMGop AN MeaUUMHCKOTrO NMPUMEHEHWS], BKIHOYAIOLIMIA EMKOCTb Af1S XpaHEeHUs MEAULIMHCKOTrO
npenapara), 610K NMMTaHUs!, NPOLLECCOp, NaMsThb, NEPeaaTYmK Uy npMeMonepeaaTymk.

BecnpoBogHoe nepcoHanbHoe YCTPOWCTBO — YCTPOWCTBO, KOTOpoe cobupaeT BC MHopmaumio,
MOMNyYEHHYO OT AATYMKOB U UCMOSTHUTENbHbLIX MEXaHW3MOB (aKTyaTopoB), U UHAOPMUPYET nonb3oBaTtens (T. e.
nauueHTa, MeacecTpy, Bpada v T. 4.) Npy NOMOLLM BHELLHEro LWm3a, NpuBoaa unum aucnnes cBeToAModoB Ha
npubope. KomnoHeHTbl [1Y: 6nok nutanus, (6GonbLluoi) npoueccop, NamsaTb M npuemonepegatymk. 3JTo
YCTPOWCTBO Ha3blBaKOT Takke 6nokom koHTpons Tena (Body Control Unit — BCU) [3], wnto3om Tena unm CTOKOM.
B HekoTopbIx peanusauusax B kayectse 1Y ncnonb3yeTtcs cMapTOH.

CeTu BHYTpPU Tena NPUMEHSIOT ANS MOHUTOPUHIa U UMMNMAHTUPYEMbIX CepAeYHbIX 0enbprnnnsaTopos,
KOHTpONSA (YHKLUUA MOYEBOro Mnysbipsa M peabunuraumm OBMXKEHUS KoHevHocTen [4]. Ha Tene uvenoBeka
ncnonbe3ytoT MoHUTOpuHr AKI, AaBneHusa KpoBu, TemnepaTypbl U AbixaHua. MNpu ucnons3osaHmn BHC nauneHTsI
obnagatoT 3HauUnNTEeNbHON PU3NYECKON MOBUMBHOCTLIO N B MEHbLLEN CTeneHu NpuBsidaHbl K 6onbHULE.

Cnm1cok Mcnornb30BaHHbIX UCTOYHWKOB!

1. Yang G.-Z. Body Sensor Networks. London : Springer, 2006.

2. IEEE Standard for Local and metropolitan area networks — Part 15.6: Wireless Body Area Networks. N.Y. : |IEEE,
2012.

3. System architecture of a wireless body area sensor network for ubiquitous health monitoring / C. Otto [et al.] // J.
Mobile Multimedia. 2006. Vol. 1, Ne 4. P. 307-326.
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METO[bI 3ALUUTbI Wi-Fi CETEWN

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHGOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych
lonosay 1O.H.
Koponee A.V — k.m.H.,0ouyeHm

C momeHTa paTtudpukaumm ctaHpaapta |IEEE 802.11 6ecnpoBogHble CeTV MOMyYMny LUMPOKOE pacnpoCTpaHeHue B
NPON3BOACTBEHHbIX, OOLLECTBEHHbIX MeCTaX, a TaKKe XWMbIX NOMelleHusX. YAoOCTBO M NnerkocTb peanusaunn SaHHOW
TEXHOMOMMM TakKe AaeT BO3MOXHOCTb W 3MOYMbILLNIEHHMKAM C TakoW Xe MEerkocTbio OCyLeCTBUTb ceTeBylo ataky. CeTtu
ctaHpgapTa |IEEE 802.11 nogsepeHbl yrpo3aMm HapyLleHUs KOHMUAEHLUMAaNbLHOCTH, LENOCTHOCTH, AOCTYNHOCTYU, a Takke paay
cneunguryecknx yrpos, NPUHMHONM KOTOPbIX MOXET ObiTb HedUKCMpOBaHHas NMPYPOAA CBSI3W U OTKPLITOCTb Cpedbl nepeaayn
[OaHHbIX, @ TaKkke YsI3BMMOCTU CUCTEMbI ayTeHTUdukaumm, KpunTorpacmyeckmx npoToKoroB, NporpamMMHoro obecneyeHust n
yS13BMMOCTM, 0BYCNOBMEHHbIE YeNoBEYECKUM (haKkTOPOM.

Paccmotpum 6ecnpoBopHble cetn crtaHpgapta |IEEE 802.11 kak o06bekT yrpo3 WMHGOpMaUMOHHOW
6e3onacHOCTM 1 NpoBeaeM MX KnaccuukaLuuio No KoHUrypaumm ncnonb3yemblX CPeAcTB 3aLmThl.

Ha cerogHsALWHNMIA AeHb CYLLECTBYIOT cneaytoLume knaccbl 6ecnpoBOaHbIX CETEN:

1) OTkpbITble 6ecnpoBOAHbIE CETH.

2) becnpoBogHble ceTu, ucnonbayoLmne 6a3oByo ayTeHTUUKaUMIO.

3) becnpoBogHble cetn ¢ WEP-wndpoBaHuem.

4) becnpoBogHble ceTu, npumeHsiowme npotokon TKIP (WPA) n ayteHTMdMKaumio ¢ NCcnonb3oBaHNEM
obwux PSK-knouen.

5) BecnposogHble ceTu, npumeHstowme npotokon TKIP (WPA) n ayteHTudmkaumio no npotokonam IEEE
802.1x n EAP.

6) BecnpoBogHble ceTn, NPUMEHSOLLME YNYyYLLEHHbIN anropuTtM wudposaHna AES 1 ayTeHTudmkaumio ¢
ncnonb3oBaHmeM obwmnx PSK-kntouen.

7) BecnpoBogHble ceTn, NpUMeHSoLWME YNydLleHHbIn anroputM wndposanna AES n ayteHTudukaumo
no npotokonam IEEE 802.1x n EAP.

8) becnpoBoaHble ceTu, UCMONb3YIOLLNE BUPTYarbHbIE YACTHbIE CETU Kak MEXaHWU3M 3aLLUMUThI.

Ons ©GecnpoBogHbix ceTel craHgapTa 802.11 Bce cpeactBa U MeTOAbl 3aLWUTbI MOXHO YCIOBHO
pasgenuTb Ha crniegylowme Tpu Tuna:

— cpefcTBa U MeToAbl ayTeHTUdMKaLumm;

— cpefcTBa KpunTorpadmnyecko 3auTel NepefaBaembiX aHHbIX;

— [OMNOSHUTENbHbIE CPEACTBA 3aLUUTHI.

Ecnu paccmaTtpuBaTth TEXHOMOMMM 3almTbl OecnpoBofHbIX ceTen cTtaHgapTta IEEE 802.11 B uenom, To
MOXHO BbIAENUTb Cneaylolme MeTobl 3aLnTh:

— MeTOAbl OrpaHMyeHust JocTyna (CMeHa HacTpoek, OTKMYeHus wupokoBellaHma ESSID, Genblie wn
yepHble cnuckn ACL Ha ocHoBe MAC-agpecoB, ncnonb3oBaHne nonuTunk 6esonacHocTn n ap.);

— meToabl wndposanus (WEP-wmdposanne, WPA-wndposanne, WPA2-wundposaHue);

— MeToAbl ayTeHTudumKaumMm (OTKpbITas ayTeHTudukaums, ayTeHTudukaums ¢ obwum  KIyoM,
ayteHTUdukaums no MAC-agpecy, ayteHTudumKaums ¢ 06LLmMM KnovoM, ayTeHTudmkaumsa 802.1x);

— OpraHM3aunoHHble MeTodbl 3awWwuTbl  (MEPONPUSATUST MO  MPEAOTBPALLEHVMIO  HapyLUeHUA nyTem
WH(OPMUPOBAHUST  COTPYAHUKOB, MEpPOMPUSITUS MO  OOHapyXXeHWo, MeponpuUsiTUSS MO  BOCCTaHOBIEHMIO,
06bEKTOBbIE MEPONPUATUA 3alnTbl NpYU OYHKLMOHUPOBAHUN UHOPMALMOHHON CUCTEMbI, MEPOMPUSITUSE MO
npenoTBpaLLEHNO, MEPOMNPUATUS MO OGHapPYXeHUo).

K ocHOBHbIM CpeAcTBam M MeTogam ayTeHTUUKaLMM OTHOCATCS:

— 6a3oBas ayTeHTUdMKaUMsA (OTKpbITast ayTeHTUUKALNSA, ayTeHTU(MKALMSA C COBMECTHO UCMONb3yeMbIM
kno4om, ayteHTudpmkaumusa no MAC-agpecy);

— ayTeHTUdMKaums ¢ ncrnonb3oBaHnem obwmx PSK-kntoven;

—ayTeHTndumkauma no IEEE 802.11 wn npotokony EAP (Extensible Authentication Protocol) c
ucnone3oBaHunem RADIUS-cepBepa.

K ocHOBHbIM CpefcTBaM M MeToAam KpUnTorpadnyeckon 3amTbl OTHOCATCS:

— wmndpoBaHne ¢ ncnonb3oBaHmem cratnyeckux WEP-knovei;

— WndpoBaHue ¢ ucnonb3oBaHnem npotokona TKIP;

— NPYMEHeHNe yny4dLeHHOoro anroputma wundposanus (AES).

K pononHuTenbHbIM CpeAcTBaM 3aliMTbl, HE NPefyCMOTPEHHbIM npousBoauTensMu obopyaoBaHus,
MO>HO OTHECTM:

— co3gaHue BuUpTyarnbHbIX YacTHbIx ceTer (VPN);

— NpUMeHeHne cuctembl obHapyxeHus atak (IDS).

[aHHble MeToAbl 3BLUMTbI aKTyaribHbl Ha CErOAHSALIHUIA AeHb U UCMONMb3YIOTCA KaK B MPOMBILLIIEHHbIX TaK U
B [JOMALUHMX CETAX.

Cnmcok Mcnornb30BaHHbIX UCTOYHWKOB!
1. NeaHos M. BecnpoBoaHble ceTu: Yac HacTan.// XXypHan ceteBbix pewwennit LAN, 2002, Ne4, cc.103-108.
2. Xopd C. BezonacHocTb ceTert WLAN He naetcst aapom.// XypHan ceteBbix pewieHuii LAN, 2003, Ne3, cc.44-49.
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RESEACH METHODS OF IMPROVING EFFICIENCY OF A
MULTISERVICE NETWORK

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

A. Sattar, A. Al Djabi .
Khatskevich O. A .Ph.D, Assoc. Prof.

More and more objects of economy, both public and private ownership in the territory of the Republic of
Iraq are starting to develop their own corporate networks. There are several reasons: expansion of businesses
associated with the need to ensure reliable and high quality link remote offices and branch offices, as well as
increasing bandwidth requirements and reliability of data transfer.

Underfunding the main issue when creating or expanding an existing corporate network is the question of
the total price, for the equipment and hire the required communication channels and network administration. The
paper considers ways to optimize build corporate networks. For studies taken a large company with head office in
Baghdad, a network of branches in provincial cities.

The aim of the study was to improve the quality and performance of corporate networks, reducing the cost
of designing, improving protection of the network from external threats.

To address this goal in the following tasks:

1. The choice of technology to build networks of data transmission.

2. Development of applied mathematical model of network communications.

3. Calculation and analysis of the evaluation of quality characteristics of a corporate communication
network.

4. Efficiency Optimization of applications and protocols of the POA a corporate communication network,
allowing to increase its qualitative characteristics.

5. Information protection issues.

The results of the study allow you to move away from the most common approach in designing
information systems-method of expert evaluations. This method though and minimizes the cost at the design
stage and quickly estimate the cost of implementing the decision, however, is subjective. The advantage of
simulation models is the possibility of substituting the process of change in the system events in real time on an
accelerated process of change events in Tempe.

For the decision of tasks in view, it was necessary to give the notion of a corporate network and define its
role and peculiarities in the hierarchy of data transmission networks. Based on these features, discussed in the
first chapter of the thesis will be made the selection of specific technologies and solutions that meet the
requirements of enterprise networks. Will the analysis of literary sources, considered world-wide trends in
methods and technology of building modern converged enterprise networks.

On the basis of the received results will suggest the best methods and technologies to build the network.
For communication inside and branch offices selected technology Ethernet allowing in the shortest possible time
to launch and commissioning of the Network Technology. Ethernet allows you to easily implement scaling
network without impact on existing personnel. It should be noted that Ethernet is the global standard for the
Organization LAN networks.

For secure connection of geographically dispersed offices appropriate to use technology VPN MPLS.
From other technologies building virtual private networks, such as VPNs, ATM or Frame Relay, VPN MPLS
technology distinguishes good scalability, the ability to automatically configure and natural integration with other
IP services, including Internet access, Web and e-mail services.

MPLS VPN functionality can be summarized as follows:

-MPLS allows a single converged network to support both new and existing facilities, creating an efficient
migration path to IP infrastructure.

-MPLS operates over existing systems and transmission networks (ATM, Frame Relay, X. 25, IEEE 802.3,
etc).

-MPLS allows you to generate traffic. Routing data packets are carried out through the application of
technology of processing labels.

-MPLS supports the provision of services with a guaranteed quality of service (QoS). Packages that need
to be delivered with high quality, can be marked, allowing service providers to provide certain small latency for
voice and video signals in end-to-end connection.

-MPLS provides appropriate security level to make IP network the same safe as frame relay network in
WAN, reducing the need for encryption in IP networks.

When sending confidential information, it is important to ensure a high level of reliability of encryption. The
most famous representative of the Organization's encryption technology of protective channel in VPNs is the
technology of Internet Protocol Security (IPSec-protected IP).

The main purpose of the IPSec service is to ensure safe PD over IP networks using any link-layer
technology (PPP, Ethernet, ATM, etc.). Use Internet Protocol security (IPSec) ensures integrity, authenticity and
confidentiality of the data; its membership now includes almost 20 proposals for standards and RFC 18.

IPSec in the following techniques:
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-encryption of the original IP packet that provides secrecy of data contained in the package, such as a
field in the IP header and the data field;

digital signature IP packets that provides authentication package and source-the sender of the package;

-encapsulate the IP packet in a new secure IP packet with a new header that contains the IP address of
the device that disguises the internal network topology.

Thus, the use of VPN MPLS based Ethernet networks with data encryption protocol , IPSEC allows you to
design a modern corporate network and create Foundation for further modeling network, whose goal is to further
optimization.

Based on the results of this study clearly visible steps of designing a modern corporate network
connection. Applying the information, you can create and optimize the performance of existing networks,
disabling network efficiency and reliability to a whole new level.
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PA3PABOTKA MOAEJUN EECI'IPOBOD,I-!OI?I NTOKAIIbHOW CETUM
ANHAMUWYECKU USMEHAIOLLENCA TONONOIMEN

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

BenaH B.A.
XomeHok M.FO. — k.m.H.,0oueHm

Mcxoos v3 Tekylwen OMHaMWUKWM pas3BUTUSI CETEBOW WMH(PACTPYKTYpbl, CaMOOPraHu3ytoWmMecs Cetun ¢ AMHAMUYECKU
M3MEHSIIOLLIECS TOMOSIOTME Npr3BaHbl pellaTb GOnbLUOW Kpyr 3aay Kak crieuuaribHoro Tak obLLIeTeXHUYECKOTrO Ha3Ha4YeH s B
KOHLENUUM ceTeln NATOro NOKONEHUs.

Moatomy pa3paboTka Modenen Takux CeTeN B 3aBUCMMOCTU OT Ha3HaYEeHWs!, CPEACTB OLEHKU CUCTEMHbIX MapameTpoB U
XapaKTEPUCTUK TaKNX CETEN NPEACTaBNSAET akTyanbHYH 3aady MHXEHEPHbIX U HAay4HbIX UCCNefoBaHNNA.

BecnpoBogHbie nokanbHble cetn WLAN (Wireless Local Area Network) cemencrtsa ctaHgaptos |IEEE
802.11x (kommepyeckoe HassaHune Wi-Fi — Wire-less Fidelity) moryT dyHKUMOHMPOBaTb B HECKOMbBKNX pPexmmax,
npn 9TOM B OOHOM M3 HUX (HeMHdpacTpykTypHOM) 6e3 Hannumns Toukm goctyna (AP — Access Point). B atom
pexumMe NosiBNSeTCH BO3MOXHOCTb COBMECTHOTO PYHKLIMOHMPOBAHUS TEPMUHANOB Mexay cobon 6e3 Hanuyms
Kakon-nnbo ycToMYMBOWM MHAPACTPYKTYpbl CeTW, YTO MO3BONsAeT peanusosatb npuHumnel Ad Hoc-cetu.
BecnpoBogHble AeLeHTpanvM3oBaHHblE CaMOOPraHW3yLWMecss CeTu, COCTosWwMe U3 MOOUNbHBIX YCTPOWCTB
Ha3biBaeTca MANET (Mobile Ad hoc Network) [1]. Ha pucyHke 1 nsobpaxeHa ceTb, UNnOCTpupytoLlasi Noaxoq, K
noctpoennto Mobile Ad Hoc-ceTw.

Destination
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Pwuc. 1 - CprK\T)‘/pa cetn MANET

BecnpoBogHble ceTu, NOCTPOEHHbIE Ha 6asze MOBUMbHBLIX YCTPONCTB, 06naaatoT psagoM ocobeHHOCTEN:

a) kaxgoe YCTPOMCTBO B TAKOW CETU MOXET HEe3aBMCMMO nepeaBuraTbCs B NOObIX HAaNpaBneHusx, 1, Kak
cnencTBMe, 4acTto paspbiBaTb UM yCTaHaBnvMBaTb COEOMHEHWS C  coceasiMM  U3-3a  NMOMEX  Wnu
BKIHO4EHUS/BBIKIMIOYEHUS Y3Na;

6) KaXkablA y3en ceTu yyacTByeT B npouenypax peTpaHcnsumMm coobuieHun apyrmx aboHEeHToB W
cnyxebHon uHdopmaumu. MNpu 3TOM onpegeneHve TOro, KakoMy Y3ny nepechbinartb AaHHble, MpPou3BOAUTCS
OVHAMWYECKUN, HA OCHOBaHWM CBA3HOCTU CETY;

B) 3arMac MCTOYHMKOB MNUTaHUSI MOOWMbHBIX Y3MOB MOXET OblTb OrpaHu4eH, B CBA3W C 4Yem npu
NPOEKTUPOBAHUU annapaTHbIX CPEACTB U MPOTOKONOB HEOOXOOUMO Y4MThIBAThL eLle U SHepronoTpebneHue.

OcHoBHble npenmylliectea MANET:

— BO3MOXHOCTb Nepefaydn AaHHbIX Ha 6onblume paccTosiHust 6e3 yBenMyeHns MOLLHOCTU NepeaaTyvka;

— YCTOMYUBOCTb K UBMEHEHUSAM B MH(ppACTPYKType ceTu;

— BO3MOXHOCTb ObICTPOI peKoHUrypaLmmn B yCrnoBusix HebnaronpusTHOM NoMexoBor 06CTaHOBKY;

— MPOCTOTAa 1 BbICOKAsi CKOPOCTb pa3BepPTbIBAHUS.

Ons mogenupoBaHusa 6ecnpoBOAHOM CETU BaXHa MOAENb NEPEABWKEHUS Y3M0OB CETU, KOTOpasi JOIMKHA
nogpaxaTb OBMXEHUIO pearnbHOro MobunbHOro yCTponcTBa B onpeaeneHHon cuTyaumn. Mogenu MobuneHocTu
OCHOBaHbl Ha onpegeneHun pasHbix napameTpoB. OCHOBHbIMM MapameTpaMu  SBMSIOTCA  HayvanbHOe
MECTOMOMNOXEHNE MOOUIbHBIX Y3I0OB, UX HaMnpaBlieHNe ABWKEHUS, ANana3oH CKOPOCTEMN, CKOPOCTb M3MEHSAETCS
co BpemeHeM [2]. CywecTByeT MHOXECTBO MoeNnen MOOGUNbHOCTU CETU, OCHOBHbBIE U3 HUX:

1. Tpynna mobunbHOCTH € KOHTpOnbHOM Touvkon (Reference Point Group Mobility).

2. Mogenb co cnyyariHon nyteBor Tovkn (Random Waypoint).

3. laycoscko-MapkoBckas mogens (Gauss-Markov).

4. Mogenb Manhattan Grid n gp.

Ons wncnonb3oBaHMS B CaMOOPraHM3YHLLMXCA CEeTsIX KracCU4eckMe MpoTOKOMbl  MapLipyTusauum
NPUXOAUTCA CYLLECTBEHHO MoaudvumpoBaTb. BbloenstoT 3 knacca nNpOTOKOMOB: NPOAKTUBHbLIE, PEaKTUBHbIE U
KOMOWHMPOBaHHbIE.

B npoakTMBHBIX MPOTOKOMAX MPW WM3MEHEHWM TOMOMIOMMM CETU MHULMMPYETCS LUMPOKOBELLaTenbHas
paccblinka coobLieHnn 06 aTux nameHeHusx. MNMpu aToM BCe MapLUpyTbl XpPaHATCA B NaMATU KaXdoro yana, U oH
MOXEeT BOCMONb30BaTbCA UMK B Ntobon momeHT. K HuM oTHocaTtca DSDV, TBRPF, FSR n OLSR.

B peakTuBHbIX MNpOTOKOMax MapLUpyTU3aLuM MapLupyTbl CyLLeCTBYIOT TOMbKO TOraa, Korga OHu
HeobxoaMMbl. K npoTokonam ¢ peakTMBHOW MapLupyTu3aumei otHocaTcs AODV, DSR, LMR 1 TORA.
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MBpuaHble NPoTOKOMbI codeTaloT B cebe noaxoabl NPOAKTUBHBIX U peaKTUBHBLIX MPOTOKOMOB Ha pasHbIX
YPOBHSIX nepapxuu [2].

Mcnonb3oBaHue pasnuyHbiX Mopenern MobunbHOCTM M MPOTOKOMOB MapLupyTM3auMn C OAUHaKOBbIMM
napameTpaMu CUMyNALMN MOXET NPUBE3TU K Pa3NnYHbIM pe3yrnbTatam.

B ceteBom cumynatope NS-3 npoussegeHa cumynsaums MANET cetu ¢ 20 n 100 MobunbHbIMK y3namu
Npu pasnu4YHbIX MOOMUIBbHBIX MOZENSAX W MPOTOKoNax mapLlupyTtusaumm. CKOpoCTb Y3MOB BapbMpoBanucb B
AvanasoHe 5-10 m/c, pasmep naketa 512 6anT, npogomkntensHocTb cumynsaumm 200 c.

AHanu3 npomsBogunca Ana OonuM JocTtaBku naketa, pdf, KoTopbIi onpegenseTcsi kak OTHOLUEeHWe
[OCTaBMNEHHbIX U OTNPaBeHHbIX NakeToB. PesynbTaTbl MOAENMpPOBaHNs NpeAcTaBneHHON Ha PUCYHKe 2.

B cetn ¢ 20 yanamu mogens RPGM npeBocxogut apyrne mogenu. 3To NpoucxoamuT noToMy, YTO BCe
coobLeHne gensaTcs Mexay HeCKONbKMMM rpynnamMm (Mo YeTbipe rpynnbl, Kaxgasa ¢ NaTbio yanamu). Kpome Toro,
B ceTu ¢ 20 y3anamu peakTuBHbIE MPOTOKOMNbI paboTatT nyywe, yem DSDV. Mogens RW nyywe pabotaet ans
6onee BbLICOKOW MMOTHOCTWU, W3-3a Oonblueli BEpPOATHOCTM CO34aHWE MpaBMIIbHbIX MapLIpyTOB U KX
noAAepXaHne, MOCKOMbKY HEeT OrpaHMyeHun no npocTpaHcTBy, kak B RPGM mogenb. Bo Bcex cnydasx
Hanxyglime pesynbTaTbl NonyyeHbl Ansg mogenn MG. 3To NpomcxoanT n3-3a CEPbE3HbIX OrpaHNYeHne OBMKEHUS
y3na, He3aB/NCMMO OT UX NNoTHOCTU. KpomMe Toro, Korga ABa ysna pacxogsaTcs, BePOATHOCTb pa3pbiBa curHana
Tpaduka ysennuusaetcs [3].

a) 20 yanoe ©) 100 y3noe
100.0% )20y 100.0% ) ¥

80.0% 80.0%|
= 60.0% £ 60.0%)
5 5
2 40.0% S 40.0%|

20.0% 20.0%|
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DSDV ACDV DSR DSDV AODV DSR
Routing protocol Routing protocol

o RPGM m RW 0OGM 0 MG

Puc. 2 — PesynbTaTthl aHanusa cetn MANET

PesynbTaTbl MOAENUPOBaHWS  Mokasanu, YTO  OTHOCUTEMbHOE  PaHXUPOBaHWE  MPOTOKOSIOB
MapLipyTM3aumM MOXET BapbMpOBaTbCs B 3aBUCUMOCTW OT MOAENMU MOBUIbHOCTU. OTHOCUTENbHBLIA PEeRTUHF
TakKe 3aBUCUT OT CKOPOCTM y3na 1 UX KONMMYECTBA, TaK Kak Hanuyve MoburbHOCTY nodpasymMeBaeT YacTble c6om
CBSI31, W KaXabli NPOTOKON MapLUpyTM3aLUmm pearupyeT no-pa3HoMy BO BPeMSI OTKa30B.

Cnmcok Mcnornb30BaHHbLIX NCTOYHVKOB!

1. A.E. KyuepsBbiin, CamoopraHusyroLmnecs cetv u Hosble ycryru // Onektpocsssb. — Pocens. — Mocksa. — 2009. — 21c.

2. ATl. Metenés, A.B. Yuctsakos, A.H. >)Kono6os, MpoTokonbl MapLipyTM3auum B 6eCnpoBOAHbIX CAMOOPraHU3YOLLMXCS
ceTsx /| BectHuk Hwkeropoackoro yHusepcuteta um. H.W. NoGayeBckoro. — Poccusi. — Knupos : BsTckuidi rocyHuBepcuTeT,
2013. - 75c.

3. V.Timcenko, M.Stojanovic, MANET Routing Protocols vs. Mobility Models: Performance Analysis and Comparison //
Proceedings of the 9th WSEAS International Conference on APPLIED INFORMATICS AND COMMUNICATIONS : Serbia. —
Belgrade : Institute Mihailo Pupin, 2009. — 271c.
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PASPABOTKA AQANTUBHOIO METOAA U NPOMrPAMMbI
MOHUTOPUHI'A KOPINMOPATUBHOU CETU

Benopycckutl 2ocydapcmeeHHbIl yHUgepcumem UHopMamuku U paduoaneKmpOoHUKU
r. MuHck, Pecnybnuka Benapycb
XatHaukut M.A.
Hasbidosa H.C. — K.m.H.

[ns coBpeMeHHOro ypoBHsi )OPMUPOBaHUS WMHEOPMAaLUMOHHOIO 06LIecTBa XapakTepHO WHTEHCKMBHOE
pa3Butue TexHonormn ceten post-NGN u koHuenuum UHTepHeTa Bewewn (VMB). MpoucxoauT WHTEHCUBHOE
pas3BMTUE CaMOOPraHU3YILLMXCS CeTel CBA3U, B KOTOPbIX abOHEeHTaMu SABMASIOTCA He TONbKO MAM, HO U
pa3Hoobpa3sHble aBTOMaTU4YeCKMe YCTPOWCTBA, KOTOPbIE OCYLLECTBNAT MH(OPMALMOHHOE B3anMoAdencTBue
Apyr ¢ apyroMm 6e3 npsiMoro y4acTusi Yenoseka B paMkax MeXMaLLUHHOW KoMMyHukauum (M2M).

B paboTte paccmaTtpuBaloTcs KpynHble CeTU onepaTopoB CBS3U, COCTOsLLME U3 000pYyA0BaHMS pasnMyHbIX
npou3soanTenen, KoTopble OOCMYXMBAKTCA LeNbiM LITAaTOM WHXEHEpPOB W reorpaduyeckn pasHeceHbl Mo
pasHbiM ropogam u ctpaHam (MAN, WAN). Takvue cetn TpeOylT KOMMMEKCHbIX METOOO0B YMNpaBneHus
MH(PACTPYKTYpPO C UEnbil MOHMMAaHWSA MNPOUCXOAALWMX B HMX Mpoueccax. [ns pelweHus 3Ttux 3ajad
CyLLECTBYIOT pas3fnuyHble CUCTEMbl CETEBOrO YMpaBIieHUs, KOTOpble MO3BOMSAT agMUHUCTPATOPYy CeTu
BbINOSMHATL Takne BaxKHble PyHKUMK Kak: 1) cbop nHdopmaummn o pabote cetu; 2) KOHTPOIb TEKYLLEro COCTOSHNSA
cetu; 3) KOHUrypmpoBaHue OTAENbHbIX CETEeBblX Y3MOB C Uenbi obecneyeHusi MNOBLbILWEHUS HaOeXHOCTU
pabotel ceTm W onTUMM3auMM ceTeBoro Tpadumka; 4) CerMeHTUpoBaHWEe 3arpyXXeHHbIX Y4acTKoB
TENEeKOMMYHUKaLMOHHON ceTu; 5) cocTaBneHne CTaTUCTUYECKNX OTHETOB.

CncTtemMbl MOHUTOPUHIA U YNpaBrneHnst KOMMbIOTEPHBIMU CETAMM BKIIOYAIOT Kak GecnnaTtHble pelueHus,
TaKk M NpenrioXeHnss oT KpynHbix npoussogutenert MO n o6opyaoBaHWsi, KOHEYHYH) CTOMMOCTb KOTOPbIX
onpefenuTb He NPeACTaBnseTcs BO3MOXHbIM. M3 cambix nonynspHbIX MOXHO BbigenuTe Nagios, Zabix, Cisco
MARS, IBM Tivoli Monitoring. Hanbonee npmenekaTenbHbIMN PELLEHUSMU N3 PAcNpPOCTPaHAEMbIX MO NMLEH3NU
cBobogHoro MO senaTcs cuctembl Nagios n Zabbix. B HUX peanvn3oBaHbl OCHOBHblIE HEOOXOAMMbIE MOAYNH,
oTBevatoLme TpeboBaHuam mogenun FCAPS, Takme kak MOHUTOPUHT COCTOSIHUSI XOCTOB, OTMPaBKa OMOBELLEHUIN
B Clny4yae BO3HWKHOBEHUS Npobnem co cryx0bom mnm XOCTOM, BO3MOXHOCTb OMpefensTb Mepapxvm XOCTOB.
OgHako B [JaHHbIX cUCTeEMax HET BO3MOXHOCTU OTOOpaXeHMs Ha KapTe MEeCTHOCTU pPacnosioXeHus
obopynoBaHusi. Kpome TOro, yxe CyLIeCTBYKLIME BCTPOEHHbIE MOAYNW, PUCYIOLLME TOMONOMMI0 CETH,
[OCTaTOYHO FPOMO3KN U TPYAHbI B BOCMPUSTAM U HE JenaloT 3TOro C NPUBA3KOW K pearnbHo KapTe MECTHOCTW.

OddDEKTMBHLIM peLLEHNEM B AOMOSHEHME K CYLLECTBYHOLLMM CUCTEMAM MOHUTOPUHra CeTe MOXET
6bITb paspaboTka aganTMBHOTO METOA4A MOHWUTOPWHIA CETM C UHTEPaKTUMBHOW KapTol oTobpakeHus Ha kapTe
MECTHOCTU C mncnonb3oBaHvem cepeuca «Angekc.Kaptei» (puc. 1) n npotokona SNMP, a Takke ¢ NpUBA3KOM K
gps-koopanHatam ycTponcTtB. OTobpaxkeHue WHTEePaKTMBHbLIX CBHA3EW Mexay KOMMyTaTtopamu MOMOXEeT B
onpegeneHMn BblleALEero U3 CTpos ydactka CeTu, NMOMOXET YCTAaHOBUTb UCTUHHYK NMPUYMHY aBapun U SIBHO
YKaXeT, rAe Hago NckaTb NPUYUHY, MOBLICUT CKOPOCTb pearnpoBaHns Ha aBapuUiHyHO CUTyaumio.

Sommcag Mo 108 g cag 513

Puc.1 CmopenvpoBaHHas cutyaumst noTepy CBA3W Mo NPOTOKOMy SNmp ¢ y3nom goma no yn. KocmoHaetos 2. OcHoBHas
npuunHa — cbon B paboTe anekTponuTaHusi KOMMyTaTopa, HeO6XOAMMbI AONONHUTENbHBIE ANArHOCTUYECKME MEPONpPUATUS

Tak Xe npeanoxeH anroputM aBTOMaTMYECKOW OGanaHCUMPOBKM BHELLHEro kaHana npoBsavgepa B
3aBMCUMOCTM OT 3arpy3ku MOAKITHOYEHUN K BbILLECTOSALWMM NpoBaaepam. [peanoXeHHbin noaxon MoxeT ObiTb
MCMnomnb30oBaH B NMobObIX CeTax, MOCTPOEHHbIX Ha cTaHdapTax npotokona Ethernet rpynnel IEEE 802.3, ¢ no6own
yXe BHeAPEHHOWN CUCTEMOW MOHUTOPUHIA.

Cnncok UCnornb30BaHHbIX UCTOYHMKOB:

1 — [lokymeHTbI, paspabaTbiBaeMble UHXeHXepHbIM coBeToM MHTepHeTa (aHrn. Internet Engineering Task Force, IETF)
www.ietf.org

2 - www.zabbix.com/ru/

4 - Turnbull, James, Pro Nagios 2.0, 2006

5 — Vasfi Gucer, Ana Godoy. PykoBoacTso no BHeapeHuto IBMTivoliMonitoring, kHura IBMTivoliDirectoryServer, 2005
6 - Gary Halleen, Greg Kellogg. Security Monitoring with Cisco Security MARS, U3patenb Pearson Education, 2007
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OLEHKA KAYECTBA PABOTbI MYJIbTUCEPBUCHOW CETHU

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Jlockom C. FO., Mypawko A. B.
Xaukesuy O. A. — K.m.H., doueHm

B HacTosiLee BpemMsi MOCTPOEHWE MYNbTUCEPBUCHBIX CETEW C MHTerpauueit pasfinyHbIX YCIyr SIBASETCS OOHWUM M3
Havnbornee nepCneKTUBHLIX HampaBrieHUn pa3BuUTUS ceTel CBsian. [lepexod K HOBbIM MyNbTUCEPBUCHBIM TEXHOMOMMAM
U3MEHSIET caMy KOHLIEMLUMIO NPeOCTaBNEHNS YCNYT. YUNTLIBAsS CIIOXHYIO CTPYKTYPY MYNbTUCEPBUCHBIX CETEW U MOBbILLEHHbIE
TpeboBaHMs K HUM MO obecneyveHWo 3a4aHHOTO YPOBHS kadecTBa obcnyxuBaHus, Heobxoaumo paspabarbiBaTb noaxopbl,
KOTOpPbIEe NO3BONSAT OLEHWUTL 3PMEKTUBHOCTL ByAyLLEl CeTU NO Pa3NUYHLIM KPUTEPUSM.

CyliecTByeT eauHbI HAbOp CeTeBbIX XapaKTepUCTWK, BAUSIOWMX Ha KayecTBo ycnyr. OTOT Habop
CeTeBblX XapakTepuUCTMK paccmaTtpuBaeTcs B pekomeHgauum MCD Y.1540 u BkniovaeT B cebsa cnegywowme
XapakTepuUCTUKN: MPON3BOAMTENBHOCTL CETU, HAAEXHOCTb CeTW/CeTeBbIX 3NEMEHTOB, MapameTpbl AOCTaBKu
naketoB IP (3agepxka, Bapuaums 3agepxki (AxmTTep), noTepu nakeTos, olwmbkM nakeTos) [1].

MponsBoaMTENBLHOCTL CETU (UNW CKOPOCTb Mepedaydn [aHHbIX) MNonb3oBaTens onpefenseTcs Kak
adpekTMBHAS CKOPOCTb nepepayn, namepsiemas B 6utax B cekyHay. CrnedyeT oTMETUTb, YTO 3HaYeHue 3TOro
napameTpa He COBMagaeT C MakCMMarnbHOW MPOMYCKHOM CNOCOBHOCTBLIO CeTH, OLUMOOYHO Ha3bIBaEMON NOSIOCON
npornycKaHus.

HagexHocTb ceTw/ceTeBbix anemeHToB. HagexHocTb ceTn MoxeT ObiTb onpegeneHa 4epes psf
napameTpoB, K3 KOTOpPbIX Haubornee 4acTo McCnonb3yeTcs KOo3MMUUMEHT TFOTOBHOCTU, BbIYMCNAEMbIN Kak
OTHOLLEHNEe BpeMeHM NpocTos obbekTa K CyMMapHOMy BpeMeHu HabnogeHusa obbekTa, BKYaoweMy BpeMs
NpOCTOS 1 BpeMs Mexay oTkasamu [2].

3agepxka nepegayn nakeToB AaHHbIX (T) Ha cTbike UNI-UNI MmoxeT GbITb BbluMcneHa no popmyne [1]:

n m /
r= Zfrp.s at zfrpc.s’ B +zfrp/7.3 s
i=1 j=1 k=1

roe trp.3 — CpefHee 3HavYeHue 3afepPXKn Ha TPaH3UTHbLIX y3nax ceTu;
trec.3 — 3aepXKKa Ha rpaHNYHbIX y3nax kommyTtaumu B Hanpasnexdun NNI;
tren.3 — CpedHee BpeMs NpoXoXaeHUsi Yepes rpaHnydHble yanbl cetn UNI;
N — KONNYECTBO MPOMEXYTOYHbIX TPAH3UTHBIX Y3N0B KOMMYyTaLmK;
M — KONMYECTBO NPOMEXYTOYHbIX rPaHNYHbIX y3nos NNI;
| — KONMYeCTBO rpaHNYHbIX y3rnoB kommyTauun UNI,
a, B, y — BecoBble KO3(hPULNEHTHI.

CpepHve 3HaveHus 3agepXKun AN oTAerbHbIX y4acTKoB CyMMUpYoTCs. B nepBom npmbnuxeHunn Bpems
3a0ePXKKM Yepes NINHMIO CBA3M CTPEMUTCS K HYIHO.

MakeTHbIn mxuTTep (Jitter — Bapvaumsa 3agepXkn) — U3MEHeHue BenuyMHbl BPEMEHHOro WHTepBana
NpPoXoXaeHWs Mo NMHWKM gocTyna IP nakeTos, NpuHagnexaiumx K onpegeneHHon nocneaoBaTenbHOCTM (ceccum),
N3MEepSEeMOro Kak HepaBHOMEPHOCTb 3a4epXKu npuvema kagpoB. B oTnmume OT eCTecTBEeHHOW 3adepXKu npu
nepegayv B CeTW, AXMTTEP MNOSBIAETCA HE N3-3a caMoro dpakTa 3agepXKku, a no npuymHe nyKTyauum BpeMeHn
3agepxku (di) oT nakeTa kK nakeTy.

OueHka nakeTHOro MKUTTEpPa MOXeT ObITb OCyLLeCTBNEHa No criegytowen popmyne [1]:

JTpac =

roe JTpac — BenuMyMHa BPEMEHHOIO OTKITOHEHWS!, [KUTTEP;
di — 3agepkka TekyLero i-ro nakeTa;
T — CpefiHssi 3afepkka nepefayun NakeToB AaHHbIX;
N — yncno nccrnegoBaHM Mo NONYYEHWIO MaKeToB AaHHbIX.
Ona MPLS-ceTelt Hopma mxutTepa Ha cTbike UNI-UNI MmoxeT cocTaBnsTe He 6onee 15 mc.
MpoueHT notepsiHHbix nakeToB IP (IPLR) MoxeT ObITh OLEHEH NyTEM MHBEPCUWM BEPOSITHOCTU YCMELLHOMN
nepegadv NakeToB Yepes KONMMYECTBO N CETEBbIX CETMEHTOB M paccyMTaH no criegytoLlen cbopMI/ne [1]:

IPLRuni-unt = 1- (1= PLRNg1)x (1= IPLRNs2 )% .. x (1= IPLR\s )

roe IPLRuni-uni — UTOMOBBIN NMOKasaTerb CKBO3HbIX NOTEPb;

IPLRnNs1, IPLRNs2,... IPLRNsh — BEPOATHOCTM NOTEPb ANS N-rO ydacTka ceTu.

MpoueHT oWnBoYHbIX NakeToB MOXET ObITb OLEHEH NyTEM MHBEPCUM BEPOSITHOCTM Nepeaayn nakeTos, He
cofepXaLLmx oWwmnbKn Yepes KoNM4YeCcTBO N CETEBbLIX CErMEHTOB.

MeToamka oueHkn kayecTBa paboTbl MyNbTUCEPBUCHON CETU paccMaTpvBanach Ha KOHKPETHOM npumepe
MyNbTUMEAMNHON CETU C MPOCTENLLEN TOMOMNOrMen, COCTOSLLEN N3 CEPBEPHON YacTu 1 abOHETCKON YacTu ceTw,
a VMEHHO : cepBepa AnA MyNbTUMEOMNHBIX AaHHbIX, CepBepa Ans nakeTHbIX AaHHbIX (ftp) n cepeepa obpaboTku
peun Ansa ip-tenedoHWN; ABYX MapLupyTM3aTopoB obecneyvBalownX COEAUMHEHWE MeXAy cepBepamn 1
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KnueHTamun. PacyeTbl xapaktepuctuk OyayT npousBefdeHbl C YY4ETOM pasfuyHbiX TUMOB Tpaduka M TUMNOB
oyepenen Takue kak: FIFO — first in, first out (nepsbiM npuen, nepsbiM ywen); PQ — priority queening (o4epeab
¢ npuoputetom) n WFQ — weighted fair queuing B3BeLleHHas cnpaseanueas ovepenp.

MogenvpoBaHue MynbTUCEPBUCHOM CeTu npoussBogunocb B nporpamme Riverbed Modeler 17.5.
MporpammHbIi npoaykT Riverbed Modeler 17.5 — 3T0 06 bEKTHO-OPUEHTUPOBAHHBIN UHCTPYMEHT MOAENVMPOBaHUSA
ceTenn cBsi3n. [aHHad nporpaMma MMeeT OOLWMPHBIN MakeT pasnuyHbiX MOAENeEN CeTeBblX 3rEMEHTOB,
6uBNMoTEKN pas3nMYHbLIX MPOTOKOIOB CETEN CBS3N 1 NO3BOMNSAET NPOU3BOANTE PACYET OCHOBHbIX XapaKTEPUCTUK C
y4étom napameTtpoB QoS Ans pasnuyHbix TMNoB Tpadumka [3].

[nsa nakeTHbIX AaHHbIX PACCUYMTLIBANIOCh 3HaAYeHUe NOTEPSIHHbIX NaKeToB, AN MyNbTUMEOUAHBIX AaHHbIX
— 3HayeHue CKBO3HOW 3afepXKu, AONns peyvyeBblX AaHHbIX — 3HAYyeHWe NakeTHOro mXkuTrtepa. PesynbraTthl
MOAENMPOBaHNs NPeacTaBneHbl Ha PUCYHKe 2.

W project3-FIFO-DES-1 W project3-FIFO-DES-1
B project3-PQ1-DES-1 B project3-P@1-DES-1
O project3-WFQ-DES-1 O project3-WF2-DES-1
IP.Tratfic Dropped (packetsizec) Yideo Conferencing Packet End-to-End Delay (sec)
220 104
200 a4
180 ad
160 4
7
140
5
120
5
100
el 44
80
2
B0
a0 2 e
20 19
.
07 T T T T T 09 T T T — T
Om O Om 303 im0z 1m 30z 2m Oz 2m 30= Om O Om 30s 1m0Os 1m 30= 2m 0= 2m 30=

B project3-FIFO.DES-1
B project3-Per -DES-1
O project3-WFGE-DES-1

“oice Jitter (sec)

00050
0.0050-]
00040
00030
00020
noma-
00000 ‘:omwd»:!;v:w
00010+ ’
-0.0020-
-0.0030

-0.00404

-0.00504 . . . . .
Om Oz Om 302 m 0z m 30z 2m 0s 2m 302

PucyHok 2 — PesynbTaTtbl MOAeN“poBaHus

Mo pesynbTaTam MOZENWPOBAHUS MOXHO cAenaTb CredyloliMe BblBOAbI: NPU Mepefadve NakeTHOro
Tpadmka M MynbTUMeOMWHOro Tpadmka LenecoobpasHen wucnonb3oBatb Tun oyepeden PQ. Takas
KOH(burypauum oyepeau no3BONseT MUHMMU3MPOBATL MOTEPH MakeToB a TakkKe 3HAYMTENbHO YMEHbLUWTb
CKBO3HYIO 3a€PXKKy 1 [KUTTEp Npw nepegaye Tpadmka.

PeweHne 3agaun obecneveHus Tpebyemoro kayecTBa ob6cnyxunsaHus B ceTax I[P moxeT ObITb 4OCTUTHYTO
npsiMbIM MyTEM — Ha OCHOBE NPELOCTaBMEHUS rapaHTUPOBAHHOW MOMOChbl MPOMyCKaHUs, MOBbILEHWS
NPOU3BOANTENBHOCTU CETEBbLIX YCTPOWCTB — MapLUpyTU3aTOpPOB W LUMKO30B, UCMONb30BaHWM Maructpanen c
BbICOKUMMW MPOMYCKHbIMU crniocobHocTsiMu. OpHako, Hanbonee LenecoobpasHelM NpeacTaBnsaeTcs NpUMeHeHve
rmMbknx MeToaoB, KoTopble obecneynBaloT Tpebyemble NokasaTenu ka4ecTsa obcnyxmBaHust Npu aeKTMBHOM
NCMONb30BaHWN pPEeCcypcoB ceTn And OGonblworo Habopa pasnuyHbIX MNPUITOXEHWA, BKMYas M Haubonee
KPUTWYHbIE ayamo- 1 BUAEONPUMOXKEHNSA pPeanbHOro BpeMEHM.

Cnuncok Mcnonb30BaHHbLIX UCTOYHUKOB:

1. Pekomenpaumsa ITU-T Y.1541, TpeGoBaHua K CETEBbIM MoKa3aTensM kavectBa Ans CnyX0b, OCHOBaHHbIX Ha
npotokone IP, 2006. — 50 c.

2. BanswwmH C.B. KoHTponb kayecTtBa npegocTaBnenus ycnyr (SLA) B cetax IP/MPLS//YuebHoe nocobue — Camapa :
droby BMNO MNrytu, 2013. — 99 c.

3. TapacoB B.H., baxapeBa H.®., Manaxos C.B., Ywakos FO.A. MpoekTupoBaHue U MoaenupoBaHue ceTen CBs3N B
cucteme Riverbed Modeler// Y4yebHoe nocobue — Camapa, 2016. — 260 c.
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KOHTPOJ1b U ONTUMU3ALINA SKCIMITYTAUUOHHbBIX
XAPAKTEPUCTUK CETU UMTS

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Jlazymuk B.B.
CanomamuH C.b. — K.m.H.,0oueHm

CoBpeMeHHbIe TEeXHOMOrMN YXXe [aBHO CTanu HeoTbeMEeMOW CocTaBnslowen Hawen xusHu. CerogHs TpyaHO
npeacTaBUTb COBPEMEHHOrO YernoBeka 6e3 cmapTdoHa. Vcnonb3oBaHne HOYTOYKOB, MNaHLIETOB, MOBUMbHBLIX TenedoHoB ¢
BO3MOXHOCTbIO BblXxoAa B VIHTepHeT Ansi obLeHnsi, paboThl, pa3BneyeHunii ctano HesaMeHMbIM U faxe obblaeHHbIM. Yncno
MHTEpHeT-Nnomnb3oBaTenen BoO3pacTaeT B reOMETPUHYECKON MPOrpeccun Ha MPOTSHXKEHWM NOCREedHWX NET U 3Ta TeHAEHUWs,
BEpOSATHO, npogormkutcs B Grvpkanwume roapl. [lMosiBnseTcs HeoOXOAMMOCTb MOCTOSIHHOTO KOHTPOMS M ONTUMM3aLmn
3KCNyaTaLMOHHbIX XapakTepucTuk cetn UMTS.

UMTS (Universal Mobile Telecommunication System) — TexHONoOrmss COTOBOW CBSA3W, paspaboTaHHas
EBponenckum WMHCTUTYTOM cTaHgap-ToB TenekoMmmyHukauui (ETSI). CotoBble ceTu, MCNonb3ylowme AaHHyo
TEXHOIOIMI0, OTHOCAT K CeTAM TpeTbero nokoneHus (cetam 3G). K ocHoBHbIM oTnmuusam cetert UMTS ot ceTei
GSM OTHOCAT MCMOMb30BaHWE LUMPOKOMOSOCHBLIX CUrHanoB, WM BHEOPEHVEe LUMPOKOMOMOCHOW TeXHOMNornm
MHOXECTBEHHOr0 JOCTYyna ¢ KoAoBbIM pasaenexHuem kaHanos (W-CDMA). [1]

B 3G cyuwecTtByeT Heckonbko TUNOB nornyecknx kaHanos: HS (High Speed), FACH (Forward Access
Chanel), URA, IDLE. NHTepakTuBHbIe cepBuchl (web browsing, online wrpbl), TpeboBaTenbHbIE K CKOPOCTU 1
3agepxkaMm nepepaloTca Ha kaHane HS. Background cepsuc — naketbl manoro obbema (npoBepka Ha
cmapTdoHe noYThl, norodpl, ping 32 byte n np.) B uensax 9KOHOMWWM PECYpCcoB CeTU W 3HepronoTpebneHus
MOOUNBHOTO TepMMHana nepefalTcss Ha HU3KOCKOPOCTHOM kaHane FACH. OntumanbHas HacTpoiika ceTu
3akntoyaeTca B 3P®MEKTUBHOM WCMOMb30BaHUM abOHEHTOM KaXZoro Tuna kaHana, B 3aBMCMMOCTM OT Tuna

TpachKa, €ro akKTMuBHOCTU U eMKOCTU CeTu. [2] Twvinbl NOrMYecknx KaHanos npencrtaefieHbl HA PUCYHKe 1:
+ MakcumanbHas cKopocTb
+ MuHumansHble 3anepskn (20 — 150 ms)
- OrpaHndeHHas eMKocTb
- bonbluoe noTpebneHue pecypcoB ceTn
= bBonbwoe sHepronotpebnexne UE
Hwuakoe notpe@nenve pecypcos RAN
bonbluve ceteBbie 3agepkin (250 — 400 ms)
+ Huakoe sHepronoTpebneHue
= [OnurensHoe epems nepexoga B Fach/HS
IDLE = HeBosMokHa nepefayva AaHHbIX
PucyHok 1 — Tunel nornyecknx kaHanos B 3G

o+

S3HepronoTtpebneHre UE e 2 paza meHblie HSPA

borbluas eMKoCTb KaHana

Huskas ckopocTs (> 64 kbps)
+ DuepronotpebneHiie kak e ldle
+ B 2 pasa GbicTpee nepexon 8 FACH/HS, uem ug Idle
= HeBosMOXHa Nepefada AaHHbIX

B ocHOBe HacTpoWkM TamMepHOM MOAENN CMEHbl COCTOSHWMI nexut 6anaHc mexay 3ddEeKTUBHbIM
MCMNOMb30BaHNEM €MKOCTU N MUHUMM3aumn 3agepxek. MNprumep paboTel TaiMepoB NepexodoB NpeacTaBeH Ha
pucyHke 2. NMoMUMO TalMepoB CETU, Kaxabli CMapTOH MMeeT cBON cobCTBEHHbIN Tanmep (Fast Dormancy),
KOTOPbIA CHWXaeT addeKkT OT yBenu4eHus TanMmepa HeakTUBHOCTU ceTu. MameHuTb Tamep FD onepatop He
MoxeT. o ncTeyeHuto 3Toro Tammepa aboHeHT nepexoauT B pexum IDLE. lMpu aTtom, Tanmepbl CETU He
yuntbiBatoTcs. [MpousBoamTtenu aktmempyoT FD 4toGbl npoaonutb Bpemsi paboTel 6aTapen cmapTtdoHa. B
mMoaemMax ata (OYHKUMS He akTMBMpoBaHa (y modema HeT Gartapew). [ina komneHcaumu AaHHoro addekta Ha
cetn MTC 6bina akTMBMpoBaHa ogHoMMeHHas yHkumsa “Fast Dormancy”, kotopas nepeBoguT cmapTdOoH He B
IDLE, a B URA (ana TepmuHanoB Rel. 8), 4TO MO3BOMMMIO YMEHbLINTL BpPEMS 3adepXKu npu 3arpyske 1-om
CTpaHuubl (3a CYET CHWKEHUA BpemeHu aktuBauuym HSDPA), 3HauMTenbHO CHU3WTb CUrHanbHYyK 3arpysky U
aHepronoTpebneHne aboHeHTCKNX TepMmHanoB. OcoBeHHOCTM HACTPOEK TakMepOB Nepexoaa npeacTaBreHbl Ha
pucyHke 3.
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P Talimep cMmapTchoHa (Fast Dormancy)
- -~ S~ ~
7’
7’ . -
7 Taiimep HeaktuBHoCTH ~
7 HacTpauBaeTCs onepaTopom
, HSPA
7
’ 06
Ta}“ﬂﬂlep HeakTrBHoCTM 5 cek 25;;;2?_”_%“
y; 512 Byte DL
/ FAC H (3apepxka 600 ms

/
Talimep HeaktnerocTn 30+ MuH,

/
/
'3 KTWBHOCTb

U RA (3anepxxka 700 ms)

AKTWMBHOCTb

3HepronotpebneHune cmapToHa

Idle (sapepsxka 1500 ms)
Bbllle CKOPOCTb, HUXe 3aepXKn
PucyHok 2 — PaboTta TalimepoB nepexonos
Huskan

aKTMBHOCTL Ue AKTWBHOCTS Ue AKTMBHOCTL Ue
Maysa Nay3a
4 cek 20 cex

ADOHeHT aonblue 3aHMMaeT pecypc HS, paxe Toraa Korga HU4Yero He nepeaaet
Pecypckl ceTU MCnonb3yTeA HeaddeKTUBHO, NOBLIWEHHBLIW pacxon GaTapeun

Bhicokas i CpenHan
|
|
|

AKTMBHOCTb
aboHeHTa

FACH Ks{ HS

Taiimep 8c

- PECypC CETH 3aHAT, HO - Pecypc ceTW 3aHAT,
HE MCnone3yeTca HO HE WCMONB3YETCA

HS lFACH]>—[ HS SFACH J——

Taiimep 2c ABOHeHT Ha KaHane HS PaHbwe nepexon HS -> Fach

p 3KOHOMMA PeCcypCOB CeTHU

+ Pecypc ceTi - Pecypc CETH MCnons3yeTcs
ncnonk3yeTca
Moeepexne 2c: 2c: Moeegexve
aBOHEHTOR He + SHepronoTpebnerve Ue + SHepronoTpebnenve Ue a5 OHH0E He
oTnvM4aeTca + YTunusayus cem + YTunuzauwsa cetu
oTnMYaeTca
- 3apgepwka FACH->HS
8c:
8c: - OnepronoTpebnexue Ue
- SHepronoTpebnerve Ue - YTUnusayua cetu

= YTunusauws cetm
+ MuHUMarnbHble 3afepkku

PucyHok 3 — OcoBeHHOCTM HacTpoek TalMepoB nepexoda

PesynbTaThl TECTUPOBAHMA HACTPONKM Tanmepa nepexoga u3 HS B FACH nokasanu:

1 YcTtaHoBkn HacTpoek HS Inactivity timers onpeaenstor 6anaHc Mexay eMKOCTbIO U KAaYECTBOM.

2 YBenunyeHve TariMepa NpuBoaUT K Aerpagaumm KrodeBblX nokasatenen apekTMBHOCTHN, AOCTYMHOCTU
1 HenpepbIBHOCTK ceTn 3G 3a cYeT NOBbILLEHUS YTUNN3aLUM €€ PECYPCOB.

3 YBenu4eHue Inactivity timer 0o 4 cek He oka3blBaeT NONOXUTENbHOIO BAUSHUS Ha ping.

4 YnydweHue ping HauMHaeTcs ¢ Inactivitytimer = 8 cek.

Mo gaHHbIM cTaTUCTMKKM Npu yBenudeHun Inactivity timer 3admkcMpoBaHO CHKEHUE CKOPOCTU nepeaaym
panHbix (MA) gna Tpaduka 6onblioro oobema n yBenmyeHne ckopocTt poHoBoro Tpaduka. Mo gaHHbIM gpavie-
TecTa 3aMKCUpoBaHO CHkeHne ckopoctu M n yeenuuenne “Web Page Open Time”.

CnncoK MCNomnb30BaHHbIX MCTOYHUKOB:

1. Monog, E. A. CoToBble ceT MobunbHoM cBA3n ctaHaapta UMTS : yueb. nocobue / E. A. Monos, A. J1. Fenbrop —
Cr6.: MonutexH. yH-T, 2011. — 10 c.

2. Kananbl B ctaHgapte UMTS [OnekTpoHHbIf pecypc]. — Pexxvum goctyna : http://pro3gsm.com/kanalyi-v-standarte-umts/
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OCOBEHHOCTU ®YHKLUMOHMPOBAHUA NPOTOKOJIOB HA
YPOBHE BSAUMOAEUCTBUA KITMEHTA U CEPBEPA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Hanunbuyk B.C.
Acmposckuti N.U. — k.m.H., doyeHm

Beb-npunoxeHuns - aTo 0cobblii TMN Nporpamm, NMOCTPOEHHBLIX MO apxuTekType "knueHT-cepsep”. OcobeHHOCTb Beb-
NpUnoXxeHua 3aknk4aeTca B TOM, YTO CaMO MNMPUIoXXeHne HaxoanuTcsa N BbINONMHAETCA Ha cepBepe, B TO BPpeMSA KaK KIIMeHTCKas
YacTb peanuayeT Norb3oBaTenbCKuUi MHTEpdeNnc, popmMmnpyeT 3anpockl k cepepy U obpabaTtbiBaeT 0TBEThI OT Hero. B pabote
paccmaTpumBaroTcA 0coBeHHOCTH peann3aumm npoToKOooB (t)yHKLl,VIOHVIpyK)LIJ,VIX Ha YpoOBHEe BSaVIMO,EleVICTBVIﬂ KnneHta w”n
cepsepa.

B3anmopelicTBme KnMeHTa 1 cepBepa OCHOBaHO Ha ceTeBoM npoTokone HTTP — npoTokone npuknagHoro
ypoBHA nepedayn AadHbix. [potokon HTTP pa6otaetr ¢ 80 noptom npoTtokona TCP. Xota cpenctsa,
obecneymBatowime nogaepxky HTTP, MOXHO HacTpouTb Ha paboTy ¢ NbbiM ApYrMM NOPTOM, NPaKTUYECKM BCe
6paysepbl N0 YMONYaHuIo NbITATCA CHavana ycTaHoBuTb coefmHeHne Yyepes nopt TCP ¢ Homepom 80. MimeHHO
noaTomy nofaesnstolliee 60MNbWNMHCTBO BeE6 — CepBEPOB NpaKTUYECKU BCErAa BbiHYyXAeHbI onpawumnsaTtb nopT 80.
OpHako OOHMM M3 CaMbIX OYEBUOHbBIX UCKIMIOYEHUI ABMSIETCSA NPUMEHEHWE TYHHeNnupoBaHusa npoTokona HTTP
yepes npotokon SSL (Secure Sockets Layer - ypoBeHb 3aLlULLIEHHBIX COKETOB)[1].

MpoTokon SSL no3sonseT NpUMEHUTb Ha TPaHCMOPTHOM YpOBHE LWundpoBaHue, Gnarogaps KOTOpomy
30YMBILUMEHHWK, BKIMMHMBLLUIACS B CEaHC CBA3M KMMEHTa N CepBepa, YXe He CMOXeT yBuaeTb nepefaBaemble
koMaHabl npotokona HTTP B oTkpbiTom TekcTe. OgHako SSL nuwb npegoctaensaeT npotokony HTTP “3awmTHyto
060104Ky” - He 6onblue 1 He MeHblue. OH He paclUMPSET U HE BHOCUT KaKMX-NMBO CyLLLeCTBEHHbIX U3MEHEHUI B
6a3oBbIi MexaHM3Mm 3anpoca u oteeta HTTP. KoHeuHo, B HEKOTOPOM CMbICIe UCMoNb30BaHMe npoTokona SSL
noBbIlWaeT 6e3o0nacHOCTb, ECNN U CEPBEP, W KIMEHT 3a4eWCTBYIOT OOMONHUTENBHYIO BO3MOXHOCTbL NPOTOKONA,
3aKNYaLLYCHa B NPUMEHEHUN CepTUDMKATOB KIMEHTOB. B HacTosilee BpeMs Ha OCHOBaHWM nNpoTokona SSL
ncnonb3yeTcs ero mMoavduuupoBaHHas Bepcus, HasBaHHas TLS (Transport Layer Security - 6e3onacHocTb
TpaHcnopTHoro ypoeHs). MNMpoTtokonsl SSL/TLS, kak npasuno, ncnonb3ytoT nopt TCP ¢ Homepom 443 .

OcHoBHbIM 06bekToM Manunynsumm B HTTP aBnsietca pecypc, Ha koTopbii ykasbiBaeT URI (Uniform
Resource Identifier) — yHWdWUMPOBaHHBIN naeHTUdUKATOP pecypca B 3anpoce knueHTa. OB6bIMHO Takumm
pecypcamu SIBMAIOTCA XpaHsilumMecs Ha cepBepe painbl, HO MMM MOryT ObiTb U NOMMYECKME OOBEKTbI.
OcobeHHocTbio npoTokona HTTP saBnseTcsa BO3MOXHOCTb ykasaTb B 3anpoce v oTBeTe cnocob npeacraBneHus
O[IHOrO M TOrO Xe pecypca Mo pasnuyHbiM napameTpam: opmarty, KOAUPOBKE, A3bIKy U T.4. MeHHo Gnarogaps
BO3MOXHOCTM yka3aHus crnocoba koanpoBaHus COOBLLEHUS, KIMEHT U cepBep MOryT 0OGMeHMBaTLCA ABOUYHBIMU
OaHHbIMU, XOTH AaHHbIA NPOTOKOS ABMSETCS TEKCTOBbIM.

B otnnume ot MHorux gpyrmx npotokonoB, HTTP He coxpaHAeT CBOero CocTtosiHusA. OTO O3Havaet
OTCYTCTBME COXPaHEHMS MNPOMEXYTOYHOTO COCTOSHUS MeXAy napamu «3anpoc-otBeT». KOMMOHEHTHI,
ucnone3yowme HTTP, MoOryT CaMOCTOSATENbHO OCYLUECTBMATb COXpaHeHue WHAOPMauMM O COCTOSHWUW,
CBSI3aHHOW C nocnegHVMK 3anpocamy KM oTBeTamu. bpaysep, mocbinatrowmi 3anpockl, MOXET OTCReXuBaTb
3apepxkn otBeToB. CepBep MOXET XpaHuTb |P-agpeca u 3aronoBku 3anpocoB nocrnegHux knveHtoB. OgHako
caM MpOTOKON He OCBEAOMMEH O MpeablayLlimx 3anpocax U oTBeTax, B HEM He npedyCMOTpeHa BHYTPEHHSS
NOoAAEepKKa COCTOSIHWSA, K HEMY He MpeabaABNATCA Takue TpeboBaHus.

KnioueBow vacTbto npoTtokona HTTP senstotcs HTTP cookie . HTTP cookie - 910 HebonbLuow dparmeHT
OaHHbIX, OTNpaBNAeMbIi CepBepoM Ha Opaysep nmonb3oBaTens, KOTOPbI TOT MOXET COXpaHWTb W OTCbinaTb
obpaTHO C HOBbLIM 3anpoCOM K AaHHOMY cepBepy. OTO MO3BOMSET y3HaTb C OAHOrO N cepsepa npuwnu oba
3anpoca, Hanpumep AN ayTeHTudmKaumMm nons3osaTtens [2].

CyLiecTByeT HECKOMNbKO TUMOB MPOTOKOMOB ayTeHTMMMKALIMKN, KOTOpble MOXHO BCTpauBaTb B MPOTOKOM
HTTP:

— basoBas: nms nonb3oBaTtens 1 Naponb NepekoampyoTca No anroputMy Base64. [

— [Oanpxect: nogobHa 6a3oBoW, HO BMECTO naponen nepefawTcs AalaXecTbl, YTO WUCKM4YaeT
BO3MOXHOCTb 06paTHOM pacumndpoBkM napons. [

— NTLM: npoTtokon ayTeHTudmKauum, KOTOPbIN peanu3yeTcs B 3arofioBKax 3arnpoCcoB M OTKIMKOB
npotokona HTTP.

Bce a3t npoTokonbl ayTeHTUdMKaumMn yHKUMOHMPYOT noeepx npotokona HTTP (unm SSL/TLS), a
JaHHble BCTpavBalTCSA HEMNOCPEACTBEHHO B MOTOK AaHHbLIX, NepefaBaeMbix B xoae obmeHa 3anpocamu u
oTKNukamu [3].

CnmMcok MCnosb30BaHHbIX MCTOYHUKOB:

1. HTTP [OnekTpoHHbIN pecypc] — Pexum goctyna: https://ru.wikipedia.org/wiki/HTTP
2. Ckambpan, [. Hacking exposed: Web Applications // . Ckambpaii — 2011.

3. Xon, M. Web Security Testing Cookbook // . Xon, b. Banbtep — 2008.
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BE3OMNACHOCTb CETU BECIMPOBOAHOIO AOCTYINA

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapyck

Bbicoukasi B.B.
JlbiHbKO8 J1.M. — 8.m.H., npogbeccop

BonbLIMHCTBO COBpPEMEHHbIX MOPTaTUBHBLIX YCTPOWTCB (HOYTOYkW, KIK, cMapTdoHbl) yxe uMeloT BCTPOEHHbIE
cpeacrtea ana paGOTbI B 6eCI'IpOBO,D,HbIX ceTax. Ecnn 6ecnposo,u,Ha9| CeTb OCTaHeTCA HeSaLLI,VILLI,eHHOVI, OHa 6y,ueT yAa3BuMa aona
goctyna w3 Apyrux KOMMbOTEpOB. 3aliMTWUTb [OMALUHIO CeTb U ceTb Manoro 6usHeca oT noytu mnobbix opm
HEeCaHKUMOHUPOBAHHOIoO A0CTyNna MOXHO, UCNONb3yA ANA 3TOro MeToAbl 3alWnUTbI.

Yrposbl MHopmaumoHHor 6e3onacHOCTW, BO3HUKawLWwue npu ucnonb3oBaHun Wi-Fi ceTen, MOXHO
YCNOBHO pasfenuTb Ha ABa Knacca:

— npsiMble — yrpo3bl MHOPMaLMOHHON 6e3onacHOCTW, BO3HUKaKLWMe Npu nepegade MHdopmauum no
6ecnpoBogHoMy nHTepdency IEEE 802.11;

— KOCBEHHbIE — Yrpo3bl, CBA3aHHbIE C HAaNU4nMeM Ha o6bekTe 1 paaoM ¢ 06bekToM BonbLIOro KonmyecTea
Wi-Fi-ceTten.

EcTb cnepytoLLme BUAbI NEPCOHANbHOM 3aLUNThI:

1 OTkpbiTaa 1M obwasa ceteBasa ayteHTudpukaums. Cneumndukauma 802.11 nopgoepxvBaetr gsa meToda
CeTeBOM ayTEHTUMUKALUN: OTKPbITYIO CUCTEMY U C UCMOMNb30BaHNEM OOLLLEro KntoYa.

C ncnonb3oBaHMEM OTKPbITON ayTeHTUdUKauum nobas ctaHumsa 6ecnpoBOLHOM CETU MOXET 3arnpocuTb
ayTeHTUdUKaumio. AyTeHTUdUKaLMa — 3TO NPOLIECC YCTaHOBMNEHUs NOASIMHHOCTM M NOATBEpXAeHus 3anpoca
KnveHTa (0OblMHO 3TO HOYTOYK) AnA JocTyna K CeTU WM ceTeBOM Todke poctyna. llocne BbIMONMHEHUs:
ayTeHTUdUKaUMM M NpefocTaBneHUs [OOCTyna KIMEHT nony4vaeT gocTyn k ceTn. CTaHuus, Ons KOTOpPON
HeoOxoaoMMa ayTeHTUdUKaLMa Ons CBA3W C OPYron cTaHuuen 6ecnpoBOAHON ceTw, OTNpaBnsAeT ynpaBnswoLwmin
ayTeHTUMUKALMOHHBIA 3anpoc, CoAepXalumn ee naeHTUMUKaUMOHHYI0 uHdopMauuio. MNprnemHas ctaHums mnm
TOYKa AOCTyna npuHMMaeT nobon 3anpoc Ha ayTeHTUMUKALMIO.

C ucnonb3oBaHMeMm OOLLEro krnova ayTeHTUudmKaumm kaxgas cTaHumsi obsisdaHa MonyyYnTb CEKPETHbIN
0o6LWMI KoY Yepes 3alULLEHHbIN KaHan, KOTOpbI HE3aBMCMM OT KOMMYHWUKaLMOHHOIO kaHana 6ecnpoBogHoi
cetn 802.11.

2 WEP-wudpoBaHue. WEP-wmdpoBaHne (Wired Equivalent Privacy) wucnonb3yet cneuuwanbHoe
npeobpa3oBaHne AaHHbIX Ans NpefoTBpalleHUs HECaHKLMOHMPOBAHHOIO AOCTyna K AaHHbIM 6ecnpoBofHOM
cetn. WEP-wwimndpoBaHMe ncnonb3ayeT KoY LWMgpoBaHWa AN KOAMPOBAHMA AaHHbIX nepea nx oTnpaskon. Ecnu
ucnonb3yeTcs WKdpoBaHMEe, BCe YCTPONUCTBa B 6€CNpOBOAHON CETU AOIMKHbI UCMOMNb30BaTh OAMHAKOBbLIE KITHO4YM
wundppoBaHus.

3 WPA-, WPA2-nepcoHanbHas. Pexum nepcoHanbHon 3awmTtel WPA uncnonb3dyetcsa B AOMaLLHUX
YyCroBuaX unu ceTtax manoro ©Ou3Heca. [ns nepcoHanbHOM 3awmtel WPA  HeobOXxoouMMo  BpY4HYHO
CKOHdUrypvpoBaTb NpeaBapuTenbHO onybGnukoBaHHbIA obwumi kntod (PSK) B Touke gocTyna unm KnveHTax.
AyTeHTU(MKaLMa B cepBepe He ucnomnb3yeTcs. JTOT naporb, BBEAEHHbIW B TOYke [OCTyna, AOJKEH
MCMNonb30BaTbCA B 9TOM KOMMbIOTEPE M Ha Bcex OECnpoBOAHbIX YCTPOMCTBAX CETU AN MOAKIMHYEHUS K 3TOW
TouKke AocTyna. 3alimTa 3aBUCUT OT HAEXHOCTU U CEKPETHOCTM napons. Yem Gonblue AnvHa MCNoNb3yemoro
napons, TeM HagexHee 3awimTta 6ecnpoBogHON ceTu.

4 WPA-, WPA2-Enterprise  (WPA-npegnpustne). KopnopaTuBHbIi ~ pexum  ayTeHTUdMKaumm
npegHasHayeH ANsi UCMOMb30BaHUA B MacliTabax NpeanpusiTui UM CeTsaxX roCygapCTBEHHbIX YUYpexaeHun.
WPA-npeanpusitue npoBepsieT nonb3oBaTenen cetn, ucnonb3ys cepsep RADIUS wuwnu gpyron cepsep
ayTeHTudukaumm [1].

AyTteHTudpmkauma 802.1X (kopnopatvBHasa 3awimta). AyTeHTudukaumss no craHgapty 802.1x — aTo
npouecc, He3aBMUCUMbIA OT ayTeHTudukauum no ctangapty 802.11. CtangapT 802.11 obecneumBaeT OCHOBbI
ONS pasnuyHbIX BMAOOB ayTeHTUdMKauum U NpOTOKOMOB MaHunynuposaHusa knoyvamu. B ctaHgapte 802.1X
MPUCYTCTBYIOT pasnuyHble TUMbl ayTeHTUMKaLun, Kaxabli M3 KOTOpbIX obecneuynBaeT CBOM Moaxon K
YCTaHOBMNEHWUIO MNOAIMHHOCTUN, HO BCE OHM MCNOMb3yT oanH npoTokon 802.11 n CTPyKTYpy ANsS B3aMMOLENCTBUSA
Mexay KIMEeHTOM W TovkoW pgoctyna. B OonblMHCTBE NPOTOKONOB MNOCIE  BbIMNOMHEHWUs npouecca
ayteHTndukaumm ctaHgapta 802.1X npuemMHas CTOpoHa (KNMEHT) NoryyaeT KoY, KOTOPbIA OHa UCMONb3yeT Ans
WwudpoBaHns AaHHbIX. lMpu ayteHTudukaumm no craHgapty 802.1X wucnonb3yeTcsas MeToq YCTaHOBMEeHUS
NOAMMHHOCTA MEXAY KIMEHTOM W CepBepoM (Hanpumep, yaaneHHas ayteHTudukaums RADIUS — Remote
Authentication Dial-In User Service), Kk KOTOpoMy MOAKMNoYeHa Touyka goctyna. [pouecc ayteHTudukaumm
ucnonb3yeT MAEHTUPUKALUMOHHYI0 MHOpMaLMIo, Hanpumep, Naporb MNonb3oBaTerns, KOTOpbIA He nepefaeTcs
yepes GecnpoBogHyto ceTb. BonblwmHcTBO BMAOB ayTteHTudpmkaumm 802.1X nogaepxuBalT AMHaAMUYECKME
KMoun Ons nonb3oBaTensd, ceaHca M ANs yCUNEeHus 3awuTbl knoya. AyTteHTudmkaumst 802.1X umeet
npeumyLlecTBa nepep WCMONb3OBaHMEM CyLLECTBYHOLLEro npoTokona ayteHTudpmkauum EAP (Extensible
Authentication Protocol).

AyTeHTudmrkaumsa ctaHgapta 802.1x anst 6ecnpoBoAHbIX CETEN MMEET TPU IMaBHbIX KOMMOHEHTA:!

— ayTeHTUdukaTop (Touka gocTyna);

— 3anpocyuk (NporpammHoe obecrneyeHune KnueHTa);

— cepBep ayTeHTUdumKauum.
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3awmTa ayteHTUdukauumn ctangapta 802.1X uvHUUMMPYET 3anpoc Ha ayTeHTUdUKaUMI0O OT KIUeHTa
6ecnpoBogHON CeTM B TOYKY [OOCTyna, KoTopasi yCTaHaBnuBaeT ero NOAMUHHOCTb 4Yepe3 npotokon EAP B
cooTBeTcTByloleM cepBepe RADIUS. 3toT cepeep RADIUS MOXeT BbINOMHUTL —ayTeHTUdMKaumIo
nono3oBaTens (C MOMOLWbO Mapons wnm ceptudmkata) unu KomnbioTepa (C nomolwbio agpeca MAC).
TeopeTnyeckn, KNMeHT 6ecnpoBOAHON CeTU He MOXeT BOWTWM B CeTb [0 3aBeplueHus TpaHsakuuun. (He Bce
MeToAdbl ayTeHTUdMKaumnm wucnonb3ytoT cepsep RADIUS. WPA-nepcoHanbHaa u  WPA2-nepcoHanbHas
MCMonb3yloT OBLMIA Naponb, KOTOPLIN BBOAMTCA B TOYKe AOCTYNa M B yCTPOWCTBAX, 3anpalunsaroLmx 4ocTyn K
ceTu). CyllecTByeT HECKONbKO ayTeHTU(PMKALMOHHBIX anropuTMoB, Ucnonb3yemblx co cneumdukauuen 802.1X.
3TN MeToAbl UCNOMb3YKTCHA NPU MAEHTUMMKauuM knmeHTa 6ecnpoBOAHON fokanbHow ceTn B cepeepe RADIUS.
Bo Bpemsa ayteHTudukauum B cepepe RADIUS nonb3oBaTteny nNpoxogdT NpOBEPKY B Creumanu3vpoBaHHbIX
6asax paHHbIx. AyTeHTudwmkaums RADIUS ocHoBaHa Ha Habope cTaHgapToB, NpeAHasHayYeHHbIX ANns
ayTeHTUdUKaUmMM, aBTopusaumm M BefeHus yyeTHbix 3anucen (Authentication, Authorization n Accounting —
AAA). Cepeep RADIUS cogepXuT NpOKCU-NMPOLIECC ANs MPOBEPKM KIMEHTOB B MHOFOCEPBEPHON cpefe.
Cranpapt IEEE 802.1X npegoctaBnsieT MexaHu3Mm AN yrnpaBreHus M ayTeHTUULMPOBAHHOIO AOCTyNa K
GecnpoBogHbIM ceTaM Ha ocHoBe noptoB 802.11 M npoBoAaHbix ceTen Ethernet. YnpaBneHne ceTeBbiM
[OCTYNOM, OCHOBaHHbIM Ha MCMONb30BaHMN NOPTOB, MOAOGHO MHMPACTPYKTYpE NOKanbHOM CeTH, ynpaBnsemomn
C NOMOLLbIO KOMMYTATOPOB, KOTOpas MaeHTUUUMpyeT YyCTPONCTBO, nogknioveHHoe k nopty JIC, un 3anpewaet
[OCTyN K 3TOMy MOPTY, €Cnu npouecc ayTeHTudmkauumn 6ein HeyaadeH [2].

Mpotokon ayteHtTndukaumm RADIUS. RADIUS (Remote Authentication Dial-In User Service) — aT0
CepBUC MpPOTOKOMa KIMeHT-cepBep AN asTopu3auuun, ayTeHTUdUKauuM u BeAeHUs YYeTHbIX 3anucen
(Authorization, Authentication n Accounting — AAA), KOTOpbI MCMonb3yeTca ANs perucTpauuy KnmueHToB B
cepBepe CeTeBOro AocTyna no KoMMyTupyemoin nuHun. ObbluHo cepep RADIUS ncnonbayeTcs noctaswmykamm
ycnyr poctyna B MHTepHeT (Internet Service Providers — ISP) ansa BbinonHeHuns 3agad AAA. [lanee onucaHbl
asbl AAA:

1 ®asza ayteHTudmkaumm (Authentication): MNMpoBepsieTcss nmsa Nonb3oBaTens U naponb B 6a3e AaHHbIX.
Mocne npoBepku naeHTUMKaLNMOHHON NHAOPMaLMK HaYMHaeTCsa NpoLecc aBTopm3auuu.

2 ®asa asTopusaumm (Authorization): Onpegensetcd, 6bINO NMU AaHO paspelueHue Ha 3anpoc AocTyna K
pecypcam. HasHavaeTcs IP-agpec Ans knveHTa, BbINOMHALEro AOCTyN Mo KOMMyTUpyemon nuHum (Dial-Up).

3 ®as3a BeaeHust ydeTHon 3anucu (Accounting): BeinonHsetcs c6op uHdopMaumm o6 Mcnonb3yembix
pecypcax Ans oueHKW, ayanTa, y4eta BpeMeHN ceaHca Unm y4eta CTOMMOCTU 3aTpar.

B ceTax Wi-Fi ncnonbsytotcs cnegytouime Buabl LUIMAPOBAHUS OAHHbIX:

1 AES — CCMP. Advanced Encryption Standard — Counter CBC-MAC Protocol (ynyyweHHbIi cTaHgapT
wudpoBaHnss — npotokon Counter CBC-MAC). 310 HOBbIi MeToA 3awuTbl npu 6ecnpoBofHON nepepade
OaHHbIX, onpegenenHbin B ctaHaapte IEEE 802.11i. Mpotokon AES-CCMP obGecneunBaeT Gonee HagexHbln
meTop, wudpposaHusa B cpaBHeHun ¢ TKIP. AES-CCMP ncnonb3yeTtcs B KayecTBe MeToAa WndpoBaHus, Korga
HeoOxooMMa noBblleHHast 6Ge3onacHocTb AaHHbix. [lpotokon AES-CCMP  pgoctyneH ana  ceteBow
ayTeHTUdUKaunm
WPA/WPA2-nepcoHanbHas/npeanpusatme.

2 TKIP. MpoTokon TKIP (Temporal Key Integrity Protocol) ncnone3syet dyHKUMIO CMELLEHUS COAEPKUMOTO
KmroYa Ans Kaxgoro naketa, MpoBepKy LEnoCTHOCTUM COOOLUEHWA M MEeXaHW3M MaHWMNynsuuMin C  KIoYOM.
Mpotokon TKIP goctynen ansa cetesow ayteHTudmkaumn WPA/WPA2-nepcoHanbHas/npegnpuatme.

3 CKIP. Cisco Key Integrity Protocol (CKIP) — 3710 cobcTBeHHbIM npoTokon 3awmtel Cisco ans
wucpposaHma B cpege 802.11. Tlpotokon CKIP wcnonb3yetr cnepyiowme ocobeHHOCTM — Ans
ycoBepLueHcTBOBaHMs 3awmTel 802.11 B pexume «infrastructure»:

- Key Permutation (KP) — MmaHMnynauum ¢ Kro4om;

- Message Sequence Number — HOMep nocnefoBaTeflbHOCTW COOBLLEHNS.

4 WEP. WEP-wudpoBaHne (Wired Equivalent Privacy) ncnonb3yeT cneuuwanbHoe npeobpasoBaHue
AaHHbIX AN npefoTBpalleHnss HeCaHKUMOHMPOBAHHOrO AocTyna K AaHHelm 6ecnposogHonm cetn. WEP-
wuncppoBaHMe uncnonb3yeT KoY LWM@POBaHNA ANS KOAMPOBAHMA [OaHHbIX Mepen WX OTNpaBKOW. TONbKO
KOMMNbIOTEPbI, UCMONb3YyOLWMNe 3TOT XEe KoY, MOTyT MOMyyYnTb AOCTYMN K CEeTM U paclumdpoBaTb nepefdaHHble
Apyrumun KomnbloTepamn aaHHele. KopnopatusHas WEP-3awmTa otnuyaeTtca oT nepcoHansHon WEP-3awuthbl
TeM, YTO ANA Hee MOoXeT ObITb BbibpaHa OTKpbITasd ceTeBas ayTeHTudukauus, a 3ateM MoxXHO BbibpaTb 802.1X n
yKkaszaTb HYXHbIA Tun ayTeHTudukaumm knveHtoB [3]. Beibop TunoB ayTeHTUdWKaUMM HeLOCTyneH Ans
nepcoHanbHon 3awmTtsl WEP.

Cnm1cok MCnonb30BaHHbLIX UCTOYHMKOB:

1.Wndpposaxue wi-fi ceTu, kako meton BbibpaTh? [AnekTpoHHbI pecypc). — https://wifiget.ru.
2.Configuring IEEE 802.1X Port-Based Authentication.

3.0630p BO3MOXHOCTEN 3aLuThl [ONEKTPOHHbIN pecypc]. — Pexum goctyna: http://support.elmark.com.pl.
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AYONT IT-UHPPACTPYKTYPbI

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

@ypca A.A..
JlbiHbKO8 J1.M. — 8.m.H., npogbeccop

Ayaut IT-uHPaCTPyKTypbl — 3TO KOMMMEKC MEepOonpusaTUiA, BKNoYawwmx B cebs uccrnegosaHue
COCTaBHbIX YacTen MHPOPMALIMOHHOW CUCTEMBI NPEANPUATUSA, MPOBOANMOrO HE3aBUCUMbIMK CrieunanmcTaMmm no
COrnacoBaHHOMY C 3aKa34MKOM MraHy, B COOTBETCTBMM C BbIOpPaHHOM METOAMKOW W KpuTepusmu. Ycnyra
npegHasHadeHa ANS  opraHusauumi,  KoTopbiM  TpebyeTcs oueHuTb  3(EKTUBHOCTL CyLLEeCTBYIOLEN
NHMOPMAaLMOHHON CUCTEMbI, MakCUMarnbHO MOMHO 3a4eNCcTBOBaTb M ONTUMU3NPOBaTL MMEILLMECS Pecypchl, a
Takke npodeccuoHanbHO onpeaenvTe OCHOBHbIE NPOBNEMbI M NOMYYNTb PEKOMEHAALMM MO UX ycTpaHeHuto [1].

CocTtaBHble Yactu UT ayguTta:

1 Ayaut obopynoBaHus:

a) obcrnegoBaHue COCTOSIHUSA paboyunx MECT U OPrTEXHUKY;

6) obcnepoBaHne COCTOSIHUS CEPBEPOB;

B) aHanu3 COCTOSHWS aKTUBHOIO M NacCMBHOMO ceTeBoro obopyaoBaHus, kabenbHoOM CUCTEMBI;

r) aHanu3 yHKUMOHMPOBaHMSA CepBEPHOro 060pyaoBaHNS U COOTBETCTBUSA TpeboBaHUAM;

[4) aHanus UCToYHMKOB BecnepeboHOro NUTaHusi, X 4OCTAaTOMHOCTMH;

2 AyouTt nporpaMmHoro obecneyeHus:

a) obcrnegoBaHMe YCTaHOBIIEHHOINO MpoOrpammHoro obecrneveHus Ha pabounx MalmHax U cepBepax
KOMMNaHuu;

0) npoBepka NpoOrpaMMHOrO OGEecrneyYeHus Ha HanuuMe nUUEH3WA, NpaB Ha €ero UCnonb3oBaHue,
COOTBETCTBME KONNYECTBA NULEH3NI N YCTaHOBINEHHbIX NPOrpaMmm;

3 AyauT kaHanoB CBA3WN N KOMMYHUKaLIMK:

a) obcnegoBaHue kaHanoB nepefayn AaHHbIX;

6) aHanua paboTbl TenegoHuy;

B) aHanus paboTbl U HACTPOEK KOPNOPATUBHOW 3MEKTPOHHOM MOYTbI;

4 Ayaut cnuctem 6e30nacHoOCTU:

a) obcnegoBaHWe UCNOMb3YOLLMXCS CUCTEM MHOPMaLMOHHON 6e3onacHoCTH;

6) npoBepka paboTbl aHTUBUPYCHOW 3aLLUTbl U aHTMCNAaM 3alUTbl ANIEKTPOHHON MOYTHI;

B) obcnegoBaHne cuUCTeM 3awmTbl OT B3roMa MHAPacTPYKTYpbl;

r) aHanu3 BO3MOXHbIX NyTen JoCTyna K nHdopMauum KoOMnaHum;

n) obcnegoBaHMe MeXceTeBbIX HACTpoek 6e3onacHoCTy;

€) aHanu3 HacTpoeK CeTeBbIX MOMUTKK;

X) aHanua cucTeMbl XpaHeHWsi U 63KanNMpoBaHUS AaHHbIX.

CyLiecTByeT HECKONbKO BUAOB ayauTa - 3KCNPECC, KOMMIEKCHBIA U HAanpaBeHHbIN.

Okcnpecc-ayanT MpPoBOAUTCA C LENbH OLEHKU CnoxHOCTU UT-MHppacTpyKkTypbl, HAWTKU NpoGnemHble
MecCTa, OLEeHWNTb ONTUMAarbHOCTb UCMOMb30BaHNs 060pyaoBaHUS, NPaBUIbHOCTb ero PyHKUMoHMpoBaHusa. Cpok
npoBegeHnsa akcnpecc MT-ayanta oBbIMHO OT OOHOro A0 Tpex pabounx AHeW, B 3aBUMCUMOCTU OT CIOXHOCTMU
NHMPaCTPYKTYpPbI.

KomnnekcHbin T ayamTt — 3TO nornHasi npoBepka coctosiHmsa UT-nHppacTpyKTypbl KOMAAHUN U CO34aHue
rmo6anbHOro NpoekTa Mo MoAepHU3auMn AN OOCTMXKEHUS BaXKHbIX MokasaTtenen agekTUBHOCTM — KavyecTBa,
3KOHOMMWYHOCTU U BapuaTUBHOCTW CUCTEMBI.

Otanbl komnnekcHoro UT ayauTa:

— cbop Bcen Heobxoanmowm nHopmaumm o6 NHPPaCTPYKType;

—  cO3gaHue npoekTa Mo MoAepHU3auun 1 oNTUMMU3auun Bcen MHPOPMAaLMOHHOW CUCTEMBI.

HanpaBneHnHbii WT-ayout — 3710 nonydveHue wuHdopMauum o6 oTaenbHbiX anemeHtax WUT-
nHdpacTpykTypbl: ayaut CKC: ob6cnepoBaHue kabenbHOW ceTW, akTMBHOIO CeTeBOro obopyaoBaHue,
KOMMYyTauus, U3MEepeHne CKOPOCTU Mnepefayn [aHHbIX; ayauT CepBepHOW WMHpacTpyKkTypbl: obcrnegoBaHue
HacTpoek, MpPOW3BOAUTENBHOCTU, CUCTEM 3aliMTbl U APXMBMPOBAHWE; ayauT pPasfUYHbIX CETEBbIX CIyXO:
3MNeKTPoHHas noyta, TenedoHnmn, obnayvHble cepsucel 1 T.4 [2].

Cnuncok Mcnonb30BaHHbLIX CTOYHUKOB:
1.  Ayaut IT-uHdpacTpyKTypbl [ONeKTpoHHbIN pecypc]. — Pexxum goctyna: http://www.its.by.
2. AyauT IT nHdpacTpyKTypbl [OneKTpoHHbIN pecypc]. — Pexxum goctyna: http://it-partner.ru/.
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NMPOrHO3UMPOBAHMUE PACIMONOXEHUA TPAHCNOPTHBIX CPEACTB
B NrOPOAE C UCINOJIb3OBAHUEM HEUPOHHbLIX CETEWU INMYBOKOI'O
OBYYEHUA

Benopycckutl 2ocy0apcmeeHHbIl yHU8epcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

HacmuH A. A.
Kopones A.U. — k.m.H., doyeHm

WckycctBeHHasa HemnpoHHasa ceTb (MHC), yacto HasbiBaemasi «HEWpOHHasi CeTb», Marematumyeckas Mogenb Wnu
BblYMCMNTENBbHAs MOAENb, OCHOBbLIBAIOLLENCA Ha OMOMNOrMYECKMX HEMPOHHLIX CeTAX, [APYrMMU CroBaMW, €CTb IMynsAuus
Hronornyeckon HepoHHOWM cuctembl. OHa COAEPXKUT B3aMMOCBSI3aHHbIE TPYMMbl UCKYCCTBEHHLIX HEMPOHOB M MHDOPMaLMIO
fpouecca C UCMOosb30BaHNEM Noaxoda COeAMHWUTENbHbIX BbluncneHui. B 6onbwmHcTBe cnyvaes MHC apgantueHasa cuctema
KOTOpas UMeeT M3MEHSIIOLLYIOCA CTPYKTYPY, KOTOpas OCHOBBLIBAETCS HA BHELUHWX U BHYTPEHHUX MH(OPMALMOHHBIX MNOTOKax
Yyepes ceTb B Te4eHUn obyyatoLert dasbl.

Buabl NCKYCCTBEHHbLIX HEMPOHHbLIX CETEN.

Mpamasa HeWpoHHasa ceTb. [pamas HeMpoHHas ceTb Gbina nepeBon N306pPEeTEeHHON CEeTbi MPOCTENLLEro
TMNa MCKYCCTBEHHOM HeMpoHHOW ceTu. B aTon ceTu nHdopmauus aBuranacb TONMbKO B OAHO HanpasreHue
Brneped, M3 BXOAHbIX Y3MOB, Yepe3 CKpbITble y3nbl K BbIXOAHbIM y3nam. B ceTu HeT UMKNOB wnu neTtnen.
Ob6paboTka AaHHbIX MOrna NepeMHoXaTbCs 4MHULIAMU, HO CBSI3N C 0OpaTHOM CBA3bIO OTCYTCTBYIOT, YTO 3HAUMUT,
COEeAMHEHNs pPacTArMBalTCA U3 BbIXOAHbIX €AVMHWL, K BXOAHbIM €dMHMLAM B TOM >Xe Croe unu npegblayLmx
Crnosix.

PekyppeHTHas ceTb. PekyppeHTHas HeMpOHHas ceTb COQEPXUT coeanHeHust obpaTHomn ceasun. B otnnuum
OT NPsSIMON CeTW, peKyppeHTHas HenpoHHas ceTb (PHC) sBnseTtcs mogensio ¢ ABYHanpaBrieHHbIM MOTOKOM
AaHHbIX. [loka npsiMas HEMPOHHasa ceTb NepeaaeT AaHHbIA NMHENHO M3 BXOAHOrO Cnosi B BbixogHou cnow, PHC
Takke nepenaéT gaHHble N3 NO3AHMX 3TanoB 06paboTkun K paHHUM 3Tanam.

OO6y4eHne UCKYCCTBEHHOW HEMPOHHON CETMU.

HelipoHHasa ceTb AOMKHa ObITb CKOHUIypMpoBaHa, Tak 4To Obl MPUMEHeHMe AaHHbIX Ha BXOA4 AaBana
Xernaembin Habop AaHHbIX Ha BbIXOA. PasnnyHble MeToAbl yCTaHaBNUBAIOT CUMbHbIE CTOPOHbI CyLLECTBYIOLMUX
coeanHeHun. OgmH 13 cnocoboB 3aknoyvaeTcss B TOM, YTOObI BeCbl SBHO WCMONb30Bany anpuopHoOe 3HaHue.
[Opyroii cnocob TpeHMpoBaTb HEMPOHHYIO CETb KOPMUTbL €€ LabnoHamu 1 No3Bonsas e’ M3MeHATb CBOM Beca B
COOTBETCTBMM C HeKOTOopbiMK Yy4ebHbiMM npasBunamu. OOydalowme npasuna KaTeropvpylTcs criegyowmm
obpasom:

KoHTponumpyemoe obyyeHne unu accoumaTvBHoe 0Oy4eHne, B KOTOPOM 0by4eHHas ceTb npegocTaBnseT
BXOOHbIE N COrMacoBaHHblE BbIXOAHbIE LWAGMNOHbI. 3TW BXOAHbIE, BbIXOAHBIE Napbl MOryT ObiTb MpeacTaBneHbl
BHELLHUM y4MTeneM uim cCUCTEMON, KOTopasi COAEPXUT HEVPOHHYIO CETb.

BeckoHTponbHOE 00y4eHne unu camoopraHu3auuns, Kotopas noka He Oyaet obydeHo pearvpoBaTb Ha
knacTepbl WwabnoHa BHYTpu Bxoda. B aTom napagurme cuctema npegnonaraet OBHapyxuTb CTaTUCTUYECKU
XapaKkTepHble 4YepTbl BXOAHOW COBOKYMHOCTW. B oTnuume OT napagurMbl KOHTPONMPYyeMoro obyyeHus HeT
npuopuTeTHoro Habopa kaTeropui, B KOTOpble AOMKHbI KnaccuduumpoBaTbcs LWabnoHbl ckopee cuctema
AormkHa paspaboTtaTb cobcTBeHHOe NpeAcTaBneHne BXOAHbIX CTUMYTIOB.

YcuneHHoe oby4veHune. 3ToT TN 06yYeHns MoXeT BbiTb PACCMOTPEHHBIN Kak MPOMEXYTOYHbIN ddOpMON 13
BbilLe MNepeynCreHHbIX ABYX TUMOB 00yyeHus. BoT MawwvHHOe obyveHue penaeT Kakoe-TO AeNlcTeve B
OKpy>KatoLen cpefe 1 nonyvaeT obpaTHyto CBSi3b U3 OKpyxatoLlen cpeapbl. Cuctema obyyeHns oLueHuBaeT CBOU
OenCcTBME XOPOLLO MMM MIOX0e Ha OCHOBE OTBETa M COOTBETCTBEHHO KOPPEKTUPYET €ro napameTpbl.

Cnmncok Mcnosb30BaHHbIX MCTOYHUKOB!

1. Rakesh Agrawal, Sakti Ghosh, Tomasz Imielinski, Bala Iyer, and Arun Swami, An Interval Classier for Database
Mining Applications, VLDB 92, Vancouver, British Columbia, Canada.

2. CuneH ., Mencman A., Ann M., OcHoBel Data Science n Big Data. Python u Hayka o gaHHbix, Mutep, 2012 — 336¢.
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OUCKPETHOE MOOENMUPOBAHUE TPAHCIMOPTHOU CUCTEMbI
FOPOOA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

CmenaHos H.B.
HeopHukoe B.[]. — k.m.H.,0oueHm

B pa6oTe paccmaTpuBaeTcs MNpUMEHeHMe MMUTALMOHHOIO MOZLENVWPOBaHWUSA [N OLEHKU TOPOACKOro Tpadduka.
PaccMoTpeHbl MeToAbl MOAENUPOBAaHUA TPAHCTMOPTHLIX CUCTEM ANl OMPEAErieHUst OCHOBHbIX MokasaTenei C  Uemnbio
ofecrneyeHnss KauyecTBa MacCaXuMpPCKMX MEepeBO30K. AHanuW3 pesynbTaToB MporpaMmbl OaeT BO3MOXHOCTb OMnpedenuTtb
nokasarenv MogenmpyemMomn CUCTEMBI.

BbicTpble TeMnbl pocTa ropoOACKOro HaceneHns 1 yBernum4eHne ero NoABMXKHOCTU NOPOXAAI0T Lenbi psj,
npobnem, cBA3aHHbLIX C PasBUTMEM TpaHCMopTa B ropodax. YnpasreHue TPaHCMNOPTHOM CUCTEMOWN SABMSieTcH
OOHOWM U3 OCHOBHbIX COCTaBHbIX YacTel MHAPACTPYKTypbl ropoda, kotopas obecneyvMBaeT XU3HEHHO BaXHble
noTpebHoCTU HaceneHus.

OpHOWM ©3 NepBOCTEMEHHbIX 3aAay  yrnpasfieHns TPaHCMNOPTHbIM XO3AWCTBOM SBMSETCA CO3AaHue
ONTUMarnbHbIX MapLIPYTOB W MHTEPBarnoB ABMXEHNS PercoBbiX aBTObycoB. CMOXHOCTb €€ pelleHns COCTOUT B
HeobXoAMMOCTN TOYHOrO onpedeneHns NoToka NacCaXMpoB W pacrnpefeneHue ero BO BPEMEHW B TeyeHue
AHA[3]. PeleHne aToM 3agaym No3BONSET COKpaTUTL NPOCTOW aBTOGYCOB, UCKMOYUTL OTMEHY PENCOB, NOBLICUTL
3P PEKTMBHOCTL NCMONBb30BaHNA NOABUXHOIO cocTaBa. Bmecte ¢ TeM onTumanbHOe nnaHMpoBaHUe NepeBO30K
MO3BONSAET NOBLICUTL MPON3BOAUTENBHOCTL aBTOOYCOB MPY OOHOBPEMEHHOM CHWDKEHWUN KONNYECTBa NOABUXHOIO
cocTaBa, MOCTYNaloLWero Ha MapLipyT Npyv TOM e MaccaxuponoToke M BbicBoboanTb M3 cdep obpalueHus
3HauMTenbHble MaTepuanbHble pecypcbl aBTonapkal2).

B cBsi3n 3TuM, Lenblo UccnegoBaHUi ABMASNOCH MOCTPOEHWE MaTeMaTU4eckoW MoAenu AN pelleHus
3ajavnm MaplipyTu3auMm npu  pacnpefeneHMn nacCaXMpCKUX W TPaHCMOPTHbIX MOTOKOB, YYWTbIBaKOLLEN
cneunduky nepemeLleHun naccaxupos B ropoge. OCoGEHHOCTbIO TPaHCMOPTHOrO NOTOKa FOPOACKOW CeTu
ABMNAETCS €ro CrOXHbI CTPYKTYpHbIN cocTaB. OH BKMOYAET MHOXECTBO MOTOKOB: BHYTPEHHWE MNOTOKM
WHAMBMAYaNbHOrO TpaHCMNopTa, MOTOKWN O6LLEeCTBEHHOro TpaHcnopTa (FopoACKOro U MapLUpyTHOro) 1 gpyrue. ns
obecnevyeHns pUTMUYHOIO (PYHKLMOHMPOBaHNS BCEW TPAHCMOPTHOW CUCTEMbI ropoda Heob6XoaMMO yunTbiBaTb
pe3ynbTaT BO34EeNCTBUA OJHOrO MOTOKa Ha APYron M Ux B3anMogencTBue C BHellHeh cpegon. OcobeHHOCTbIo
MaccaXXMpckoro MoToka SBNSETCA ero U3MeHslWmMincs obbeM Ha KawdoWw Touke ropogckon cetw. lpu 3ToM
TPaHCMOPTHbIE CeTU SABMAOTCA 0ObekTaMu rpacpoBor CTPYKTYpbl 1 MOITOMY ANS UX UCCNEA0BaHUS NPUMEHUMBI
mMeTodbl Teopumn rpacdoB. Ho anropuTtmbl U MoAenu, NOCTPOEHHblIE Ha OCHOBE 3TUX METOAOB, He MO3BONAIT
y4ecTb OMHAMUYECKN WU3MEHSIOWMECH XapaKTePUCTUKN W CnyvalHbii  aktop npu  OYHKLUMOHUPOBaHUU
TpaHCNOpPTHbIX cuctem [1].

CooTBETCTBEHHO AN (POPMUPOBAHUST OOOCHOBAHHOW MapLUPYTHOM CETU ropoACKOro O6LLECTBEHHOro
MacCaXXupckoro TpaHcrnopTa B NepByl0 o4vepedb HeoOXoAMMO OnpeaenuTb BENUYMHBI U XapakTepucTUKW
MaccaxMponoTOKOB, ABWXYLLMXCS N0 TeppUTOpMU ropoaa.

Mpn wnccnegoBaHMM NacCaXMpOMOTOKOB OCHOBHbIMKM NapameTpamu (dakropamu), HenocpedCTBEHHO
BMUSIIOLLMM Ha X U3MEHEHMNE SBNAIOTCA:

1. yac cyTok;

2. AeHb Hegenu;

3. Mecsll ce3oHa roaa.

[nanasoHbl M3MeHeHVUn aKTOpOB BeCbMa 3HaYMTENbHbl, YTO NPUMBOAMT K MOSBNEHU0 6GonbLIoro
KOnM4YecTBa BapMaHTOB PasfUYHbIX COYETaHWW napameTpoB. Takum o6pa3oM, BO3HMKAET CrOXHAas OYeHb
TpygoeMkas 3ajada MnorfyyYyeHus CTaTUCTUYECKOro martepuana no W3MEHEHWIO MaccaXupornoTOKOB MO BCew
TeppuTopun ropoga. PelueHne aToi 3agayv chnowHbIM obcnegoBaHWMEM MPaKTUYECKM HEBO3MOXHO W3-3a
3HauMTENbHOM TPYAOEMKOCTH, @ 3HayuT [OporoBu3He wccrnegoBaHuin. Takum obpas3om, Heobxoauma
matemaTuyeckas MOAEenNb, ajeKsaTHO oOnNuCbIBalLWas MPOUCXOASLLMEe NpoLecchl W Mno3sBonswwas ¢
MUWHMMAaIbHOW TPYAOEMKOCTBIO MONYy4YnUTb HEOOXOAMMbIV CTAaTUCTUYECKMI MaTepuran([4].

Cnncok UCcnornb30BaHHbIX UCTOYHMKOB:

1. Jlunenko, A.B. O pa3paboTke WMMWUTAUMOHHOW MOAENM TOPOACKUX MacCaXupCkux nepesBo3ok./A.B.
Jivunenko, H.A. KysbmuH, O.A. MacrnoBa // AKkTyanbHble BOMPOChbI MHHOBALMOHHOIO PasBUTUS TPAHCMOPTHOIO
KOMMIekca: MaTepuanbl MeXAyHapoaHOW Hay4YHO-NpakTuyeckon koHdepeHuun. — Open, 2011 r. — 1.2. — ¢.50-54.

2. Muxannos, A.l0. Agantauusi MeTogoB pacyeTa OCTaHOBOYHbIX MYHKTOB MapLUPYyTHOrO MaccaXXupcKoro
TpaHcnopTa K coBpeMeHHbIM ycrnosusmM / A.KO. Muxaiinos [u ap.] // OpraHnsaums n 6e30nacHOCTb JOPOXHOIO
OBWXKEHUS B KPYMHbIX ropogax. - . C-Metepbypr, 2006 r. — ¢.205-211.

3. [Mwuitanes, O.A. OnpegeneHne ONTUMAanNbHOIO 4YUCna TPaHCMNOPTHbLIX CPeAcTB  ropoAcKoro
naccaxupckoro TpaHcnopta.//BectHuk Ypl'YMNC. — 2009 r. — Beinyck 4. — ¢.120-123.

4. Bornkoa, M.H. Jloructuka naccaxupckMx nNepeBO30K B KPYMHOM MNPOMbILUIEHHOM pawioHe //
MpuasoBckuii rocyaapCTBEHHbIM TEXHUYECKni yHnBepeuTeT. — 2011 r.. — c.2-3.
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CUCTEMbI BUOEOHABNIOOEHUA U KOHTPOIA AOCTYNA
XKUIoro AoOMA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Yeuko A.C.
Jlosyutli H.H. — accucmeHm

Cuctema BugeoHabnoaeHus — cuctema annapaTHO-NporpamMMHbIX CpeacTB, NpefHasHayYeHHas Ans
OCyLLeCTBNEHNs BUaeoHabnoaeHus.

Cuctema koHTpons u ynpaenenus goctynoMm (CKY[l)- 3TO COBOKYNHOCTb TEXHWYECKMX CPEeAcTB WU
OpraHn3aumoHHbIX MEPOMPUSTUA, KOTOPbIE MO3BOMSOT KOHTPONMPOBaTb AOCTYMN K OObeKkTam M OTCnexvBaTb
nepemMeLleHne mnogen no oxpaHAeMon TeppuTopun. Ha gaHHbIA MOMEHT BPEMEHW, 3TU CUCTEMbI  MPU3HAaHbI
ofHUM 13 Hanbonee apdPeKTMBHBIX METOAOB PeLLEHMS 3a4ay KOMMNIeKCHoN 6e3onacHOCTU Ans 0O bLEKTOB.

OT ypoOBHSA BEPOSTHLIX YrPO3 WM MNOCTaBMEHHbIX Mepes CUCTEMOW 3afdad, 3aBUCUT HeobXxoaMMOCTb
noabopa ONTUManbHOrO COOTHOLUEHWS Mexay NioAbMU U TEXHUMYECKMMU pecypcamy cUCTeMbl. YCTaHoBKa
cucCTeMbl BUAEOHAbNAeHNS U KOHTPOMsA AOCTyna, NO3BONUT HE TONbKO NOAHATL YPOBeHb 0bLen 6e3onacHoCTH,
HO W COKpaTuUTb M3OEepPXKM 3aTpaT Ha ee obecneyeHuwe, MOCKOMbKY OHW He TpebykT 6GomnbLlioro Konuvyectsa
nepcoHana ans obcnyXnBaHusi, SKOHOMWYHbI B MOTPEONEHNN 3NEKTPOIHEPTUN.

B ynpowéHHoM Buae npuHUMN paboTbl CUCTEMbI BUAEOHAGMNIOAEHUS Crneayllnin: BUAEOKaMeEpbl U
MUKPOGOHbI  «CHUMaKT» BUOEOMHGOPMALMIO C ONpedenéHHoM TOovkM obbekTa U OTnpaBnsalT €€ Ha
3anvcbiBatoLLee YCTPOWNCTBO, KOTOPOE NepeBoanT UHOPMaUmio B cneumanbHbli hopmart ang eé nocneayoLero
apxvBupoBaHusi. OOHOBPEMEHHO C 3TUM Kamepa MocCbifiaeT AaHHble Ha BUOEOMOHWUTOP, KOHTPOMMPYEMbIiA
onepatopom-Habniogatenem. Tawke B CUCTEMY MOTryT BXOAWTb OOMONHUTENbHbIE YCTPOWCTBA CHUTbIBAHWSA
nHopmMauwmm, yctponctesa 6ecnpoBogHON CBA3W, TaMepbl, 4aTYMKN ABUWKEHUS, yaaneHHble paboyve cTaHumm n
T.0. ANs paclumpeHns yHKLMOHaNbHbIX BO3MOXHOCTEN N KONMYeCTBa BUOEOKaHANoB CUCTEMbI.

OCHOBHbIE NMKOChI CUCTEMbI BUAEOHAbNIOAEHUS:

- 6e3onacHoCTb;

- MOXHO CrneauTb 32 BCEM YTO NPOMCXOAUT (3a CBOUMW AEeTbMU ,KOTOPbIE UrPatoT BO ABOpPE);

- €Cnv 3anesyT BOpbl, MOXXHO YBUAETb, Kya OHW HanpaBnAlTCSa U Npuaymarthb, Kak X NporHaTb;

- €CIM1 Ha yruue NoCTOPOHHME 3BYKM, MOXHO MPOCTO MOCMOTPETb HA 3KPaH 1 y3HaTb, YTO MPOUCXOANT;

- eCNnu 3anesyT BOpPbl, MOXHO YBUAETb, Kya OHW HanpaensawTCs U NpuayMaTb, Kak UX NporHaTh;

- ecnu B KBapTupy (M1 OOM) BMOMMUIIMCb MOCTOPOHHME, C MOMOLLBI MpPOrpaMmbl Ha TernedoHe MOXHO
HabnoaaTtb 3a KBapTUPOK, U Bbi3BaTb NONULMIO B NMO6O MOMEHT;

- Kamepa Mo3BONUT AoKasaTb BUHOBHOCTb TOrO UMM MHOTO YerioBeKa B Kpadke BalUMX BELLEW.

HepocTaTku cucteMbl BuAeoHabnioaeHus:

- BTOPXXEHUWE B NNYHYIO XN3Hb AETEN UMK cocenen;

- CTOMMOCTb KamMep W1 onnara ycnyr no Ux ycTaHoBKE MacTepy;

- HY>KHO HayunTbCsl pa3bupaTbes B NporpaMmmMHOM obecrneyeHmmn kamepsbl;
- eCnv Kamepa BO [BOpe, €€ MOryT pasbuTb;

- HOTAa cnegyeT peMOHTUPOBaTh KaMepbl.

O PeKTMBHOCTb MCMNONb30BaHMA NMHOObIX TEXHUYECKUX CPEACTB CUCTEM BUAEOHAOMOOEHUS U KOHTpons
[OCTyna 3aBUCUT OT NPYMEHSIEMOW TEXHOMOIMU KOHTPOMS AOCTyNa U KBanngukaumm onepaTMBHO-TEXHNYECKOrO
nepcoHana.

Cnmncok Mcnosb30BaHHbIX MCTOYHUKOB!
1. KpaxmaneB A.K. CpenctBa v cucTeMbl KOHTPOMS U ynpaBneHust AocTyrnoM. YuebHoe nocobue. M.: HULL "Oxpana" 'YBO
MBL Poccun. 2003.
2. NoprvumH V. KoHTponb 1 ynpaeneHve AOCTynoM - NpocTo n HagexHo KTL| "OxpaHHble cuctemsr”, 2002.
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CUCTEMbI XPAHEHUA BUOAEOKOHTEHTA AJ1A CUCTEM
BUWOEOHABJIIOOEHUA U KOHTPOIIA

Benopycckuli 20cydapcmeeHHbIl yHUgepcumem UHhopmMamuku U paduo3/1eKmpOoHUKU
2. MuHck, Pecnybnuka benapycb

Yeuko A.C.
Jlosyutli H.H. — accucmeHm

Cwuctema BUAeOHabnogeHVst — 3TO BaXKHbIV 3MEMEHT B OXpaHe Hallero UMYLLECTBa W XWU3HW, KOTOPbIA NO3BOISET He
TOMbKO NPeAOCTaBUTb AoKa3aTerNbHy 6a3y NpaBOHaPYLUEHWA, HO U B HEKOTOPbIX Cryvasx NpeaoTBpatnTe ux. Camoi rmaBHOM
YyacTblo MOBON cucTeMbl BUAEOHabNoAeHUs SBNsieTCA apxuB 3anvcel ¢ kamep. Ero MoXHO xpaHuTb Bugeopeructpatope, Ha
KapTe namsTW, NepcoHanbHOM KoMMbloTepe unu Bupeocepsepe. PelueHve BbiGMpaeTcs B 3aBMCMMOCTM OT MacluTabHocTv
cucteMbl. B cnyvasx, korga notepsi Aaxe OAHOrO Kagpa KpUTW4YHa, criedyeT [OCTaTOYHO Cepbe3HO MOAOWTW K opraHusaumm
XpaHeHusi BUAeoapxmBa. Y4uTbiBas To, YTO MHPOPMALIMIO HYXHO XpaHUTb B TEYEHWEe OrnpeaeneHHoro BpemMeHm (B 3aBUCMMOCTH
oT cneundmkm o6bekTa), YacTo TpebyeTcs HECKOMbKO BUHYECTEPOB (KECTKUX OUCKOB).

Mpexage yem ycTaHOBUTbH CUCTEMY BUOEOHAOMOAEHWUs, CTOUT CNpPOEKTUPOBAaTb MOMMUTUKY XpaHeHus
AaHHbIX. Cambli 04eBUMAHbIA cnocob - nocrnegoBaTenbHOE 3anofnHeHe AMckoB. Ho, B TO ke Bpewmsi, U camblv
yCTapeBLUMN N HEHAOEXHBIN.

Opyroi cnocob — 3To BbIAENWUTb MO OUCKY Ha Kaxayl rpynny kamep BuaeoHabniogeHusa. HagexHocTb
TaKoW opraHv3aLumn HeBEMWKa, 3a To Bo3pacTaeT ObicTpoaencTeme. B Tom cnyyae, ecnu oavH U3 AMCKOB BhbILLEN
N3 CTPOS, TO NOTEPSIETCSH BECb apXMB AaHHbIX C 3TOr0 y4YacTka obbekTa.

Eweé ogHo peweHue - opraHusaums RAID-maccua. VHdopmauma genutcsa Ha Hebornblune yactv u
packvablBaeTCsa B Crly4aiHOM NOpsifike Ha BCE ANCKM O0QHOBpPEeMEHHO. OAMH U3 HUX XPaHWUT KOHTPOMbHY0 CyMMY,
KoTopas Heobxoguma Onis BOCCTaHOBMNEHUA, €CN Kako-HMByab M3 BUHYECTEpPOB nepecTaHeT pabotatb. Raid-
MaccuMB - [OOCTaTOMHO HaAeXHbI cnocob XxpaHeHWst AaHHbIX. HepoctaTkm 3TOro BapuaHTa B HaCTPOWKe,
Tpebylolwen onpedeneHHbIX 3HaHui, a nwbas owmbka CUCTEMHOrO agMUHUCTpaTopa MOXET MNpUBECTU K
Hen3bexHbIM ANA apxvBa NoCneaCcTBUAM.

Takke Npy NPOEKTMPOBAHUN apxuBa MOXHO Ucnonb3oBaTb TexHonorumo MDR (Multi Disk Record). B atom
crnyyae NoToK pacnpenensietcst No BCemM Auckam M coxpaHsieTcs no nsate MerabanT Ha kaxgom. To ecTb, npu
BbIXOAE W3 CTPOSA OOHOrO U3 HOCUTENEW, TepsSeTCa TOMbKO Kaxabli YeTBepThbii OTpe3ok 3anucu B 5 M6 (npwu
YCIOBWM, YTO YCTAHOBMEHbI YETbIPE ANCKA).

Jliobble cuctembl BuaeoHabnwoaeHWs MCNonb3ylT 06nayHylo MHAPACTPYKTYpy ANS  NonyyYeHus
yOaneHHoro AoCcTyna K BUOe0apxmBy, K OHNaH NpocMoTpy.

MO>XHO OTMETUTb YeTbIpe OCHOBHbIX CLIEHApWs NCMONb30BaHUA 06n1aqyHoN NHAPACTYKTYpbI:
1.[JocTyn K OHnanH NpocMOTpY 1 Buaeoapxmey Ha SD kapTe kamepbl
MpenmyLlecTBa: HU3Kast CTOMMOCTb, BbICOKasi CKOPOCTb pa3BepTbiBaHUA, 6onbluon BbIoop 060pyaoBaHus,
MUHMMAanbHas 1 Nerkas HacTpowka.
HepocTtaTku: BuAeoapxus MoOXeT ObITb yTpadeH, Tak kak. SD kapTa nerko nsenekaeTcsa n3 BUaeoKamepbl.
HebonbLwon pasmep Bugeoapxmea. Hudkun cpok cnyx0obl SD kaprT.

2.locTyn K oHnanH npocMoTpy v Bugeoapxmsy Ha NVR, NAS, cepsepe
MpeunmyectBa: 6Gonbwon BbIGOop o06opynoBaHus. bBonblias emkocTe BuaeoapxwBa. [octyn K
BMAEOAapXM1BY NpeaocTaBnseTcs B BUAe NpodeccMoHansHoro nporpaMMHoOro nHTepdenca.
HepocTaTku: Bugepeructpatop, a 3HauuT U BUOEOAPXMB MOXET ObiTb yTpadeH. Bbicokas LeHa Ha
cneuvann3mpoBaHHble XeCTKMEe ANCKU AN BuaeoHabnoaeHus.

3.0ocTyn Kk oHManH NPOCMOTPY U BUAEO0aPXMBY B AaTa-LeHTpe (XOCTUHT BUAEO)
[ocTounHcTBa: 6€30NacHOCTb XpaHeHUs 1 CTabunbHOCTbL AOCTYNa K BUaeoapxusy. [JOCTyn K BuAeoapxvBy
npeaocTaBnsaeTcs B BUAe npoeccnoHanbHoro NnporpaMMHoro nHrepdenca gns paboTsl ¢ BUOEOAPXMBOM.
HepocTaTku: orpaHuuyeHHast [OOCTYNHOCTb annapaTtHoro obecneyeHusi. [loCTosiHHblE 3aTpaTtbl Ha
aboHeHTCKyto nnaTy.
4.[ocTyn K OHNarH npocMoTpy 1 Buaeoapxusy Ha NVR nnu NAS u 63kan Bugeoapxusa B obnako
MpenmyllectBa: 6e30MacHOCTb  XpaHeHWs BuaeoapxvBa 006ecrnevmMBaeTCsi BbICLUENW  CTENEHbIo
HadeXHOCTU LueHTpa 06paboTkM AaHHbIX.
HepocTaTku: BbICOKasi CTOMMOCTb XpaHEHWs BUAEO, HU3Kas NPOMyCcKHas CnocOOHOCTb KaHamnoB CBA3W.
3aTtpaTtbl Ha abOHEHTCKYLO nnary.

Cnncok UCnornb30BaHHbIX UCTOYHMKOB:
1. A6pamoB A.M., Hukynux O.1O, MeTpywuH A.WN. Cuctemsl ynpaenenus goctynom. M.: "Obeper-PB", 1998.
2. bapcykos, B.C. besonacHocTb: TexHonoruu, cpeacTsa, yenyrm / B.C. bapcykos. - M., 2001
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MOBILITY MODELS in MOBILE Ad Hoc NETWORKS

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Vladislaw Belan, Nouri Zaid lhsan Nauri, Mohammed Mozahim
M.FO. XomeHoK — K.m.H., doueHm

A Mobile Ad hoc NETwork (MANET) is a collection of wireless mobile nodes forming a self-configuring network without
using any existing infrastructure. Since MANETSs are not currently deployed on a large scale, research in this area is mostly
simulation based, figurel

Among simulation parameters, the mobility
model plays a very important role in determining the
protocol performance in MANET. Thus, it is essential
to study and analyze various mobility models and
their effect on MANET protocols. In the near future,
MANETs could potentially be used in various
applications such as mobile classrooms, battlefield
communication and disaster relief applications.

@ h To thoroughly and systematically study a new

-

.,
g
©

Mobile Ad hoc Network protocol, it is important to
simulate this protocol and evaluate its protocol
= performance. Protocol simulation has several key
; = e — parameters, including  mobility model and
Fig. 1 - Simulation Process by NS2. communicating traffic pattern, among others.

The mobility model is designed to describe the movement pattern of mobile users, and how their location,
velocity and acceleration change over time. Since mobility patterns may play a significant role in determining the
protocol performance, it is desirable for mobility models to emulate the movement pattern of targeted real life
applications in a reasonable way. Otherwise, the observations made and the conclusions drawn from the
simulation studies may be misleading.

| Mabiity Modets | Thus, when evaluating
MANET  protocols, it is
Rancom Modgls | T Modeswih || Modeswih || Modeewm | necessary to choose the proper

Temporal Depandency| | Spatial Dependency | | Geographic Restriction underlying mobility model. For
example, the nodes in Random

Random Waypoir] | Other Variations | || GaussMarkov | | ReferencePort | | [ Pathway Mooy | Waypoint model behave quite
WModel M Modd [l Geowp Model M Moda differently as compared to
T e S |- oy | nodes moving in groups. It is not

[ 1| [Random Divection| 1 Randor u || Qostacee appropriate to evaluate the
1 wy 1 mi‘ecbm Mchilly Mode Comelaled Models Nodel applications where nodes tend
| = to move together using Random

|| RandomWak Waypoint model.  Therefore,

Mod! ! there is a real need for

Fig.2 - A Survey of Mobility Models. developing a deeper

understanding of mobility models and their impact on protocol performance.

One intuitive method to create realistic mobility patterns would be to construct trace-based mobility
models, in which accurate information about the mobility traces of users could be provided. However, since
MANETs have not been implemented and deployed on a wide scale, obtaining real mobility traces becomes a
major challenge. Therefore, various researchers proposed different kinds of mobility models, attempting to
capture various characteristics of mobility and represent mobility in a somewhat 'realistic' fashion. Much of the
current research has focused on the so-called synthetic mobility models that are not trace-driven.

For mobility patterns in wireless cellular networks, researchers mainly focus on the movement of users
relative to a particular area (i.e., a cell) at a macroscopic level, such as cell change rate, handover traffic and
blocking probability. However, to model and analyze the mobility models in MANET, we are more interested in
the movement of individual nodes at the microscopic-level, including node location and velocity relative to other
nodes, because these factors directly determine when the links are formed and broken since communication is
peer-to-peer.

One frequently used mobility model in MANET simulations is the Random Waypoint model, in which
nodes move independently to a randomly chosen destination with a randomly selected velocity. The simplicity of
Random Waypoint model may have been one reason for its widespread use in simulations. However, MANETSs
may be used in different applications where complex mobility patterns exist. Hence, recent research has started
to focus on the alternative mobility models with different mobility characteristics. In these models, the movement
of a node is more or less restricted by its history, or other nodes in the neighborhood or the environment. Figure 2
provides a categorization for various mobility models into several classes based on their specific mobility
characteristics. For some mobility models, the movement of a mobile node is likely to be affected by its
movement history. This type of mobility model is mobility model with temporal dependency. In some mobility
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scenarios, the mobile nodes tend to travel in a correlated manner. Such models are mobility models with spatial
dependency. Another class is the mobility model with geographic restriction, where the movement of nodes is
bounded by streets, freeways or obstacles.
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FUZZY LOGIC INTO CONTROL SYSTEM CHALLENGES
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Initially it was just a theory, and at the present time fuzzy logic has turned into a full-fledged management technique.
Fuzzy logic does not completely replace the traditional methods of management, but on the contrary it is used in conjunction with
traditional methods and makes it easier to create and expand the possibilities of traditional methods.

Fuzzy logic is based on the following

Fuzzy Probability o observations:

’ Probabilities - knowledge and skills that a person often
uses to solve a problem are not perfect, in
particular, they can be questionable (people may

Fuzzy Uncertainty not be sure of their effectiveness) or not tested;
and i - a person often solves complex problems

Graduation on the basis of rough initial data (the accuracy of

the initial data is not required), for example, in

order to choose an apartment for living, a person

Experience. can consider different initial data, among which

The Rules of Fuzzy Logic there may be an area, proximity to shops,

distance to work and rent price. For that,

however, the accuracy of all parameters of the
initial information is not required;

Logic theory

Neural Traditional - in industry, operators very often solve
network. automatic complex problems with ease, without first
Data control. studying the possible problem and modeling the

Model system. Just as for driving a car, preliminary

modeling of the trip is not required, despite the
fact that the car is a very complex system and
the trip may not be easy. The more complex the
system, the more difficult it is to model and

Comparison of Fuzzy Logic with other control
technologies.

predict its behavior during work.

From all that has been said above, we can draw the following conclusions:

- Itis often easier and more useful to model the behavior of a control system operator than to simulate the
operation of the system itself;

- instead of using precise mathematical calculations and equations, it is more effective to use qualitative
assessments of the situation and apply appropriate processing measures.

Fuzzy logic is well known to engineers as programmers of control systems, as a convenient tool for
programming and monitoring process control applications.

By analogy with traditional process controls, fuzzy logic systems can be used to describe the control loops
and participate in the calculation of the control action in accordance with one or more reference points for one or
more measurements.

Fuzzy logic rules allow to provide:

- application of existing management experience;

- use flexible rules if it is impossible to accurately model the system using traditional means;

- improvement of management quality through self-regulation of the management system and proactive
change in the output impact, based on events that cannot be taken into account in the case of traditional
management methods.

Fuzzy rules will allow to make control in a case when there is no possibility of control in manual mode or
according to known rules. When there is accumulated experience and / or know-how, they can be transformed
into rules of fuzzy logic and provide management in the simplest way. Fuzzy logic, besides this, allows you to get
the maximum benefit from practical experience and to ensure the absence of losses.

Applications of Artificial Intelligence Techniques (AITs) took place in many areas including medicine such as
diagnosis, treatment of illness, patient pursuit, prediction of disease risk and etc. As result AlTs allow designing
systems that let you build intelligent models for both predicting patients’ response in treatment process and
determining prediction of illness risk. Since these fields have very high complexity and especially uncertainty, the
use of AlITs such as fuzzy logic, artificial neural networks, genetic algorithms, artificial immune systems and others
have been developed by many researchers.

Fuzzy logic approach, rather than a certain or binary logic, uses a logic and decision mechanism which does
not have certain boundaries like human logic. With this concept coined, one of its most common implementation was
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in fuzzy logic-based control mechanisms. Fuzzy logic control systems do not require complete model knowledge as
in the other known control systems like proportional integral. For this purpose, many design methods have been
derived.
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OBECNEYEHUE BE3ONACHOCTU N KAYECTBA OBCITYXXUBAHUA
MYNbTUCEPBUCHOW CETU

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych
KopomueHsi O.H.
Koponesg A.U. — K.m.H.,00ueHm

[nsi o6beanHeHNss HECKOMbKUX NapannenbHbiX KaHanoB nepefadu AaHHbix B ceTax Ethernet B ogunH
TIOrMYECKMIn UCMONb3yeTCA arpermpoBaHue KaHanoB. Mcnonb3oBaHwe arperMpoBaHusi KaHanoB MO3BONSET He
TONbKO YBENUYUTL NPOMNYCKHYIO CNOCOBHOCTL B CETU NepeaaYdm AaHHbIX, HO U NOBLICUTb HAAEXHOCTb CaMon ceTu
B Cryyae nafeHust O4HOro UMM HECKONbKNX PU3NYECKMX KaHaNoB nepeaayn aaHHbIX[1].

TexHonornsa arpervpoBaHus KaHanoB B 3aBWCMMOCTW OT MocCTaBLivka 0BOpyAOBaHUS MOXET UMETb
pasnuyHble HammeHoBaHwus: Port Trunking, EtherChannel, LAG, Port Channel, Ethernet trunk n 1.4. CyTb AaHHON
TEXHOMMOMMM 3aKM4aeTcs B TOM, YTO NPOMCXOAUT OObeAMHEHUE HECKOMbKMX (PU3NYECKNX UHTEPEENCOB B OONH
norunyeckmii (Puc.1).

MpenmywiectBo arperauum KaHamoB B TOM, YTO CKOPOCTb BCEX WCMONb3yeEMbIX aganTepoB
cymmmpyetcs. Takke B crnyyae oOTkasa WHTepderica, Tpaduk nocbinaeTcs criegylowemy paboTtaroemy
apganTepy, 6e3 npepbiBaHUs cepBuca. BONbLUMHCTBO TEXHOMOMM MO arperMpoBaHuio NO3BONAKT 00beaVHATb
TONBbKO NapannernbHble KaHarmnbl, KOTOpble HauYMHAKTCA Ha OOAHOM WM TOM e YCTPOMCTBE M 3aKaH4MBalTCA Ha
Apyrom.

Cxema arperMpoBaHHOro kaHana npegcraBneHa Ha pucyHke 1:

__ Eth-Trunk 1 Eth-Trunk _

Eth-Trunk {;

SwitchA SwitchB

Puc. 1 - CTpykTypa arpermpoBaHHOro kaHana
Ecnun paccmaTtpvBaTtb M30ObITOYHbIE COELAMHEHUS Mexay KoMMmyTatopamu, To 6e3 Mcnonb3oBaHust
cneumanbHbiX TEXHOMOMUIA ANA arperupoBaHusi KaHanoB, nepefaBaTbCsl AaHHble OyayT TONMbKo 4Yepe3 OAuH
MHTEpdeENC, KOTOpbIN He 3abnoknpoBaH STP. Takol BapuMaHT NO3BONsieT obecnevnTb pe3epBUpoBaHNE KaHamnoB,
HO He JaeT BO3MOXHOCTW YBENWUYUTb NPOMyCKHyto cnocobHocTb (Puc.2) [2].
MpuHLUMN pe3epBMPOBaHUS KaHarnoB NoKa3aH Ha pUCyHKe 2:

==

o

Puc. 2 — CTpykTypa pe3epBupoBaHUsi KaHanos

Be3 ucnonb3oBaHus STP Takoe u3ObLITOYHOE CcoeauHeHuMe co3facT NeTn B CeTW. TexHomnoruu no
arperMpoBaHui0 KaHanoB MO3BONSAKT MCMNONb30BaTb BCe MHTepdenchl ogHoBpemeHHo. [pu 3Tom ycTponcTea
KOHTPONUPYIOT pacnpocTpaHeHMe LUMPOKOBeLLLaTeNbHbIX hpeiimoB (a Takke multicast u unknown unicast). Ons
3TOr0 KOMMYTaTOp, NPV MONyYEeHUM LUMPOKOBELLaTenNbHOro dperima Yyepes obblYHbIA MHTEpPdEnC, oTnpaBnsieT
€ro B arpernpoBaHHbIf kaHan TOMbKO Yepe3 oaunH MHTepdEeNc, a Npy NoMyYeHn LMPOKOBELLATENBHOro dperima
13 arperMpoBaHHOro kaHana, He oTrnpaBnseT ero Ha3aa.

TexHonorum no 6anaHCMpOBKE Harpysky B arperMpoBaHHbIX KaHamax, Kak npaBurio, OPUEHTUPOBaHbI Ha
6anaHcupoBky no Takum kputepuam: MAC-agpecawm, IP-agpecam, noptam oTnpaButensa unu nonyyartens (no
OAHOMY KpUTEPUIO UIn ux KoMGuHaumm). To ecTb, peanbHasi 3arpy>KeHHOCTb KOHKPETHOrO MHTepdenca HKak He
yuuTbiBaeTcs. Mostomy oamH uHTepdenc moxeT ObiTb 3arpyxkeH 6Gonblie, yem gpyrve. bonee Toro, npwu
HenpaBunbHOM BblIOOpe MeToga GanaHCcMpoBKW (MNU €criv HeJOCTYNHbl ApyrMe MeTOoAbl) WM B HEKOTOPbIX
TOMOJOMMSAX, MOXET CMOXWUTLCS CUTYaLusi, Korga peanbHO BCE AaHHble ByayT nepefaBaTtbcsi, Hanpumep, Yepes
OAWNH nHTEpdENcC.

lMpumeHeHVEe TEXHOMNOrMM arperMpoBaHWsi KaHanoB CBS3W B CETAX Nepefayn [AaHHbIX M03BONSET
YyBENWYNTL MPOMYCKHYI0 CMNOCOBHOCTL CamMoro kaHamna, a TaK e MNoBbICUTb 6e30TKasHOCTb ceTu, MyTem
pe3epBUpOBaHMS KaHanoB cBA3n[3].
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U3MEPUTENbHbIA NPUEMHUK ONA KOHTPONSA KAHANOB
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N3mepuTenbHble NPUEMHUKN KOHTPOIS KaHANoB CBA3W MO NIMHWSAM aneKTponepeaayn He Bbinyckatotcs 6onee 20 ner, 3a
3TO BpeMsi M3MeHWNMCb TpeboBaHWs Kk Takon annapatype B COOTBETCTBMM C pekomeHaaumsmu MOIK, noatomy ucnonb3oBaTb
MMeIoLLYyoCS annapaTtypy He NpeacTaBnsaeTcst BO3MOXHbIM.

B HacTosllee Bpems CyLLecTBYET MHOTO MHOPMaLMK, KacaroLLeics n3MepeHuii napaMeTpoB U 3KCnyaTaumy KaHanos
cBsi3n ceTei obLyero nonb3oBaHus. OpHako, KpoMe ceTel obLero Nonb3oBaHWsi, CYLLECTBYIOT U CeTU CBSA3W creuuanbHoro
Ha3HaveHus, Hanpumep, BedoMCTBeHHble ceTn. CeTu cBA3M cneumanbHoro HasHavenuss (CCCH) npeaHasHayeHbl AN HyxA
rocyAapCTBEHHOro yrpasrieHns, OBOpOHbI CTpaHbl, Ge3onacHOCTU rocyaapcTsa u obecneveHvss npasonopsiaka. AHanua
ocobeHHocTel paboTbl Ha TakMx CETSX CBSA3M, SKCNMyaTaLMOHHbIX XapakTepUCTMK KaHanoB CBA3N Takx ceTen — BaxHasi 3ajaya
npu paspaboTke HOBOW cneumanbHOM TEXHWKU CBA3W, ee NIMHENHBIX UCTbITAaHUSX U OMbITHOW 3KCMnyaTauum.

[na CCCH o4eHb ocTpo cToMT npobriema «nepexogHoro nepuoga» OT aHanorosblx ceTew K undposbiM. ECTb ABa nyTu
ee pelleHusi. JIMbo MOMHOCTbI0O MEHSITb aHanoroByld CeTb Ha LUudpoByto, NMBo co3paBaTh kaHanoobpasytoly U Mpoyyto
creuuanbHylo annapaTtypy CB3v AN CYLUECTBYIOLLMX CETEN CBA3N C y4eTOM MX pa3BuTus. Ha nonHyro 3ameHy kabenbHou cetu
CBSi3W, aHanoroBbIX KaHanoobpasyoLmnx CpeacTs, CYLLECTBYIOLLEro napka TeXHWKW CBA3W ynayT rodbl. K Tomy xe, passutue
LUMpPOBLIX TENMEKOMMYHMKALMA B TOW MU MHOW CTeneHu BKM4vaeT B cebs obopygoBaHve aHanoro-umdpoBbiX U Lmdpo-
aHanorosbIx Npeobpa3oBaTenen Ans CTblka C aHanoroBbIMM MOACMCTEMaMM M AN COMPSPKEHNS C aHanoroBbiM 060pyAoBaHNeM.
MoaToMy Ha AaHHbI MOMEHT paspaboTynkam K 3akasumkam NpUXOANTCA McKaTb KOMMPOMWCC M CO34aBaTb TEXHUKY CBS3W ANs
paboTbl HAa «CMELLAHHbIX CETAX» C YY4ETOM COBPEMEeHHbIX TpeboBaHUi K KavyecTBYy, CKOPOCTM, 3aLLMLLEHHOCTM NepeaaBaemon
nHdopmaumn. Takum o06pasom, 6ONbLUNHCTBO KaHANOB CBSI3M OQHOBPEMEHHO MOTYT pacCcMaTpuBaThCs, Kak aHanorosble, Tak 1
undpoBble. TpebyeTcs uccnegoBaHWe XapakTepucTVMK NOAODHbIX «CMellaHHbIX ceTel» CBA3W. HanpalwmsaeTcsi BbIBOA O
HeobX0AVMMOCTM OLeHKV NapaMeTpoB, KOTOPbIe XapaKTepusyloT aHanoroBble 1 LMMPOBbIE KaHarnbl B KOMMNekce. YTobbl MOHATL
3TOT CMMOMO3, paccMOTPUM, YTO Mbl MOHMMaeM MNOA LMAPOBBIM KaHarmoMm, YTO XapakTepusyeT ero kayectBo? A 3atem
pPaccMOTPMM aHanoroBble 3KCMyaTaLMoHHble napameTpbl kaHanos CCCH, koTopble TpebyloT OLEHKU 1 BUAIOT Ha NapameTpbl
LmdppoBOro kaHana.

OCHOBHbIM LMPOBLIM KaHaNoOM ABMSETCS LUMPOBOM BUHAPHBIN KaHan, T.e. KaHan, B KOTOPOM LMPKyNMpyeT ABOVYHasA
nHpopmaums. K oCHOBHbIM nokasaTensam KadecTsa LMGpPOBbIX CUCTEM Nepeaayy 1 KOMMyTaLmuyn OTHOCATCA napameTpbl OLLNGKK
N TOTOBHOCTM KaHana. B pamkax MexpyHapogHbIX CTaHOApPTOB MPUHATHI CredylolimMe OCHOBHble MapameTpbl kayecTsa
undpoBbix cnuctem nepedayun: BER — konnyectBo 61ToBbIX ownbok, EFS — konnuecTBo cekyHa, nopaxeHHbix owmbkamu, SES —
KONMYECTBO CEKYHA, HECKOMbKO pa3 NopaeHHbIX olmnbkamm, AS — KONMYECTBO CeKyHA, rOTOBHOCTM kaHana n UAS — konmyecTso
CeKyHA HerotoBHOCTW kaHana. MeTogonorms usmepeHuii no 6utam coctaBnsieT qyHAAMEHT M3MEPeHUA LMdpPoBbIX KaHanos
CBS3M W MCMOMb3yeTCA Aae ANA aHanusa CUCTeM C pasfUyHbIMU TUnamy MoZynsumn u koguposanus. Bonee nogpo6Ho
napameTpbl, UCMOSb3yeMble ANsi aHanM3a xapakTepucTuk GuHapHoro kaHana, onucaHbl pekoMmeHgauusmm MC3-T G.821, G.826
1 M.2100.

PasnuuaioT gBa Tuna n3mepeHwin BMHapHOro kaHama — C OTKMoYeHVWeM U 6e3 oTkmoyeHns kaHana. Mavepenus c
OTKIMIOYEHMEeM KaHana npefycMaTpuBaloT, YTO KaHan He MCnonb3yeTcs B Npouecce M3MepeHwin Ans nepefjayv peanbHOro
undpposoro Tpaduka, NnepeaeTcs crneumanbHas TectoBasi nocneaoBaTensHOCTb. [ocneaoBaTenbHOCTL 3apaHee M3BECTHa Ha
npueme, 3TO NO3BOMNAET aHaNM3NpoBaTb NapaMeTpbl KaHana ¢ TOYHOCTbIO A0 OAHOM BUTOBOW OWMBKKM, NpaBaa C Y4ETOM TOYHOMN
CMHXPOHU3aLWK NepefaTymnka n npuemHuka. Visamepenns 6e3 oTkNoYeHNs KaHana 4acTo Ha3blBalTCS MOHUTOPWHIOM, NMOCKOMNbKY
N3MepeHust NPou3BOAATCH B pexume paboTaloliero KkaHana, a aHanusaTop B 9TOM Cryyae MNoAKIYaeTcsl napannensHo u
OCYLLECTBMAET NAaCCUBHbIA MOHUTOPUWHT KaHana. ANropuTM opraHm3aummn M3MepeHuii OCHOBaH Ha MPUMEHEHUN PasfnyHbIX TUMOB
LIMKMOBBIX KOAOB MNW cnyxebHow nHopmaumm, nepefaBaeMon B kaHane. TOYHOCTb A4@HHOTO METOAA XyXe, T.e. He No3sonseT
1oKanusoBaTb €4MHUYHYI0 OUTOBYIO OLIMOKY, HO OTCYTCTBME HEODXOAMMOCTW OTKMIOMEHWS KaHana CyluecTBeHHbIn nntoc. C
y4yeToMm aHanmsa dyHkumoHuposaHns CCCH 3ameyeHo, 4To nepBbiil TUN U3MEpPEHN BUHaAPHOTO KaHana MMeeT CyLeCTBEHHOoe
3HayYeHne Npu UCMbITaHWSIX HOBOW TEXHWUKW, Hanpumep, yNpoLLaeT MoUCK 1 paspeLleHne NpobrneMHbIX MOMEHTOB NPOTOKOMbHOMO
obmeHa. B To Bpems kak BTOpoW BapuaHT Gonee BbIMIPbILLHbIA B YCMOBUSX 3KCNyaTaumu, KOraa KOHTPOSb KadyecTBa CBA3M
HeobxoanMo ocyLlecTBNSATL 6e3 yuepba JOCTYMHOCTM PECYpPCOB CETU, YYUTbIBAs BaXKHOCTb aDOHEHTOB.

3aBncuMocTb napameTpa owwnbku BER OT OTHOLWeEHUst curHan/tym MOXHO BbIOEMUTL Kak OCHOBHYHO XapaKkTepuCTUKy
LM pOBOI CUCTEMBI, MOCKOMNBKY OHa BNMSIET HA CTabUnbHOCTL CBS3W. [MapameTp owmnbKM oLeHNBaEeTCA Kak (PYHKLMSA OTHOLLEHUS
curHan/wym . A BOT yXXe Ha YPOBEHb LLyMa MO OTHOLLUEHMIO K MOMNEe3HOMY CUrHany BNVSIOT pasHble napameTpbl, G0MbLUMHCTBO 13
KOTOpbIX MMEET aHarnoroBbIN xapakrep.

MepBoe, 4TO HanpalMBaEeTCs U3 BbILLEONWCAHHOIO, 3TO HEOOXOAMMOCTb M3MEPEHWUs YPOBHSA 3aTyxaHWs curHana.
YpoBeHb curHana onpeaensioT U3MepuTensammn ypoBHs. MNocKonbKy YpoBEHb CUrHamna Hy>KHO M3MEpPSTb Ha pasHbIX YacToTax, To
HYXeH elle W u3MepuTenb C nepecTpamBaemMoln yacToton. Kak mpasuno, aTv ABa BuAa M3MEpPEHWI COBMELLEHbl B OOHOM
npubope. Opyrumu crioBamu, Ans OLEHKU KavecTBa LMMpPoBbIX KaHanoB TpebyeTcs namepeHve AYX aHanoroBbix kaHanos. B
nocriegHee BpeMS pacrnpoCTpPaHeHHbIMW CcpeAcTBaMu aHammsa AYX, npegnaraeMbiMM  Ha PblHKE  U3MEPUTENbHOro
o6opynoBaHusi, ABNSIOTCA aHanm3aTopsbl cnekTpa [1].

ABOHeHTCKMe kabernbHble CETU Ha OCHOBE OMTOBOOKOHHBIX NIMHWIA CBA3M B HaLLEW CTPaHe eLle He CUMbHO PasBuUThl, HO
MOCKOSbKY OHW CyLLecTBYHOT, B ToM uncrie u Ha CCCH, To HoBble n3mepuTenbHble 3agayn TpebyroT HOBbIX U3MEPUTENbHbIX
pelleHwin. 3gecb B OTMYME OT KaHanoB, OOpa3oBaHHbIX 3nekTpuyeckuMm kabenem, TpebyloTcs He W3MepuTenu YpoBHS
3NEKTPUYECKOro CUrHana, a usMepuTeny onTUYECKon MOLLHOCTY [2].

[Ons npoBOOHBIX CETEeN XapakTepHbl TaK Ha3biBaeMble MexKabenbHble nepexogHble BrusgHus [3], T.e.
HEKOHTpONVpyeMble NMOMeXu CO CTOPOHbI cocedHux kabeneil. B obwem cnyvae reHepupyemblii curHan B cocefHem kabene
HeusBecTeH, MO3TOMY TEXHMYEeCcKast BO3MOXHOCTb ero KomneHcauum oTcyTcTByeT. OTO HaknaabIBaeT Ha nepeaady vHgopmaumm
CKOPOCTHbIe orpaHuyeHuns, a ansa aboHeHToB CCCH noBbILLeHre Takoro KpUtepus Kak CKOPOCTb Nepefayn He MeHee BaXHO, YeM
Ans kommepyeckux ceTel. OnpefeneHne W, COOTBETCTBEHHO, OrpaHNYeHne BMUSIHWA 3TOro napameTpa 0COBEHHO BaXHO M C
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OPYron CTOPOHbI, MO COObpaxeHWsM uHdopmaLumoHHon BGesonacHocTu. MexkabenbHble nepexogHble BAVSHWUA MPUBOASAT K
HexenaTternbHbIM yTeYkaMm WHGOPMaLMU OrpaHUYEHHOrO Mosfib3oBaHus. Elle ofHOM MpUYMHOW yXy[LIeHWs KayecTBa CBsI3W
ABNSIETCA HapylleHWe 3MeKTpUYeckor CUMMEeTpuM nposofdoB. B obliem cnyyae, Ans KONMMYECTBEHHOW OLEHKM CUMMETpUU
CMYXWUT TaK Ha3blBaeMbll KO3(MULUMEHT 3aTyxaHUs acuMMeTpunW. OTO 4YacTOTHO 3aBUCUMbIA NapameTp, HOPMUPYEMblA B
obnact nomnockl pabounx yvactoT. Yem Gonblue KOIMMULMEHT 3aTyxaHUsi acUMMETpUM, TeM MeHee aboHeHTCKasi NuHUA
YyBCTBUTENbHA K BHELLHUM noMexam. CrneacTBneM HeJocTaToMHON CUMMETPUM aBOHEHTCKON NMUHUM SIBNSIETCS NPOCHYLUVBaHUE
NMOCTOPOHHUX CUrHarNoB — APYrnx pa3roBopos, hoHa nepeMeHHoro Toka 50 Iy, kaHana paguoTpaHcnsaumm 1 T.4.

Mockonbky Ha CCCH uncnonb3ayloTcst KOMMYTUpYeMble KaHarnbl TenedoHHbIX ceTelt obLero nonb3oBanuns (TPOIM), To
CYLLECTBYIOT M NpobnemMbl NpucyLLme aTuM ceTsaM. Hanuume y3noB pasBsi3ku 2-X U 4-X MPOBOAHBIX KAHANOB ABMAETCSA NPUYMHON
NOSIBINIEHNS 3XO-CUrHanoB B TpakTax npvema. Hanuune annapatypbl YNnOTHEHUSI NPUBOAUT K MOSIBIIEHMIO YacTOTHOrO CABMWra.
HeobxoauMbl n3mMepeHnsi NnapaMeTpoB 3XO-CUTHAMNOB A1 OLIEHKW VX BIUSIHWSI HA KayecTBO Kak LMdpOBOM, Tak U aHanoroBow
CBSI31, MOCKOMbKY 3XO-CUrHarnbl NPEeACcTaBnsoT COOOM MOLLHYHO nomexy, 6e3 ycTpaHeHWs MeLLaloLlero BIUSHWUS KOTOPOM
NpakTU4eCckn HEBO3MOXHA OpraHuM3aums nepedadu OaHHbIX B OYMNEKCHOM PEeXUMeE MO [ABYXNPOBOAHbIM KOMMYTUPYEMbIM
TeneoHHbIM KaHanam. CyllecTBYOT pasfnuyHble METOAUKU U anropuTMbl, peanuaylolwime nodobHble uamepeHusi[4][5][6].
[pyrvM BaxHbIM MapameTpoM TpakTa SBMASETCH HEepPaBHOMEPHOCTb (Ha30BO-4aCTOTHOW xapaktepucTuku. OHa BnusieT Ha
YPOBEHb UCKaXEHUW Npu nepedadve LUMPOKOMONOCHBIX PagMoyvacToTHbIX curHanoB (ceTm cotoBon cBA3n GSM). Ota
HepaBHOMEPHOCTb OnpeaensieTcs rpynnoBbiM BpemeHeM npoxoxaeHust (MBIM) wnu ewe HasbiBalOT rpynnoBbiM BpeMeHeM
3agepxkn (MB3). Ans onpenenexns BN ans npoBodHbIX U 6ECNPOBOAHBIX KaHANOB MOXHO MCMONb30BaTb, Hanpumep, Bce Te
xe npuoopsbl [ aHanM3aTopom cnekTpa B cocTase, Hanpumep HP 11758V ot Hewlett-Packard.
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OB bEKTHO-OPUEHTUPOBAHHOE KOAUPOBAHUE
A3POUN3OBPAXEHUA

Benopycckutl 2ocydapcmeeHHbIl yHUgepcumem UHGopMamuku U paduo3rieKmpoHUKU
2. MuHck, Pecnybnuka benapych

Heyen A. T.
Lisemkoe B. KO. — 0.m.H., npogheccop
The method of compression of images is offered on the basis of low-pass filter, quantization and image region growing to find

out egdes of areas. Forming egdes of areas is carried out on the basis of their cultivation. The received coordinates of egdes and
information of their intensive then is coded separately. Comparative results of efficiency of compression of test images are resulted on the
basis of a considered method and classical formats of coding of the graphic data.

KoavpoBaHvne un300paxeHWii MMeeT CBOEW LEMNb COKPaTWUTb, HACKOMbKO BO3MOXHO, 4uCro 6wT,
HeobxoaMMoe ANS NpeAcTaBreHns U JOCTOBEPHOIO BOCCTAHOBIIEHUS MCXOOHOro nsobpaxeHnsa. COBOKYNHOCTb
MEeTOA0B, OCHOBAHHbIX Ha 3TON KMNacCU4YecKol TOYKE 3peHust Ha nNpobnemy KOAMpPOBaHUA, OTHOCAT K MeTodam
KOAMPOBaHUS u3obpaxeHun nepsoro nokoneHuns. OCHOBHOW MAew 3TUX METOAOB SBMSETCA NpeacTaBneHue
Habopa AaHHbIX (3nemMeHTOB u3oBpaxeHus) B ApYyroil Habop MeHee KOPPenMpoBaHHbIX AaHHbIX WK
koachdpuumeHTos [1, 2, 3].

[pyras BO3MOXHOCTb KOOAMPOBAHMSA W300paKeHWI, OTKpbIBaKLWasca B CBA3M C Yycnexamu B
pacno3HaBaHWM 3puTerbHbIX 00pa3oB M aHanu3e CueH, COCTOMT B ONUCaHUWN U30OpaXeHUn Yepes BHELLHVEe
rpaHuubl obnacten (KOHTypoB). OTM MeTodbl, Ha3oBEM WX MeTo4amMu BTOPOro MOKOMEHWs, CBOAATCA K
pasgeneHuto n3obpaxeHnss Ha obNacTh, OKPYXKEHHble BHELIHWMMMW rpaHuuaMy Tak, 4ToObl 3TWM rpaHuubl No
BO3MOXXHOCTW COOTBETCTBOBANN rpaHmnuaMm o6bEKTOB Ha m3obpaxeHun. KoopauHaTtbl BCeX TOYEK rpaHuL, U UX
YPOBHEW SPKOCTU KOOUPYIOTCS OTAENbHO. BbligeneHve rpaHul, MOXHO Mpou3BoauTb ABYMSA crnocobamu: nyTém
BblpalLmBaHus obnacten (Region Growing) unu ¢ nomoLLbo MeToA0B BbiAeneHus rpaHumy (egdes-based).

B nepBom cnyyae nomnyyaloTCsi BHELUHME 3aMKHYTbIE paHULbl, YTO MO3BOMSAIOT AOBOMBHO MPOCTO
XapakTepu3oBaTb 06nacTv M MX CBOWCTBA, a NOMy4YeHHOe Takum obpa3oM CermMeHTMpOoBaHHOE u3obpaxeHve
BbIFNAANUT Kak Mo3aunka. Bo BTopom cniyyae nonydyaemble rpaHuLbl He 06s13aTenbHO 3aMKHYThl U MX 06begnHeHne
C SIPKOCTbO CTAHOBUTCH BONee CroXHbIM.

CermeHmaums 13obpaxeHnss MpoBOAWUTCA B 4eTblpe 3Tana: npepobpaboTka (punbTpaums HU3KUX
YacToT, KBaHTOBaHWe U admHHOe npeobpasoBaHue), BbipallMBaHne obnacTen, BbliAeneHne u KogupoBaHue
BHELLUHMX 3aMKHYTbIX rpaHuL,.

ANropuTM cxatus n3obpaxeHus Ha OCHOBe npenoOpaboTkM, BblpallMBaHUA U KOAWPOBAHMWS TpaHuL,
obnacTen, KOTOpbIA WUCMOMb3OBan aBTOP MpU MNOCTPOEHUUM Moaenu o06paboTkn U306paKeHUn, MOXHO
npeacTaBuTb criegylowmm obpasom:

1. TpepobpaboTka, BhipallMBaHue obnacTten 1 BolgeNeHne BHELLIHNX 3aMKHYTbIX rpaHuL.

2. KogupoBaHue nony4veHHbIX (0O6pa3oBaHHbIX) 3aMKHYTbIX rpaHuL LenHbIM kogoMm PpumaHa 8-
CBSI3HOCTU.

3. BoccTaHoBRnEHUe 3aKoANPOBaAHHbIX FPAHULL, U 3aMnOfHEHUE N306paxeHns.

B HacToslLLiee BpeMsl MMEIOTCA Ba 3BPUCTUYHECKUX crnocoba yMEHbLLIEHUs Yucna obrnacTten, nonyyYeHHbIX npu
WX BblpaLLMBaHWN: yaaneHue marbix o6nactemn unm CrmsiHue CMexxHbIX obracTeli C MarbIM KOHTPaCTOM.

OKcnepuMeHTanbHO NOoKasaHo, YTO Mpu peanusaumu 3Toro metoda, obnactn, cogepxawme Gonee 2
TOYeK, He AOMKHbl yoanaTbCs. [Ans AOCTMKEHWST MaKCUMarbHbIX 3HA4YeHUn KoadhpuLMeHTa CxXaTus 4YUCIo
obnactei, nocne npoueaypbl CerMeHTaumu, He AomkHO npesbiwatb 100 obnacTert 3a cyeT adUHHOrO
npeobpa3oBaHusi, 0AHAKO Ka4eCcTBO N306paKeHMs Npyu 3TOM yXyaLIaeTcs.

Kak BuaHoO, 13 pucyHka 1 Touka nepeceyeHunst Kpmebix 3aBmucumocten Kex o1 CKO, npu kogmposaHum
COOTBETCTBYOLLMX M30OpaxeHnn meTogamm BelpalLmBaHmsa obnacrer n JPEG komnpeccum HaxoamuTca B
npegenax 6onble Kex = 185, 4To COOTBETCTBYET YAOBMNETBOPUTENBHON OLIEHKU KayecTBa BOCCTAHOBMEHHOMO
n3obpaxeHus. KauectBo nzobpaxxeHuin, npy KOAMPOBaHUM METOLOM BbipallMBaHusi obnacTein onpegenseTcs
KonmnyecTBoM obnacTemn 1 koapduruneHToM cxxatusa adhpmHHoOro npeobpasoBaHus [4, 5].

MpeacTaBneHHbI METOA KOAUPOBAHMS N300paXKeHWi Ha OCHOBE BblpalluBaHust 0bnacTen OTHOCUTCS K
MeToAaM KOAMPOBAHMS BTOPOTrO NMOKOSEHWS: MOKas3arl, YTO ero Ka4eCTBEHHbIE Y KONIMYECTBEHHbIE
XapakTepuUCTUKN BrM3KM K COOTBETCTBYHOLLMM MOKa3aTensiM Npy KoaMpoBaHun nobpaxeruin metogom JPEG
KOMMpeccumn nNpy Manbix KonmyecTBax obnacTen cermeHTaumm. NpeanoXXeHHbI METOA KOANPOBAHME HE TOSbKO
[aéT xopollee BMU3yarbHOE BOCMPUATME 3aKOANPOBAHHBLIX M300paXXeHU npu OCTaTouHO Bbicokon CKO, Ho n
coxpaHsieTcs KOHTYpHas nHpopmaums 06ebekToB. Mpu BbiIcokoM Kex (Kex > 1000) meTo eLle MOXeT BblAENUTD

88



54-51 Hay4Hasi KOHGbepeHyUs acrnupaHmos, MazucmpaHmos u cmydeHmos BI'YUP, 2018 e.

TENNOBU3NOHHBLIE 0OBEKTbI Ha (hOHE N300paxKeHUsl, YTO AaET NPENMYLLECTBO MO CPAaBHEHUEM C APYTYMU
MeTodamu cxaTtusi.
OcHoBHbIe pe3yrbTaTbl 06paboTkM NpeacTaBreHbl Ha pUcyHkax 1, 2.

40 T T T T T T T T T
o 3aBucHMOcCTE koadidmuneHTa catua ot CKO (thermal-3.jpg)
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Puc. 1 — 3aBucumocTb koadpdueHTa cxatms oT CKO npu pa3nnyHoM KogupoBaHum n3obpaxeHus
thermal-3.jpg pa3amepa 256x256.
CR JPEG JPEG2000 LPF-Q-S
17 .
33
63 '
173 '

Puc. 2 — BoccTaHoBneHWe M306paxeHunst Npu pa3nnmyHoM koadpuLmMeHTe cxaTusi
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MOJEJIb CUCTEMbI 3JIEKTPOHHOIO NOKYMEHTOOBOPOTA

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Muxanbyyk C.FO.
Acmposckuli .U. — k.m.H.,0oueHm

Buabl n cnocobbl opraHnsaumy SnNeKTPOHHOro JOKYMeHToobopoTa MOryT ObiTb pasHbiMM — cO3gaHue
obLwero annoBoro xpaHunuiia Ha cepsepe, UCMoNb30BaHNE BHYTPEHHEN NOYThI UM UHBIX KOMMYHUKALMOHHBIX
cucteM. Ho ato paboTtaeT Ao onpedeneHHOro ypoBHA pellaeMblix 3adad U maclutaboB AeATENbHOCTY KOMMNaHWUW.
Ecnn vamm panblue, HYXHO BHeOpsTb Cxemy, KOoTopasi NOo3BONUT ynopsgounTs paboty m ¢ BymakHbIMn
OOKYMEHTaMK, U C 3NEeKTPOHHbIMU. OTO MO3BOMAKT cAenaTb CUCTEMbl 3JNEKTPOHHOrO [OKyMeHToobopoTa
PasnuyHbIX BUOOB.

Cenyac opraHvsaumu, nepexoasiune Ha aneKkTPOHHbIN AOKYMEHTOO6opOoT, B NepByto ovepedb AymatoT 06
apdekTmBHOCTU. lNMoBbIWEHNE 3PPEKTUBHOCTU BO3MOXHO ABYMS crnocobamm — yepes yBenuyeHne pesynbraTa u
yMeHbLUeHune 3aTtpaTt. CoBpemeHHble CO[] ncnonb3ytoT 0oba 3tn cnocoba. Tak, CHUXeHMo 3aTpaT cnocobCTBYIOT:

CokpalleHue 3aTpaTt Ha BymaxHble AOKYMEHTbI (pacneyaTky, KonMpoBaHue, NepechIsiky 1 np.).

CokpallieHne Henpou3BoauTeNbHbIX 3aTpaT paboyero BpeMeHu CcOTpydHukoB. 1o oueHkam 3anagHbIX
KOHCanTUHIOBbIX KOMMaHW1, 0N 3aTpaT BPEMEHWN Ha BbINONTHEHNE PYTUMHHbBIX, HENPOU3BOAMTENbHbIX onepaLuui
Hag OoKymeHTamm moxeT coctaBnaTe o 20-30% Bcero paboyero BpemeHu (@ Ha npaktuke — go 60-70%).
CHu3uTb Takne 3aTpaTtbl — O4HA U3 BaXKHeNLWMX Lener BHegpeHus CO[.

Ha pe3ynbTaTyBHOCTb AeATENbHOCTU OpraHnsaumu npy BHegpeHun C3[ BnuvsioT:

YckopeHue nHopmMaLmMoHHbIX MOTOKOB (bonee onepaTvBHas MHMOPMaLMOHHAsA NoSAepXKKa MeHegXMeHTa
— BblLLIE CKOPOCTb MPUHATUS PELLIEHNI).

N3meHeHve KoprnopaT1BHOM KynbTypbl (noBblweHne NH(OPMALIMOHHO-TEXHONOMMYECKON
MOArOTOBNEHHOCTU NepcoHana, cnocobeTayoLee NyyLuemy BOCIPUSATUIO MHHOBaLWIA).

BHeapsis cuctemy 9neKkTpOHHOro AOKyMeHToobopoTa, opraHMsauuM Yalle BCero MnaHuWpyloT pelumnTb
criegyowme 3agayn:

— noBbllWweHne 3pdeKTBHOCTN yrnpaBreHWs nyTeM aBTOMaTW3aumMn KOHTPOMS BbIMOMHEHWs, Gomnbluewn
NpO3paYvYHOCTV AEATENBbHOCTY NOAPA3AENneHNi N OTAENbHbIX COTPYOHMKOB;

— aBTOMaTM3aums BU3HeC-NPOLIECCOB C UX OQHOBPEMEHHOW ONTUMU3aLnei;

— obecneyeHne MNOAAEPXKN HAKOMMEHWS, YNpaBfieHWs W oOpraHv3auuMm JocTyna K KoprnopaTuBHOW
nHcpopMaLM 1 3HAHUAM;

— MPOTOKONVPOBaHWE AEeATENbHOCTM OpraHM3auMn B LENOM, ee OTAEMbHbIX NoapasaeneHvn, pabounx
rpynn, COTPYAHWKOB C UCNOMb30BaHWEM 3TON MHAOPMaLMK ANS NOAAEPXKKN NPUHATUS PEeLLeHnii U T.4.;

— cokpalleHne obopoTa BymMaxHbIX JOKYMEHTOB (C Liefblo CHKEHWUS U3OEPXKEK);

— YNpOLUEHVe N YAEeLIEBIeHNe XpaHeHUs AOKYMEHTOB, MCMOMb3YLWMXCA B TeKyllenh OesaTenbHOCTM, 3a
CYeT co3aaHus onepaTUBHOIO ANEKTPOHHOIO apXxuBa.

Mo cyHKUMOHanNy n peliaeMbIM 3agadam BbIAENSAOT cnegyoLwme:

1 Cuctembl genonpoussoactBa. [pedHasHayeHbl O OpraHu3auuim C XKeCTKo hopmanmnsoBaHHbIMMU
npaBunamMmm JoKymMmeHToob0poTa 1 BepTUKanbHbIM yrpaBrieHneM.

2 3neKTPOHHbIE apXMBbl. ATO CUCTEMbI C Pa3BUTLIMW CPEACTBAMW XpaHeHUst U novcka nHgopmauun. OHn
He npefHasHayeHbl ANA NoAAEPXKKN ABWKEHWS OOKYMEHTOB, rMaBHas LefNb — OpraHvM3auus XpaHeHus u noucka
HY>XHBIX AaHHbIX.

3 Workflow-cuctembl. B LeHTpe Takmx cuctem — GU3HEC-NPOLIeCChl, KOTOPbIE OHU U aBTOMAaTU3MPYHOT, a
AOKYMEHTbI M JOKYMEHTOOO0POT ABMAIOTCS CPEACTBOM OCYLLECTBIEHNS NOTOKOB paboT.

4 ECM-cuctembl. OTO KOMMIMEKCHbIE CWUCTEMbI YMNpPaBMneHWUs KOPMOPaTMBHBLIM KOHTEHTOM, KOTOpble
peanusyloT cpasy HEeCKONbKO (YHKUMI — ynpaBrneHne AOKYMeHTamu; yrpaeneHue obpasamy [OKyMEHTOB
(Document Imaging); ynpaBneHwe 3anucsiMu; ynpaeneHue notokamu pabot (Workflow); ynpaeneHue Be6-
koHTeHTOM (WCM); ynpaBneHve MynbTuMeanakoHTeHTom (DAM); ynpaBneHne 3HaHusMmu (Knowledge
Management); ynpaBneHue konnekTuBHbIM B3anmoaenctanem (Collaboration) [1].

Cnm1cok Mcnornb30BaHHbIX UCTOYHWKOB!
1. CvcTema aneKTpOHHOro AoKyMeHToobopoTa [AneKTpoHHbIN pecypc]. —Pexxum goctyna: http://piter-soft.ru/.
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YCTPOUCTBA ®OPMUPOBAHUA TECTOBbLIX CUTHANOB ONns
KOHTPONA NOMEXOYCTONYUBOCTHU
MHO®OKOMMYHUKALIMOHHOIO O6OPY1OBAHUA

Gernopycckuli 2ocydapcmeeHHbili yHugepcumem UHhopMamuku U paduo3ieKmpoHUKU
2. MuHck, Pecnybnuka benapycb
lonoskos H.H.

Llamuno H.U. — k.m.H.,0oueHm

KayecTBO aMeKTpO3HEPrMmn pasnnyHbIX ANEKTPUYECKUX ceTew Aaneko OT aeanbHON, 0COBEHHO B KPYMHbIX

ropogax. Ha pucyHke 1 nokasaHa akcrnepuvMeHTanbHas 3aBMCMMOCTb 4Yucna NUKOB (BbIBGPOCOB, UMMYLCOB)

HanpsbkeHns OT BPEMEHW B TeYeHWe CYTOK Ha npumepe ropogckon cetn 220B 50 My KpynHOro MOCKOBCKOro
odmca [1].

Ywezn
MNWKOA

£ 11]

400

00

_—
L1 2 4 £ a 0 12 14 16 18 0 2 3 (vac)

Puc. 1 3aBucMmMocCTb OT BpEMEHM Yncna MUKoB HampsbkeHust B AvanasoHe cebilwe 200 B (¢ BpeMeHHbIM MHTepBanom
cBbile 40 MKc)

M3 pucyHka 1 nerko yBuaeTb, YTO KONMYECTBO 3addMKCMPOBAHHbLIX MUKOB B paboyee Bpemsa Ha ABa
nopsiaka Bbile MO CPaBHEHMIO C HOYHbIM. [pvBeAeHHas 3aBMCMMOCTb Kak Gbl peabunutupyetr MOCSHEPTO:
WCTOYHMKM MOMeX - pesynbTaT AeAaTenbHOCTU notpebutenen anekTpoaHeprm. OgHaKo Takow BbIBOA MOXHO
cAenaTb NUWb B OTHOLIEHWW TPyMMbl MUKOB, Bbl3BaHHbIX MEPEeXodHbIMU NpoLeccamu, NPOUCXOQALMMU NpK
HOpMarnbHOM (PYHKLMOHMPOBaHUN annapaTypbl.

MUk HanpshkeHWs B OMEKTPUYECKUX CeTaX - Havbomnee «akTWBHble YOWILBI» [OPOrocTosiLen
NPON3BOACTBEHHON N BbITOBON 3NEKTPOHHON annapaTtypsl. [laHHoe yTBepxaeHue 6asupyeTca Ha TOM dakTe, 4To
3HEprusa CeTeBbIX MUKOB MOXET A0CTUraTb €AVHWL KUMOOKOYMEen, a 3HEeprusa paspylleHWs COBPEMEHHbIX
NHTEerpanbHbIX MUKPOCXEM COCTaBMseT eanHULbl - COTHU MUKpoakoynen [2], To ecTb Heobxoammo ocnabnexHuve
CEeTeBOM MOMEXxMW, OoXoAslen OO0 MHTerpanbHOM MUKPOCXEMbl, Ha 7 - 9 MOPSAKOB, UYTO SABMSETCHA CMOXHON
3agadvent.

Bo Bcem mupe ata npobrema m3BecTHa NoA Ha3BaHWEM «3MeKTpoMarHWTHasi coBMecTumocTtb» (OMC).
EcTecTBeHHble MMNYNbCHbIE MOMEXM, HABOAMMbIE B ANEKTPUYECKUNX CETAX OT MOJSTHUIA, U MOMEXU NCKYCCTBEHHOIO
MPOVCXOXAEHUS, BO3HMKalOLWMe OT BO3LENCTBMA MOLLHbBIX 3MEKTPOMArHUTHbIX WMMNYbCOB, Hanpumep, npu
KOPOTKOM 3aMbIKaH1W BbICOKOBOMbTHON MMHWM 3rieKTpornepeaayn, KpanHe BENVKW 1 COM3MEPUMbI APYT C APYrOM.

Kpome ykasaHHbIX BbILLE KPATKOBPEMEHHbIX MOMEX, B CETAX MPUCYTCTBYIOT U AONTOBPEMEHHbIE MOMEXM,
obycrnoBneHHbIe nepenagamn CceTeBOro HanpskeHus. [locnegHve Takke npuBoasaT Kk cbosm B paboTte
annaparypbl.

[nsa pewenns npobnembl Tpebyetca cobniogatb HauuoHanbHble M MUpOBble cTaHgaptbl no 3MC.
HecmoTps Ha 3HauuTenbHOE KOMNWYeCTBO CTaHAAPTOB, PErfamMeHTUPYHOWMX HOPMbl CeTeBbIX MOMEX OT
pasnu4Hon annapaTypbl, @ Takke cnocobbl X CHMKEHWS OnacHble MUKW B ceTAX Obinn n ByayT.

Hanbonee onacHbIMM Ana annapaTtypbl SBASAIOTCA UMMYNbCHbIE MOMEXM.

MexayHapogHble M HauuoHarnbHble CTaHAapThl pasfnuuyaloT crepylolme BWAbl UMMYNbCHBIX MOMEX:
HaHocekyHaHble [3], MUKpocekyHaHbIe [4] n konebaTenbHble 3aTyxatowme nomexm [5].

CraHgapTbl aKKyMynUpYOT MHOFONETHUM MHXEHEPHbIV ONbIT U pa3paboTaHbl TakuM 06pasom, 4Tobbl npu
UCMbITaHNW YCTPONCTB JOCTAaTOYHO TOYHO MMUTUPOBATL pearnbHbIe MOMEXW.

MpakTnyeckn BCce pearbHble MMMNYIbCHbIE MOMEXV MOTYT ObITb NpeAcTaBneHbl Kak KOMOUHaLUMM 3TUX Tpex
nomex. MoaTtomy, ecnu yCTPONCTBO YCTONUYMBO K YKa3aHHbIM TMNam nomex, TO C BbICOKOWN CTENEHbIO BEPOATHOCTH
OHO ByJeT yCTOMYMBO U K pearibHbIM NoMexam, He3aBUCUMO OT UX MPOUCXOXOEHNS.

Cnm1cok Mcnornb30BaHHbIX UCTOYHMKOB!

1. Konocos B. «Y6uiubl» annapaTtypbl — anekTpuyeckue cetu. XKueasi anektpoHuka Poccum, 2010, T.1.

2. YepenaHoB B., Xpyn, B A., bnygos N. 3nekTpoHHble npubopbl Ans 3awmTbel POA OT anekTpnyeckMx neperpysok.
CnpaBoyHuk. M.: Pagno n cBssb, 1994.

3. CTb M3K 61000-4-4-2014 OnekTpomMarHUTHasi COBMeCTUMOCTb. YacTb 4-4. MeToabl UCNbITaHUA U U3MEPEHUIA.
McnblTaHnsa Ha YCTONYMBOCTb K HAHOCEKYHAHBIM UMMYIbCHBIM NOMexam.

4. CTb M3K 61000-4-5-2014 OneKkTpomarHMTHas COBMeCTMMOCTb. YacTb 4-5. MeToAbl MCNbITaHUA U U3MEPEHUN.
McnbiTaHns Ha YyCTONYMBOCTb K MUKPOCEKYHAHBIM MMMYNbCHBIM NomMeXam 60oMbLLIO SHepriu.

5. CTb TOCT P 51317.4.12-2012 CoOBMeCTMMOCTb TEXHUYECKUX CPEACTB SMEeKTPOMarHWTHas. YCTOWYMBOCTb K
KonebaTenbHbIM 3aTyxalLmMm noMmexam. TpeboBaHus n MeToabl UCTIbITAHWIA.
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NNAHUPOBAHMUE 30H MNOKPbITUA BA30OBbIX CTAHLUN
CUCTEMBbI 3GPP LTE

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

SumeHes A.A.
Laevidosa H.C. — k.m.H., doueHm

C pasBuTMEM  pblHKA@ TENeKOMMYHWKauui nosiBnsieTcs Bce Oonbluee KONMMYECTBO MOMb3oBaTeNen, KOTOopbIM
HeobxooumMo nepedaBaTb W MPUHUMATb  BbICOKOKAYECTBEHHOE  BuAEOM300OpaxeHue, noadepXuBaTb  MOCTOSIHHOE
BbICOKOCKOPOCTHOE COEAUHEHUE C CETbI0 VIHTEPHET, Nonb3oBaThCs Pa3HOOOPa3HLIMU NPUIOXKEHUSIMU, TPEOYOLLMMI BbICOKME
CKOPOCTU Mepedayn AaHHbIX U Gonbluytd NPOMYyCKHYH CnocobHOCTb. [loBceMecTHoe pasBWTWE WM akTUBHOE UCMOfb30BaHWe
COBpEMEHHbIX CeTelN NOoABUKHON PaauoCBs3n YETBEPTOro MoKoneHus ctaHgapTta Long Term Evolution (LTE), npuweawero Ha
CMeHy CTaHdapTam TPETbEro MOKOSIEHNS, MOMOXET CMpaBMTbCS C Npobremamu, BO3HUKLLIMMMK BCIeACTBUE MOCTOSIHHO
pacTyLLen Harpy3Kom Ha ceTn onepaTopoB MOABWKHOW PaAMOCBA3N.

Llenbto gaHHOM cTaTby SIBASIETCA M3YYeHWEe BOMPOCOB NilaHMPOBaHUS 30H NMOKPbITUSi 6a30BbIX CTaHUMii cuctemsl LTE.
OGbekTOM MccrnefoBaHusl SIBASIETCS cuctema coToBbix ceTelr 3GPPLTE.MpeameTtom uccnefoBaHust sIBNSIETCS MeToauka,
no3sonsiioLas onTUMMU3NPOBaThL MPOLECC MMaHMPOBAHUS 30H MOKPbITUS 6a30BbIX CTaHUWMIA Ans obecneyeHust Hammnyylero
KayecTBa nepepayv uHdgopmaumm B ceTsax LTE, a Takke Ans ONTUMAribHOMO pasMelLeHust U PYHKLMOHMPOBaHNUS Ga3oBbIX
cTaHuui. [MNpakTnyeckasl 3HAYMMOCTb 3akr4vaeTcs B BblpaboTKe METOAUKM W CTpaTerv MnaHMpoBaHUsi 30H MOKPbITUS
6a30BbIx cTaHuui ceTn LTE.

3agaya nnNaHMpoBaHNa CeTM COTOBOW PaAMOCBA3M 3aKN0YaeTCs B HAXOXOAEHUW Takow CeTn pagmnocsasm,
KoTopas yOoBMneTBOpseT WCXOoAHbIM TpeboBaHWMAM (orpaHnyeHnsam) u obnagaeT npM 3TOM  3HAYEHUEM
COBOKYMHOCTU (BeKTOpa) nokasaTenen Ka4yecTBa, HaunyylnmM B cMbiciie 6e3yCnoBHOrO KpUtepust NpeanoyTeHms.
Ecnu BbinonHAeTCA 3T0 yCnoBswe, TO KaxXabl U3 nokasaTtenen kayecTBa OMNTUMU3VPOBAHHOW CETU He XyXe, YeMm
y ucxogHom cetu [1].

B paHHOM nocTaHoBKe 3ajaya CcuHTe3a ceTM OTHOCUTCS K 3afade BEKTOPHOW (MHOrokpuTepuanbHON)
ONTMMM3aLUN 1 3aK4aeTcs B BbIOOPE N3 HECKONbKMX BapMaHTOB BEKTOPHO-CPaBHUMbIX PELUEHWUIA Takoro, npu
KOTOpOM ceTb obnagaeT HaumyylwyMMK 3HaYeHUsSMU BeKTopa MokasaTtenemn kayectsa. V3 nocrtaHoOBKM 3agauv
cnepyeT, YTO AN pelleHns 3agadn onTMu3aumn Heobxoaumo co3gaTb UCXOOHYH ceTb (MHaye, MOCTPoUTb ee
HavanbHoe npubnwKeHne). YcnewHo pewnTb 3agady NNaHMpoBaHUS COTOBOM CETU MOXHO fWlib NyTeMm
coyeTaHMss MeTO4OB MaTeMaTU4yecKoro CuHTe3a, CBA3aHHOMO C CYLeCTBEHHOM uwgeanusaumen cetu, W
3BPUCTUYECKOTO CUHTE3a, MOA KOTOPbIM MOHMMAaETCH CROXHbIA TBOPYECKUA NPOLECC, 3akmovatrownics B
OTbICKaHUWN NMPUEMNEMbIX PELLUEHUA HA OCHOBE MCMOMb30BaHNSA HAKOMMEHHbIX AaHHbIX U UHXEHepHOoro onbita. B
CBA3M C 3TUM LenecoobpasHbiM 0bLlylo 3adadvy CMHTE3a CeTu OeKOMMo3vpoBaTb Ha pag YacTHbIX 3agad, B
peleHnn Kaxgon M3 KOTOpbIXx 00s3aTenbHO aKkTMBHOE yyacTue chneumanbHbIX 3KCMepTOB W MPUMEHEHue
cneuyansHOro nporpamMmmHoro obecneveHus.

OO606LLEHHbIN anropyTM NNaHMPOBaHNSA ceTell MOOWMBbHOW CBA3WN NPEeACTaBneH Ha pucyHke 1.

Hauano

1‘[0111"01‘031(3 HUCXOMHBIX TaHHBIX

ToctpoeHne ceTi Ha4aIbHOTO

HPUOGIMIKEHHS H COCTAaBICHHE

Y4aCTOTHO-TEPPUTOPUAIIBHOTO
(komoBOro) MIIaHa CeTH

OnTUMH3anys napamMmeTpoB CeTH
Ha4aJbHOTO PHOIIMKEHHSL.
YTouHeHue 4YacTOTHO-
TEPPUTOPUATHHOTO (KOJOBOTO)
I[UIaHa CeTH

Komnen

PucyHok 1 — O606LLEHHBIN anropuTM NaHNPOBaHNSA CETEN MOBUINBHON CBS3N
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Takum 0b6pasom, anropuTM NNaHMPOBaHUSA COTOBOM CETU BKIOYAET B cebsi criegytoLmne artanbl:

lMnaHvpoBaHve ceTn TpebyeT AOBOSMLHO OOLIMPHBIN HAbOPp UCXOAHBIX AaHHbIX, JOCTOBEPHOCTb KOTOPbIX
MOXEeT CYLIEeCTBEHHO MOBMUATbL Ha afEeKBaTHOCTb MPMHUMAEMOrO pelUeHus, TakuM o6pasom, MOAroToBKa
NCXOAHbIX AaHHbIX.

BTopon atan CoCTOMT B NMOCTPOEHUN UCXOOHOW CeTu (CeTu HavanbHoro npubnuxeHus). Ha atom atane
BCA CeTb [EeKOMMOo3uMpyeTCs Ha OJHOpoAdHble dparMeHTbl Ha OCHOBE 3HayeHu NNoTHOCTM Tpadwmka,
NPUMEHNTENBHO K KOTOPLIM HaxoAsaTcsa pacnpeaeneHns 6a3oBbiX CTaHLMIA MO 30HaM 06CnyXUBaHWSA, NapameTpbl
6a3oBoOM ceTM W pacnpefeneHne 4YacToTHOro pecypca (KO4OBbIX COBWIOB), Takum o6Opa3om, NOCTpoeHue
MCXOHOW ceTu.

TpeTnin 3Tan BKMOYaeT MPUBA3KY Y4acTKOB pa3BepTbiBaHUS 0as0BbIX CTaHUUA K KapTe MECTHOCTU u
UTEpaTUBHYIO ONTUMM3ALMIO NapameTpoB 6a30BON CETU C UCMONb30BaHMEM reouHOPMaLMOHHON 6a3sbl AaHHbIX
M cneuvanbHOro nporpaMMHOro obecneveHus, MO3BOMSALWEr0 MNPOU3BECTM pacyeT HamnpsKEHHOCTU MNons
curHana B 30He AgencTBusa ceTn. OnTumanbHbIn Habop NPOCTPAHCTBEHHO-TEXHWYECKUX MapaMeTpoB CeTu B
HanbonbLLen CTeneHn A0MMKEH COOTBETCTBOBaTL YCNOBUAM (DYHKLMOHNMPOBaHUS ceTu noasuxHown ceaAsmn (CrNC) B
yac HanbonbLUen Harpy3ku, TakuMm 06pa3om, ONTUMMU3aLMsa NCXOAHON ceTu [2]..

Mpn nnannpoBaHun pagmnocetn LTE uenecoobpasHo npuaepxmBaTbCcs OOLLENPUHATON BPEMEHHOW U
norvyeckon nocnegoBaTensHOCTN AEACTBUNA:

— NOryYeHne UCXOOHbIX AaHHbIX.

— kanubpoBka MaTemaTM4yecKkon MOAEeNn pacnpoCcTpaHeHWs pPaguvoBONIH Ha OCHOBE W3MepEeHUn
HanpsbkeHHOCTM nonsa B Hanbonee xapakTepHbIX TOYKax 30HbI 06CNyXnBaHUS CeTw.

— MOCTPOEHME CETU Ha4arbHOro NPUBNMXKEHNS.

— NpuBsA3Ka y4acTKOB pa3BepTbiBaHMA 6as30BbIX CTaHUWA, OnpederneHHbIX NNaHoM MOCTPOoeHus (cetu
HayarnbHOro NPUBNMXKEHUsT) K MECTHOCTMU.

—uUTepaTMBHas ONTUMM3aALMS CEeTW MpU  LUMPOKOM  WCMONb3OBaHUW CPEACTB  MPOrpammHOro
obecnedeHns, nogaepKuBaloLWnX MYHKLUN CUHTE3a CETU 1 aHanmn3a aKCnnyaTaumMoHHbIX XapakTepUCTHK.

VcxooHble OaHHble Ons pacyeTta napaMeTpoB 30H MOKPbITUA 6a3oBbiX CTaHUMA MpeAcTaBneHbl Ha
pUCyHke 2.

M/ITIP

\I, Beicora

Hacrora \ / AHTCHHBI
A7

Mogens
pactpocTpaHeHUs

Knacrepst \I/ Penbed

Paccrosinue
TTOKPBITHUS

PVIcyHOK 2 — WcxopgHble AaHHble Ans pacyeTa napamMmeTpoB 30H MOKPbITUA 6a30BbIX CTaHLMIA

PelleHne 3agaum noctpoeHusi ceTn MobunbHou cBsian ctaHgapta LTE npegnonaraet vcnonb3oBaHue
mMeToga npubnWXKEeHUn B COOTBETCTBMM C anropuTMOM 4YacTOTHO-TEPPUTOPUANBLHOTO NnaHupoBaHus [3].
AnroputTM packpbiBaeT NocrnefoBaTenbHOCTb M COAEpXKaHWe 3TanoB MOCTPOEHWUS HayarnbHOro NpUBNMKEHUS ©
UTepaTUBHOM OMNTUMM3ALMM CETU MPWU LUIMPOKOM MCMOMb30BaHUM CPEeACcTB MporpaMmHoro obecneveHus,
noAAepXKuBatoLWmx hyHKLMM CUHTE3a CETM U aHanuaa 3KCNiyaTaumoHHbIX XapakTepuctuk. Cnegyet oTMeTUTb,
YTO Ha CErogHALHUA AeHb BOMPOCHI YaCTOTHO-TEPPUTOPUANBHOrO NITAHUPOBAHMS B CETAX MOOUITbHOM CBSA3M
ctaHpapta LTE aBnsoTca HaMMmeHee pa3paboTaHHbIMY 1 TpeOyoT JanbHENLWEero nccrnegoBaHms.

Cnncok NCMonb30BaHHbIX UCTOYHUKOB!

1. 3GPP TS 36.300 — Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial
Radio Access Network (E-UTRAN); Overall description; Stage 2 (Release 12). 2014.

2. TuxsuHckuin B.O., TepeHTbeB C.B., lOpuyk A.B. Cetn mobunbHom cBasu LTE. TexHonorum u apxutektypa. M.:
Oko-TpeHas, 2010. 284 c.

3. Nohrborg M. LTE Overview [QnekTpoHHkI pecypc] — Pexxwum goctyna: http://www.3gpp.org/LTE.
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NMPOBJIEMbI BE3OINACHOCTU NEPEOAYUN NAHHbLIX B
BECIMPOBOOHbLIX CETAX

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Kosarnes N.A, PadueHko A.C., Cmaspos C./.
Bbotinpas O.B.. — K.m.H.

B coBpemeHHOM Mupe 6ecnpoBoaHble ceTu Bce Gonee pacnpocTpaHeHbl 3a cHeT yaobCcTs, KOTOpbIE OHU
npegoctaBnaoT. Poct nonynapHoctn atnx ceten obycnaBnuBaeT yBENMYEHUE KONUYECTBO BbINOMHAEMbIX MO
OTHOLLEHWIO K HAM aTak. BblAENST HECKONbKO NPUYMH peanusauun atak.

1. Banom c uenbio NoxXuLLEHNs KOHUaeHUnansHon nHgopmaunn.

2. CTpemrieHne BOCMONb30BaTbCS YyXXMM MHTepHeT-coeauHeHeM. B gaHHoM cnydae Takke npoucxoout
BOPOBCTBO, HO HE OCsi3aeMbIX KOHMMAEHUMAanNbHbIX OOKYMEHTOB, a BUpTyanbHOE - BOPOBCTBO WHTEpHeT-
Tpaduka. Ecnv 3noyMbILLNEHHWK MOMNb3YeTCs YYXUM WHTEpPHET-KaHanom Ans cyrybo yTunurtapHbiX Lenemn
(anekTpoHHas no4ta, Be6-cepduHr), TO OLLYTUMOro MaTepuarnbHOro ypoHa OH He HaHeceT, HO, eCnuv NoKanbHas
CeTb OpraHusauuMmM WCMONb3yeTCs Kak nnaugapM ANnd paccbiiku chnama unu nocriegytowen maclutabHon
VHTepHeT-aTakn, NOCNeacTBMA MOryT ObITb KpaiHe HEMPUATHBIMU Kak CO CTOPOHbI MHTEPHET-NpoBaraepa, Tak u
CO CTOPOHbI KOHTPONUPYHOLLUX OPraHoB.

MockonbKy pagvocurHanel UMET LUMPOKOBELLATENBHYIO NPUPOAY, HE OrpaHUYeHbl CTEHaMU 34aHui U
OOCTYMNHbI BCEM MPUEMHMKAM, MECTOMOMOXEHNE KOTOPbIX CMOXHO UMM BOOOLLE HEBO3MOXHO 3adMKCMpPOBaTb —
3r10yMbILINEHHMKaM ocobeHHO nerko n ynobHo atakoBaTb HecnpoBogHble ceTu. NoaTomy, dhopmanbHo, Aaxe
CnyYarHbI MPOXOXUA MOXET 3aHUMAaTbCS paguopasBeakon Ballen cetn — cyrybo m3 nobonbitctea. OrpoMHoe
pa3Hoobpasme roToBOro MHCTPYMEHTapusi aHanmM3a NPOTOKOMOB M YsI3BMMOCTEMW, OOCTYNHOro B VIHTepHeTe,
nossonseT emy 6e3 0cobbIX yCUnNuii COBEPLLUTL MPOHUKHOBEHME B KOPMOPATUBHYIO CETb.
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PucyHok 1 — OcHoBHbIE pUckin 6ecnpoBOAHbIX CETE

BbloensitoT cnegylowiMe OCHOBHbIE MPUYMHBbI  peanu3auum yrpo3 MHgpopMaumMoHHOn 6e30nacHoCTH
6ecnpoBoAHbIX MHOPMALIMOHHBLIX CETEN.

1. Hanuyne B cocTaBe 3TOM CeTW YCTPOWCTB, MPeAoCTaBMSIOWMX BO3MOXHOCTb HEaBTOPM30BaHHOMo
JoCcTyna K KoprnopaTUMBHOW CETW, 3a4yacTyld B 00X04 MexXaHU3MOB 3alUWTbl, ONpedeneHHbIX KopropaTuBHOWN
nonutukon 6GesonacHocTM. Yalwle Bcero 3TO Te camble CaMOBOJSIbHO YCTaHOBIEHHbIE TOYKM [OCTyna.
Takke B ponu 4vyxaka MOryT BbICTYNUTb AomalwHuin poyTtep ¢ Wi-Fi, nporpammHasa Toyka goctyna Soft AP,
HOYTOYK C OLHOBPEMEHHO BKITHOYEHHBIMU MPOBOAHBLIM U 6eCNpPOBOAHLIM MHTEPENCOM, CKAHepP, NPOEKTOP 1 T.4.

2. HedbukcmpoBaHHasi npupofa CBsA3v, KOTopasi No3BONAET MOOUIbHBIM YCTPOMCTBAM aBTOMAaTUYECKU
noaknyatbca K cetn. TakuMm obpasom, Ans AO0CTyna K MHGOpMaLuM 3MOYMbILLIIEHHUK MMEET BO3MOXHOCTb
nepekntioYnTb NONb30BATENSA HA CBOK TOYKY AOCTYNa C MOCrneaytoLlern aTakon unu Ans nomcka TOHKMX MeCT B
3awmTe. Mpumepamn sBnATCA QULIMHT HA XOTCMOTax, Cly4YanHoe UMM YMbILWNEHHOEe NepeknodeHne, obxon
mMexaHu3moB 6e3onacHocTu cetu, cetn Ad-Hoc, Evil Twin.

3. Ya3BUMOCTH, CBSA3aHHbIE C KOH(Urypaumen ceTen n nogknodaeMblX YCTPONCTB. HekoTopble ceTeBble
YCTpOWCTBA (TOYKM AOCTyna, 6ecnpoBoAHbIE KIUEHTLI) MOryT ObiTh Oornee ysi3BMMbI, YEM ApYyrue — HenpaBUIbHO
CKOHCpMIrypupoBaHbl, UCMOMb30BaTh crabble KIo4uM LWMEPOBAHNS U METOAbI ayTEHTUMUKALMM C U3BECTHBIMU
YSA3BUMOCTAMMU.
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4. HoBble yrpo3bl 1 ataku. becnpoBoaHble TEXHOMOMMU NOPOAMIM HOBblE CNOCOOLI peanu3aummn cTapbix
yrpo3, a Takke HeKoTOopble HOBble, JOCENE HEBO3MOXHbIE B MPOBOAHLIX CeTsX. Bo Bcex crydasx, 6opoTbes ¢
aTakylLwmM CTano ropasgo Tskenee, T.K. HEBO3MOXHO HM oTcneauTb ero u3nyeckoe MeCTOMOMoXeHue, HU
N30nMpoBaTh €ro OT CeTW. 3MOYMbILUNIEHHNK KaK MPaBWIio Ha4yvMHaeT aTakM C npeaBapuUTEnbHOW pas3Benku 1
3avacTyto cosepliaeT atakm tuna «Otka3 B ob6cnyxusaHum» (Denial of Service, DoS). Cepbe3Hon yrpo3on
nobon cetn, He TONbKO GecnpoBOAHOW SIBMSIETCS MMMEPCOHaUMs aBTOPU30BaHHOIO nonb3oBaTtens u ldentity
Theft. NHCTpymeHTapuin Onst opraHu3auuMm aTtak Ha 6ecnpoBOAHble CEeTM LUMPOKO AOCTYMEH M MOCTOSIHHO
MOoMonHAEeTCs HOBbIMWM CpeacTBamMu, HadvHas OT BcemMu u3BecTHoro AirCrack u 3akaHuvmBasi oGnayvHbIMu
cepsucamu No pacLunpoBke XeLlen.

5. YTeukn uHdopmaumm us nposoaHon ceTu. MNpaktuyeckn Bce 6ecnpoBoHble CETU B KaKON-TO MOMEHT
coeauHsAloTca € npoBogHbiMKU. CoOTBETCTBEHHO, mnbas 6GecnpoBogHas Touka AocTyna MoxeT ObiTb
ncrnonb3oBaHa kak nnaujapm Ans atakM. Ho aTo ewle He Bce: HEKOTOpble OLWMOKM B KOH(urypauum Todek
Joctyna B coyeTaHuuM C owmbkamy KOHUrypauum MpOBOAHOW CEeTU MOryT OTKpbIBaTb MyTW ANS yTeyek
nHdopmMaumm. Hanbonee pacnpocTpaHeHHbI NPUMepP — TOYKM JOCTyna, paboTatowme B pexume mocTa (Layer 2
Bridge), nogknto4eHHbIe B NITOCKYHO CeTb (UNW CETb C HapyLLueHnsamu cermeHTaumm VLAN) n nepegatoiyme B acpmp
LUMpOKOBeLLaTenbHbIe NakeTbl U3 NPOBOLHOrO cerMeHTa. [lpyro pacnpocTpaHeHHbIN CLueHapuin OCHOBbLIBAETCS
Ha ocobeHHoCTAX peanu3aummn npotokonos 802.11. B cnyyae, korga Ha 0gHOM TOYKe AOCTyna HacTPOeHbl cpasy
Heckonbko ESSID, wupokoBellaTenbHbin Tpaduk Byaet pacnpoctpaHaTca cpasy Bo Bce ESSID. B pesynbTtare,
€Cnn Ha OAHON TOYKE HAaCTPOEeHa 3alluLLeHHast CeTb U NyONNYHbBIA XOT-CNOT, 3MOYMbILUNEHHWK, NOAKITIOYEHHbIN K
XOT-CMOTY, MOXET HapyLwmnTb paboTy npotokonoB DHCP nnu ARP B 3aluLLeHHON CeTw.

6. OcobeHHoCTH PYHKUNOHNPOBAHNSA 6ecnpoBoaHbIX ceTen. HekoTopble ocobeHHoCTH
PYHKUMOHUPOBaHUST BecnpoBOAHbBIX CETEW MOPOXAAIT AOMNOMHUTENbHbLIE NPOONEeMbl, CNocobHble BNUSTL B
LernoM Ha MX OOCTYMHOCTb, NPOM3BOAUTENBHOCTb, 6€30MacHOCTb U CTOMMOCTbL 3KCnnyaTaumu. Onsa rpamoTHOro
pelleHnsi aTux npobnem TpebyeTcsa cneumanbHbI MHCTPYMEHTapWI NOAAEPXKKM M 3KChnyaTauun, cneuuanbHble
MEeXaHN3Mbl aOMUWHUCTPUPOBAHMS U MOHWUTOPWHra, He peanu3oBaHHble B TPaAWUMOHHOM WMHCTPYMEHTapuu
ynpaenexHus 6ecnpoBoaHbIMU CeTMU. Taknmu npobnemamu siBNSOTCSA aKTUBHOCTb B Hepabovee BpeMsi, TOUKM
[OoCTyna, paspeluatoLlime MNoAKMYEeHNs Ha HU3KMX CKOPOCTSAX, UHTepdepeHuns pagvmocurHanoB, cnocobHas
3HAYMTENBHO YXYALUUTb NOKa3aTenuy NponyCcKHOM CNOCOOHOCTM 1 KONNYeCTBa NogaepXK1BaeMbIX NONb3oBaTenen,
BNJIOTb 40 NOSTHOW HEBO3MOXHOCTW UCMOMb30BaHNUS CETU.

OcHoBHble 3Tanbl, KOTOpble HEO6XOOAMMO y4uTbiBaTb MPW  MOCTPOEHUM CUCTEMBbI Oe3onacHocTu
6ecnpoBoaHbIX ceTeNn:

— KOHTpOMb OOCTYNa;

— ayTeHTudmkaumsi nonb3oBaTenem;

— wncpoBaHue Tpaduka;

— cucTema npegoTBpaLLeHnsa BTOPXXEHU B 6eCnpoBOaHYIO CETh;

— cuctema oBHapPY>XEHNST YyXKNX YCTPOUCTB U BO3MOXHOCTU MX aKTUBHOIO NOAaBMEHNS;

— MOHUTOPWHT paguouHTepdepeHumnm n DoS-aTak;

— MOHWUTOPWHT ysI3BMMOCTEN B 6ECNPOBOAHON CETU 1 BO3MOXHOCTY ayauta ya3BMMOCTEN;

— byHKUMM NOBbIWEHMS YypoBHA 6e3onacHoCTM MHAPACTPYKTypbl 6eCnpoBOAHOM CETUMO  Crnocoby
perucTpauum 1 yeuneHms.

MeToabl noBbilweHMs 0bLLero ypoBHsi 6e3onacHocTu 6ecnpoBOAHON CETU:

— ayTeHTudmKaums n asTopmsaums Bcex nono3osatenen cetn WiFi;

— koHGurypuposaHne VLAN-oB ans pasgeneHus Tpaduka (Hanpumep, rocTu/COTPYOHWKW, BbICOKUIA
YPOBEHb 40CTYNna/HU3KUiA ypoBEHb AOCTyNa 1 T.M.) U BBEAEHWS NEPBUYHOrO, rpyboro cermeHTUpoBaHus;

— MCMNOMb30BaHNE MEXCETEBbIX 3KPAHOB Ha YPOBHE MOPTOB AN hopMMpoBaHusa 6ornee TOHKOrO ypOBHS
©e3onacHoCTy;

— Mcnonb3oBaHne WNPOBaHUA Ha BCe CeTu Ansa obecnevyeHnsa CEKPEeTHOCTY;

— onpegeneHne onacHoCTU LENOCTHOCTU CETU 1 NPUMEHEHNE METOL0B pPELLEHUs 3TUX Npobnem;

— BKITHOYEHUE obecneyveHnss 6€30nacHOCTU KOHEYHbIX YCTPOMCTB B 06LLYI0 MONMTUKY 6e30nacHOCTY;

Mpu wucnonb3oBaHMM GecrnpoBOAHLIX CEeTEN ANA Nepefadn [AaHHbIX O [OepxaTensix kapT, crnegyet
ucnons3oBatb TexHomnornio WPA (WPA2), IPSEC VPN, nu6o SSL/TLS. He cnegyeT nonaratbCs TOMbKO
TexHonornto WEP ans 3awmTel koHuaeHUnanbHbIX AaHHbIX B 6ECNPOBOAHBIX CETAX.
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UCMNbITAHUA CPEOCTB 3AWLIATBI UHOOPMALIUU HA
COOTBETCTBUE TPEBOBAHUAM TEXHUYECKOIO PEINTAMEHTA
PECNYBJIUKU BEJIAPYCb TP 2013/027/BY

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Mpuykesuy B.U.
boinpae O.B. — K.m.H.

Llenbto vcnbiTaHuii siBnsieTcs npoBepka dyHKuui BesonacHocT mapupyTtudatopoB Cisco ASR920 n ASR1001 Ha
npeamMeT COOTBETCTBUSA 3asBEHHbIM (PYHKUMOHAMNbHBLIM (MONHbLIM nepedveHb npeactasneH B CTB 34.101.2) n rapaHTUinHbIM
TpeboBaHWsim Ge3onacHocTV (NonHbIi nepedeHb npeactasneH B CTB 34.101.3), a Tawke Tpebosanusam CTB 34.101.73.
3agayeit vCnbITaHWA ABNSETCA NOATBEPXAEHWE TOro, YTO BCE 3asiBMEHHble B 3afaHusax no 6esonacHocTn TpeboBaHus K
obbekTam oueHkn (MapLupyTusaTopam) peanusoBaHbl. OOBEKT OLEHKU CUMTAEeTCsl BblAEPXKaBLUMMWU UCTbITAHWS, €CM B HEM
peanu3oBaHbl Bce 3asiBMEHHble TpeboBaHus. Pe3ynbTaTbl UCMbITaHWI 0O6beKTa OLEHKM OTPaXarTCsl B TEXHUYECKOM OTYeTe U
npoTokone.

McnbiTaHua [gaHHbIX MapLupyTu3aTopoB MPOBOASITCA Ha MCMbITaTeNIbHOM CTeHAEe, COCTaB U CTPyKTypa
KOTOPOro COOTBETCTBYET CXeMe, NpuBedeHHON Ha pucyHke 1, roe NOBM 1, M3BM 2, M3BM 3, N3BM 4, NMGBM
Ynpaenenus, mapuwpytudatop R1 (mapwpyTtusatop Cisco ASR920 unu ASR1001 (3aBMCUT OT TOro, Kakou
mMapLupyTusaTop ucnbiteiBaeTcs)), maplupyTtmnsatop R2 (Cisco ASR 920), mapwpyTtusatop R3 (Cisco ASR 920), a
Takke KoHueHTpaTopbl ceteBble SW1 (TP-Link TL-SG1008D), SW2 (D-Link DGS-1008D) n SW3 (TP-Link TL-
SG1008D) coeamHsiOTCs B COOTBETCTBMM CO cxemamu kabensmu UTP kateropum 5. KoHduryprnpoBaHue
MapLIpyTu3aTopoB npoucxogut nubo ¢ nomouwbio CLI-nHTepderica, nnbo ¢ NoMoLLbo NPOToKonoB telnet unu
ssh (onpegenseTca MeTOAMKON NCMbITAHWIA).

I3BM 1 II3BM 2
102.168.13.11 102.168.14.22
- i:l
N S ——— R
— D
1021681420  192.168.1520 I3BM 3
192.168.15.33
R1(00)
swi [ ;—[_]7 7 swa2 SW3 i—E
192.168.13.10  102.168.14.10 ==
R3

102.168.1430  192.168.15.30
L1
% N

II9BM YmpaeneHHT II5BM 4
192.168.13.111 192.168.14.44

Puc. 1 — Cxema ncnblTaTensHoOro cteHaa

MonHbIN NepeyeHb 3asiBNEHHbIX PYHKLMOHaNbHbIX TpeboBaHui 6esonacHoCTU NpeacTaBneH B 3a4aHUsaX
6e3onacHoctn anga Cisco ASR920 n Cisco ASR1001. Huxke npeacTaBneHbl Hanbonee BaXHble U3 HUX, a Takke
MeToaMKa NpoBepkn TpeboBaHmi:

-FIA_ATD.1 «OnpepeneHne atpubytoB nonb3oBatens» - Ha R1 cosgaloTca nonb3oBaTenu C
pasnuyHbIMU YPOBHAMW NpUBUIErMi (NpruMep komaHapl: username admin privilege 10 password admin);

- FIA_UAU.2 «AyTeHTndurKkaumsa 4o nobbix AeNCTBUA NONb3oBaTena» - NPOU3BOAATCS NOMbITKA NONy4uTb
[ocTtyn K R1, ncnonb3ysa KOppekTHbIA MAEHTUMUKATOP N HEKOPPEKTHBIN Naponkb;

- FIA_AFL.1 «O6paboTtka oTka3oB ayTeHTUdukaumm» - Ha R1 3apaértcs GnokupoBka Ha 120c npwu
OOCTWXKEHMU ABYX HeyaauyHbIX NOMbITOK ayTeHTUdmkauum B TedeHnn 120c (komaHaa: login block-for 120 attempts
2 within 120);

- FDP_IFF.1 «[lMpocTtble aTpubyTbl 6e30nacHoCTU» - 4O6ABNSATCA HAAEXHbIE CTALMOHApHbLIE MapLUPYThI
(npumep: ip route 192.168.15.0 255.255.255.0 192.168.14.20), HacTpanBaeTcs ynpasreHne ceTeBbiMU NOTOKaMn
(mpumep: deny ip host 192.168.13.11 any log), npocmaTtpmBaeTcs xypHan ayguta (show logging);

- FPT_FLS.1 «C6ow c coxpaHeHnem 6e3onacHOro coctosHusi» - BO BpemMs paboTel R1 npepbiBaetca
nofava areKTPONUTaHWs C Lenbio NOATBEPXKAEHUSA TOr0, YTO MM HEBO3MOXHO YNPaBnsaTh BO BpeMs c6os nogaym
3MNeKTPONUTaHNS, a TakkKe NPOBEPSETCS YTBEPXAEHNe, YTO Nocne 3arpy3ku MapLupyTm3aTop TpebyeT NOBTOPHON
ayTeHTUdMKaLuu;

- FAU_GEN.1 «®opmupoBaHue AaHHbIX ayauTay» - npocMaTpuBaeTcs XypHan ayauta (show logging) Ha
Hanuyve crnepyioLwmx 3anvcei: 3anyck cpeacTs ayauTa; UCNoNb3oBaHWe 4OBEPEHHOIO kaHana u naeHTudukaTop
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MHMUMATOpa; MOoMbiTKa OTKPLITUS CeaHca CBsI3W MONb30BaTEeNsA; 3anpochbl Ha BbIMOSIHEHWE onepauuu Hag
06bEKTOM, U3MEHEHUSI aTPNOYTOB 6E30NacHOCTK; ynpaBneHne NHPOPMaLMOHHBIMM NOTOKaMK ANsl HopmaLumm
KOHTPONS, MOMy4YeHHOW u3 HEeOOCTOBEPHbIX WCTOYHMKOB: agpec oTnpaBuTend, agpec nonyyatens, Tun
NPOTOKONa; N3MEHEHNE B YCTAHOBKE METOK BPEMEHM;

- FAU_SAR.3 «BbIb0Opo4YHbIi NPOCMOTP AaHHbIX ayauTay» - BbIMOMHAETCA MOMCK AaHHbIX ayauta Ha
OCHOBE 3HayeHus AaTbl, BpeMeHU, naeHTudumkaTopa nonb3osarens, |P-agpeca oTnpaButens (Npumep KoMaHabl:
show logging | include “Jun 4”).

MonHbIN NepeyeHb 3asBrEHHbIX rapaHTUhHbIX TpeboBaHui 6GesonacHOCTU nNpeAcTaBneH B 3afjaHuaX
6esonacHoctn anga Cisco ASR920 n Cisco ASR1001. Huxe npeacTtaBneHbl Hanbonee BaXHble U3 HUX, a Takke
MeToAuKa npoBepkun TpebosaHuii:

- ADV_ARC.1 «OnucaHve apxuTekTypbl 6esonacHoCTM» - 3KCnepTy HeobxoaMmo ybeauTbes, 4TO
MapLIpyTU3aTop CMNpOEKTMPOBaH Takum obpa3oM, 4YTO ero (yHKUMOHarnbHble BO3MOXHOCTM 6Ge30nacHoCTh
HEBO3MOXHO ODOWTK, a Takke, YTO OnMcaHue apxXuTeKTypbl 6€30MacHOCTM COCTaBMNEHO Ha ypoHe Heobxoaumon
Jetanusauuy;

- ADV_TDS.1 «basoBbli npoekT» - akcnepTy HeobxoaMmo y6eanTbCsi, YTO MPOEKT COAEPXWUT BCe
HeoOX0OMMble KOMMOHEHTbl W OMMCaHusa Ans noacucTeM, peanusylowmx @yHKUnoHanbHble TpeboBaHus
©e3onacHoCTY;

- ASE_CCL.1 «YTBepxgeHne o COOTBETCTBUM» - IKCMEPTY HEOOXOAMMO NpoaHanuamMpoBaTthb 3agaHue no
6e3onacHoCcTV MapLupyTu3aTopa;

-ASE_OBJ.2 «3apaun 6esonacHocTu» - mnpoBepsieTcs opMynupoBka u 06OCHOBaHWe 3ajad
©e3onacHocCTH;

- ASE_SPD.1 «Onpegenenune npobnemMbl 6e30nacHOCTU» - NPOBEPSETCA HAaNM4Yne onmcaHus yrpos.

MepeyeHb 3asBneHHbix Tpeboanui CTB 34.101.73 npeacTtaBneH B 3agaHusx no 6esonacHoOCTH
mappyTtusaTtopoB. [lpoBepka TpeboBaHui crtaHgapta CTB 34.101.73 ocywecTtensnace nytém adHanusa
pe3ynbTaToB NPOBEPKU PyHKUMOHANbHbLIX TpeboBaHui Ge3onacHoCTH.

Mo okoHYaHWM ncneiTaHun MmaplipytmdatopoB Cisco ASR920 n ASR1001 6Obinun cocTaBneHsl cnegyowme
OOKYMEHTbI: TEXHUYECKMN OTYET O pes3ynbTaTax OUEHKUM U NPOTOKON WCMbiTaHui. B npoTokone wucnbiTaHui
yKasaHbl TO4YHOE HanMeHoBaHue, coctaB 1 koHdurypaums OO Ha MOMEHT NPOBEeAEHNSt OLIEHKM (MCNbITaHUiA).

B pesynbtate npoBegeHus ucnbiTaHuin MaplpyTtusatopoB Cisco ASR920 u ASR1001 6bino
YCT@HOBMNEHO, YTO OHU COOTBETCTBYIOT BCEM 3asBMEHHbIM (DYHKLUMOHANbHLIM M rapaHTUHbIM TpeboBaHMAM
6e3onacHocTK, a Takke TpeboaHnsam CTb 34.101.73.

Cnmncok Mcnosb30BaHHBIX MCTOYHUKOB!

1. WHdopmaumoHHble TexHonorun. CpeactBa 3awmTbl  MHopmaumn. WHdopmaumoHHas 6GesonacHocTb: TP
2013/027/BY. Beea. 01.01.2014. — MuHck: Nocctangapt Pecnybnvku Benapycb: 2013.
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4. 3apanve no 6esonacHoctn 3b.Cisco-ASR900-I0S XE 3.16.001-2017 «[porpammHoe obecneyenne Cisco 10S XE
Bepcumn 3.16 mapLupytusatopoB Cisco cepun ASR 900».

5. 3agaHune no 6esonacHoctn 36.Cisco-ASR1000-I0S XE 3.16.002—2017 «[lNporpammHoe obecneyveHne Cisco 10S XE
Bepcum 3.16 mapLupyTtusatopoB Cisco cepumn ASR 1000».

6. MeToguka ucnbiTaHuin MmappyTusatopoB cepun Cisco ASR 900 ¢ nporpammHbiM obecnedeHnem 10S XE Bepcun
3.16 MW.CKI1 04-2018.

7. MeToauka ucnbiTaHuii mapupytusatopos cepun Cisco ASR 1000 ¢ nporpammHbim obecnedeHnem |OS XE Bepcumn
3.16 MW.CKIN 05-2018.
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CUCTEMA NPEOOTBPALLEHUSA BTOPXXEHUN B 3
KOPMOPATUBHYIO CETb C UCINOJIb3OBAHUEM TEXHOIOINH
BUPTYAJIIU3ALIUUN

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Mypawko E.A, lNpokoghbes C.B, Mapbives [.B.
BuwHsikoe B.A., 0.m.H., npogheccop

CuctemMbl NpeAoTBPALLEHUS CETEBbLIX BTOPXKEHW U BbISBNEHWS] NPU3HAKOB aTak Ha MH(OPMAaLMOHHbIE CUCTEMBI Yxe
[OCTaToO4HO ANUTeNbHOe BPeMsi UCMONb3YTCA Kak OAHO M3 HEeOBXOAUMbIX CpPedcTB 3aluTbl MHCPOPMAaUMOHHbLIX cucTem. Ha
CerogHs CuUCTeMbl NpeAoTBpaLLeHUs BTOPXEHUM WM atak obOblMHO npeAcTaBnsioT cobovi nMporpaMmHble MM annapaTHo-
NporpaMMHbIE KOMMMEKChI, KOTOpble aBTOMAaTU3MPYIOT NMPOLECC KOHTPONS COObLITUM, MPOTEKAOLWMX B KOMMbIOTEPHOW cucteme
UM ceTn, a Takke aHanuaupylT 3TU CoBbITUSI B MOWUCKax YS3BUMOCTEN. Vcnonb3oBaHMe TEXHOMOruii BMpTyanusauum Ans
MOCTPOEHNSI CUCTEMbl MPeaoTBpaLLeHNs BTOPXEHW no3sonseT obecneunTb kak bonee pauuoHanbHOe pacnpepeneHve u
MCronb3oBaHne MU3NYECKMX PECYpPCoB, Tak 1 ynpoLLaeT agMUHUCTPUPOBaHE BCEX KOMMOHEHTOB CUCTEMbI 3alumTbl. B kadecTse
cpepacTBa 06HapyXeHus 1 NpeaoTBpaLLeHust BTopxeHuin ucnonbayetcs IDS/IPS Snort.

Cuctema npepotepatieHus sTopxeHun (CrB) (aHrn. Intrusion Protection System (IPS)) — nporpammHoe
wnu  annapaTtHoe  CPeACTBO,  MpedHasHayeHHoe  And  NpefoTBpalleHus  MOMbITOK  NOMNyyYeHus
HEeCaHKLMOHUPOBAHHOIO J0CTyna (BTOPXEHWUS WM CEeTEBOW aTaku) B KOMMbLIOTEPHYD CUCTEMY unu ceTb. B
JononHeHne K MexceTeBblM akpaHam (firewall), pabota KOTOpbIX NPOMCXOOQUT Ha OCHOBE MOMUTUKK
6esonacHocTu, IPS cnyxaT MexaHnamamyv MOHUTOPWHIa U HabnoAeHN NOL03PUTENBHON aKTUBHOCTM. Tunosas
cTpykTypa IPS BkntovaeT:

8) CeHcopHyto nogcucTeMy, npegHasHayeHHyro Ans cbopa cobbiTuii, CBSA3aHHbLIX C ©Ge30nacHOCTbIO
3awyLLaemMon ceT U CUCTeMBI;

9) [loacuctemy aHanu3a, npegHasHa4YeHHylo ONSA BbISBEHWS CETeBbIX atak WM MoJo3pUTENbHbIX
nencTeBui;

10) XpaHnunuuie, B KOTOPOM HaKannMBaKTCA NEPBUYHbIE CODLITUA 1 pesynbTaTbl aHanusa;

11) KoHconb ynpaBneHus, nossonsowas kKoHdwurypuposaTe |IPS, Habnogate 3a cocTtosHMeM
3awmaemon cuctemsl 1 IDS, npocMaTpuBaTh BbISIBNIEHHbIE MOACUCTEMON aHann3a MHLUNOEHTHI.

Mpumep peanusauum CI1B ¢ cnonb3oBaHWeM TEXHOMOMMI BUPTYanu3aummn NpeacTaseH Ha pucyHke 1:
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PucyHnok 4 - CTpykTypa ceT ¢ npuMeHeHneM pa3anynbix Tunos CIIB

LUTpnxoBbiMun obnactamMu Ha cxeme 0003HaYeHbI cepBepa BupTyanmsauumn, Ha KOTOPbIX paSBépHyTbl
CEeHCOpbI CeTn, BUpTyalibHbleé KOMMYTAaTOpPbI, pa3findHbie cepBepa 1 BUpTyasibHble paGque CTaHuunu.
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CospaHHasi BUpTyanbHasi MHbpacTpykTypa obrnagaeT cneayowmmMm oCo6eHHOCTSMM:

a) cobbITus ¢ IPS-ceHcopoB ceTu cobupatoTcs B 6a3y AaHHbIX HA BblAENEHHOM BUPTYanbHOM CEPBEPE;

6) dharnbl XypHanoB ¢ ceHcopoB AybnupytoTcsa Ha Syslog-cepsepe;

B) ANs ynpoLieHns paboTbl 1 aHanmMsa cobbITUIA, MPUHATBIX OT CEHCOPOB CETU, pa3BEpPHyTa BUPTyarnbHas
cuctema cbopa 1 06paboTkn AaHHbIX O COBLITUSAX MHdOPMaLUMoHHoN 6esonacHocTu (SIEM).

OCHOBHbIE MPeVMYLLECTBA UCMNONb30BaHNS BUPTYarbHOW MHAPACTPYKTYpbI:

—  YMeHbLUeHMWe KOnMyecTBa ncnonb3yeMoro uanyeckoro o6opyaoBaHus;

—  BO3MOXHOCTb ObICTPOI MUrpauuy BUPTyasibHbIX MallWH U CO34aHUS PE3EPBHbIX KOMWIA;

—  BO3MOXHOCTb NepepacnpeaeneHns Ncnonb3yemblX BUPTyarnbHbIMU MallMHaMM peCcypCcoB;

—  BO3MOXHOCTb OpraHusauuy 3aluTbl Kak OTAEeNbHbIX BMPTyanbHbIX MallvH, Tak U rvnepeusopa B
Lenowm;

—  ynpoLleHVe afMUHUCTPUPOBaHNS U peKoHUrypauum ceTw.

OCHOBHble HeJOCTaTKM NPUMEHEHMS BUPTYanusauum:

—  BbICOKasi CTOMMOCTb KayeCTBEHHbIX CEPBEPOB M KOPMOPATWMBHBLIX NULEH3WI ANs UCMONb30BaHUA
BMPTYarbHbIX MMNepBU30pPOB;

—  PpUWCK NOTEpV [AaHHbIX U yBENWYEHWE BPEMEHU NPOCTOS BUPTyalnbHbIX CEPBEPOB MU paboymx
CTaHUMI Npy BbIXO4E U3 CTPOW OAHOIo U3 CEPBEPOB BUPTyanu3aumu;

—  HeobOXoOMMOCTb MOBBIWEHMA  KBanudukaumv COTPYAHWKOB Ans  paboTel C  BMPTyarbHOW
NHPaCTPYKTypoOn;

—  HeobXoOMMOCTb COKpbITUS (pakTa MWCNONb30BaHWsi BUPTyarnbHbIX CPeAcTB OT OOHapyxeHus
3110YMbILLITEHHMKOM.

HeunsbexHbIN poCcT KonnMyecTBa BCEBO3MOXHbIX Yrpo3 CeTeBow 6e30MacHOCTU CTaBUT BCE HOBble 3agayuu
ANns cneunanucToB No MHMOPMaLMOHHOW 6e30nacHOCTU U ceTeBbIX aAMUHUCTPATOPOB ANs NpeaoTBpaLleHus
yTEUKM BaXKHON MHGOpMaUnUM 1 nogaepkaHust KU3HeCnoCoBHOCTM KPUTUYECKUX aKTUBOB B KOPMOPaTUBHOMN CETW.
BHegpeHue TexHomorvi BuMpTyanu3auuu SBMNSETCA 3anoroM YCMELIHOro pas3BUTUMS KOPMOPaTUBHBIX CETEN U
ynyudLlEeHMEM NX CPEACTB 3aLUMUThI.
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MOOENMMUPOBAHUE BbICOKOCKOPOCTHOIO ONTUYECKOIO
NIMHEUHOIO TPAKTA

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

Molticuesuy FO.C.
TapyeHko H.B. — k.m.H.,0ouyeHm

COBpeMeHHbIVI 3Tan pa3BUTUA CUCTEM CBA3U XapaKTepusyetcad WHTEHCUBHbIMU pa3p360TKaMVI n BHegpeHuem
BOJTIOKOHHO-ONTUYECKUX CUCTEM Nnepenayvun (BOCH). 370 cBA3aHO ¢ GoNbLIMMU BO3MOXHOCTAMU U nepcnekrnesamu, KOTopbiMn
obnapaloT onTuyeckue cuctembl. B nepsyto ovepegb 9T0O Gonbluasi NponyckHasi CnocobHOCTb (COTHWM TOWT/C) U HaOEXHOCTb.
Cnocobbl opraHusaummn nepepnadu VIHd)OpMaLWIVI no onTu4eCKoMY BOJIOKHY [JOCTaTO4YHO MHOFOOGpaSHbI N NOCTOAHHO
COBEPLUEHCTBYHTCA, NO3TOMY CYLLECTBEHHYHO MOMOLLbL NPU NX N3yHEHUN U MOOENTUPOBAHNN OKa3biBaeT KJ'IaCCVI(bMKaLI,VIﬂ.

B pesynbtate npoBeaeHuns Oubnuorpacpuueckoro noucka M aHanu3a nuTepaTtypbl  NPeArioXeHa
cnepytowas knaccudwmkauma BOCT, koTopas npeactaeneHa Ha pucyHke 1 [1,2,3,4]:

‘ Mo Tmny nepegasaemoro curHana ‘ ‘ Mo cnocoby moaynauum ‘ ‘ Mo meToAy ynnoTHeHuA
1 1
v L4 v
‘ AHanorosble ‘ { LUundposble ‘ Mo nHTeHcnBHOCTH ‘ { AHanorosble ‘ CnektpanbHoe ‘1——»‘ YacroTtHoe ‘
—>{ PDH ‘ Mpamas ‘ —>{ AmnantyaHas ‘ ‘ CWDM ‘ —>‘ Mopgosoe ‘
—>{ SDH ‘ BHewHsaa ‘ —>{ YactoTHas ‘ ‘ DWDM ‘ —>‘ BpemeHHoe ‘
Ethernet —4 dazosan ‘ ‘ HDWDM ‘ —b‘ MNonapusaunoHHoe ‘
OTN —>{ AmnavTyAHO- ‘ ‘ Mo npoTAXeHHoCTN
YacToTHaA
AmnautyaHo-¢dasosas
‘ Mo cnocoby npuema ‘ ‘ MarucTtpanbHble %——b‘ 30HoBblE ‘
|
L4

v
C HenocpeACTBEHHbIM
pea ‘ KorepeHTHble ‘

‘ MecTHble ceTn ‘4——»‘ JloKkanbHble ceTn ‘

npuemom

FOMOAMNHHbIN

FeTepoavHHbIN

Puc. 1 — Knaccudgumkaums BOCTT

Mo>XHO BbIAENUTL CrieayoLne OCHOBHbIE KNAacCUMUKALMOHHBIE NMPU3HAKK.

1.Mo Tvny nepepasaemoro curHana BOCI pgenatcs Ha:

1.1aHanoroBble, ecnv kaHanoobpasytuiee 06opyaoBaHME CTPOUTCS Ha OCHOBE aHanoroBbiX METOAOB
MOAYNSALMN NapamMeTpoB rapMOHUYECKON HeCyLlen 4YacToThl (aMnnuTyaHas, YacToTHas, dasoBas MOAYynAUMn v
nX KOMBUHaLMKN) NN NnapameTpoB NEPUOLNYECKON NOCNeaoBaTENbHOCTU UMMNYNBCOB (aMMNMTYOHO-UMMYNbCHAs,
LUMPOTHO-UMMYNbCHAs, Pa3oMMNynbCHast MOOYNALUN U X KOMOUHauUMK). B HacTosilee Bpems MCMoNb3ylTCs
npu nepegave Ha HebonblLUMe pacCTOsIHUSI B CUCTEMAXxX KabenbHOro TeneBuaeHus;

1.2umdpoBble, NpU KOTOPbLIX CUrHan, nepegasaembli MO ONTUYECKOMY BOSOKHY, SiBnsieTcs undgposbiM. B
3aBUCMMOCTU OT NPUMEHSAEMON TexHoNnorun pasnuyatot PDH, SDH, Ethernet, OTN.

TexHonorms PDH (PlesiochronousDigitalHierarchy — nnesuoxpoHHas uudpoBas uepapxusi) — 3TO
MPVHLMN NOCTPOEHMS LUPOBBIX CUCTEM Mepeaayun, KOTopble UCMONb3YHT rpynnoBO MyNbTUMNIIEKCUPOBAHHbIN
WKM-curHan, coctoawmi mn3 30-kaHanbHbix notokoB (E1 — 2,048 M6ut/c) n Tpebylowmin cuHxXpoHusauum
CKOpoCTel UMpoBbIX NOTOKOB Ha BxoAde 060pyaoBaHus rpynnoobpasoBaHus. [ocnegyowme ypoBHU nepapxum
06pasyloTcs MynbTUMMEKCMPOBAHMEM YeTbIpeX MOTOKOB Npeabiaylero ypoBHsS. Takum obpasom, CKOpOCTb
nepefadv Ha cnegyrLmx ypoBHax coctasnset 8 Méut/c (E2), 34 Mowut/c (E3) n 140 Mowut/c (E4).

TexHonorma SDH (SynchronousDigitalHierarchy — cuHxpoHHas uudpoBas mepapxms) nosiBunacb kKak
pesynbTaT 9BOSIOLMOHHOIO ckadka, koraa PDH nepectana ynoBneTBopsite TpebGoBaHMSM MO MNPOMYCKHOM
CNoCcOBOHOCTM, TMOKOCTU NEPEKMYEeHNs U BblAENeHNst UMAPOBLIX MOTOKOB, OMNEpaTMBHOCTU YNpaBneHUs U
COOTBETCTBUIO CTPYKType ycnyr cBasn. OCHOBHas CKOpOCTb nepedayn coctaensetr 155,250 Mout/c (STM-1),
MakcumanbHas ckopocTb — 40 'out/c (STM-256).

Ethernet — cemencTBO TEXHONMOMMIA NAKETHOW NepenayYn AaHHbIX. B 3aBUCUMOCTU OT CKOPOCTM nepenayn
OaHHbIX U MepeaatoLLen cpeapbl BblAENSTOrPOMHOE KONMMYECTBO BapuaHTOB TexHomnormn. B HacTosiwee Bpems
cywectByeT ctaHaapT 400GbE, koTopbli No3BoNnsieT nepefaBaTth AaHHble co ckopocThio 400 6ut/c, BeayTcs
paspaboTku 1TbE(1 T6ut/c).

TexHonormsa OTN  (OpticalTransportNetwork — onTudeckas TpaHCNopTHas CeTb) 4BMseTCa Ha
CErofHsILLHMIA AeHb OCHOBHOW TEXHOMOIMEN NMOCTPOEHUS MarmcTpanbHbIX BONTIOKOHHO-OMTUYECKUX CETEN CBSA3M.
MpUHLMN TEXHOMOMMM 3aKIYaeTCs B yNakoBKE CUrHANOB PasfnuyHbix )OpMaToB B CTAHAAPTHbIE KOHTEMHEPHI,
KOTOpble 3aTeM nepenarTcsl MO ONTUYECKOMY BOJIOKHY.B HacTosiwee Bpemsi gocturHyta ckopocts 100 Féut/c
(ODU-4).
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2. Mo cnocoby moaynauum ontuydeckoro nanyyvexHust BOCI genatcs Ha:

2.1 cucTteMbl ¢ MOAYNALUMEN UHTEHCUBHOCTU ONTUYECKOro U3ny4yeHns, Npu KOTOPOW MOLLHOCTb BbIXOAHOMO
ONTWUYECKOro CUrHana N3MeHsTCH B COOTBETCTBUM C MH(POPMALIMOHHBLIM CUrHaNoM;

2.2cuctembl nepefayn C aHanoroBbiMM MeToAaMu MOAYNSLUM ONTUYECKOro W3nyyYeHus (OnTUYecKow
HecyLlen): aMnNnNuTygHoW, ha3oBoK, YaCTOTHON MOAYNALUUSMU U X KOMBUHaUUAMU.

Mpy mMooynauMM MHTEHCUBHOCTWU pasnuyalroT NpsMylo U BHELHIo Moaynsauumio. B nepepaTumkax c
NpsiMON MoZynsunen B COOTBETCTBUN C MHAPOPMALIMOHHOM NocneaoBaTenbHOCTBIO MOOYNUPYETCA TOK HaKauyky,
noA, AeViCTBYEM KOTOPOro MOAYNMPYeTCs BbIXOAHAA MOLLHOCTbL CBETOBOIO U3rydYeHns nasepa.

Mpn BHeEWHeNn MOAYNAUMU W3NYYEHWE WCTOYHWMKA, WMelolee MOCTOSHHOE 3HaveHue, MnojaeTcs Ha
MOAYNSATOp, B KOTOPOM MOAYNMPYEeTCs NoA AeVcTBUEM MHAOPMALIMOHHOTO curHana.

3. B 3aBucumocTu ot cnocoba nprema ontuyeckoro curHana pasnuyaiot BOCTT:

3.1 ¢ HenocpeACTBEHHbIM MPUEMOM, MPU KOTOPOM MPOMCXOOUT HenocpeacTBeHHOe npeobpasoBaHue
WHTEHCUBHOCTMN OMNTUYECKOro U3MNYyYeHUs1 B SMEKTPUYECKUI CUrHarn, HanpshXeHue Unm ToK KOTOPOro 0AHO3HayHO
oTpaxarT U3MeHeHNe NHTEHCUBHOCTU OMTUYECKOro CUrHana;

3.2korepeHTHble, B KOTOPbIX NMPUMEHSIETCS FeTepPOAMHHOEWUNTM FOMOAVHHOE Npeobpa3oBaHWe 4acToThbl
He3aBMCUMO OT BMAa MOAYNALMM ONTUHECKOro U3NyYeHUs, OCYLLECTBNSEMOE Ha NPOMEXYTOYHOW YacToTe.

Mpn reTepoguHHOM MpuemMe OOHOBPEMEHHO C OMTUYECKMM CUrHamom 4acToTbl fc Ha doTogeTekTop
nofaeTcs [OCTAaTOMHO MOLLHOE OMTUYECKOEe M3NyYyeHue MEeCTHOro retepopamHa c 4vactoton fr, Ha Bbixoge
oToaeTeKTopa BblAENSAETCA NPOMEXYToYHas vacToTa frp = fc — fr, Ha KOTOpoW 1 ocyLLecTBNATCA AanbHenwne
npeobpa3oBaHUsi ONTUYECKOTO CUrHana B 3NEKTPUYECKUNA.

Mpu romoguHHOM MeTode MpuemMa 4acToTbl KonebaHuii NPUHUMAeMOro OMTUYECKOro W3My4YeHus W
MECTHOrO reTepofnHa JOIMKHbI ObITb OAUHAKOBBIMU, @ ha3bl CUHXPOHU3MPOBAHbI.

4. Mo meTogam ynnoTHEHUS ONTUYECKOro BosfiokHa pasnuyatoT BOCHT:

4.1 co cnekTpanbHbIM YNIOTHEHWEM C pasgeneHvem anvH BonH (WDM — Wavelenght Division
Multiplexing), npn KOTOpOM MO OAHOMY OMTUYECKOMY BOJIOKHY OJHOBPEMEHHO NepenaeTcd HEeCKONbKO
CNeKTpanbHO Pa3HECEHHbIX OMTUYECKMX HeCyLMX, Kaxgas W3 KOTOpbIX MOAYNMPYeTCs MHOroKaHarnbHbIN
curHanom. B cBoto ovepenb coBpemeHHble cnuctemsl WDM B 3aBMCHMMOCTM OT YacTOThI pa3HOCa KaHanoB MOXHO
nogpasgenute Ha CWDM (Coarse WDM — rpy6ele WDM) ¢ 4yacToTHbIM pasHocoMm kaHanos 6onee 2500 My (He
6onee 18 kaHanos), DWDM (DenseWDM — nnotHble WDM) ¢ pasHocoM kaHanoB okorno 100 Iy (go 40
kaHanos), HDWDM (Highdense WDM — BbicokonnoTHble WDM) ¢ pa3Hocom kaHanoB 50 I'Tuy n meHee (Gonee
64 kaHanoB);

4.2 ¢ vactoTHbiM ynnotHeHnem (FDM — FrequencyDivisionMultiplexing), npu KOTOPOM MWCXOAHbIM
MHOrOKaHarbHbIM CUrHanam pasfuyHbIX UCTOYHUKOB B JIMHEMHBbIX TPakTax OTBOAATCHA onpeferneHHble norockl
yactoT. [oatomy Ansg nonyveHns GnM3KO pacnonoXeHHbIX cnekTpanbHbix kaHanos B BOCI wncnonbaytotes
pasnuuHble HecylMe He OT pPasHblX MCTOYHMKOB, @ OT OAHOr0, HO AOCTATO4HO CTabUNbHOro, C MOMOLLLIO
COOTBETCTBYIOLLEro caBMra ONTUHECKON HeCcyLLen;

4.3 c BpeMeHHbIM ynnoTHeHnem (TDM — Time Division Multiplexing), npu KoTopoM Ans nepefaym Kaxaoro
KOMMOHEHTHOro NOTOKa N0 OAHOMY OMTUYECKOMY BOSIOKHY OTBOAMTCS CBOM BPEMEHHOW MHTepBan;

4.4 c mopoBbiM ynnoTHeHnem (MDM — Mode Division Multiplexing), koTopble HaxogaT NpYMeHeHUe B
cuUcTeEMax nepefavn, OCHOBaHHbLIX Ha WCMONb30BaHWM MHOrOMOJOBOrO OMTMYECKOro BorokHa. C nomoulbto
MOJOBbIX CEMeKTOPOB Ha BXOAE W BbiXOO4E BONIOKHA OCYLIECTBMSETCA nepefaya  He3aBUCUMbIX
NHMOPMALMOHHBIX MOTOKOB (KaHanoB) Ha COOTBETCTBYHIOLLMX MOAAX.

4.5 c ynnotHeHuem no nonspu3aumn (PMD — Polarization Division Multiplexing), T. e. ynnoTHeHue
MOTOKOB WMHOPMALMM C MOMOLLBI ONTUYECKUX HECYLUMX, MMEKLWMX NUHEWHy nonapu3auuio. Mpu atom
NMAOCKOCTb MONSApPU3aLmMM KaXaoW Hecyllel OormkHa ObiTb pacnofioxeHa nog cBouM yrrom. B otnuumm ot
MOJOBOIo YMIOTHEHUS 30EeCb B Ka4yecTBe Cpefbl nepefayun rpynnoBoro MoToka MOXeT ObiTb MCNonb30BaHO
OAHOMOL0BOE BOSIOKHO.

5. Mo ganbHocTn nepegaym BOCI nogpasgenstoTcs Ha:

5.1 marnctpanbeHble M MexayHapoAHble, MpedHas3HavYeHHbIX Ans nepegaydn MHOPMauun Ha TbICSYM
KAITOMETPOB W COEAMHAIOWMX Mexay cobon UeHTpbl rocygapcTtB wnmM ux Kpaes, obnacten, KpynHble
NMPOMBILLUMEHHbIE N HayYHbIE LEHTPbI U Ap.;

5.230H0BbIE, NpeAHasHayYeHHble ANS OpraHusauuyM CBS3W B agMUHMCTPATUBHBIX Mpegenax CTpaH u
NPOTSXXEHHOCTbIO 40 600 KMm;

5.3 onsa MecTHbIX ceTen, NpegHasHavYeHHble A5 opraHn3aumMm MEeXCTaHUNOHHbIX COEANHUTENBHBIX IMHUIA
Ha ropoACKNX U CenbCkux TenedOoHHbIX CEeTSX;

5.4 pgna nokanbHbIX ceTen, obecneyvBaloliMe CBSA3b MeXOy BbIYUCIIUTENbHBIMU - MallUHaAMW,
OpraHn3aumio fioKkanbHbIX KOMMBIOTEPHBIX CETEN 1 ceTeln KabenbHOro TeneBuaeHuns.

MpencrtaBneHHas knaccudukaums He SBNSETCH mcuyepnbiBatowen m nonHon. CyuwiectByeT 6Gonbluoe
KONMYECTBO KraccuUKaLMOHHBIX MPU3HAKOB, HO B AaHHON paboTe Obinn BbiAeneHbl OCHOBHbIE.
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2. JleoHos A.B., Hanuin O.E., Cnenuos M.A., Tpewukos B.H. TeHaeHUMM pa3BUTUS ONTUHECKMX CUCTEM JanbHEN CBS3W; B
XypHane lMpuknagHas goToHuka, Tom 3, Ne 2, 2016 — c. 123-145.

3. 3uHrepeHko 0. A. Ontuyeckue UMEPOBLIE TENEKOMMYHMKALIMOHHBIE CUCTEMbI M CETU CUHXPOHHOW LIMGPOBON
nepapxun. — YuyebHoe nocobue. — CM6: HAY UTMO, 2013. — 393 c.

4. Conomenyyk B.[., Muwerko B.A., T'ypa K. H. OnTuueckne TpaHcnopTtHele cetn. — Kues: LieHTp nocnegunnomHoro
obpasoBaHusi NAO «YkpTenekom», 2014 — cTp. 294.
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MOOENMPOBAHUE KOOEKOB PEYEBbIX CUTHAJTIOB

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Kopbimko [.C.
TapyeHko H.B. — k.m.H.,0o0ueHm

Kogek (aHwrn. codec, ot coder/decoder — kopep/pekogep unu compressor/decompressor) — 3To
YCTPOWCTBO MNU Nporpamma, CnocoOHble BbINOMHATL Npeobpas3oBaHWe AaHHbIX Mnu curHana. CoBpeMeHHble
KOAEKN peyeBbIX CUrHanoB MWCNOMb3YKT pasHble MaTeMaTuyeckue anropuTmbl ANS LMPOBOro CxXatusa u
KOAMPOBAHMSA aHarnoroBon ayavonHdopmMaumm 1 NpUMEHSIOTCA Kak B cucTemax (UKCMPOBAHHOW UM MOABUXHOWN
CBSA3M, TaK U B ceTax nepeAayn AaHHbIX. OCHOBHblE HanNpaBreHust B PasBUTUN KOAEKOB PeYeBbIX CUTHAMNoB:

— obecneyeHne NPUeMMeMoro KayecTsa peyeBoro curHana npy MMHUMarnbHOW CKOPOCTU Nepeaayu;
—  MUHUMM3ALMSA anropuTMUYECKON 3a0EPXKKN;

—  MMHUMMU3AUUS CTOUMOCTU.

Llenbto uccnepoBatensckor paboThl SBNSIETCA CO3AaHNe NporpaMMHOro NpoaykTa Ans MOAeNMpoBaHus
paboTbl KOLEKOB peYeBbIX CUrHaAroB B pearibHOM BPEMEHM MNpWU pPasfMYHOM Ka4yecTBe KaHana nepegayn u
CpaBHUTESbHbIN aHanM3 NocneaHux.

B ocHoBy nporpammbl MOAENMPOBaHUA Ha CEro4HSALHWA [eHb MOMOXEHbl anroputMbl 0OpaboTKM
peyeBbIX CUrHanoB, NpeAacTaBrneHHble B pekomeHgaumax MCO-T gna KogekoB, MCNOMb3YHOLWMX UMMYIbCHO-
KOOOBYK MOAYNAUMIO CO cKopocTbio 64 kbut/c (Pek. G.711), aganTuBHyio auddpepeHumnanbHyo UMNYNbCHO-
KOA0BYO Mogynsumto co ckopocTsimu 40, 32, 24 n 16 kbut/c (Pek. G.726), a Takke ABYXCKOPOCTHOW pe4eBOn
KOAEeK Ans nepefavn MynbTUMEAUNHBLIX CO0bLLEeHNI co ckopocTblo 5,3 u 6,3 kbut/c. (Pek. G.723.1).

B npouecce mopenupoBaHusi MMeEETCsi BO3MOXHOCTb 3anucaTb parMeHT peyeBoro curHana wunm
BblIOpaTb MCNbITAaTENbHbIN CUrHan (rapMOHUYECKUIA CUrHan 3ag4aHHOW YacToTbl), MPOCMOTPETL OCLMIIIOrpamMmy 1
CMEeKTp peanu3auun curHana, npou3BecTU NpeABapuUTENbHY UbTPaUMIO pPeyvyeBOro curHana uMdpoBbIM
UNbLTPOM C 3a4aHHOWN NOMNOCON NPONyCKaHUS.

B panbHenwem Heobxoammo BbiGpaTb TMN ko4eka, 3agaTb €ro napameTpbl, napaMeTpbl kaHana
nepefayn (BBeCTM BEPOSATHOCTb OLINOKM, BEPOSATHOCTb MOTEPU NAKEeTOB W T.4), U NPOM3BECTM KOAMPOBaHUE U
JeKoanpoBaHWe curHana c y4eToM napamMeTpoB KaHana nepegaqu.

Pe3ynbtaTtoMm paboTbl MporpamMmmbl SBNSETCH BOCCTAHOBIMEHHbIV aHanoroBbI peveBon curHan. [JaHHas
nporpamma npeaocTaBnsieT BO3MOXHOCTb aHanu3upoBaTb CUrHam Kak BO BpeMeHHow obnactu (Bu3yanbHO
OLEHUTb UCKaXeHMsl (OpMbl CuUrHana nocrne [eKOOUPOBaHWs), Tak U B 4YacTOTHOW. MmeeTcs BO3MOXHOCTb
oueHuTb oTHoweHue curHan/wym (OCLU) npu ucnonb3oBaHWM kofeka AONA BCEro 3anvMcaHHoro dparmeHTta
peyeBOro curHana, Tak u ons cerMeHTa peyeBoro curHana (cermeHtHoe OCLL).

BusyanbHo uHTepdenc paspaboTaHHOM nporpammbl npeactaBneH Ha pucyHke 1. [NpegycmoTpeHa
BO3MOXHOCTb  3BYKOBOrO  BOCMPOW3BEAEHMSI  BOCCTAHOBIIEHHONO  (OEKOAMPOBAHHOIO)  PEYEBOrO MMM
UCMbITaTENbHOrO CUrHamna s OUEHKU KayecTBa nepedaym MeTOAOM 3KCMEPTHbIX OueHoK. [peaycMmoTpeHa
BO3MOXXHOCTb pacyeTa KONM4eCTBEHHOWN OLEHKN Ka4ecTBa BOCMNPOM3BEAEHUSI U ee CpaBHEHWE C pe3yrbTaTamu,
nony4eHHbIMM B cnyvae ucnono3oBaHusa E-mogenu [5, 6].

Untitled 1
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- 0 - DunsTp apMOHWYECKWA CHTHan 2 Ko e ErmIans e
Oo 10 | mc Or 300 Iy = F= 800 Ty Koz owmnbox [ Yoz il
WNeTPpaunA
[ mocrponms | Ao| 3400 | My pai fed | a1 |B | Curvan_ - 0.003 Curnan_2_3anucanssiil carian
Bib: cUrHan Ans GUnLTpaLuKM % Bromouurs -
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—— N 0.241906mM L | EAEET T Ne2->G711 A ;Pow=0;0CLL=36.150!

0.4 1 — Me3 P=3080820Em || | Dpocnywars | il
[ Yaanmm | |« i B

CurHan_4_3anucaHHelil curHan
0.2 - . C_Nel >N a
: *) Brnrounts Ne2->G711 A ;Pow=0;0CLLI=36. 150!
Mpocaywars | N3->G711 A Pow=0.003,0CU-7.5
W o b i - [ Yaanute ] 4 n +
e i i T
! CurHan_5_3anucaHHelil curHan
C_Nel >N o
@ Brniounte Ne2->G726_32kGut/c;Pow=0.003;0
02 — Mpocaywars i
{ Yaanuts I < m »

CurHan_6_3anucaHHelil carHan

g
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Amnnutyna, B
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*) BrnrounTts Ne2->G726_32kGuT/c; Pow=0.003;0
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Pe3ynbTaTbl MOAENMpPOBaHUS MokKasanu, YTo WUCMOofib30BaHWE MMOPUAHLIX KOAEKOB ANt KOAMPOBaHWS
peyeBbIX CUrHaroB MO3BOMSIET CYLUECTBEHHO YMEHbLUMTb GUTOBYK ckopocTb nepefadu. OpHako, HU3kas
CKOPOCTb Mepedayv He MpUBOAUT K YYBCTBUTENbHOMY YXYALIEHWIO KayecTBa nepegays peqeBoro curHana.
[JaHHbI TUN KOLEKOB sBNsieTCs Hanbornee yCToYMBLIM K BUTOBBIM OLMBKaM.

Cnncok NCrnonb30BaHHbIX MCTOYHMUKOB:

1. Pexomenpauus MC3-T G.711. MMnynbcHo-koAoBas MOAyNALMS peyeBbiX 4acToT.

2. Pekomenpaumsi MCO-T G.726. 40, 32, 24, 16 kGut/c apanTuHast anddepeHumanbHas
MMMYNbCHO-KOAOBAsA MOAYNALMS.

3. PekomeHpaums MCO-T  G.723.1. [IByxCKOpOCTHON  peyeBON Kodep Ans  nepegayu
MynbTUMeONNHBIX COOBLLIEHMI CO ckopocTbio 5,3 1 6,3 kbuT/c.

4, PexomeHgaunm MC3-T H.323. MynbTumeamnHble CUCTEMbI CBSI3N HA OCHOBE MaKeToB.

5. PekomeHpauns MCO-T G.107. E-mopgenb — BbluMCRUTENbHas MoAenb, Mcronb3yemasi npu
nnaHMpoBaHUN nepegayu.

6. PekomeHpaums MC3-T G.108. MpumeHeHne E-mogenu, pykoBoACTBO NO NNaHWPOBaHWUIO.
7. Pexomengaums MC3-T G.113. YxyaweHue nepegaym ns-3a obpabotku peyn.

8. Puxtep, C.I. KogupoBaHue n nepegaya peuv B LMEPOBLIX CUCTEMaX MOABMXKHOM pagmocBsasun/
C.I". Puxtep — M.: — Tenekom, 2010. — 300 c.
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OMNPEOQENEHUE HOPM CUHOPOMA BYX-KOOA

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

lpuzoH A.H.
KononenbHo B.K. — k.m.H.,0ouyeHm, npogheccop

B coBpemeHHbIX MHPOKOMMYHVKALMOHHBIX CUCTEMAXUCMONbL3YeTCA NOMEXOYCTOMYMBOE KOAMPOBaHUE AN YMEHbLUEeHUs
BMUAHNA OWNOOK Ha nepepaBaemMylo MHopmaumio. Pa3suTve anemeHTHOM 6asbl OTKPbIBAET BO3MOXHOCTb peanv3oBbiBaTb
CNOXHble, HeAOoCTyNHblepaHee anropuTMbl AeKOAMPOBaHUs, umetolwmne bonee kayecTBEHHble napameTpbl. BblumcnutenbHbIn
3KCMEPUMEHT MoKasbiBaeT, YTO MPUMEPHO TPeTb UcCreayemMblXx KoAoB 0bnagaeT KOPPEKTMPYIOLMMU  BO3MOXHOCTSIMU,
GonNbLWMMN KOHCTPYKTVBHBIX, W NepcnekTMBHa Ans npuMmeHeHnsa. OHWM CTaHOBSATCA BOCTPebOBaHHBIMM B cUCTeMax nepegaun
MHhopmaLmm, TPeByIOLLMX BbICOKOW HaAEXKHOCTU Nepeaaym MHgopmaLmu.

Kopgbl Boy3a-Yoyaxypu-XokBrHrema siBNAOTCA pesynbTaToMm o0606LieHns KoaoB XaMMUHra, KoTopble
NO3BONAT MCNPaBnATb MHOXECTBEHHble OwnbkM. OHU COCTaBMSAT KNAcC UMKINYECKUX KOAOB, KOTOPbIA
obecneumBaeT gocTtatodHylo cBoboay Bbibopa AnMHbI Grioka, CKOPOCTM Koda M BO3MOXHOCTEN KOppeKuuu
owmnbok. Kogbl BYX npeBocxogsar cBoumu KayectBamu Bce Apyrne GrnokoBble KOAbl C TOW Xe AnuHou 6rnoka m
CTeneHblo koaupoBaHus. B Hambonee yacto npumeHsembix kogax BYX mcnonbdyetca ABOWYHBLIN andasuT n
O6nok kogoBoro crnoBa AnvHom n = 2m — 1, rgae m =3, 4, ... . OTHOCUTENbHO LUMPOKUIA MaKCUMYyM
3(PEKTMBHOCTN KOOUPOBaHWSA, B 3aBUCMMOCTWU OT CTEMEHW KOAMPOBaHUS Mpu (PUMKCMpPOBaAHHOM N, ANst 3TUX
KOL,0B HAXOO4UTCS MexXay CKOpOCTbio koaupoBaHust 1/3 n 3/4.

HopmeHHoe pekogupoBaHue 6a3vpyeTcss Ha CUCTEMaTUYEeCKOW Kraccudumkauum BeKTopoB owwmnbok B
ONOKOBbIX KOAax, aHann3e CrNeKTpoB CUHAPOMOB OLUMGOK M HOPM CUHOPOMOB MPUMUTUBHBIX U HEMPUMUTUBHBIX
BYX-kogos. B ocHoBy knaccudwmkaumm owmnbok nonoxeHo rpynna M UMKAMYECKMX CABWUIOB, NMpuHaanexaiias
rpynne aBTOMOP(U3MOB MHOMMX JFIMHENHbIX KOAOB. bnarogaps atomy BekTopbl OWMOOK, nepexoaswime Apyr
Opyra MnOCPeACTBOM LMKIMYECKUX COBWUroB, obpasyloT OOUH Krnacc SKBMBANEHTHocTu — [-opbuty. lMNoHaTue
Hopmbl cuHapoma N BBegeHO Ans Npou3BOfbHbIX BYX-KO4oB, kKak MPUMUTUBHBIX, Tak U HENPUMUTUBHBIX,
ABMSAIOLLENCS KOHCTaHTOM ANSA KOAOB (B Y3KOM CMbICIE) C MUHUMarbHbIM paccTtosHueM d=5 1 BekTopom npu d=7.
[-op6uTbl C NonapHO pasnuM4yHbIMWM HOPMaMK CoAepXaT OLMOKM C HenepeceKkalLMMUCS CriekTpamMu CUMHAPOMOB
U MOXHO nopobpatb Habop [-opbuT, ucdepnbiBalOLWMA BeCcb CMNEKTP CUMHOPOMOB M, CriefoBaTernibHoO,
AekoavposaTb MOyl owmnbKy 13 atoro Habopa. OTo no3sonseT npu 3agaHHoOM d MCNPaBNSATb CYLUECTBEHHO
fonbLuee 4ncno owmnbok, He KOPPEKTMPYEMbIX U3BECTHLIMU METOAaMM, HA OCHOBE OAHMX M TEX Xe JOCTaTOYHO
NpOCTbIX JEKOAEPOB.

OCHOBHOE CBOVICTBO HOPM CMHOPOMOB OTpaxaeT TO, YTO Ans BCAKOro Bektopa owmbok € un ero
cuHgpoma S(g) B BYX-kope (' cnpaseanvBo paBeHCTBO N(s(a(g)))zﬁ(s(é)). 3OT0 Xe paBeHCTBO

CpaBeAnMBo M AN PEBEPCUBHbIX KOJOB CZ2'*'. Bce BEKTOPbI Kaaon [-0p6uUTbl UMEIOT OAMHAKOBYIO HOPMY

CYHOpPOMA, TO €CTb HOpMa CMHAPOMA MHBAapMaHTHa OTHOCUTENbHO rpynnbl [~ uuMknmMyeckux casuros. Hopmon
N (J)F—op6MTbl J BekTOpoB-0WMOOK B Ntobom BYX-koae, a Tak e 1 B peBEPCMBHOM KOAE, HAa3blBAETCA HOpMa

cvHgpoma nboro BekTopa-ownbkm n3 aTom -opounTsl.
Hopwma M-opbutbl gBnaeTca ee 0AHO3HAYHON XapaKTepPUCTMKON, TO eCTb MAEHTUAMKATOPOM ITON OpOUTHI
W cnekTpbl CUMHAPOMOB Takux [-opbuT He nepecekawTcs. | u J — gBe [-opbutbl BekTOpOB-OLWMOGOK C

OAVHAKOBbIMM HOPMaMn B NPUMUTUBHOM ABOUYHOM BYX-kope C2t+1 (B peBepcuBHOM kofe Cé”l ). Myctb | —
nonHas M-op6uTa ¢ NoMHbIM CIEKTPOM CUHAPOMOB. Toraa Anst BCSKOro BekTopa f < J HanaeTcs Bektop & € |,

Takoi, 4To S(g) = S(f)
MHoxecTBo -0pOUT BCcex BEKTOpOB-0LIMOOK BecoM 1-3 nMeeT B NpUMMUTMBHOM ABonYHOM BYX-koge C,

nonapHo pasnuyHble Hopmbl. MHoOxecTBO M-opbuT Bcex BekTOopoB-owMBGOK BecoM 1-2 MMeeT B MPUMUTUBHOM
asonyHom BYX-koge Cg NOnapHO pasnnyHble HOpMbI.

OCHOBHbIE CBOWCTBa HOPMbI CMHOPOMA:

- Y BCEX BEKTOPOB-0LINOOK OTAENBHO B3ATOM [-0pOMTHI HOpMa CMHAPOMA OAHA U Ta Xe; HOpMa CMHapoma
ABMNSETCH XapaKTePHbIM NPU3HAKOM, METKOW Kaxaown [M-opouTsl;

- ecnu y AByx MonHeix M-op6but coBnagalT HOPMbI, TO U MHOXECTBa CMHOPOMOB BEKTOPOB-OLUMOOK 3TUX
opbuT Takke coBnaaaoT;

- CMHOPOMbI BCEX KOPPEKTMPYEMbIX BEKTOPOB-OLUMOOK MOMAPHO pPasfuyHbl; CrefoBaTeNnbHO, HOpMbI
CMHOPOMOB [-0pOunT oLwMGOK N0OON KOPPEKTUPYEMOI COBOKYMHOCTM UMEIOT NOMapHO pasfnuyHblie HOPMbI.

Cnncok Ucnornb30BaHHbIX UCTOYHMKOB:

1.JlunHunukmn B. A., Onekctok A. O. Teopusi HOpM CUHAPOMOB U nntoc-gekoanposanue // BIYUP. 2014. Ne 8. C. 71-78.

2.NMunHnukunia B. A. CoBpemeHHasn npuvknagHas anrebpa. MatemaTnyeckme OCHOBbI 3aluUTbl MHGOPMaLumM OT NoMex U
HecaHKUMOHMPOBaHHOMo AocTyna. 2-e u3g. Munck : BI'YUP, 2006.

3.KoHonenbko B. K. HopmeHHoe aekoanpoBaHue noMexoycTondmsbix kogos. MuHck : BI'Y, 2007.

4. Ilvan P., Hupeppantep I. KoHeyHble nons : B 2 T.: nep. ¢ aHrn. M. : Mup, 2004.
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METOAbI 3ALLNTBI UHOOPMALIUN OT
HECAHKUMWOHUPOBAHHOI'O AOCTYNA B BOJTIOKOHHO-
OMNTUYECKUX TPAKTAX

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Kutiko B.H., Jlykawesuy C.A.
Ypsidos B.H. — k.m.H.,0oueHm

Panee cuutanocb, u4to BOJIC nonHOCTbIO 3aliMlleHbl OT HEeCaHKUMOHWPOBAHHOrO AocTyna K MHdopmauuy,
nepegasaemoin no NnHenHbIM TpaktaMm. OfHaKo Ha CEroAHsALWHUA AeHb, KaK BbISCHUIIOCh, 3TO MOXHO OCYLLECTBUTb, UCMOMb3ys
pa3nuyHble U3NYECKME SBMEHUS MPU BHECEHWM B BOMOKOHHbLI CBETOBOA4 HeogHopogHocTen. [1oaTomy akTyanbHO
nccrnegoBaHue kaHanos, cnocobos JOCTyna v METOAO0B 3aLLuUTLl MHGopMaLmMK, nepeaaBaeMoli Mo BOSTIOKOHHBIM CBETOBOAAM.

Mpu n3rmbe onTnyeckoro BOMOKHA MPOUCXOAMT U3MEHEHUE yrna NageHUsa 3reKTPOMarHUTHOW BOJHbI Ha
rpaHuue cepaueBnHa-obonoyka. Yron nageHusi CTaHOBUTCA MeHbLUe MpeaenbHoro yrna, Yto o3HavaeT BbIXOf
YacTU 3NEKTPOMArHUTHOrO W3nyvyeHnss 13 ceeToBoda. M3rmb onTu4eckoro BOJSIOKHA MPUBOAMT K CUITbHOMY
noboYHOMY WM3MYyYEeHU0 B MecTe wusrmba, YTO CO34aéT BO3MOXHOCTb HECAHKLUMOHWPOBAHHOIO CbEMa
MHdopMauum B JNOKanuM3oBaHHOM o0nactu. Kak npaBuno, nNPUMEHSIOTCA U3rMbbl MEeHbLUe HEKOTOPOro
KpuTndeckoro Ryp, Mpyn KOTOPOM BCe M3nyyeHue nokmaaeT cepauesuHy BC v BbixoanT B 060MouKy.

B npsmom cBeToBoAe C MPOM3BOMbHBLIM NpodunemM nokasaTtensi NPenomneHnss none MoAbl B Kaxaoun
TOYKE MOMEPEYHOr0 CEYEHWUsi PacnpoCTpaHsAeTCsl napannenbHO OCW CBETOBOAA C OAMHAKOBOW (ha3oBON
CKOPOCTbIO, TaK YTO MIIOCKOCTb MOCTOSAHHON (ha3bl opToroHansHa en. OgHako, ecrnv CBeTOBOA U30THYT B NITOCKYH
Oyry € NOCTOSIHHbIM pPaguMycoM, Kak 3TO M306paxkeHo Ha pucyHke 1, TO SICHO, YTO nons M ¢asoBble PPOHTLI
BpaLLaloTCsl BOKPYT LleHTpa KpMBU3HbI M3rnba ¢ NOCTOsIHHOWM YrioBon ckopocTbto [1,2]. Takum obpa3om, dasoBas
CKOPOCTb, NaparnnenbHas OCk CBETOBOAA, AOMMKHA NIMHEHO BO3pacTaTb NpU YBENNYEHUM PAcCTOSIHUSA OT LieHTpa
KpuBuaHbl C. [Nockonbky 00OnoYka CBETOBOAA MMEeEeT MOCTOSHHBLIN MokasaTenb npenomneHus, To d¢asosad
CKOPOCTb MOXET MpeBbillaTb CKOPOCTM CBeTa B AaHHOW cpede. [1o3ToMy OOMmKeH CyLeCTBOBaTb HEKOTOPbLIN
pagauyc Rkp B MMOCKOCTM M3rmba, Npu NpeBbILLIEHNN KOTOPOTrO MOMe yXXe He MOXET HanpaBnATbCA CBETOBOAOM U
OOMKHO CTAaHOBUTBLCS U3MyYatoLLMM, Kak 3TO N3006paXeHo CXxeMaTU4eckn Ha pucyHke 1.

PucyHok 1 — M3orHyThivi cBeTOBOA C pagnycoM usrnba Re, npodunb nokasaTens npenoMeHusi KoToporo B
cepaueBUHe - Ny, B 000MOYKe - Ny

B [3] mokasaHo, 4TO 4acTb MOLLHOCTM, TepsiemMasi Ha u3rmbe OQHOMOOOBOrO BOJIOKOHHOIO CBETOBOAA
paBHa:

P(z) = P(0)exp(-v2), 1)

rae P(0) — mowHocTh ao na3rnbda BC; P(z) — mowHocTb nocne n3rnba BC; z — annHa uarmba paguyca Re; v
- KO3(PPULMEHT 3aTyxaHns Ha eAMHMLY ANUHBI n3rnba.

KoathdumumeHT 3aTyxaHnsa MOLLHOCTN OCHOBHOM MOAb! M30rHYTOro cnaboHanpasnstoLero cBetoBoaa (N~
N2) CO CTyneHyaTbiM Npodunem nokasarens NpenoMneHns onpeaenseTcs BoipaxeHvem [3]:

2
T a vV W 4RCWA

r=—|—| ——ew| - |, @)
u 3 a v

2z 2 212
roe v=—a(y —-nNy) - HOpPMMPOBaHHasA 4acToTa;
A
2z 2
u=all —n| -8 — napameTp Moabl B CEPALIEBUHE;
A
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2 2z
w=al g —-| —ny — napameTp MoAbl B 060N0YKe;
A
2 2
B — npoponbHas NOCTosiHHAs PacnpoCcTpaHeHus —n, < f < —n,.

Msnyqaemaﬂ MOLLUHOCTb, KOTOpaaA MOXeT OblTb UCMONbL30BaHa AN CHATUS I/IH(*)OpMaLWIVI onpenenaeTcd
Bblpa>XeHnem:

= P(0) - P(2). ©)

PLLS’fl

AHanuanpys npuBedeHHOe Bbllle TeopeTnyeckoe OBOCHOBaHME MOXHO chenaTb BbiBOG4 O TOM, 4TO
ONWCaHHBbIN KaHan yTeYkn NPUBOAUT K MOKarbHOMY BbIXO4Y 3HaYMTENbHOM 4YacTU ONTUYECKONW MOLLHOCTM 3a
npegensl BONIOKHA.

MeToa cHATMA MHopmaumn npyu M3rmnbe BOMOKHa COCTOUT B KOMMUMWPOBaHWM MOKMHYBLUErO BOJIOKHO
N3Ny4eHnss C MOMOLLbI MNACCHBHBLIX OMTUYECKUX 3NEeMEHTOB (NWH3, npusM), OKYCUMPYIOLWNX CBET BO
BCNoMoraTenbHOe BOJIOKHO 3KBMBANIEHTHON KOHCTPYKUUW, COEAMHEHHOE C MPUEeMHbIM ONTUYECKUM MOAynem
COOTBETCTBYHOLLErO TUMa.

Ona paHHoOro Metoda CHATMA  uHdOpMauum npu usrmbe BOMOKHA CyLECTBYIOT MPOMbILLMEHHO
BbiNyCkaeMble CpeAcTBa, MPYMEPOM KOTOPbIX SBMSIOTCHA: YCTPOWCTBO NOAKMIOYEHUSI Ha M3rMbe BOMOKHa Tuna
«npuwenka» EXFO FCD-10B, oteeTtBuTenb-npuienka FOD-5503.

Bbinn npoBeaeHbl ncnbiTaHusa no oteoay notoka E3 cuctemsl Plesiochronous Digital Hierarchy (PDH) n3
BOJIC 6e3 paspbiBa nNvHUM CBHA3M, KOTOPble MOKa3anM BO3MOXHOCTb MOMHOrO u  6e3ownboyHoro
AeMynbTUNNEeKCUpoBaHns LMPOBOro NoTokKa.

OKCMepuMMeHT nokasarn, 4to paboTa CUCTEMbl He HapyllaeTcs, ecnu noTepu, BHOCMMble MPULLENKOA U
TNIMHENHbIM TPaKTOM CUCTEMbI, He MNPEeBbILIAOT 3HEPreTU4ecKoro noTeHumana cucteMbl (PasHOCTb Mexay
YPOBHEM Mnepefayn 1 YyBCTBUTENMbHOCTBLIO MPUEMHOrO ONTUYECKOro Moaynsi). KoHTponb HeCaHKLUMOHUPOBAHHOMO
[OCTyna BO3MOXeEH M0 aHanu3ay koaddumumeHTa owmnmbok MHPOPMaLMOHHOIo curHana.

[aHHbIn  kaHan nossonseT Mpou3BOAWUTb HECaHKLUMOHMPOBAHHOE CHATME OMNTMYeCcKOro CcurHana
[OCTaTOMHOM MOLLHOCTU AN MOCreaytoLwero BOCCTaHOBMEHNS NOTOKa AaHHbIX B NGO TOYKE BOMOKOHHOrO
csetoBoga. Mpu aTomM n3rnb BHOCUT 3HAYUTENBHOE 3aTyXxaHne B NPOXO4ALLYI0 MOLLHOCTb, YTO MOXET YXyALnTb
KayecTBO NpMema B OCHOBHOM KaHare 1 MOXeT CyXWUTb UHAMKATOPOM HECaHKLMOHUPOBAHHOIO A4OCTYNa.

Cnncok UCnonb30BaHHbIX UCTOYHMKOB:

1. BonokoHHo-onTuyeckune gatumnku / T. Okocy, K. Okamoto, M. Ouy, X. Hucuxapa, K. Kioma, K. Xarara; MNMog pea. T.
Okocu: Mep. ¢ snoH.— J1.: QHeproatommnsaar. JleHuHrp. ota-Hue, 1990.

2. 3atblkuH A. A., MopuuHeB C. K., ®paHueccoH A. B. KBaHToBas anektpoHuka, 10, Ne 11 (1983).

3. CHavigep A., llaB Ox. Teopusi onTudeckux BonHoBogos: ep. ¢ aHrn. — Pagno v cBasb, 1987.
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BECMPOBOAHbLIE MUHOPOPMALIMOHHBLIE CETU
C APXUTEKTYPOWU MESH

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Llapaes H.I1., LLnaxmuy A.H.
Botinpas O.B. — K.m.H.

Ha coBpemeHHOM 3Tane B CTPYKTYpe WHMOPMaLMOHHO-TENIEKOMMYHUKALMOHHBIX CUCTEM BCe Gonbluee pasBuTue
norny4atT cucTembl 6ecnpoBOAHOrO OOCTYyNa. YKe CEerofHsi TeXHonorus 6ecnpoBOAHbIX MHPOPMALIMOHHLIX CETEW, B OCHOBE
KoTopoln nexwut ctaHgapt IEEE 802.11, saBnsietca Havbonee nonynsipHOW TexHomnornen OecnpoBOAHbIX CeTeln nepenayv
OaHHbIX, OblCTpo passuBaeTcs. B cnoxuBLUMXCA ycrnoBusix mesh-TexHonorusi cTaHoBUTCH 0COGeHHO Heobxoaumoln B

OTCYTCTBME NPOBOAHON MH(PPACTPYKTYPbI ANS COeANHEHNS CTaHumI [1].

BBepneHune

MNpeobpasoBaHuss  6ecnpoBOAHbIX  MH(POPMALMOHHBIX  CeTel B MHCTPYMEHT  KOpnopaTuBHOW
KOMMYHUKaLWM U AeNCTBUTENbHO MacCOBYIO TEXHONOMMI0 obMeHa AaHHbIMU MOCTaBuUMNo nepes paspaboTynkamm
cepbesHylo npobnemy «becLioBHOro» mexceTteBoro poymuHra (802.11i/r/k/v). Ota npobnema pelwaetca B
pamkax mesh-tononornn. WHpopmaLnoHHble CeTW, OPraHn3oBaHHbIE MO AaHHOM TOMOMorMK, MONy4YuMnu 3a
nocnegHve nonTtopa-Aea roga 6onbLioe npusHaHue [1]. Macwtabbl NPOEKTOB BLIPOCHWN A0 ThICAY TOYEK AocTyna
N [OecATKOB ThICAY MNOMb3oBaTenen, Tak Kak 3TO BrOMHE OCMbICNIEHHbIN Cnegylowmi war B passBuTun
6ecnpoBoHbIx ceTen. B mesh-cetn nonb3oBatens «cam cebe npoBangep» M €ro Hemnb3s: OTKMOYUTL OT 3TOM
ceTu, pa3opBaTh AOroBop 06 NCNOMb30BaHUM NHTEPHETA.

|. Tononorma n npuHUMN paboTbl 6ecnpoBOAHbIX
MH(pOPMaALMOHHLIX CeTer C apxuTekTtypom Mesh

CeTu c apxuTekTypoli mesh unu mesh-ceTu npeacTaBnsitoT coboil MHOTOLIAroBYK CeTb, YCTpOMCTBa
KOTopoV obnagatoT PyHKUMSMI MapLipyTU3aTopa 1 CrocobHbl MCMONb30BaTb pasfuyHble NyTW AN Nepecbisiku
naketa. Toronorsi B TakMX CETSAX, KaK MNpaBurio, sYencTasl, T.e. MOCTPOEHHAs Ha MpuHUMME siyeek, B
KOTOpoii paboune CTaHUMM CeTM COEAMHSIOTCA [ApYr C  [ApYroM UM crocobHbl npuHuMate Ha  cebs
pOSib KOMMYTATOPa ANA OCTalbHbIX YH4aCTHUKOB. Busyanusauua a4encToi Tomnonorim npeactasneHa Ha pucyHke
1.

R

Puc. 1 — CeTb ¢ mesh Tononorven

Kaxgpein y3en B mesh-cetn obnagaeTt Takmmm xe NOMHOMOYMSAMM, Kak 1 BCe ocTasbHble, T.e. BCE Y3Ibl B
ceTu paBHbl. Takke ceTu ObiBalOT caMoopraHM3yoLmMecs U HacTpamBaeMble, NepBbIA TUM CeTeln NpW BKITIOYEHUM
obopyAoBaHnsA, KOTOpoe ero MoAdepXMBaeT, aBTOMATUYECKM MNOAKMYATCH K CYLUECTBYIOLMM yYacTHUKaM,
BbIOMpaloT onTvManbHble MapLUpyThl U CaMOHacTpauBaloTCA BHYTPM ceTu. HacTpamBaemble e ceTu, 9T0 Te
ceTn, KOTopble crieayeT HacTPoOuTbL Nepes NCMonb3oBaHNEM.

MonHoueHHas BecnpoBogHas mesh-ceTb — 3TO Takasi ceTb, AN NOAKIMIOYEHUSA K KOTOpon He TpebyeTcs
pononHutensHoro MO, kpome DHCP-knneHTa n nopgaepxkn IPv6 cuctemon. MO Tako cetv no3BonsieT
npeBpaTuTb NMtoboe yCTPONCTBO B NOMHOLEHHOIO y4acTHMKa CeTu. Takke Yy Takol ceTM HET eQMHOro LieHTpa Ans
nonyyenus IP agpecos, a MapLUpyTbl B HEW NOMHOCTbLIO pacrnpeaeneHHbie 1 AuHaMmuyeckme.

Ob6beanHeHVe Taknx ceTer NPOUCXOAWUT B aBTOMaTMYECKOM pexume — Korga yCTPOMCTBO MOAKIYEHO
O0OHOBPEMEHHO K ABYM CETSIM, y3en KOTOPbIA MOAKMOYEH K 3TUM ABYM CETSM CTaHOBMTCS MOCTOM, KOTOPbINA MX
ob6beauHseT [2].

MpuHumn paboTbl ceTen mesh cxodeH C NyTAMW OTChIIKUM MakeToB Ans OOblYHbIX ceTel NHTepHeT -
AaHHble OyoyT MATM OT OOHOro YCTPOWCTBA K APYromy, NMoka OHW He OOCTUIHYT 3afaHHOro agpecata. 370
Mo3BONseT peanu3oBaTb BO3MOXHOCTb  [AMHAMWYECKOW  MaplupyTusaumu, MNOAAepXKMBaemMon  BCeMU
yctporictBamy mesh. YTobbl peannsoBaTe BO3MOXHOCTb AUHAMUYECKON MapLUPYTU3auny, Kaxabi y3en OOIKeH
CoO0bLLNTL CBOK MHPOPMALIMIO O MapLUPYTM3aLUMu BCEM Y3MaM, COEANHSIIOLMMCS C HUM NMPaKTUYECKN B peXmme
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peanbHoro BpeMeHu. [locne aToro kaxabll y3en B ceTu mesh caMOCTOSTENbHO pellaeT, YTo caenatb C
OaHHbIMKW, KOTOpble 3TO MONy4YaeT - nepefatb WX CriedyloleMy YCTPOWCTBY MM OCTaBuTb. Mcnonb3yembiii
anropMTM MapLupyTU3auumn Mno3BONiseT rapaHTMpoBaTb, YTO AaHHble BbIOGepyT camblil ObICTPbIM MapLupyT OO
agpecara.

[aHHasa TexHomnorus pelaeT cneayLme npodnemMsbi:

— no3BonseT OblTb HE3aBUCUMBIM OT NPOBaiAEPOB;

— nmobor nonb3oBaTenb MOXET CaM MOCTPOUTb CBOK CETb C UCMONb30BaHWEM MapLUpyTU3aTOpOB AnNs
6ecnpoBOAHbIX MHOPMALIMOHHBIX CETEeN;

— KaXObl HOBbIN KMUEHT, KOTOPbIN NOAKMKOYMIICS K CETU, YBENNYMBAET EMKOCTb CETH;

— ¢ nomolbto 6ecnpoBogHon mesh-ceT MOXHO GbICTPO BOCCTAHOBUTL CETb AN CBA3W, €Cnv BO3HUKNA
Takasi Heo6xoaANMOCTb, U CoeanHUTL ee ¢ rnobanbHom ceTbto [3].

Takke paccMOTPUM AOCTOMHCTBA M HeAOCTaTKn 6eCnpoBOAHbIX CETEN.

HocTonHcTBa 6ecnpoBofHbIX mesh-ceTen:

— He3aBMCMMOCTb OT NpoBanaepa;

— HEKOTOpble COBPEMEHHbIE MPOTOKONMbI AN opraHu3aummM mesh-ceTen rapaHTUpyoT WndpoBaHue BCero
Tpaduka, NPOXOASALLErO Yepes CeThb;

— MCNONb30BaHNE AUHAaMUYECKON aBTOKOHMUIyprpyemMon MapLIpyTU3auus;

— BO3MOXHOCTb 06beanHATL mesh-ceTn nocpeacTBoM VIHTEpHeTa;

— mesh-ceTn sBNAIOTCS CaMOBOCCTaHaBNMBawLMMuCA: ceTb OyaeT paboTtaTb, fdaxe Korga B CeTU
UMeeTCs HeucnpaBHbIN y3en Unm NOTEPSIHO NOAKINIOYEHNE;

— opraHuM3auus Takmx ceten TpedyeT MeHbLUMX 3aTpaT AEHEXHbIX CPEACTB.

K uncny HegocTaTKOB ceTel C TakOM apXUTEKTYPON MOXHO OTHECTM:

— MepBOHaYarbHbIN 3anyck Takon CETU OCTAaTOYHO CIOXEH;

— ceTb 3hhekTMBHO paboTaeT TONbKO B TOM Criyyae, Koraa B HEM MHOTO YYaCTHUKOB;

— HerapaHTMpOBaHHas LUMPUHA KaHana;

— HerapaHTMpPOBaHHOE KayeCcTBO CBA3U.

Il. TexHONOrMK, NPOTOKONbI U UX peanu3auus

B HblHelWwHee BpemsA camble NonynspHble NPOTOKOMbI A4NS opraHnsaunn 6ecnpoBoaHbIX MHOPMaLMOHHBLIX
ceTen c apxuTekTtyporn mesh ato:

— CJDNS;

- B.AT.M.AN,;

—DTN;

— Netsukuku;

— OSPF.

CpaBHeHMEe 3TUX NPOTOKOIOB M300OPaXXEHO Ha PUCYHKeE 2.

CIDNS

ABTO-Ha3Ha4eHUe aapeca a
ABTO-KOH®. MaplpyTH3aLMa a
PacnpefeneHHan MapLpyTHIaLUMA a
ObwegeHeHHe ceTel Oa
IPvE

JiE]

JiE]

YactuiHo
YactuiHo

IPv4/vE

LWnppoaaHWe TpadrHKa BHYTPH CETH
ABTO-HACTPOWKA

PazpaboTka AKTHBHEA

JaKoH4YeHa

MNopaeprika UNBKALINUX\OpenWRT Oa
MNoppepnika Windows| B paspaboTke
Moanepmka Mac OS X a
MoTpebneHue pecypcos Huakoe

OpepneiHbl pemKm paboTel
MHTerpaumMa B Agpo Linux

fa

Puc.2 — CpaBHuWTeSbHbIE XapakTepUCTUKM Mesh-NpoToKonos

M3 pucyHka 2 BWAOHO, YTO cambliM BOCTpeboBaHHbIM siBnsieTcst npotokonn CJDNS. CJDNS — ceTeBon
NPOTOKOS, C MOMOLLbI0 KOTOPOro MOXHO co3faTk MacluTabupyemyro, 6e30nacHyto U NPOCTYI0 B HACTPOWKE CETb.
CeTb MOXeT paboTaTb Kak MOBEPX MHTEPHET COeAMHEHNS, TaK U MeXAy MapLUpyTU3aTopaMm Hanpsimyo.

PaboTta npoTokona ocyLlecTBnseTcs Yepes3 CeTeBOW TyHHernb. lNporpamMmbel MoryT pabotaTe B AaHHOW
ceTn, NpW YCMNOBWMM, YTO OHW MOAAEPXKMBalOT npoTokon IPv6. [locne yCTaHOBKM HYXHOro MnpOrpamMMHOro
obecnevyeHns Tpaduk aBTOMATUYECKM NEepeHanpaBnseTcs B [aHHYyl CceTb, 4YTO Mo3BonseT u3bexartb
OOMOMHUTENBHOW HACTpoOMKM nporpamm. B ceTu ans nonb3oatens reHepupyetcsa |IPv6 agpec, koTopbin
OTHOCMTCS K npuBaTHOWM Yactu IPv6 agpecoB, a 3HauuT He GyayT NMPOUCXOAUTL KOMMU3UU MEeXAY HACTOSILLUM
IPv6. Mpu nogkntoveHnn Yyepes 06bIYHbI UHTEPHET HY)XHO HaWTW yXXe CYLLUECTBYIOLUMIA y3en CETU U y3HATb €ro
agpec v kniod. [py noaknioyeHUM MapLipyTMsaTop-MapLUpyTu3aTtop — BCE MPOUCXOOUT CaMOCTOSTENbHO.
Katanor mapLupyToB NOCTOSSHHO OBHOBMSIETCS U3-3a TOrO, YTO KOHUIrypaums CceTu MOXET NMOMEHSITbCS, Taknum
obpasom, ceTb NoaaepPKMBaAET ONTUMarbHYHO Harpy3Ky 4Yepes BCe Y3nbl U BbiOMpaeT cambll KOPOTKMIA NyTb ANs
Tpadwuka [4].
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[1l. 3aknoyeHune

Tak kak aTa OGecnpoBogHas WHMpacTpykTypa CceTu MMeeT OrpoOMHbI noTeHuman u obxoauTca
3Ha4MTeNbHO AelleBrie M AOCTYMHEN, YeM MOCTPOeHne Ob6blYHbIX ceTel, To Bombluoe Yncno GecnpoBOAHbLIX
npoBangepoB yxe NPUCTYNUN K CO3AAaHUI0 CBOUX COBCTBEHHbIX 6ecnpoBoaHbix mesh-ceTel [3]. EAMHCTBEHHBIM
NpensTCTBMEM AJ1S LUMPOKOTO PasBUTMS TakKUX CeTer ABNSeTCA HeobXxoAMMOCTb NOMyYeHUs paspeLleHus Ha
MCMOMb30BaHNE YacToThI.

Cnmcok Mcnornb30BaHHbIX UCTOYHWKOB!

1.Yto Takoe mesh? // InCore.me [OnekTpoHHbIi pecypc]. — Pexum poctyna: http://www.incore.mefinternet-
texnologii/chto-takoe-mesh-mesh-set-eto/ . — [lata goctyna: 07.04.2018.
2. Wi-Fi Mesh cetn pans cambix maneHbkux // Xabpapabp [OnekTpoHHbIn pecypc]. — Pexum poctyna:

https://habrahabr.ru/post/196562/. — ata poctyna: 08.04.2018.

3. beketos, O.B. becnposoaHble cetn mesh / O.B. BekeToB. — 7 Hosi6ps 2006r. — ¢. 4.

4. CIDNS /I Bukuneguss — cBobogHas sHUMKNoneauss [OnEKTpOHHbIM  pecypc]. — Pexum  goctyna:
https://ru.wikipedia.org/wiki/Cjdns. — Jata goctyna: 07.04.2018.
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BUPTYANIbHAA CACTEMA VPN B COTOBOWU CETU LTE

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

JloseHeukut [.A.
CanomamuH C.b.. — K.m.H.,0oueHm

HecmoTpa Ha «ceTeBylo» MHTepnpeTtauuo, TexHonormm VPN Ha camoMm gene mmeroT 1 6onee LUMPOKyto
TPaKTOBKY, MOCKOSbKY MO CBOUM MPUHLMMAM B HEKOTOPOM CMbICIIE HaNOMWHAKT (PYHKLMOHMPOBAHME MPOKCU-
CepBepoB C YCTaHOBKOW 3alUMLLEHHOro COoeauMHeHus W LumdpoBaHMeM nepedaBaemMon W NpUHUMaeMoWn
nHcopmaumn. Ana  ocylwectsneHua nogkniodeHus 4vepesd VPN npumeHsieTcs NpuHUMN Tak HasblBaeMOro
TYHHENMPOBaHWS.

CobcTBEHHO, 0COGON pasHuLbl Mexay TeM, 4To cobon npeacTaBnseT AOCTyn B VIHTepHeT nmocpedcTBOM
ncrnons3oBaHns VPN Ha cTaumMoHapHbIX KOMMNbIOTEPaX, HOYTOYKax, CMapTdOHaxX UNn NNaHweTax, HeT.

OTo camMoe O0OblMHOE TYHHENMpPOBaHWE, KOTOpoe MO MpuHUMNaM paboTbl HECKONBbKO MOXOXe Ha
(PYHKUMOHMPOBAHNE aHOHUMHbBIX MPOKCU-CEPBEPOB, MHAYe HasbiBaeMbiXx aHoHMMawnsepamn. VPN B TenedoHax
3TO VMHCTPYMEHT, MO3BONSIOWLMNA U3MEHUTb BHelWHWi IP aeBanca ong goctyna Ha 3abrnoknpoBaHHblE pecypchbl.
Mpn cmeHe IP cOOTBETCTBEHHO MEHSIETCSI U MECTOMNOMNOXEHUe MNonb3oBaTensi, KOTOPbIA NbITAaeTCsl BOWTU Ha
onpeaeneHHy CTpaHuly, K KOTOPOM OOCTYMN B €ro perMoHe He paspelleH. Kpome Toro, npy TakoM MOSIOXEHUU
Oen nonb3oBaTenb OCTaeTcsa kak Obl Hey3HaHHbIM B CeTu, a ero AaHHble MOSTHOCThIO LWMGPYHTCA Ha OCHOBE
3awmTtel WPA. lNpaBga, Tonbko OykBanbHO Ha OHsSIX CTano M3BecTHO, YTo npotokon WPA2, B GonbluvMHCTBE
criyyaeB mcrnonb3yembli Ana nogknodeHun vyeped Wi-Fi, nMeeT JOCTaTOYHO cepbe3Hble YSI3BUMOCTU, KOTopble
MO3BOMSHOT 3MOYMbILLIIEHHMKAM OTCINEXUBaTh UCXOOALLNA U BXOAALLNIA TpadUK LENNKOM U MONTHOCTbIO.

3alumiLeHHble BMPTYyanbHble CeTU CnocobHbl 0becneynTb HaAeXHyH LWNgPOBaHHY nepefady AaHHbIX
yepes VIHTepHeT. B kayectBe npumepa moxHo npusectn PPTP, OpenVPN n IPSec. B cnyyae, ecnv nepepatoLas
cpefa cuMTaeTcs OO0CTaTOMHO HaZeXHOW M Bompockl 6e30macHOCTM pelueHbl B pamkax 0a3o0BoM NokarnbHOW
WHMPACTPYKTYpPbl, MOXHO HaCcTpOUTb M WCNonb3oBaTb AoBepuTenbHble BlMH-coeanHeHuss L2TP  (06bl4HO
ucnone3yetcs B TaHaeme ¢ IPSec) unn MPLS.

B kauyecTBe anropMtma KoampoBaHus Hanbonee vacto npumensaeTcs Triple DES. OH obecneymBaeTt 168-
paspsgHoe LWudpoBaHWe TpeMs pasNMyHbIMK KhloYamu. 3TO [aeT CTONPOLUEHTHYK rapaHTUIo TOro, 4To
npountaTbh AaHHble CMOXET NWb Monb3oBaTtenb, obnajawwmii coOOTBETCTBYOWMMM npaBamMy. IPPEKTUBHBLIX
anropuTMOoB KpMNTorpadpmyeckmx atak Ha 3TOT CUMMETPUYHBIN LWNMP He CyLLEeCTBYET, a 3HAa4YUT BEPOATHOCTb €ro
pacwmdpoBkM gaxe NpodeCcCMoHanbHbIM XakepoM CTPEMUTCH K HYIHO.

OcHoBHble npeumylectsa VPN:
— MoNb30BaTEN MNPEeAoCTaBNAETCA BblAENEeHHas nonoca (HeT pacnpefeneHust Ha KOHKYPEHTHOM
OCHOBE);
—MpU yBENUYEHUN KomrmdecTBa aboHeHTOB 3aTyxaHne B WDM-mynbTunnekcope pactéT B MeHbLUen
CTEneHu YeM B ONTUYECKOM CNIINTTEPE;

— curHanbl aboHeHToB hM3NYeCKN N30NTMPOBaHbI;

— @aHOHWMHOW paboThbl B CETU UHTEPHET;

— 3arpy3ku NpUNoXxeHui, B criydae, Koraa ip agpec pacrnoroXeH B ApYrol permoHanbHoM 30He CTpaHbl;

— 6e3onacHol paboTbl B KOpNopaTUBHOW cpeae C UCNOSfb30BaHNEM KOMMYHUKaLWIA;

— MPOCTOThI U yaobCcTBa HACTPOMKN NOOKMIOYEHNS;

— obecneveHns BbICOKOW CKOPOCTU coeanHeHns 6e3 obpbIBOB;

— CO3[aHuga 3alMLLEHHOro kaHana 6e3 xakepckmx aTak.

MpenmyLLecTB B MICNONb30BAHUN TakUX TEXHOMNOrMIM xBaTtaeT. Ho ecTtb u cBon npobnemsl. Camas rnaBHas
M3 HUX COCTOUT B TOM, YTO MCMOJSIb3YEMbIN TYHHENb HE MOXET OOHOBPEMEHHO CreAuTb 3a pasHbiMM TUNamu
ceTeln, NO KOTOPbIM OCYLLECTBNsSeTcA noakmnoydeHne k WHTepHeTy. Hanpumep, cBsisb MOXeT nponagaTtb npu
cmeHe Wi-Fi Ha 3G/4G. lNpobnemy Hayanu ycTpaHaTb TOnbko HeaaBHo. Ha BbiaeneHHbix VPN-cepsepax
nosiBunach crneuuanbHas aBTopusauus, KoTopasi No3BONNUa OCYLLECTBNATbL ABYCTOPOHHIOW Nepenavy AaHHbIX,
BHE 3aBMCUMOCTU OT TOrO, Kakas UMEHHO CeTb MUCMOMb3yeTCs B AaHHbIA MOMEHT. TyT OCHOBHOE NMPEVMYLLECTBO
COCTOMT B TOM, YTO B KpuntorpacmyeckoM MraHe u BUPTyanbHbIA MHTEP(ENC NOoNb30BaTENbLCKOro ramkeTa, u
ceTb oneparopa, 1 caM NPOTOKOS AOCTyNa CTanu OOUHAKOBbLIMU.

Cnmncok Mcnosb30BaHHbIX MCTOYHUKOB!

1 KomnbtoTepHble ceTu. lMpuHUMNbI, TEXHOMOrMKU, NPOTOKOMbl: Y4ebHuk Anst By3oB. 4-e u3g. / B.[. Onudep, H.A.
Onudpep —CI16. Mutep, 2010. — 944 ¢

2 OnBeliH, B.. CTpykTypa 1 peanusaumsi coBpemeHHorn TexHonornm MPLS.: Mep. ¢ aHrn. — M. Bunbsimc, 2004. — 480 c.

3 Virtual Local Area Network [QnekTpoHHbIii pecypc]. — Pexum goctyna : http://www.admindoc.ru/.
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KANMMBPOBKA MHOTOJTYHEBbBIX AHTEHHbIX YCTPOMUCTB
CUCTEM TEJIEKOMMYHUKALUA

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Kcerdukos B.C.
Kopenesckuli C.A. — K.m.H.,0oyeHm

B HacTosillee BpemMsi B cucTeMax TenekoMMyHuKauuii Bce Goree LUMpOKoe MpUMEHEHUe HaxoAsiT MHOronyqeBble
aHTEHHble YCTPOWCTBA, NO3BONSIOWME AUHAMUYECKU ONTUMM3NPOBaTL 0BCNYXMBAEMYIO 30HY MOKPbLITUS NyTem (OpPMUPOBaHKS
avarpaMmbl HanpaBneHHOCTW afanTVBHOW MMOTHOCTW ANs TeppuTopuanbHO pacnpeferneHHbiX aboHEHTOB U hopMUpPOBaHUS
Hynei AMarpaMmbl HAaNPaBIEHHOCTU B HAMNPaBIEHNSIX UCTOYHUKOB NMOMEX.

LincdppoBas aHTeHHas pelueTka — 3TO aHTeHHas cucTema, MpeacTaBnsiolas coboi COBOKYMHOCTb
aHanoro-undpoBbIX KaHanmoB C o6Wwum a3oBbiM LEHTPOM, B KOTOPOW AMarpamMma HanpasBfeHHOCTU
dopmupyetca B uucposom Buae, 6e3 dasospalateneni. TeopeTuyeckme OCHOBbI Takoro noaxoda K
MOCTPOEHMIO aHTEHH Bbiny 3anoxeHsl ewe B 60-70 e rogbl npownoro Beka. Ho nuwb Tenepb, ¢ pa3BuTMem
MWKPOMPOLIECCOPHON TEXHUKM, CTaro BO3MOXHbIM NPaKTUYECKN peann3oBaTb HAKOMMEHHbIA HAayYHbIV 3aden.

KnioueBaa ocobeHHocTb LIAP — undposoe copmupoBaHue nydven guarpaMmmbl HanpasreHHOCTU
aHTeHHbl. B 3agayax cBA3M 9TO NO3BOMSET AMHAMWUYECKW ONTUMM3MPOBATL OOCNYXMBAEMyl0 30HY MOKPLITUS,
onepaTtMBHO nepeHauenuesas UMMPOBbIE MpUemMonepeaaoLne nyyn B 3aBUCUMMOCTM OT TeppUTOPUarnbHOro
pacnpegenexus aboHeHToB[1].

TexHonorns LOO cywecTBeHHO ynyylwaeT KayecTBO CBA3M B YCIIOBUSAX  MHOrOSy4eBOro
pacnpocTpaHeHns pagvoBOSIH, a TakKe Pes3Ko MOBbIWAaeT MOMEX03aLULLEHHOCTb CUCTEMbI NPU UHTEHCMBHOM
pagnonpoTMBOAEeNCTBUN. OTO OOBACHAETCS TeM, YTO XapakTepUCTUKM LUEPOBbIX (PUMBTPOB B aHTEHHbIX
KaHanax npakTu4eckvn naeHTUYHbI[2].

OanH 13 mMeTopoB KannbpoBKM MHOTOMyYeBbiX aHTeHHbIX peleTok «PN Gating Method», 4yto B
nepesogde o3HaydaeT «Cenekumsi No WymonogobHOMYy curHany». [aHHbIn MeTond MOAXOAWUT ANsl PELUeTOK Kak
NAOCKNX, TaK U NUHENHbIX. [na NnockoW aHTEHHOWM peLleTkn, y KoTopor M — maccvBoB manyyatenem m N —
nsnyyartenen B MaccvBe guarpaMma HanpaBfieHHOCTU MOXHO 3anucaTtb criegytowmm obpasom:

E@0) =3 S X, G(0.9): oo ef"k““(e[”"%ﬂ"v’

m=0 n=0
rae G(0,¢p) — AvarpaMma HanpaBrieHHOCTU 3rieMeHTa pelweTkn(B cryyae M30TPOMHbIX UCTOYHMKOB

paBHa eanHuLe);
K - BonHoBoe uncro;
dx,dy — pacCTOSHUA MeXay aneMeHTaMm Mo OCAM Y U X;

Xon =amnej‘"mn — KO3((PULMEHT, NOoKasbiBaOLWMIA (ha30BbIl HAber 1 KOIMPMULMEHT yCUNEHns B

anemMeHTe.

Mpouenypa kanMbpPOBKM aHTEHHbI NMPUBOAUT K YCTAHOBMEHMIO HEOOXOo4MMbIX (ha3oBbix Haberoe B
dasoBpaLLaTensax n Heo6xoaNMbIX KOIPDULIMEHTOB YCUITEHUS.

MeTon npuBedeHHbIV Bbille MomoraetT u3bexaTb OYeHb TPYAOEMKUX MO BPEMEHM M CpeacTBam
N3MEPEHUSM Anarpammbl HanpaBfEHHOCTU aHTEHHbl NMOCPEACTBOM 30HAMPOBAHWS MPOCTPAHCTBA BOKPYr Hee.
MeToa npegnonaraet npucBavBaHUE KaXXOOMy M3rydaTento CBOEro WHAMBMAyanbHoOro koga. Bece kogbl mexay
cobow opTaroHanbHbl. B faHHOM mMeToae vcnonb3yeTcs koA Yorwa, Npy COCTaBNEHUN KOTOPOro UCMONb3yeTcst
maTpuua Agamapa. Kog Yonwa 6bin BbiOpaH notomy, 4yto Matpuua Apamapa, M3 KOTOPOM OH MOCTPOEH,
dopmMuMpyeTCca PyKypCUMBHO, HA OCHOBE MaTpuL, Gornee HM3KOro nmopsigka, yYto yaobHo, Takke Takas maTtpuvua
CYMMETPUYHA OTHOCUTENBHO OCHOBHOW AmaroHanu. Kaxpowm cTpoke matpuubl OyaeT cOOTBETCTBOBATb OOWH
3MNEeMEeHT aHTEeHHOW pelueTkn. [pyu YyMHOXEHMM KOOOBOrO CroBa Ha HECYLLYH, MocneaHasa nonyynt casur dasbl
Ha £90° B 3aBMCMMOCTM OT 3Haka. Yucrno paspsifoB koda [AOMKHO ObiTb Gonblwe nubo paBHO 4ucny
nsnyyartenen B pewletke, Oyab TO MMHENHas unu nnockasi peweTka. B pesynbtate Moaynaumm HecyLlen KOgom u
CYMMVPOBaHWUN KaHanbHbIX CUrHaNoB OT BCEX 3NIEMEHTOB B utore Gyaet cpopmMmpoBaH KOMMO3UTHBIA CUrHan
peLleTKu.

CnmrcoK MCMorb30BaHHbIX UCTOYHMKOB!

1. Cntocap B.SMART-AHTEHHbI. — SNEKTPOHUKA: HTE, 2004, Ne2,c. 62-65.

2. Cnocap B. LindpoBoe cdopmupoBaHue nyya B cuctemax cBasm:Oyayliee poxaaetcs cerogHs. — QJIEKTPOHUKA:
HTB, 2001, Ne 1,c. 6-12.
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BUBPALIMOHHbLIE NPEOBPA3OBATEJIU: BUObI, MPUHLAN
OENCTBUA, YCTAHOBKA

BGenopycckuli 2ocydapcmeeHHbili yHusepcumem UHGopMamuKku U paduo3rieKmpOoHUKU
MuHck, Pecnybnuka benapycb

KakopeHko 1. C., Llawkos A. T

Haebidos . B. — kaHO. mexH. HayK, doueHm

BBeneHue
Mpwn BbIGOPE NnomelleHns:, 3a Npeaensl KOTOPOro
He OOIPKHA BbIXOAUTb pedeBasl MHAOPMAaUUS, BaXHO ) Nomexs
AxycTuyeckuia curnan
NMOMHUTE O BUOPOAKYyCTMYECKOM KaHane yTeudku \ KowTaxheii
\ s MUKPODOH

MHOPMaLMK. AKYCTUYECKME CUTHAmbl, BO3HUKAlOLME \
NP BEAGHVM PAITOBOPOB B BLIACNEHHOM MOMEeHM,  (“erowu |\,

NPy  BO3AENCTBMM  HA  WHXKEHEPHO-TEXHUYeckue ==
KOMMYHUKaLuK (TpyBbl BOAOCHAGKEHWS, OTOMMEHUS,  yenosex: /
BO3AYXOBOAbI) U CTPOUTENbHbIE KOHCTPYKLMM (OKHa, — Awe BuGpaumorssih curkan

CTEHbI, ABEpM, MOTOSKK), BbI3bIBAIOT B HUX YMNpyrue
konebaHnsi, KOTOpble  MOryT  perucTpMpoBaTbCst

o KOHCTRYHRUbI;
csecsscccsscscc]h

BoigenenHoe nomMeuienue

DnexTporHbiit cTeTockon

&

Aatyvkamu cpeactBamu  passefku. Mcnonb3oBaHue Kmpon::;:;:;

3Bykomsonsaummn (T.e. ocrnabneHus ypoBHS pPeyvyeBOro 30HbI CMexHoe nomeleHue

CurHana) — BapuaHT He Bceraa HafaeXHbIn. Puc. 5 - CxeMa BUGPOAKyCTUYECKOrO KaHarna yTeuku
AKTUBHbIE MeToAbl 3alWmThl  peyveBou MHchopmaLmu

nMHOPMaLMKM, OCHOBaHHbIE Ha UCMOMNb30BaHUN BUBPOaKYCTUYECKON MAaCKMPOBKM MH(OPMALMOHHbIX
peyeBbIXx  curHanos, Gonee addekTnBHbl. K HMM OTHOCATCA CUCTEMbI BMOPOAKYCTUYECKOrO
3awymneHmns. OKOHEYHbIMW YCTPOWCTBAMW B Takmx CUCTEMAx MOryT BbICTynatb BUOPALMOHHbIE
npeobpasoBaTenu.

|. Buabl BUOpPaLMOHHbIX Npeobpa3oBaTenien U NPUHUUN OeNCTBUA

B HacToslWwee BpemsA B aKTUBHbIX CUCTEMax 3aluTbl MHAOPMaLMU LLIMPOKO MCMOMb3YTCA
cnepywwme Buabl BUOpaUUOHHbIX npeobpasoBaTenei: SMneKTpOMarHUTHbIE, Mbe303NeKTpuYeckme,
anekTpoavHamudeckne. Bce oHM oTnuualoTca  mexagy Ccobom  KOHCTpykumen u  pabodmmu
XapaKkTepucTukamu.

OneKTpoMarHUTHbIN npeobpa3oBaTtenb npeAcTaBnseT cobon yCTPOWCTBO, cocTosiee W3
Kopnyca, B KOTOPOM YCTaHOBIIEH NMOCTOSIHHLIN MarHUT Ans co3faHus MarHUTHOro Nnons, B OTBEpPCTUE
MarHuta BCTaBnAeTCcs KaTylka WHAYKTMBHOCTW, MPUKPEnneHHas K Kpbilwke, Ans BO30yxaeHus
MepeMeHHOro MarHWUTHOro rMons  MexXay MarHuTtoM UM MeMOpaHHOM co WTokoM. Hanuuve
pe3nHoBOWM npoknagku obecrneunmBaeT 3a30p MEXAY MarHUTOM W KPbIWKOW. OfeKTPOMarHWTHble
npeobpasoBatenn BecbMa 3PdeEKTMBHLI B 0O6nactM Hu3kmx yactoT (oo 400 'y) n obecneumnBatoT
AVHaMu4eckue 3HadveHus BblTankusawowen cunsl 0,1 H Bo BCeM peyvyeBOM JuanasoHe 4acTorT.
HaHHbIi BUO npeobpasoBaTenen NCnonb3yeTcs, K NpuMepy, B COBOKYMHOCTU C YCTPOMCTBOM 3aLuThl
peyeBon nHgopmaummn «MNpuboii», co3aaHHbIM B Hay4YHO-MccneaoBaTenbckon nabopatopum BI'YUP.

Pwuc.2 — QnekTpomarHuTHbIN npeobpa3soBaTenb
I'IbesoaneKTquecKMe npeoﬁpasoBaTenM COCTOAT M3 UUNUHOPUYEeCKOoro metanmnn4eckoro
Kopnyca C 3akpenneHHbIM BHYTPW Mbe3okpuctannom. [lpu nogadve HanpsikeHus Ha KpucTansn
nponcxognT ero cxartue. Takmum o6pasoM, npu nogadye Ha Kpuctansn 3J1IeKTPUYEeCKOro LwymMoBOro
curHana OH nepenaet KonebaHus Kopnycy npeo6pasoBaTenﬂ, a TOT, B CBOKO o4epenb, 4epes
KpenneHne — B KOHCTPYKUUKO, K KOTOpOl71 OH KpenuTtcs. |_|be303ﬂeKTpI/I‘-IeCKMe npe06pasoBaTenM He
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obecneunBaloT BbICOKOW 3PEKTUBHOCTM B 0OOMACTU  HM3KMX  4acToT, T.K. obnagatT HU3KON
BblTankmpawowen cunon Ha dactotax Ao 400 lu. Ho B oTnAnumMe OT 3MEKTPOMarHUTHbIX
npeobpasoBartesiei Nbe3oarnekTpuyeckme Gonee KOMMakTHbI M Hambonee adpekTuBHLI B 06nacTu
BbICOKWNX YacTOT.

Puc.3 — MNMbesoanekTpuyecknin npeobpasosaTtenb

AnekTpoauHammnyeckme npeodpasoBaTeNniM OTNIMYAKOTCA CIIOXKHOCTBIO  KOHCTPYKTOPCKOW
peanu3aumu,  3aknloyalwLwencd B HanmuMyMm MeMOpaHbl, MarnblM ~ MarHuTHbIM  3a30pOM  Ans
obecneyeHnss Gonblwon uHAyKuMKU. MNpegHasHayeHbl ANs 3aymneHnss Tpyb OTonneHusi, CTeH U
nepekpbiTni.  peumylecTso ANeKTpoaAMHaMUYEeCKoro npeobpasoBartens nepen
3NEKTPOMarHMTHbIMK ~ 3akrnoyaeTca B 6Gonee  WMPOKOM  amanasoHe pabouux dactotr. C
KOHCTPYKTMBHOW TOYKWN 3PEHUS SNEKTPOMArHUTHbIE U Nbe303NeKTpuyeckne npeobpasosareny nNpocThbl
B M3rOTOBMEHMM W HaZexXHbl B 3KCNyaTauuMum MO CPaBHEHUID C  ANEKTPOAMHAMMUYECKAMMU
npeobpasoBaTensamu.

Bce atu ycTtponctea npeobpasyloT anekTpudeckuMe LWymoBble konebaHus B BMOpAaLUVOHHbIE,
TEM CaMblM YBENUYMBASA SHEPIMIO MOMEX B BUOPOAKYCTUHECKOM KaHamne yTeuku nHgopmaumun. 370, B
CBOI0 ovepefb, BeOET K CHUKEHMIO pa3bopymBoCTH peyn. [py 3TOM TEXHMYECKUE CPeACTBa pa3BedKu
3MOyMbILLNIEHHMKA OyayT npogorkaTb paboTaTb, HO OTAENUTb MOME3HbI CUrHam OT MOMeExX
nepecTtaHeT NpPeacTaBNATLCS BO3MOXHbIM.

[.YcTaHOBKa

O dhekTnBHOCTL CUCTEMBI BNBpOaKycTUHECKOM
MacKMpOBKM BO MHOIMOM OMNpedensieTcs npaBUSibHbIM
BbIOOPOM MECT YCTaHOBKW, a TakkKe CMocobom KpenneHus
npeobpasoBarenen.

Heobxogumoe KONMM4ecTBO BMOPALIMOHHBIX ==l
npeobpasoBaTtenen onNpeaenseTcs, UCXOOA W3 MeCT ux

PacnosiOXXeHUs, KOHCTPYKUMU M MaTepuarnoB orpaxaaroLmx Nv

MOBEPXHOCTEW,  OKOHHbIX  MPOEMOB U UHXEHEPHbIX T R ,
KOMMyHMKaLMA, a Takke addeKTUBHOro  paauyca "T‘M
nogaeneHusi npeobpasoBaTenel Ha AaHHbIX MOBEPXHOCTAX [ “\ ‘ | ’ } l <R -]
(T.e. MakcMmanbHOe pacCTOsSiHME MO MOBEPXHOCTM OT P1c.4 — BHeLLHMiA BUA HacTi nomeLLeHNs!,
NpeobpasoBaTens 40 NPUEMHUKA CPEACTB pasBeaku, npu OCHalLeHHOro BnbpaLmnoHHbIMY npeobpasosaTensmu
KOTOPOM MOfe3HbIN pevyeBon CUrHarn Bce eLle MacknupyeTcs).

MoHTax npeobpasoBaTenen Ha MOBEPXHOCTU CTPOMUTEMbHbIX KOHCTPYKLMIA MPOBOAUTCS, Kak
npaBumo, C WCNOMb30BaHMEM CMELMAnbHOro LUTOKA, 3aKPEMMseMOro B MEPEKPbITUM C MOMOLLbHO
3MOKCMOHON LWwnaTneBkn. Bubpousnyyatenb HaBMHUMBAETCA Ha LWITOK Mocfe nonumepusauuu
LunNaTneBku, 0bbIYHO Yepe3 2—-3 yaca nocne ee HaHeceHUsi. MOHTaX BbINOMHAETCA MO cregyloLlwemy
npuHumny: 1 npeobpasoBaTenb Ha 6-8 kB. M, Npuyem JorKeH cobnoaaTtbes OTCTyn B 1—2 TOMWMHBI
CTEHbI OT YrNOB CTEHDI.

lMpeobpasoBaTenu ycTaHaBNMBaOTCS MO OOHOMY Ha KaXOOM 3fieMeHTe OCTEKMeHWs B Yrny Ha
pacctosHun 100 Mm oT pambl. [Ins KpenneHust Ha NOBEpPXHOCTb CTEKOM WUCMOSb3yT cneumanbHbIn
Knen Ansa cknemBaHus MeTanna co CTEKMOM.
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npeofpasoeaTens c TpyGol

Mpn  3aWwyMAeHUM  WMHXEHEPHbIX KOMMYyHWKauui  BUOpaUMOHHbIE  MNpeobpasoBaTenu
yCTaHaBMNMBAKOTCA Ha KaXayl BXOAsLylo/BbiIxogsawyto Tpyby Ha pacctosHum 100—300 MM OT CTEHbI.
MoHTax ocyLecTBNseTCA C MOMOLLbIO XOMYyTa.

[1l. 3aknto4yeHune

MpeobpasoBaTtenu, paboTawLme B cucTeEMax 3alUUTbl ped4eBor MHdopMaLnK, OOMKHbI UMETb
[JOCTaTOYHO LUMPOKYH YacTOTHYKO MOJIOCY, COOTBETCTBYHOLLYIO MONIOce peyeBoro curHana. Kpome
TOro, UX MapameTpbl HEe [AOMKHbl CYLLIECTBEHHO U3MEHATCA B paboyem unu 3agaHHOM OuvanasoHe
TemnepaTyp 1 Bo BpeMeHW. Ha gaHHbIi MOMEHT NoCTaBeHa Liefb COBEPLLUEHCTBOBAHMS KOHCTPYKLIMM
npeobpasoBatenein. Heobxogumo, 4ToOblI YCTPOWCTBO co4veTano B cebe XxapakTepuUCTUKK
3MNEKTPOMarHUTHOrO U Mbe303NeKTPUYEcKoro  npeobpasoBatenein, a WMeHHO, 3ddeKTUBHO
MacKupoBarna peyeBoi CUrHar, Kak Ha BbICOKUX, TakK 1 Ha HU3KNX YacToTax.
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OCOBEHHOCTU ®YHKUMWOHUPOBAHUA CMK
B QHEPFETUYECKOMN OTPACIIU

Benopycckuli 20cydapcmeeHHbIl yHUgepcumem UHhopmMamuku U paduo3rieKmpoOHUKU
2. MuHck, Pecnybnuka benapycb

bopbawosa E.N.
Benowuykut A.ll. — K.m.H.,0oueHm

B HacTodwee BpemaA np06nemaTMKa Sd)(t)EKTVIBHOI’O MeHeXXMeHTa ABNAeTCA aKTyaanon 3a cYeT npeabdasleHuda
BbICOKMX TpeboBaHUM K KayecTBy NPOAYKUMW W yCnyr. OHepreTmyeckasi oTpacib — OOHO M3 BaXKHEWLWMX HanpaBrieHun,
obecneymBaloLLMX HOPMarbHYH XU3HeAesTeNbHOCTb HaceneHust Pecnybnvkv Benapyck. KayectBo anekTpuyeckoi aHepruu, ee
nepenadya wu pacnpegeneHne ABnAl0TCA 3HAYUTENbHbIMKA  BOMpPOCaMu, Tpe6y}OLLl,VIMVI petanu3aumn. B pgaHHOM cTaTbe
paccmaTpumBaloTCst OCOGEHHOCTM BHEAPEHUS 1 (DYHKLMOHUPOBAHWS CUCTEMbI MEHE)KMEHTa KayecTBa B pamMKax 3HEPreTU4eckon
OTpacsun, acnekTbl, Ha KOTOPbIX HBOGXO,D,I/IMO CKOHUEHTpUpoBaTb BHUMaHWE Npu OCyLLECTBIIEHUN KOHTPONA.

PaccMoTpMM nprvMeHeHve Kaxaoro npuHumMna MeHeKMeHTa KavecTBa OTHOCUTENbHO 3SHepreTu4eckown
oTpacnu.

MpuHUMN opueHTaumMmn Ha noTpebutensa B paMmkax pyHKLMOHMPOBAHNSA OpraHM3aLnin BHE 3HepreTu4eckomn
oTpacnu, 3HauMTenbHO BRuseT Ha 3 dEKTMBHOCTb paboTel NPeAnpuaTUA B LenoM. PesynbTaThl AeATenbHOCTH
3HEepreTM4Yeckoro npeanpuaTMS He 3aBUCAT OT YPOBHS YAOBNETBOPEHHOCTU MOTpebutens BCrneacTsve
MOHOMOMMNCTUYHOCTN OpraHu3auui otpacnu. Peanusaumsa AaHHOro npuHLMNa no3BOMseT MOBbICUTb aBTOpUTET
opraHu3aumm, CHU3NTb BpeMEHHbIE NMOTEPU HAa pacCMOTPeHne xanob 1 peknamauunii, OpraHn3oBaTb YCTONYMBYIO
obpaTHyt0 CBSi3b, CHWXAs PUCK HECBOEBPEMEHHOW WAEHTUMMKaLUMM HECOOTBETCTBMI MNPU  MOAKMHOYEHWN
notpebutens, B TOM u4ucrne tOpyUanMYecknx nuy. [daHHbIn npuHUMn MoxeT ObiTb peanu3oBaH kak B copme
NPOU3BOACTBEHHON MHCTPYKLUMW, TaK 1 CTaHAapTa opraHvM3aummn Ha nobom ypoBHE SHEpPreTU4eckom oTpacnu.

MpuHuMn nuMaepcTBa Ha NPeanpuaTUM  3HEpreTM4eckom oTpacnn  MoxeT ObiTb  peanv3oBaH
yCTaHOBMNEHNeM Uenen W nonutukn B o06racTM kayecTBa, Ha3Ha4YeHMEM OTBETCTBEHHOro M3 4ucna
pykoBoguTenen 3a pesynbtatuBHocTe CMK, pa3paboTkol cTpaTernm passuTusa Ha onpedeneHHbln nepvos (rog,
5 net, 10 net). KoHuenuus BceoOLuero nuaepcTsa B 3HEPreTUYECKON OTpacny paccMaTpuBaeTcs He TONbKO C
TOYKN 3pEeHUss OJHOW opraHmsaumn (cpunuana), HO M yuUTbIBAET BHYTPEHHIO CTPYKTYpy BCeW oTpacnu,
npuHMMasa crpaternyeckne pelwwerus B [TIO «benaHepro» wn apgantupys TpeboBaHua k dwunuanam PYT1
«O6naHepro». OCHOBHOM OCOBEHHOCTBIO TYT ABMSETCA YCTAHOBMEHWE B CTpaTernyeckux 3agadax KOHKPETHON
BEINYMHBI CHKEHMS YPOBHS peanusauny puckoB Kak npuw aKCnmyaTtaumm cetu, Tak 1 Npyu OCyLeCTBNeHnn CBoen
TPYOOBOW AeATENbHOCTM COTPYOHMKAMMU.

MpuHLUMN BOBNEYEHHOCTU NepcoHana no3BosseT NOBbICUTb Pe3ynbTaTUBHOCTL pyHKUMOHMpoBaHMa CMK
B LIefIOM, U CHM3WUTb obLlee YMCno HeCOOTBETCTBUI ANS Kax4oro otdena (cryxbbl), 4ToO oTpaxaeTca B kapTe
OLIEHKN PUCKOB exerogHo. loHMMaHne OTBETCTBEHHOCTU 3a OCYLLECTBMEHWE KOHKPETHbIX BUAOB AeATENbHOCTU
no3BoMseT JocTuratb Lenemn opraHusaumm nnubo naeHTMULMpoBaTh NPUYMHBI HEBO3MOXHOCTU NX peanuaaumu.
BoBneyeHHOCTb nepcoHana Takke CrnocobCTBYeT MOBLILEHUIO KOMMNETEHTHOCTUM U CTUMYyNa COTPYAHWMKOB K
MONMyYEHUI0 KayeCTBEHHOro pesynbTata WX OEeSATenbHOCTW, 4YTO BhusAeT Ha 3deKTMBHOCTb paboTbl BCew
opraHusaunv. [JaHHbl NpuHUMN B dunmane MoxeT ObiTb peannsoBaH nposefeHvem [JHA kadecTBa, 00yveHnem
B pamkax cpunuana, B CTOPOHHUX OpraHm3auusax, NpeMmMpoBaHueM nepcoHana 3a pesynbraTbl JeATENbHOCTU U
ap.

MpoueccHbIn NOAXOA — OAWH M3 MPWHLUMMNOB, OKasblBaloWMX Hamboree CyllecTBEHHOe BMWSAHWE Ha
pe3ynbTaTbl AeATenbHOCTM. Ha kaXgom MpeanpusaTin dHepreTMyeckon oTpacnv onpeaenstoTcs npouecchl (Mo
OCHOBHOW [eATeNbHOCTM opraHusaumn) u nognpouecchl (pa3bueHne B pamkax Kaxaoro npouecca Ans
onpedeneHnss OTBETCTBEHHOCTU KOHKPETHbIX ChyX0 3a y4aCTOK JKM3HEHHOro LUMKNa npeanpusiTus).
B3anmogelictBne mexay npoueccamu u nognpoueccaMmum npeactaBnseT coboWM OpraHM3oBaHHYH CUCTEMY,
MeTOAbl YNPaBreHNs KOTOPOW 3aBUCHAT OT KOHKPETHOW AeATEenbHOCTM, OCyllecTBnsemow npeanpustnem. Ha
npumepe unranos anekTpuyeckux ceTter npouecc «lepegava v pacnpegeneHne 3neKTPUYECKoW SHepPrumn»
BKINtOYaeT (YHKUMOHMPOBaHWE BCex Cnyx6 u oTAenoB, B 3af4adn KOTOPbIX BKIIOYEHbl OOCMyXMBaHwue,
aKcnnyaTaumsa 1 PeMOHT ceTel u (unu) obopyaoBaHus. 34eck NPOLIECCHBIV NMOAXOA NPUMEHSIETCA HE TONbKO Npu
OCYLLIECTBIIEHNN HENOCPEACTBEHHON [AeATeNnbHOCTM, HO W Mpu OpraHuM3auuum nNnaHupoBaHWs  3aTpar.
OcobeHHOCTbIO ABNSAETCS pacCcMOTpeHne Npu naeHTUgmMKaumMmn Kaxaoro nognpouecca BCeX PUCKOB, MPSIMO Unu
KOCBEHHO BMMSAIOWMX Ha pe3ynbTaTMBHOCTb MoAanpouecca. Bce puckn obs3atenbHO BKIHOYAKOTCA B CBOAHYHO
KapTy OLEHKN PUCKOB Nno dwunuany.

Peanu3auus npuHUMna ynyyeHus B SHepreTM4eckon oTpacnu BNusieT He TONMbKO Ha CHWXEeHue 3aTpar,
HO W YPOBHA puUCKa BO3HMKHOBEHWS HECYACTHbIX CryyaeB. HagexHOCTb ceTn onpedensieTcs CUCTEMOW
nokasarternew, ynyJleHue Kaxaoro u3 KOTOpbIX BINSIET Ha CTOMMOCTHYIO OLEHKY 3NEeKTPUYECKOW 3Heprv ans
notpebutenen, 6esonacHoCTb akcnnyaTaunm. HanpaBneHusimmn Ans ynyyweHus B dunmanax MoryT ssBnaTbCs:

- TalM-MeHe)KMeHT paboTHUKOB;

- CHWXKeHVWe u4ucna oTkasoB 0OOpyAoOBaHUS 3a CYET MOBbILWEHNS KOMMETEHTHOCTM nepcoHana,
OCYLLeCTBNAOLLEro ero obcnyxvBaHuve;

- NOBbILLEHNE YPOBHA MHHOPMMPOBAHHOCTN HaceneHusa o paboTe aneKTpPUYecKon ceTw;

- CHMXXEeHWe 3aTparT 3a cyeT aBToMaTtusauuy obopyaoBaHns u T.4.
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OcHOBHOM 0COBEHHOCTLIO MPUHLMMA YNYYLLEHUS] HA 3HEPreTUYECKOM MPeanpUAaTAM SIBNSIETCS YYET BCEX
nokasaternen kavecTtBa NpuW CTPOUTENLCTBE W PEKOHCTPYKUMM MOACTaHUMIA, 3KCMfyaTauuu ceTu, reHepauum
3NEeKTPUYECKON SHepPrn u T.4.

MpUHLUMN MPUWHATMSA pEeLUEeHW, OCHOBaHHbIX Ha CBUAETENbCTBax obs3aTeneH K MPUMEHEHMIO B
3HEepreTNYeckon opraHusauun BCreacTBUE CIIOXKHOCTU OPraHM3aLMOHHOW CTPYKTYPbl U CTPYKTYPbl AeATENBHOCTY
C TOYKM 3peHus PYHKUMOHUPOBaHUsS npoueccoB. C aTon uenbio B unuanax peannsoBaHbl criegylolue Buabl
KOHTPOINSA: MOHUTOPWHI U M3MEPEHMWS NMPOLECCOB BHYTPW OpraHu3aLuun; aHanua co CTOPOHbl PYKOBOACTBA; ayauT
(kak BHELWHWI, Tak N BHYTPEHHWI); OLeHKa yAOBNETBOPEHHOCTM NoTpebuTenem; NPomM3BOACTBEHHbLIN KOHTPOMb U
Aap.

PesynbTaTbl KOHTPOMsS MO3BOMSAKT NPUHMMATb OOOCHOBAHHbIE peLUeHUs, a Takke OCYLLEeCTBNATb
TOYeYHble BO34ENCTBUSA NPU OEHTUMUKALMN HECOOTBETCTBUIA HA KOHKPETHOM 3Tane Kaxaoro npoLecca.

MpuHUMN MeHeaXXMeHTa B3aMMOOTHOLUEHWA CO BCEMMW 3aUHTEPECOBAaHHbIMU CTOPOHAMW SIBMNSETCS
3HaYMbIM MPY OpraHM3auMn cneayrLMx BUAOB AeATENbHOCTM B OTPAcny SHEPreTUKM: 3aKroYeHe 40roBopoB
Ha obcnyxuBaHWe, NpeaoCcTaBrieHVWe YCnyr, MOCTaBKW; MPOBEAEHWE MMaHOBbIX W BHEMMAHOBbIX PEMOHTOB;
nocTaBKa 93MeKTPUYEcKoOW 3Heprum noTpebutento n Tak panee. OcobeHHOCTbIO MpuHUUMNA SABNAETCA yyeT
DOnbLLOro KONMYecTBa opraHv3auni, 3aAeCcTBOBaHHbIX B peanu3auuy AaHHOro npuHuuna, criefoBaTenbHo, B
BeAeHUM 6a3bl, yuMTbIBaOLLEN BKIIA B pe3yrnbTaT Kaxaon.

C yyeToM cneuudumkn aHepreTMYecKon oTpacnu, BbICOKOro YPOBHS TpaBmMaTu3Ma M HECHACTHbIX Cry4vyaeB
Kak CO CTOPOHbl COTPYAHUKOB OpraHu3auui, Tak M HacerneHus CTpaHbl, Ha npeanpuaTum B 06s3aTerbHOM
nopsiake opraHu3oBaHa cucTema YynpaBneHuss oxpaHou Tpyaa (manee — CYOT). C y4yeToM opueHTauuu
Pecnybnukn Benapycb Ha CHWXEHME TEXHOreHHOro BMMUSIHUSA Ha OKpyXawLllylo cpefy, HeobxoaumocTn ee
3almMTbl OT BO3AEWCTBMS MNPOU3BOACTBEHHbIX (PaKTOPOB, Ha NPeAnpuUATAM 3HEPreTUYeckon oTpacnu B
obs3aTenbHOM MOPSiAKE OpraHuM3oBaHa CUCTEMA YMpaBleHUs OKpyxatwen cpegon (oanee — CYOC).
WHTerpaums CMK, CYOC u CYOT snaBnseTcs BaxHOW 3apadei, pelleHMe KOTOpOM MNpeAacTaBneHo B BuAe
pa3paboTkM  COrmacoBaHHbIX Mexay COOOM  BHYTPEHHWX  HOPMATUMBHBIX  OOKYMEHTOB, COBMECTHOrO
OCYLLIECTBIEHMSA KOHTPOSsl, CBOEBPEMEHHON akTyanusaumm TpeboBaHui KaXaon CUCTEMbI NPU M3MEHEHNU XOTA
Obl 0gHOM 1 Tak Aanee.

Takum 06pa3om, PYHKUMOHMPOBAHME 3HEPreTUYECKoro MPeanpusaTUS — CROXHBLI U MHOFOYPOBHEBLIN
npouecc, TpebyLwnii CBOEBPEMEHHOTO BO3AENCTBUS Ha BHYTpeHHMEe npoueaypbl. MNpobnematvka oTpacnu
aHepreTukun Tpebyet uHTerpaumm CMK, CYOC n CYOT, aganTaumu NpuUHLMNOB ANsi KOHKPETHbIX ounuanos, a
npumeHeHne ctaHgaptoB ISO cepum 9000 — geTtanbHOro npeaBaputenibHoro paccmotpeHus. CMK dunnanos
SIBNSETCS HEOTHLEMSIEMOWN 4YacTb) OCHOBHOW AEATENbHOCTU MpeanpusaTus, BbINOMHSAOLWEN (PYHKUMU KOHTPONS
Kadoro atana >XM3HEHHOrO LUKNa opraHus3auMmM W OCYLLECTBMAA COBEPLUEHCTBOBAaHWE MOAXOAOB K
YHKLMOHUPOBAHNIO CTPYKTYPHBIX NoApa3feneHuii.

Cnncok Ucnornb30BaHHbIX UCTOYHMKOB:

1. MuHCK3HEPro [QNEKTPOHHLIN pecypc]. — ANeKTpoHHbIE AaHHble. — Pexum goctyna : http://www.minskenergo.by/.

2. CTb ISO 9001-2015 «Cuctembl MeHemKMeHTa kavecTBa. TpeboBaHus».
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PA3PABOTKA JIOKAINbHbIX AOKYMEHTOB CMK HA
NMPEANPUATUN SHEPTETUYECKOU OTPACIIN

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

bopbawosa E.N., CanoxHukosa B.A.
Benowuykut A.ll. — K.m.H.,0oueHm

TpebosaHusi, npeabsensieMble K CMK, pernameHTupoBaHbl ctaHgaptamu ISO cepum 9000. YuutbiBas, yto atm THIA
ABMSOTCS 0606LEHHBIMM U HE AeTanu3upyroT TpeboBaHUs NS KOHKPETHOM OTpacny, SBMsIsiCb PYKOBOACTBOM MO pa3paboTke
COBCTBEHHbIX KPUTEPUEB, BO3HUKAET HEOBXOAMMOCTb CO34aHNsl BHYTPEHHMX CTaHAAPTOB U APYrMX NoKanbHbIX 4okyMmeHToB CMK
KOHKPETHON opraHusaumn. B paHHOW cTaTbe paccmaTpuBatloTCsi OCOGEHHOCTM (DYHKLIMOHWMPOBaHUSI CUCTEMbI MEHEMKMEHTA
Ka4yecTBa B paMKax 3HEpPreTMYecKor OTpacnu, a UMEHHO NokKarbHble JOKYMEHTbI, KOTOpble 06si3aTenbHO pa3pabaTtbiBaroTcs Ha
3HEPreTNYecKoM NpeanpuUsTUm.

YunTblBasg CrOXHYIO OPraHn3auMOoOHHYIO CTPYKTYpy robon 3SHepreTMYeckon opraHu3auun, criegyet
pasgenuTb ctangapTtbl npeanpusatui, roe CMK, CYOC n CYOT wuHTerpupoBaHbl, n rae CMK, CYOC u CYOT
npeacTaBnsaloT coboM CaMOCTOATENbHbIE CUCTEMBI, B3aMMOAENCTBYIOLWME MeXAy coboi NOCPEACTBOM KOHTPOMS,
a TaKkKe No BONpocam NepekpecTHON AesTenbHOCTY.

B cunnane «MuHckue kabenbHble cetu» PYT1 «MuHckaHepro» (ganee — MKC), Ha npumepe KOTOporo
npeAcTasneHa cneunduka paspaboTku nokanbHelX gokymeHtoB, CMK n CYOC sBRsTCA MHTErpMpoBaHHbIMU
cucTeMamu, BHegpeHHbIMK Ha npeanpuatim B 2009 roay, a CYOT — caMocToATENbHON CUCTEMOW, BHEAPEHHOW B
PYT «MuHckanepro» B 2007 roay.

1.1 C uenblo ycTaHOBNEHUS eauHoobpasus BCEX BHYTPEHHUX OOKYMEHTOB Heobxogumo paspabotaTb
CTaHAapTbl NO yNpaBneHnio AOKYMEHTaUMen. YunTbiBasi, YTO AeATEeNbHOCTb SHEPreTMYEeCcKMX opraHm3aumnin Bcerga
NMeeT OTHOLEeHNe K PYHKLUMOHMPOBAHWMIO He TONbKO OpraHusaumi oTpacnu, HeobxoauMo npegycMoTpeTb ABa
noKarnbHbIX ~ AOKYMEHTa: ynpaBfeHve [OKyMeHTauuenl BHYTPEHHEro MPOUCXOXKAEHWA W yrnpasfeHue
AOKYMEHTauMen BHELLHEro NPOMCXOXAEHNS.

CraHpgapT npeanpuatvusa «YnpaeneHve OOKYMeHTauumen BHYTPEHHEro MPOWCXOXOEHUSI» yCTaHaBnvBaeT
eQVHbI MOPSAAOK YynpaBfeHWs AOoKyMeHTauueihn BHyTpeHHero npowucxoxgernuss MKC. TpebosaHus cTaHgapTa
NPUMEHSAIT npu pa3paboTke, MPOBeEpKe, COrnacoBaHWW, YTBEPXOEHWW, BBEAEHUN B AENCTBME, BHECEHMU
N3MEHeHWI, NepecMoTpe, y4YeTe, XpaHeHWUU, pacchinke, OTMEHe, U3BbATUM, apXvBUPOBaHWUKU, MAEHTUMKaALMN ©
YHUYTOXEHUN AOKYMEHTOB CUCTEM MEHEXKMEHTa KayecTBa.

CraHpgapT npegnpuaTva «YnpaeneHne [OKYMEHTauuen BHELLHEro MpOMCXOXAEHUA» yCcTaHaBnuBaeT
€AVHbI MOPSAOK MO YNpaBneHulo AOKYMEHTauMen BHELIHEro MNPOUCXOXAEHWS, MOPSAOK uAeHTUdMKaumu,
nonyyeHns JocTyna K AeWCTBYIOLMM 3akoHoAaTemnbHbIM 1 ApyruM TpeboBaHusm, obecrneyeHns TEXHUYECKUMM
HOPMaTMBHBLIMW MPaBOBbLIMU aKTaMu, UX y4eTa, XpaHeHus, Bbigayun, akTyanusaumum n apxmemnposaHus. TpeboBaHns
CTaHZapTa NPUMEHSIIOT MPY YyNpaBneHUn BHELUHUMN HOPMATUBHBLIMM MPaBOBbLIMU U TEXHUYECKMMU HOPMATUBHBIMU
npaBoBbIMK akTaMu. CTaHOapT NpuMeHsIoT npy dopmmpoBaHum peectpoB HIMA n THMA, nepeyHeint HMA n THMA
CTPYKTYpHbIX noapasgenexuni, obwero dpoHga THIMNA MKC n doHgos THIA cTpyKTypHbIX nogpasgeneHui, a
TaKke B Cryyasx BO3HWKHOBEHMS HEOOXOAMMOCTM NEePEnnUCKN CO CTOPOHHUMMW OpraHM3auusiMu, He BXOAAWMMU B
CTPYKTYPY SHEPreTU4eckon oTpacnw.

1.2 OcHoBHon pesatenbHocTblo MKC dABngeTcs nepepjada v pacnpegeneHne 3nekTPUYECKOW 3Hepruw.
[JaHHbIn npouecc AomkeH bbiTb NponucaH B CTaHAapTe opraHM3aumm.

CraHpgapt npegnpusitus «lepegaya v pacnpenenieHne 3neKTPUYECKOW SHeprmy» ycTaHaBnuBaeT
TpeboBaHWA K MOpsAKy nepegayvm n pacnpepeneHvs anektpudeckon aHeprmm MKC. Tpebosanusa ctangapTa
pacnpocTpaHslTCa Ha onucaHue npolecca, BKYas Lenu, pecypcbl, BXOAHbIE U BbIXOAHbIE AaHHbIe, @ Takke
MOHUTOPWMHI W OLEHKY pe3ynbTaTMBHOCTM npouecca. CrtaHgapT npegHasHadeH Ansi NPUMMEHEHVS BbICLUIMM
pyKOBOACTBOM,  Brnagenbuamu  NpoLEecCOoB, pykoBogutenamm 1 paboTHMkamu  noapasfeneHun,
OCYLLECTBMSAOLMMMN SKCNNyaTaumio, 06CnyXvBaHne n peMOHT 3MEKTPUYECKMX CETEN.

B cnyuyae, ecnu 3HepreTuyeckas opraHusaumMs He OTHOCUMTCS K OSMEeKTPUYECKM CeTaMm, CTaHgapT
onucbiBaeT OCHOBHOWN BUA AeATENbHOCTY No6Ooro Nnpeanpusitus.

1.3 C uenblo OCYLIECTBNEHNS KOHTPONSs, NOAAepKaHWUs (OYHKUMOHMPOBaHUs, a Takke obcnyxvBaHus
anekTpuyecknx ceten MKC npumensieT obopynoBaHue, NpOW3BOACTBEHHbIE 3[4AHUS UM COOPYXKEHWS, a Takke
Apyrve pecypcbl, Heobxogumble ans GecnepeGonMHOro anekTpocHabxeHns noTpebutenen ropoga MwumHcka. B
TaKkoM cryyae Heob6XOAuM rnoKarnbHbIN AOKYMEHT, OMMCLIBAIOLLMIA NOPAAOK YNpaBneHns NHppacTpyKTypon.

CraHpgapT npeanpuaTvs  «YnpaeneHve WHPacTpyKTypony YycTaHaBnuBaeT MOpSAOK onpeneneHus,
obecrneveHns u nopaepxaHua B paboyeM COCTOSIHUM MHPacTPyKTypbl, HEOOXOAUMON ANns AOOCTXEHWS
COOTBETCTBUSA YCTAHOBMNEHHOTO kadectBa pabotr MKC. TpeboBaHusi cTaHgapTa NPUMEHSIOT K yMNpaBrieHuto
TakMMK pecypcamu, Kak Mpou3BOACTBEHHbIE 34aHWS U COOpYxXeHusi, pabovee MpocTpaHCTBO, obGopydoBaHue u
CpeAcTBa Tpyda, BCroOMoOraTenbHble CryXObl, MHOOPMAaLMOHHbIE W KOMMYHUKALMOHHbIE TEXHONOMMK, a Takke
TpaHCNopTHble CPeACTBa.

1.4 C yyeTom pocTta HaceneHus ropoga MwuHCKa, akTMBHOMo CTPOUTENbCTBA 3[4aHUA U COOPYXEHWUW,
BO3HMKAET HeobOXOAMMOCTb pacCLUMPEHNs SMEKTPUYEeCKOM ceTn, YTo TpebyeT pa3paboTkm MNpPOEKTHOW
OOKyMEHTaUuM Ha nepedady W pacnpegeneHve anektpuyeckon aHeprmv. C 3TOM uenbio  Heobxooumo
paspaboTaTb cTtaHgapT npeanpuaTua «Pa3paboTka NMpoekTHOW AOKyMeHTauuu Ha nepefadvy u pacnpegeneHuve
ANEeKTPUYECKOW ISHEpPrumn», KOTOPbIN yCTaHaBnuBaeT TpeboBaHus k paspaboTke M COrmacoBaHWIO MPOEKTHOWN
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OOKYMEHTaLUUM B COOTBETCTBUM C JULEH3MEN Ha npoekTHble pabotbl MKC. TpebGoBaHusi cTaHgapTa
pacnpoCcTpaHslOTC Ha nopsaok pa3paboTkM NPOEKTHOW [OOKyMEHTauuW, BKMYasi MOAroTOBKY W Bbiaadvy
TEXHWYECKMX YCMNOBWMA Ha MPOEKTUpOBaHWE, a Tawkke pas3paboTky M Bblgavyy TEeXHUYECKMX YCMOBUA Ha
anekTpocHabxeHve.

1.5 YuntbiBas cneuunduky gesatenbHOCTU Anst ounmarnoB aNeKTpuYeckux ceTen obsisateneH K paspaboTke
ctaHoapT «OueHKka y[OOBMEeTBOPEHHOCTM MoTpebuTenew», KOTOpbIA yCTaHaBMnMBaeT MOPSAOK OpraHusaumMn u
MeTOAMKY MPOBEAEHNS OLEHKM YOOBNETBOPEHHOCTU NoTpebuTenen. TpeboBaHWa cTaHaapTa pacnpoCTpaHsaTCA
Ha MOHUTOPWHI MHAOPMaLMN O BOCTIPUATAM BHELLHUX U BHYTPEHHUX NOTpebutenen BbINONHEHUS nNpeanpuaTuemM
nx TpeboBaHWn, METOABI NOMYYEHNS 1 UCMONBL30BaHUS 3TON MHpopMaLUK.

1.6 C uenbio oCyLLeCTBNEHUS BHYTPEHHEro ayanTa, nopsaka ero NnpoBefeHus, yctaHoBneHns TpebosaHni
N KpuTepueB OLUEeHKn Heobxoauma pa3paboTka cooTBeTCTByloWero craHgapta. CraHgapT npeanpusatus
«BHyTpeHHU ayouT» ycTaHaBnuBaeT TpeboBaHMSA K NPOBEOEHUIO BHYTPEHHMX ayauTOB U K ayauTopam CUCTEM
meHegkmeHTa kavectBa MKC. TpeboBaHus cTaHgapta pacrnpoCTpaHsSTCA Ha NiaHMpoBaHWe, MOATrOTOBKY,
OopraHuM3aumio M npoBedeHWe BHYTPEHHUX ayauToB, OOKYMEHTanbHOe OdOpMIeHWe WM aHanmu3 pesynbTaToB
ayaouToB, a TakkKe NpoBeAeHNe KOPPEKTUPYHOLWNX AENCTBUA 1 NOArOTOBKY AaHHbIX PYKOBOACTBY ANst aHanmsa no
pesynbTatam BHYTPEHHEro ayamra.

1.7 C uenbio ycTaHOBMNEeHNs nopsiaka AeNCTBUIN NO YCTPaHEHUIO HECOOTBETCTBYIOLLIEN NpoAyKLUmK (ycnyri),
nmbo no pesynbTaTaM YCTAHOBMEHWS HECOOTBETCTBUS B MpoLecce NpoBeOEeHUss KOHTPons Heobxoaumo
paspabotatb cTaHOapThl «YMpaBneHue HecoOTBETCTBYIOLWEN nNpoaykumen (ycnyrom)», «HecooTBeTcTBUSA,
KOPPEKTUPYIOLLIME LEeNCTBUSAY.

CrtaHgapT «YnpaBneHue HeCOOTBETCTBYIOLLEN MpoAyKumen (ycrnyron)» ycTaHaBnuBaeT TpeboBaHusA K
yrnpaBneHNo HECOOTBETCTBYHOLLENW YCIYrov No nepegade u pacnpenerneHunio aNeKTpudeckon aHeprum, paspaboTtke
MPOEKTHOW [OKYMEHTauuMu Mo nepefadve W pacnpefeneHunto anektpudeckon aHeprum B MKC. TpeboBaHus
cTaHOapTa pacnpoCTpaHSATCA Ha BbISIBIIEHWE HECOOTBETCTBUI B MPOLIECCE OKa3aHWs ycnyru, naeHTudukauumio,
perncTpaumio AaHHbIX O HECOOTBETCTBMAX, YBEAOMIIEHUE O BbISIBIEHHLIX HECOOTBETCTBUAX, OLEHKY W aHanu3
HECOOTBETCTBMI, @ TakKe YCTpaHeHMe HEeCOOTBETCTBMI, MOBTOPHYK Bepudukauuto, oboblieHne pesynbTaTtos
aHanmsa HeCOOTBETCTBMW, pa3paboTKy KOPPEKTUPYHLMX OEWCTBUA U MOArOTOBKY OTBETA Ha 3aMedyaHus o
HEeCOOTBETCTBUSX.

CraHgapt «HecooTBeTCTBMSl, KOPPEKTUpylolME [OENCTBUSI» YCTaHaBMnvMBaeT MoOpsAoK onpeaeneHvs
haKTMYEeCKOro M MoTeHUManbHOro HecOOTBETCTBMI, pa3paboTKM U BbIMOSIHEHWS KOPPEKTUPYHOLNX OEWACTBUA B
MKC. TpeboBaHusi cTaHoapTa MPUMEHSIIOT MNpWM  YCTAHOBIEHUW W aHanu3e HeCOOTBETCTBUM CUCTEMbI
MeHe[KMeHTa KayecTBa, 3aKkoHoAaTenbHbIM W ApyrMM TpeboBaHusiM B 0o6nactM kayecTBa, a Takke npu
YCTaHOBMEHWUM MPUYNH HECOOTBETCTBUI, pa3paboTke KOPPEKTUPYIOWNX AENCTBUIN, aHanu3e pesynbTaTUBHOCTU U
3(PPeKTMBHOCTU NPEANPUHATLIX AENCTBUN.

2. Monoxenna CMK

2.1 Ynpasnstowmn coseT (ganee — YC) sBNseTCsA BbICLUMM KOMneryanbHbIM 1 coBeLlaTernbHbIM OpraHom B
CMK n cospaetcs Onsi pacCMOTPEHUSI U pELUEHNsT BOMPOCOB, BO3HMKAWOLWMX Mpu paspaboTke, BHeAPEHWMU,
dyHKUMoHMpoBaHun 1 ynyduweHnn CMK B cootBeTcTBUM ¢ TpeboaHuamn CTB ISO 9001. YC obecneunBaet
adbheKkTMBHOE B3anMOOENCTBUE NoapasaeneHuin n cnyx6 npeanpusatna npu pa3pabotke u pyHKLMOHMPOBaAHNM
CMK.

C uenblo yctaHoBneHus nopsagka pabotsl YC Heobxogmmo paspabotath NonoxeHne o6 Ynpaensiowen
coBeTe, KOTOpOe yCTaHaBnvBaeT oOLiMe MONOXEHWUs, OCHOBHbIE 3aA4ayn U (PyHKUUKM, COCTaB, OpraHusaumio 1
nopsigok pabotel YC MKC, 0653aHHOCTU, MOSTHOMOYNSI U OTBETCTBEHHOCTb €0 YIIEHOB.

2.2 C uenbl peanu3auuMnm npOLECCHOrO noaxoda B SHEPreTU4eckor opraHu3aumm Heobxoavma
paspabotka [lonoxeHuns o BRagenbLe npouecca, KOTOpoe YycTaHaBnuBaeT 0683aHHOCTM, MOSIHOMOYMS W
OTBETCTBEHHOCTb Brnajensla (pykoBoauTens) npouecca cucteMbl MeHegkMmeHTa kadectsa MKC, otsevatoLero
3a NepcnekTMBHOE MMaHMpOBaHUE W ynpasneHve npoueccoM, Aencteytowero B pamkax CMK. TMonoxeHue
pacnpocTpaHsieTcs Ha opraHu3auuio paboT no pa3paboTke, BHeAPEHWIO, NoaaepXaHuio B paboyemM COCTosiHUM 1
COBEpLUEHCTBOBAHUIO NpoLeccoB, Heobxoanmeix ansa CMK MKC.

2.3 C uenbio nopaepxaHusa dyHkumoHupoBaHus CMK, a Takke WHGOPMUPOBaHUSA O pesyrnbTatax
peatenbHoctTn CMK nepcoHana opraHusaumm, Heobxogumo paspaboTate [lonoxenne o npoBegeHun [HA
kayecTBa. MonoxeHne ycTaHaBnMBaeT OCHOBHbIE Lienu, 3agayun, nopsaok nposefeHnst «Hsa kavectea» B MKC un
opraHusaumio, nopsgok paboTbl NOCTOSHHO AewcTBytolen komuccum MKC anst nposegeHust «[Hs kadecTBay.
MonoxeHve onpegenseT cpoku W nopsgok obmeHa wHgopmaumen no MoBbILEHWIO KadyecTBa pabor,
BbIMOSHAEMbIX Ha 060pyooBaHUMM M B 3MEKTPUYECKUX CETSAX, obecneymBalolumMx HaaexHyl u H6ecnepeboliHyio
nepegavy anekTpu4eckon 3Heprum noTpebuTensam, BHEOPEHWIo, nopdepXaHulo B pabovem COCTOSHUM U
coseplueHcTBoBaHuio CMK npeanpusatus.

B saknioyeHue criegyeT OTMETUTb, YTO paspaboTka NokanbHbIX OOKYMeHTOB B obnactn CMK tpebyet
aetanu3aummn TpeboBaHWN, NPegbsBNSEMbIX K CUCTEMAM MEHeIXXMeHTa B Lenom, agantaumm tpebdosaHun 1ISO
9000 K KOHKPETHOW AeATENbHOCTM, a TaKKe YCTAHOBIIEHUIO LIENeN opraHM3aumm.

He cMoOTpA Ha pasHOMMaHOBOCTb OpraHu3auuin 3HEPreTUYEcKoW OTpacnu, nepeyeHb FoKanbHbIX
[JOKYMEHTOB, YCTaHOBIEHHbLIX B HacTOsILLEM AoKnage, obs3ateneH k paspabotke npu BHeapeHun CMK nioGoro
aHepreTMyeckoro npeanpusitns. KoHKpeTHoe copepxaHve CTaHAapTOB W MOMOXEHWUA 3aBUCUMT OT chneumdumkm
OeATenbHOCTU.

CnMcoK UCNonb30BaHHbIX UCTOYHMKOB:

1. MuHckaHepro [OneKTPOoHHbIN pecypc]. — QNEKTPOHHbIE AaHHbIE. — Pexxnm goctyna : http://www.minskenergo.by/.

2. CTB ISO 9001-2015 «CucTeMbl MEHEAXMEHTA KavecTBa. TpeboBaHus».
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YNPABJIEHUE 3HAHUAMM B ISO 9001-2015

BGenopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuKku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

CanoxHukosa B.A., bopbawosa E.V
Benowuykut A.ll. — K.m.H.,0oueHm

B paHHOW cTaTbe paccmaTtpuBatoTca TpeboBaHus, npegbsBnsemble k CMK, B obnactu ynpaBneHus 3HaHusMU npu
BHeOpeHWe HoBOW Bepcum cTaHgapta ISO  9001-2015.. PaccmatpuBatoTcs OCOOEHHOCTM TepMmuHa  “3HaHue”, ero
knaccudmkauus. [laetcs onpegeneHne NOHATUSAM AaHHble, MHOPMaLKMS, 3HaHWUS, yNpaBneHne 3HaHUsMM.

OcHoBHbIM f06aBNEeHHbIM MYHKTOM ABNSETCS HOBOM Bepcum ctaHaapTa ISO 9001-2015 asnsaeTcs:

7.1.6 3HaHuWA opraHu3auum

OpraHusaumsa fomkHa onpefenuTb 3HaHus, Heobxoaumble ANA YHKUMOHMPOBAHNS ee NpoLeccoB 1 And
OOCTUXEHWUs1 COOTBETCTBUS NPOAYKLUMN U YCITYT.

3HaHWS JOMKHBI NOAAEPXKUBATLCS U BbITb JOCTYMNHLIMY B HEO6XOAMMOM 06bEME.

[Mpn paccMOTpeHUn U3MEHSIIOWNXCA HYXA W TeHOEHUMA opraHuM3aums [OSbkHa OueHMBaTb TeKyLuuin
YPOBEHb 3HaHWIN 1 ONpeaensTb, Kakum ob6pa3oM Nonyy4nTb UM obecneunTb JOCTYN K AOMOMHUTENBHBIM 3HAHUAM
N nx HeobxoaMMbIM OGHOBMNEHMSAM.

Mpumeyvanus

1 BHaHusa opraHm3aumn - 3TO 3HaHWA, cneundnyHble Ans opraHu3aumn; 3HaHUs, Nofy4YeHHbIe B OCHOBHOM
13 onbiTa. 3HaHWS - 3TO MHOPMALIMA, KOTOPas UCNOMb3yeTCst U KOTOPOW OOMEHUBAIOTCA ANSA AOCTMKEHUSA Lienewn
opraHu3aumm.

2 OCHOBOW 3HaHWUI opraHM3aunm MoryT ObITb:

a) BHYTPEHHME UCTOYHMKM (HanpyuMep, UHTENMNeKTyanbHas COGCTBEHHOCTb; 3HAHWS, NOMYYEHHbIE U3 OMbITA;
BbIBOAbI, W3BMEYEHHbIE W3 HEyOauyHblIX WM YCMELHbIX MPOEKTOB; COOp M OOMEH HeaOoKYMEHTMPOBAaHHbLIMU
3HaHUSIMU 1 OMbITOM; Pe3ynbTaThl YyYLIEeHNA NPoLEeCCoB, NPOAYKLUMA U YCAYT);

b) BHeLLHWE UCTOYHUKM (HanpuMep, CTaHAapTbl, HAy4YHOE COOOLLECTBO, KOH(bEepEHLMN, CEMUHaPbI, 3HAaHWS,
nony4yeHHble OT NOTpebuTenemn n NOCTaBLLMKOB).

OTAenbHO CTOUT OTMETUTb, YTO TpeboBaHNA K ynpaBneHuio MHopMaLmMen onucaHbl B MyHKTE:

7.5. OTO cBMOETENbLCTBYET O TOM, YTO B CTaHAapTe MMEKTCHA YeTKMe pasnuuus Mexay yrnpasreHuem
3HaHUSIMU 1 ynpaeneHvem nHdopmMauven [1].

MHorve cneunanuctel B obractm MeHedXMeHTa CUMTAlOT, YTO BKMOYEHWS JTOr0 MyHKTa ABNSeTCH
CMYCKOBOW KHOMKOW ANS MOTUBMPOBAHNSA OpraHM3aLmin 3aHATLCH yNpaBneHnem 3HaHuin. XoTa HOBas BEPCUsi 3TOro
CTaHAapTa He COAepXMT B cebe KOHKPETHbIX U CTPOrMX NMyHKTOB MO BHEAPEHUIO Ha NPeanpuaTUaX UHCTPYMEHTOB
ynpaBneHns 3HaHuaMn. B MMPOBOI NpakTvke AaBHO CyLLECTBYET NOHATME «YNpaBneHue 3HaHnsmu» n «Cuctema
ynpaBneHns 3HaHnamMn» 1 HapaboTtaHa JOBOMLHO obwvpHasa 6a3a MeToaoB, MHCTPYMEHTOB U TEXHOMOMMIA B 3TON
obnacTtu.

[na pasbsCHEHWA Takoro TepMMHa KaK «yrnpaBfieHWe 3HaHWAMU», HeobXxoaumo AdaTb onpeaeneHvs
CaMOMy MOHSATUIO «3HAHWSA» N MPOAEMOHCTPMPOBATL €70 CBA3b M OTIINYMS OT TakuxX MOHATUIA KaK «MHdOopMaLmsa»,
«OaHHbIeY.

[aHHble — 370 Habop 06bekTMBHLIX (hakToB 06 obbekTax, cobbITMAX, ABMEHMSX, npoueccax, 3To BCe TO,
YTO PErncTpUpyeTCs, ONMUCBLIBAETCA M BOCMPUHMMAETCS YenoBeKOM. [laHHble MOryT ObiTb LUMGPOBBIMU (GPaKThl,
pesynbTaTtbl U3MEpEeHUIn), rpacdpmdeckummn, ayamo, Bugeo 1 T.n. OHWM MOryT onmncbiBaTbCA Ha PasfUYHbIX A3blKax
(cMmBoOmnbHOM, MaTemaTu4eckom, rpadunyeckom u T.n.). KayecTBeHHbIMM Mepamu AOns OaHHbIX SBMSHOTCS
CBOEBPEMEHHOCTb, COOTBETCTBUE U TOYHOCT.

WNHdopmauumsa - 3To AaHHble B onpeAeneHHOM KOHTekcTe (Heobxodumble Mofb3oBaTento, nonesHole Ans
peweHns). NHdopmaumsa 3TO COBOKYMHOCTb Aa@HHbIX U MeTadaHHbIX, CogepXaliux WX onucaHue (AaHHble O
OaHHbIX).

Wcnonb3ya npedbigylume onpeferneHnus MOXHO MperTV K TakoMy OnpefdeneHvto TEpMMHA 3HaHWA Kak
COBOKYMHOCTb MH(OPMaUMN 1 MeTauHdopmaumu, T.e. MHPoOpMaLUnmn B KOHTEKCT. KOHEYHO onpeaeneHuin Takomy
MOHATUIO KaK 3HAaHWE CyLLECTBYIOT MHOXECTBO, HauyuMHasi C rHOCEONOrMyeckMx ncenegosanHuin fpesHen Mpeumn.
OpHako npegnarat pacCMOTPETb TaKOW BapuaHT:

«3HaHWe — 3TO CroXHasi CeTb MOHATWA U MHOrOOOpa3HbIX OTHOLIEHWA (OLEHKM, MHEHWS, MPUYMHHO-
CreAcTBeHHble U NPOCTPaHCTBEHHO-BPEMEHHbIE CBSA3W M 3aBUCMMOCTWU) MeXZAy HWMM, KOTopasi CO3HaTenbHO
(nornyeckn) unu GeccosHaTenbHO WCMONb3YeTCs HEWPOHHOM CeTbio TFOMOBHOrO MO3ra Mpu HeobxoaMmocTu
BbIPAbOTKM HOBbIX CYXXAEHWUI UIN NPUHATUS pa3HOOBpasHbIX peLueHuiiy [2].

B nutepaTtype 3HaHuWs, Kak NpaBwrio, NOAPas3JensitoTcs Ha SBHble U HesiBHble (KOTOpble HaxoasiTcs B
rornoBax coTpyaHukoB). OfHako aTa Kraccndukaums KaxeTCs CIILLKOM YNPOLLEHHON 1 Aaxe BBOAUT B HEKOTOPOe
3abnyxpaeHne. CywectByeT 6onee npogyMaHHas U agekBaTHas Kraccudukaumst 3HaHWUIA: SIBHbIE, NOTEHLMANbHO
SIBHbIE N HEABHbBIE 3HAHUS.

SABHbIE: MHOPMaLWSA UMW 3HaHWS, 3aPMKCMPOBaHHbIE HA MaTepuanbHbIX HOCUTENSIX.

MoTeHumanbHO SBHbIE: UHPOPMALMST UM 3HAHMS, KOTOpble elle He 3aduKCMpOBaHbI B MaTepuanbHOM
dopme, Ho MoryT 6bITb Npeobpa3oBaHbl B SIBHbIE.

HesiBHble: nHopMaLumsa Unm 3HaHUs, KOTopble CIOXHO 3adMKCMpoBaTb Ha MatepuarnbHbIX HOCUTENSX.
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HesiBHble 3HaHWA CyLLECTBYIOT B YMax CMeunanucToB, pa3smBasiCb BO BPEMEHM, YepPEe3 OMbIT, NOYEPMHYThINA
13 npodpeccuoHanbHOM AesATENbHOCTU, KHUM, HAaCTaBHUYECTBA, a Takke 00y4eHus. HesBHble 3HaHUSI 3aBUCAT OT
XWU3HEHHbIX PECYpPCOB NNYHOCTU, OT ee Brodnsnyecknx CBOMCTB U NCUXONOrMYecKoro noteHumana [3].

SBHbIE 3HAHWUS XPaHATCS Ha peanbHbIX (MU3NYECKUX HOCUTENsX (B KHUrax, OyMadkHbIX [OOKyMeHTaXx,
pUCYHKax, cxemax, ounbmax, ayauo v BUAEO 3anucsax, MarHUTHbIX U 3MEKTPOHHbIX harnax n 6asax AaHHbIX U
T.N.). TO eCTb K ABHbIM 3HAHUSIM OTHOCSITCH MHOIOYMCIIEHHBIE KOMMOHEHTBI MHOPMAaLMOHHBIX CUCTEM KOMMaHuK,
Takue, Kak:

* AaHHble (hannbl ¢ gaHHbIMK, 6a3bl AaHHbIX, 6a3bl MHCTPYKUMI 1 NpaBUN pernamMeHTHOro Xxapakrepa);

* OOKYMeHTbl (hannbl ¢ TekcTamu B pasHbiX opmaTax); * nporpaMmMmbl (pacHeTHble, aHanuMTuyeckue,
ynpaBneHns AaHHbIMW, rpaduyeckme, aKCnepTHbIe), peanuaytoLmne pasHoobpasHble anroputMbl peLleHns 3apay;

* agpeca pecypcoB U CCbINKN, UKCUPYIOLLIME MECTOHaXOXAEeHNEe PasnuyHbIX MHHPOPMALIMOHHBIX PECYPCOB
B apxmBax KOMNaHum u B ceTsix MIHTepHeT.

YnpaBneHve 3HaHNsIMU B OpraH1M3aumm — 3T0 CUCTEMATUYECKUIA MPOLIECC MAEHTUDUKALMKN, NCMONb30BaHNUS
N nepefavnm MHGOpPMaUMKM, 3HaHWIA, KOTOpble NIOAM MOMyT CO34aBaTb, COBEPLUEHCTBOBATb M NMPUMEHATb. JTO
npouecc, B Xo4e KOTOPOro opraHu3auusi reHepupyeT 3HaHusl, HakannuMBaeT UX WU MCnonb3yeT B WMHTepecax
MOSy4YeHNs1 KOHKYPEHTHbLIX MPENMYLLIECTB.

YnpaBneHve 3HaHUsSMM — 3TO KOMOWHaAUMA OTAENbHbIX acNeKToB YNpaBreHuUs NepcoHanom,
WHHOBALIMOHHOIMO M KOMMYHMKALUMOHHOMO MEHEeXKMEHTa, a TakKe WCMONb30BaHWsi HOBbIX MHM(OPMAaLMOHHbLIX
TEXHOIOMMI B yNpaBfieHN opraHn3aunsamun.

YnpaBreHue 3HaHnAMN BKItoYaeT B cebs cnenytoLme KOMNOHEHTbI:

* CTUMYNMPOBaHWE NPUPOCTa 3HAHWUIA;

* 0TOOp W aKkKyMynMpoBaHWE 3HAYUMbIX CBEAEHMI M3 BHELUHUX MO OTHOLLEHMWIO K JaHHOW opraHv3auuu
WNCTOYHWMKOB;

* COXpaHeHue, Knaccmgukaumo, TpaHcopMaumio, obecneyeHme AOCTYMHOCTU 3HAHUIA;

* pacnpocTpaHeHne 1 0OMeH 3HaHUI, B TOM YKCIe B paMKax opraHv3aumy;

* CMONb30BaHWE 3HaHWIN B AENOBbIX MpoLeccax, B TOM YMCIEe NPU NPUHATAN PELLEHNI;

* BOMJOLLEHME 3HAHWUI B MPOAYKTaX, ycryrax, AJOKyMeHTax, 6a3ax AaHHbIX U NporpaMMHOM obecneveHnu;

* OLIEHKY 3HaHWI, n3aMmepeHue 1 ncnonossosaHne HMA opraHusauuu;

* 3aWNTY 3HAHUN.

Llenv ynpaBneHuns aHaHUaMM:

* CO34aTb U 3aKPENUTb CBOM KOHKYPEHTHbIE MPEVMYLLIECTBA;

* MaKCMMarnbHO peanun3oBaTtb NpodeccnoHanbHble N MMYHOCTHBIE BO3MOXHOCTU COTPYAHUKOB([4].

YnpaBneHus 3HaHUSIMU MOXET CTaTb cnacaTernbHbIM KPYroM U OMOPHON TOYKOW ANs pasBUTUSA 1 NuaepcTea
B OTpacnv pasnuyHbIX opraHu3auuin. BHegpeHvne HOBOro MyHKTa v OAEMOHCTpauus OTNUYUS MOHATUI 3HAHWUA Y
WHdOpMaUMa B HOBOW BeEpCUWM CTaHAapTa HECOMHEHHO NoATankvBaeT opraHu3auum K MUCNofb30BaHWIO 3TOro
OTHOCUTENBHO MOJIOAOrO, HO NEePCNEKTUBHOIO MHCTPyMeHTa CMK.
Cnm1cok Mcnosb30BaHHbIX MCTOYHUKOB!
1.CTB ISO 9001-2015 «Cuctembl MeHegXMeHTa kadecTBa. TpeboBaHns».
2.Ty3osckuii A.®., Yupukos C.B., Amnonbckuin B.3. CucteMbl ynpaBneHus 3HaHusmu (Metoabl 1 TexHonorun) / Mo
o6w. pea. B.3. Amnonbckoro. — Tomck: N3a-8o HTJ1, 2005. — 260 ¢
3.Michael E. D. Koenig (2012) What is KM? [OneKTpoHHbI pecypc]. — OneKTpoHHble AaHHble. — Pexum goctyna :
http://imww.kmworld.com/Articles/Editorial/What-Is/What-is-KM-Knowledge-Management-Explained-122649.aspx
4.YnpaBneHve 3HaHuamu : y4ebHoe nocobue / J1.A. Tpocpumosa, B.B. Tpodumos. — CI16. : N3g-so CM6ryad, 2012. —
77
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METO[bl UCMNbITAHUA ANEKTPOMNPUEOPOB

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHGOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

Muxatinosckuti H.B., PagyHosu4 C.C.
KocmpukuH A.M. — k.m.H.,00ueHm

McnbiTaHne - OMbITHOE OnpefeneHne KONMMYECTBEHHbIX W (UMW) KayeCTBEHHbIX CBOWCTB MpeamMeTa
UCMbITAHWI KaK pe3ynbTaTa BO3OENCTBUI Ha HEro, Npu ero (oyHKLMOHNPOBAHWK, NP MOAENUPOBaHUM NpeaMeTa u
(vnn) Bo3aencTBUIA. McnbiTaHnst 06bIYHO NPOBOAAT C LiEMblo MONyYeHNs CBeAEHWI, HeOOXOAMMBIX AN NPUHATUS
peLLeHns 0 COOTBETCTBUW NPeAMETa UCMbITaHUIN 3a4aHHbIM TPeboBaHMSAM.

B cooteetctBUM c CormaweHvem no TexHudyeckum 6Gapbepam B ToprosBne BcemupHom Toprosown
opranuzaumn (Cornawenne no TBT BTO) npumeHeHne mexayHapoaHbIX CTaHAAPTOB ABMSAETCSH OAHUM U3 BaXHbIX
ycnoswui, obecneumnsatoLmx ycTpaHeHne TexHu4ecknx 6apbepos B TOProsre.

MpuMmeHeHne MexayHapoAHbIX CTAHOAPTOB OCYLLECTBNSETCA NyTeM WX MNPUHATUS B KadvecTBe
pernoHanbHbIX NN HaUMOHanNbHbIX CTaHAapTOB.

C uenbto obecneyeHnss B3aMMOMOHMMAHWUSA HaUMOHamNbHbLIX OPraHoB MO CTaHAapTM3auum B 4acTu
NpUMEHEeHUss MexayHapoAHoro ctaHgapTa MexayHapogHon anekTpoTexHuyeckon komuccun (IEC) nogrotoeneH
FOCT IEC 60335-1.

[aHHbI cTaHAapT OTHOCWUTCS K rpynne CTaH4apToB, permameHTupylowmx TpebosaHus GesonacHocTu
ObITOBbIX M aHanornyHbIX anekTpudeckux npubopos (FTOCT IEC 603351-2015) - o6wme TpeboBaHus
6e3onacHoOCTW, a Takke BTOPbIX YacTel, yCTaHaBNMBAOLLMX AOMOMHUTENbHbIE TPEOOBaHWSA K KOHKPETHBIM BUAAM
npubopos.

CraHgapT COAEPXKMT HOPMbI, MpaBuna 1 MeToAbl UCMbITaHUI, sBRsOLWMecs obLwmMMM Ansa BCeX ObITOBbIX U
aHanornyHbIX 3NeKTponpmbopos.

Mpw oTCyTCTBMM CTaHAapTa Ha KOHKPETHbLIM TUN Npubopa AonycKkaeTcs pacnpocTpaHATb AeNCTBUE AaHHOIO
CTaHgapTa (HacKomMbKO 3TO NPUEMIIEMO) Ha 3TOT KOHKPETHBbIV TUM.

[aHHbI cTaHaapT AeNCcTByeT OOHOBPEMEHHO C aHanornyHbiMu ctaHgaptamm FTOCT 27570.0-87 (IEC 335-
1:76), rocT 30345.0-95
(IEC 335-1:91) n TOCT MOK 60335-1-2008 (IEC 60335-1:2001) n coOTBETCTBYOLMMM WM CTaHOapTamu,
yCTaHaBMMBaoOLWMUMK AOMOMNHUTENbHBIE TPEBOBaHMSA K KOHKPETHBIM TUNam NpMbopos.

[aHHbIi cTangapT ycTaHaBnvMBaeT TpeboBaHWsi 6e30nacHOCTM K SnekTpudeckum npubopam GbITOBOro u
aHanorn4yHoro MPUMEHEHNs,, HOMWHaNbHOE HanpskeHne KOTOopbiX He npesbiwaeT 250 B ans opgHodasHbIX
npubopos 1 480 B ana apyrux npubopos.

[daHHbIn CcTaHAapT pacnpocTpaHseTcs Takke Ha npubopbl, He npefdHasHaveHHble AnA 06blYHOro
npyMeHeHuss B ObITy, HO KOTOpble, TEM He MeHee, MOryT ObiTb WCTOYHWKOM OMacHOCTW ANs noaewn, He
ABNSAOWNXCA cneupanucTammn, HO Nomnb3yloLmxcs npubopamMn B Mara3vHax, B NErkon NpOMBbILUIEHHOCTN U Ha
cdepmax.

HackonbKo 9To BO3MOXHO, AaHHbIN CTaHAapT YYUTbIBAET OCHOBHbIE BUAbI ONACHOCTEN MPW UCMONb30BaHNN
npubopoB, C KOTOpPbIMM MOAW CTanKMBalOTCA BHYTPM M BHEe Aoma. HacToswwmn ctaHgapT He yynTbiBaeT
OMNacHOCTM, BO3HMKAIOLLME:

- Mpy1 ncnonb3oBaHMM NpMbopoB NoAbMU (BKNOYAS OETEN), Y KOTOPbIX €CTb (DU3NYECKUE, HEPBHLIE MM
NCUXMYECKMe OTKIMOHEHUS WM HEedoCTaToK onbiTa WM 3HaHWK, NpenATcTBylolMe GesonacHom aJkchnyatauum
npubopa 6e3 Hag3opa unu obyveHus;

- NPU MCMOb30BaHUM NPUOOPOB AETbMU AN UMP.

CnegyeT yunTbiBaTh, 4TO ANA NpUbOpPOB, NpedHa3HauYeHHbIX AN NPUMEHeHNs B TPAHCMOPTHBIX CPeACTBaXx,
Ha GopTax kopabnem wnn camoneTtoB, MOryT ObiTb HeOOXOoAMMbI AOMNONHMTENbHbIE TpeboBaHWsA, a Tak xe BO
MHOIMX CTpaHax AOMNOrHuUTErNbHble TpeboBaHUSA ONpeaensaAlTCcs HauMoHanbHbIMW OpraHamMu 34paBOOXPaHEHUS,
HauMOHanbHbLIMY OpraHammu, OTBEYarLWUMK 3a OXpaHy Tpyaa, U Nogo6HbIMK opraHamu.

Mpnbopbl AOMKHBI BbITb CKOHCTPYMPOBAaHbLI TakuM 06pa3oM, YTOObI NpY HOpMarnbHOW 3KCnyaTauun OHM
pabotanu 6e30macHO M He NMPUYMHANW Bpeda Nuuam UM OKPYXawllew cpefe fgaxe B criyyae HebpexHoro
obpalleHns, BO3MOXHOIO Npy HOPMarbHORM 3KchnyaTauum.

B OCHOBHOM 3TOT MPVHLMM AOCTUraeTcs BbINOMHEHWEM COOTBETCTBYIOLLMX TpeboBaHuii, coaepallmnxcs B
HacTosiLLieM cTaHgapTe, a COOTBETCTBME NPOBEPSIOT NPOBEAEHNEM COOTBETCTBYIOLLMX UCTIBITAHWNA.

Cnmcok Mcnornb30BaHHbIX UCTOYHWKOB!

1. FTOCT IEC 60335-1-2015 «bBbiTOBble M aHamoruyHble anekTpuyeckve npubopbl. BesonacHocTb. Yacte 1. Obwme
TpeboBaHus».

2.0 CM 7.5.1-07-2015 «[lMpouecc ncnbiTaHwi npogykummn». Cuctema meHemxkmenTa benNCC.
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CpaBHUTENbHbIN aHaNU3 JOCTYNMHOCTU CUCTEMbI «YMHbIN AOM»
ana notpeoutens B Pecnybnuke benapycb u craHax EC

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

PaeyHosuu C.C., Muxatinosckuti H.B.
KocmpukuH A.M. — k.m.H.,0oueHm

ABTOMaTW3MPOBaHHbIE YCTPOWCTBA (CUCTEMbI) BCe Gornbllue BHeAPSOTCA B COBPEMEHHYIO XW3Hb Yenoseka. OgHon n3
TakvMX CUCTEM SIBMSIETCS cuctema «YMHbIN gom». [laHHasi cuctema obpena nonynsipHOCTb He TOMbKO B Hallew cTpaHe, HO U 3a
pybexom, npuvyem YCTPOMCTBA K CUCTEME KaXkKAbl YEMOBEK MOXET nogobpatb Mo CBOMM MOTPEBHOCTSIM U 3KOHOMMUYECKUM
BO3MOXHOCTAM. B faHHON cTaTbe MPOBOAUTCS CPaBHUTENbHBLIN aHanua Ans noTpebutens cuctembl «YMHbIA AOM» B Hallewn
cTpaHe n cTpaHax EBponerickoro cotosa.

YMHbIA AOM — 3TO cMcTemMa AOMallHeW aBTomaTtu3aumu, kotopast obecneumBaeT uHdoOpmaumen o6
N3MEHEHNN COCTOSIHUSA OTAENbHbIX OOBLEKTOB B MOMELLUEHWAX W BbIMOMHAET MOCTaBriEHHble 3ajayu B
aBTOMaTUYECKOM pexnme 6e3 yyacTusi YenoBeka.

Yenosek, npu BLIGOPE TON NN MHOW CUCTEMbI PYKOBOACTBYETCS CneayroLwmnMm Kputepusamu:

1 PyHKUMOHANLHOCTbL, NpeanonaraeT peanu3auunio 60nbLIOro Yucna MYHKUMA ANS MakcMManbHOro oxsaTa
noTpebHocTen nonb3oBaTens B obecnevyeHun komdopTa;

2 CTonmocCTb, npeanonaraeT OCTyNnHOCTb yCnyr u O60py,D,OBaHVIF| ANs NoTeHUManbHbIX Nonb3oBaTenem;

3 MacwtabupyemocTb,
TeppuTtopuu;

npeanonaraet BO3MOXHOCTb peleHnA No oxBaTy KaK MOXHO OonbLuen

4 JlerkoCTb yCTaHOBKW, MpeAronaraeT NerkocTb YCTaHOBKM annapaTtHOro WM nporpammHoro obecrneveHus
(MO), a Tarke nerkyto 3ameHy 1 gobaBneHne HoOBOro 06opyaoBaHus;
5 Y0o6cTBO Mcrnons3oBaHus, NpeanonaraeTt yaobcTeo M NpocTaTy B aKCnnyaTaumm;

6 3aluLeHHOCTb

nepegasaemMon

MHopmMaumn,

KOHMAEeHUManbHOCTb NepeaaBaeMon nHopmaLmuy;

7 HapexHocTb, NpegnonaraeT YCTONYMBOE PeLLEHNs K CUCTEMHbIM cbosim B paboTe, a Takke GesonacHyto
0obpaboTKky cuctemon (Hanpumep, OTKIMOYEHUE MNOBPEXAEHHbBIX OTAENbHbIX 3NIEMEHTOB).

CerogHsa Ha TeppuTopum Pecnybnvkn benapycb cyliecTByeT MHOXECTBO KOMNaHWI, npeanaratolime Ham
pasnuyHble TUMNbl cuctem «YMHbIM omy. Camon M3BECTHOW KOMMaHMen Nno npeaoCcTaBleHUo yCnyrm sSBnseTcs
komnaHusa PYTT «bentenekomy». NpoBeaem aHanua JOCTYNHOCTM CUCTEMbI «YMHbIA AOM» Ha 6a3e komnaHum PYTI
«bentenekom» B Pecnybnuke Benapyck u apyrux ctpaHax EC (tabnuua 1).

npeanonaraet ayTeHTUYHOCTb,

LUEeNOCTHOCTb WU

Tun
MepeyeHb AaTYNKOB, BXOAALUMNX B LieHa ansa
CtpaHa OnepaTtop | ucnonb3yemMbixX BusHec-mopgenb
2 cocTaB KOMMseKTa notpeburtens
YCTPONCTB
. aboHEeHTCKoe YCTPOMCTBO (KOHTpOe
Basosbiit [arymk Sa,EI,bIM)j'IeEHOCTVI ,cfawms P
KOMIMeKT ’ ExxemecsyHas 2.41 Euro .
Ben- obopynoBaHus ABIDKEHUA U AATHMK OTKPLITUS aboHeHTCKas
Pecnybnuka [BEPE/OKOH.
Ternekom = nnara, onnara 3a
Benapycs [1] BasoBhbIl komnnekT + Bugeokamepa, yCTaHOBKY (Mpi
KOMMNeKT CupeHa, yMHasi po3eTka, AaT4uK HEOBXOAMMOCTH) 5.81 Euro
obopynoBaHus TemnepaTtypbl ¥ BMaXHOCTU, AaT4UK
NPOTEYKM BOAbI.
nakeT YyCTPOMCTB | AaTUMK OTKPbITUS ABEPE/OKOH, 150 Euro,
Magenta BHYTPEHHSISi Kamepa 1 aganTepHas Onnata 4,95 Euro
5 N SmartHome. po3seTka CTonMocCTH EKEMECSIYHO
TPOWCTB.
Fepmatms [2] eutsche YyCTpONC
Telecom KOMANEKT [aTyuk TeMnepaTypbl U BNAXHOCTH, ExxemecsayHas Ot 30 Euro go
0GODYIOBAHMS [aTyMK NpOTEYKN BOAbI, BUAeokamepa, aboHeHTcKas 200 Euro 3a
pyA yMHas krnaBsmartypa nnara eouHnLY
BasoBhli KOHTpoORnnep u, Ha BbIGOp, AaT4uK
KOMMNEKT N3 2-x OBWXKEHWs, Kamepa, yMHasi po3eTka unu 2,2 Euro
obopyaoBaHum [aTyYvK NpOTEYKU BOAb!
Basosbii KOHTpOMnep, AaT4uK AbiMa, 4aTYnK BxemecauHan
Monbwa [3] |Orange KOMMIEeKT 13 3-x P P. ’ aboHeHTCKast 4,5 Euro
9 NPOTEYKM BOAbI
obopyaoBaHui nnara
Kamepa, AaTyuK ABWKEHUS], yMHas
OOMNONHUTENbHbIE
ATUNKM po3eTKa, AaTyuK OTKPbLITUA ABEepH, 22-30 Euro
A [artyvk gbimMa
YMHOe ocBeLLeHNE, KIUMaT-KOHTPOIb,
LleHTpan1M3oBaHHOEe ynpaBneHue, Onnarta
Smart- -
INatBusa [4] House nakeT yCTPOWCTB BuaeoHabnoaeHue. MaHenb CTOMMOCTM Ot 1500 Euro
ynpaBneHnsi ¢ MHOTOYUCIIEHHbIMM YCTPOWCTB.
BO3MOXHOCTSIMMU.
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EBponenckun n benopycckum pbIHOK CUCTEM «YMHBIM OOM» BCE €lle HaxoOuTCA Ha paHHen ctaguu
pa3suTusa. Ha koHel 2016 roga, Ha pbiHke 6bino 10,9 MnH cuctem «YMHbIA gom» B 28 cTpaHax EC. Okono 1.4
MIH TakuMx cucteM Obinn MHOrodyHKUMOHanNbHbIMK, Toraa kak 9.5 MnH - "ToveuyHble" pelueHnamu. CornacHo
NMpPOrHo3am BHEAPEHUsi CUCTEMbI «YMHBI OOM», NPOAOIDKAT POCTU CO CpeaHerofoBbiMM Temnamu B 57% B
6rnwxanumne NATb NET, YTO NO3BOMNSAET OXUAATb POCT Yncna "ymHbix gomos" fo 80.6 mnH k 2021 rogy [5].

Cnmcok Mcnonb30BaHHbIX UCTOYHVKOB!
1. «YMHbIF gom» B Pecnybnuke Benapycb [OneKTpoOHHbIA pecypc]. — ONEKTPOHHble AaHHbIE.

https://www.beltelecom.by/.

— Pexum poctyna :

2. «YMHbIN  gom» B [epmaHum [ONeKTpOHHbI pecypc]. — OMEeKTpOHHble pAaHHble. — Pexum poctyna
https://www.telekom.de/.

3. «YMHbIN  gom» B [lonblie [ONeKTpoHHbIM pecypc]. — OnekTpoHHble AaHHble. — Pexum gocTyna
https://www.orange.pl/.

4. «YMHBIN  goM» B JlaTBMM [ONEKTPOHHbLIN pecypc]. — OmneKkTpOoHHble p[aHHble. — Pexum pgoctyna
http://www.smarthouse.lv/.

5. PbHOK «YMHOro pgoma» [OnekTpoHHbIN pecypc]. — OMeKTpoHHble pAaHHble. — Pexum pgoctyna

http://www.mforum.ru/.
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NMPUEMO-NMEPEOAIOLWXA MOAYNb USMEPUTENIbHOU CUCTEMbI
OMPEOENEHUA KOOPOUHAT OB BbEKTOB

Benopycckuli 2ocydapcmeeHHbIli yHUgepcumem UHbopMamuku U paduo3rieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

Jlucos A.A., bynasko A.I".
lycuHckuti A.B. — K.m.H.,0oueHm

B HacTosilLiee Bpems B cuctemax pagvonokauuv Bcé Gornbluee NpuMeHeHWe HaxoadAT npuemo-nepenarolime Moaynm
CBY-guanasoHa. YBenuyeHnue paboyein 4acToTbl MOAYNS U Nepexof B MWINMMETPOBLIA AManasoH AfWMH BOMH MNOBbIWAET
paspeLuaroLLyto CrnocobHOCTb CUCTEMBI U TOYHOCTb M3MEPEHUS YIMOBbIX KOOpPAMHAT OGLEKTOB M UX ckopocTei. MpumeHeHne
HW3KOTeMnepaTypHON COBMECTHO OBXWraemon Kepamuku MnoBbilaeT 3PdeKTBHOCTL paboTbl CUCTEMbl Ha CBEPX BbICOKMX
YacToTax, MO3BONSET MPUMEHHATb B KavyecTBe MPOBOAHUKOB MeTanibl C HWU3KUM 3HAYEHWEM YAEefbHOro COMpPOTUBMEHUS
(nnatuHa, 3onoTo, cepebpo) 1 No3eonseT nonyvate 6onee BbICOKY NIOTHOCTb KOMMOHOBKU.

OCHOBOW NepPCNeKTUBHbLIX U3MEPUTENbHLIX CUCTEM SBASIOTCA MHOrOKaHanbHble MpuvemMo-nepepatoLLme
Mo4ynu, NO3BOMsOWME co3daBaTb MHOrONyyYeBble MNPUEMHbIE CTPYKTYpbl, MOKMe B ynpaBneHuM CBOMMM
pexnmamn paboTbl M XOPOLLO adanTUpyloLMecs B YCMOBUSIX PasfNMYHOro poAda MnoMex M U3MEHSIoLLEeNcs
aneKkTpomarHMTHom obctaHoBku. OcTanucb No3aan NonbITkK paspaboTaTb MOHOMMUTHBIE CXeMbl ANst MOAYNen n3-
32 CNWLWKOM BbICOKOM WX CTOMMOCTW. PasBuWTWE 3neKTPOHWKU NPUMBENO K CO3[4aHWMI0 YHUPUMUMPOBaHHBLIX
MUKPOCXEM LUMPOKOro NpuUMeHeHus: cpasoBpallateneil, aTTeHIaTopoB, NepeknyaTenen — 3NeMeHTOB,
OTNINYAIOLLNXCS BBICOKUMW TEXHUYECKUMU XapaKTepucTukamu, ManbsiMvi rabaputamu, yHMBEpPCarbHOCTbIO.

PaspabaTbiBaemblii MOAYNb COCTOMT M3 M3nydaTenst U AByX TPaKTOB — Mepearollero M npUeMHOro
(pucyHok 1). Pa3Bssky mexay Tpaktamu obecrnedmBaeT LUMpKynaTop.

4

| x -

MOy OuTp CaecHtens
36T NC10117C-2640 HM(C329

L /D Llnpkynsrop _‘:>_ Terepois
ICMM37-2 —

Jenmutens Yermrens
NDAC01061

Veumrens Vermrens DrmbTp Cmecnrens
NDACO01062 NDACO01061 HMC329

8

Puc. 1 — CTpykTypHasi cxema Np1Memo-nepeaatoLLero Moayns

B nepepalowem TpakTe pacnorioxeHbl CMecuTerb, MONoCcOoBOW (unbTp, NpeaycunuTenb U BbIXOOHON
ycunuTenb MOLLHOCTU. [MPUEMHBIA TPaKT COCTOMT M3 MaroLllyMsLLEero ycunurensi, nornocoBoro cunetpa u
cMmecuTens.

Mpou3BoacTBO MeyaTHOM nnatbl ObINO  pPeweHo MpPou3BEeCTM C  UCMOSMb30BaHWEM  TEXHOMOrUK
HM3KOTEMMNEepPaTypPHOWN COBMECTHO obxuraemon kepamuku (LTCC). na Hawmx Lenern noaxoaat cuctemol A6-M n
AB-S koMnaHum Ferro. OTu cucTembl BKITHOYaOT B ce0A NOMnHbIN cnekTp matepuanos. Cpean HUX kepaMu4eckui
MOPOLLOK, KepaMUYEeCKMEe NEHTbI U MUCTbI, MNACTbl AN CO34aHUS BHYTPEHHMX U BHELUHWX NMPOBOLHWUKOB, NacTbl
Ons  MeTannmM3auumn nepexogHbiX OTBEPCTMM, NacTbl ANs CO3L4aHUs BCTPOEHHbIX pes3ncTopoB. Pasapka
KpuctannoB OyaeT NpOM3BOAUTLCA 30M0TOM MPOBOMIOKOW AuameTpoM 18 MKM, MNO3TOMY BEPXHUI Crow
MeTannusaumm uenecoobpasHo genatb NpY NOMOLLM 30510TOCOAEPXKaLLUMX MPOBOASLLNX NAcCT.

Peanusauus retepoavMHa B [OaHHOM KOHCTPYKTMBE sIBNSieTCs MNpobnemMaTvyHOM U 3KOHOMUYECKM
HeLenecoobpasHon. MoaToMy cuutaem curHan retepoavHa cpopMMpoBaHHbIM BHe Moayns. [ockonbky y
[aHHOro Moayns BbIXOAHOW curHan ¢ Yactoton 36 [Tu, a npomexytodHas yacTtota paBHa 30 MIu, To yacToTta
retepoguHa oynet pasHa 35,97 .

MogenvpoBaHne napameTpoB MUKpocbopku npoussogunock B nporpamme SustemVue 2016.08.
B pesynbTtaTte Obina nokasaHa BO3MOXHOCTb paboTbl pa3paboTaHHOro npuémo-nepegarowiero mopyns. bbino
YCTaHOBIEHO, YTO CUMrHan Ha Bbixode ¢ yactoTon 36 Ly nmeeT MowHocTh 23,9 oBbM, a curHan nNpoMeXXyTOYHOM
4acToTbl B NPMEMHOM TpakTe pasnuynM Ha ypoBHE LUyMa U YCUIEH OO NPUEMIIEMOTO YPOBHSI.

PesynbTathl npogenaHHon paboTel GyayT MCnonb3oBaHbl MPU U3rOTOBMEHWM MakeTa MHOroKaHarbHOM
NPUeMHON CUCTEMbI B AnanasoHe JactoT 36 [Tu,.

Cnmcok Mcnornb30BaHHbIX UCTOYHMKOB!

1. AkTvBHbIE (ha3upoBaHHble aHTeHHble pelwéTkn / noa pea. . W. Bockpe-ceHckoro u A. W. KaHaweHkoBa. — M. :
PaagnoTtexHuka, 2004. — 488 c.

2. Kongpariok, P. LTCC — HuskoTemnepaTypHas cCoBMeCTHO obxuraemas kepamuka / P. KoHgpartiok // HaHomHgycTpus.
—2011. — Ne2. — C. 26-30.
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MHOIOKAHAJbHbIA NPUEMHUK UBMEPUTENIbHOW CUCTEMbI
MUKPOBOJIHOBOI'O AUAIMA30OHA

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

bynaeko A.I., Jlucos [.A., Ceupud M.C.
lycuHckuti A.B. — K.m.H.,0oueHm

B HacTosiLee BpeMsi MIHTEHCMBHOE UCMONb30BaHWe AN Lenev pagvonokaumm MUMMMETPOBOro AvanasoHa AnvH BOSH
TpebyeT paspaboTkM COBPEMEHHbBIX YCTPOWCTB 06nagatLLmx BbICOKUMU TEXHUYECKUMM XapakTepuctukamu. OQHUM M3 OCHOBHbIX
GIOKOB COBPEMEHHbIX PafNONOKaUMOHHBIX U3MEPUTENbHBIX CUCTEM WM KOMMIEKCOB MMKPOBOSTHOBOIO Avana3oHa sIBrsieTcsi
MHOFOKaHaslbHbI MPUEMHUK, BO MHOFOM OMpeaensioLunii napameTpbl U XapakTepUCTUKM U3MEPUTENBHON CUCTEMBI.

MHorokaHanbHbIN NPUEMHUK U3MEPUTENBHOW CUCTEMbI MMKPOBOMHOBOTO AMana3oHa npefHasHayeH ans
MPUHATUS U3 OKPYXatoLLEero NpoCTpaHCTBa CBEPXBLICOKOYACTOTHOrO manyveHus (CBY), obpaboTku ero, kak To
nepeHoC ero Ha NpoMexyTo4vHyt YactoTty (M4Y), ycunenue MY n nepenady B BblYMCnMTENbHBIM Gnok. B aaHHOM
paboTe paspabaTtbiBaeTcA MNPUEMHMK C OOHMM MepeHocoM 4YacTtoTbl. CTpyKTypHas cxema npueMHMKa
npencTaBneH Ha pucyHke 1.

IIpHeMHBI KaHat 1
>—= DuIBTp Mamo- | _
ChiecHTETE HHJKHHX ITyMAITHH VeHnHTens
qacToT YCHIHTETb
['eteponHua
Brox Brruncnn-
npHeMa TeIbHBIH

= CHTHATa = ITpuemHbn Kanat 2 = Omox
= == IIpreMHEI Ka”at 16 ==

Puc. 1 - CTpykTypa cxema n3amMepuTenbsHON CUCTEMBI

MHorokaHanbHbIN NPUEMHUK COCTOUT U3 Tpex B6rnoKoB:

AHTEHHasi cucTeMa BbIMOSIHEHA B BUAE aHTEHHOW pelueTku. Kaxabl kaHan aHTEHHOW peLueTKM COCTOUT
13 BOITHOBOHOMO NPsIMOYrOfbHOMO pyropa, OTpe3ka BONHOBOAA U Nepexoja Ha LLEeNeBYo NMHUIO Nepeaay.

Ons BblgeneHuss Tpebyemon 4YacToTbl WUcMonb3yeTcss cmecuTens. B cmecutene npoucxoauT
npeobpa3oBaHne NpUHUMAEMbIX YacToT M MNocneaywllee BbiaeneHne Tpebyemon 4yactoTbl. dopmupoBaHune
YyacToTbl reTepoavHa Ans 16 kaHanoB NpUEMHUKa OcyllecTBnsieTcss 61oKoM AeneHnst YacToTbl MO MOLLHOCTW.
CwurHan retepoauHa hopMupyeTcs BHELHUM cuHTe3atopom. Ycunenue Y ocywecTBnseTca OBYX-KackagHo:
nepBbIA Kackag npeacTaBneH Mano-wymsawyMM ycunuteneM, BTOPOW Kacka yCUNMBaeT CurHam A0 HYXHOro
YPOBHS BbIYMCAMUTENBHOIO Grioka.

BblymcnmTenbHbIi GNOK COCTOUT M3 HECKONbKUX ypoBHeW. [MepBbii ypoBeHb oGpabaTbiBaeT curHanbl
npuxoasiwime n3 6noka obpaboTkM curHamnoB, yCUnuBaeT U ouUMdPOBLIBAET NMPOMEXYTOYHYIO YacToTy. BTopon
YpPOBEHb yXe 06pabaTbiBaeT curHanbl NpUXoasiLLve C NEPBOrO YPOBHSI.

Beina npoBegeHo MoaenvpoBaHUE NapameTpoB MPUEMHWKA Ha CUCTEMHOM YpPOBHe, pa3paboTaHa
Tonmomnorus nnatbl npueMHoro moayns. O6wuin Bua paspaboTaHHOW nnatbl C  ycTaHoBNeHHbiMu CBY
anemMeHTamMmn npeacTaBneH Ha pucyHke 2. MNpuemHbIi MOaynb NpeanonaraeTcs UsrotaBnvMeaTth MO TEXHONOMMK
HM3KOTEMMepaTypHON kepaMukn. bbin BeibpaH matepuan Hu3koTemnepaTypHou kepamunkn A6M-E. 3asiBneHHble
CBOWCTBA JAHHOro matepuana:

— TemnepaTypHbIN koadpduumeHT pacmpenuns 7 ppm/°C;
— cxkatue neHtbl no X, Y 15,4+0,3%, no Z 24+0,3%;

— NNoTHOCTb bonee 2,45 r/cm3;

— TonwwmHa 93 MUKpOMETpa;

— AnanekTpudeckasa noctosHHas (ot 1 go 100 Mu) 5,940,2;
— HanpsbkeHue npobos >5000 B/cnow;

— conpoTueneHne nognoxku donee 1012 Om/cm;

— TaHreHc yrna notepb 0,003.

B kavecTBe genutens curHana retepofavHa  MCMOoNb3yeTCs MUKPOMOSOCKOBbIE AENUTENN MO MOLLHOCTH
paccunTaHHble W peanu3oBaHHble B BWAE 3MEMEHTOB TOMOMOrMM nnaTbl. [daHHbIA MOMOCKOBLIN AenuTernb
SIBNSIETCS NPOCTENLUMM LLUECTUNOSIIOCHUKOM COCTOSILLMIA U3 ABYX YETBEPTHBOMHOBLIX OTPE3KOB NMHWUM Nepenayu,
[Be napbl MOMCOB KOTOPOro COeAMHEHbl napansernbHo, a ABe OCTaBLUMECS Napbl MOMOCOB CBSI3aHbl Yepes
aKTMBHOE COMPOTUBIIEHME.
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Pwuc. 2 — BHewwHW BUA nnatbl NPMEMHOro Mogyns

MpoBeaeHHOE MoOenMpoBaHMe napaMeTpoB MHOTOKaHarbHOro NpUeMHuka U paspaboTaHHas TOMnonorus
OyaeT Ucnonb3oBaThCs NpY U3rOTOBIIEHUM MakeTa MHOTOKaHarlbHOM NPUEMHO CUCTEMBI.
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CUCTEMA OBHAPYXEHUA BTOPXXEHMU C UCMOJIb30OBAHUEM
BUPTYAIIbHOU CETEBON NHOPACTPYKTYPbI

Genopycckuli 20cydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3/1eKMPOHUKU
2. MuHck, Pecnybnuka benapycb

Mypawko E.A, Mapbiqes [.B, [Nemkesuy [J.A.
BuwHsikoe B.A., 0.m.H., npogheccop

Cuctembl OBHapyXeHWUA CeTeBbIX BTOPXKEHWA W BbISBIEHUS MPU3HAKOB aTak Ha MHMOPMAaLMOHHbIE CUCTEMbI YxXe
[OCTaToO4HO AnUTENbHOE BPEMSsI WCMOMb3YHTCH Kak OAHO M3 HeoBXOAMMBIX CPEACTB 3almTbl MHGOPMALMOHHBIX CUCTEM.
MockornbKy KONMMYECTBO pasfMyHbIX TUMOB U CNOCOB0B OpraHM3aumy HeCaHKLMOHUPOBAHHBIX MPOHUKHOBEHUIA B YyXue ceTun 3a
rnocnegHve rofbl 3HAYUTENbHO YBEMUYMIIOCH, cucTeMbl ObHapyxeHus artak (COA) crtanm HeobxoauMbIM KOMMOHEHTOM
MHppacTpyKTypbl GOMbLIMHCTBA OpraHu3aumii. Vicnonb3oBaHne BUPTYanbHOW WHGPACTPYKTypbl ANsi NOCTPOEHUSI CUCTEMbI
obHapyxeHVsi BTOPXEHUIA No3BonsieT obecneynTb kak Gonee pauvoHanbHOe pacnpefeneHve U Ucnonb3oBaHue usndeckmx
pecypcoB, Tak 1 ynpoLiaeT agMUHUCTPUPOBaHNE BCeX KOMMOHEHTOB CUCTEMbI 3aluTbl. B kayecTBe cpefcTsa obHapyxeHust u
npefoTBpaLleHns BTopKeHnn ncnonbayetcs IDS/IPS Snort.

Cuctema obHapyxeHusi BTopxkeHun (COB) (aHrn. Intrusion Detection System (IDS)) — nporpammHoe unm
annapaTtHoe CpeAcTBO, npefHa3HayeHHoe ANns BbiABNeHWs (hakToB HeaBTOPM3OBAHHOIO A0CTyna (BTOPXEHWS
WNn CceTeBON aTakn) B KOMMbIOTEpPHy cuctemy wunu cetb. COB BCE uvalle CTaHOBATCA HeobXoaAMMbIM
[ononHeHneM MHAPACTPYKTYpbl ceTeBol GesonacHocTn. B pgononHeHue k mexceteBbiM 3kpaHam (firewall),
paboTa KOTOpbIX MPOUCXOOUT Ha OCHOBE MonuTukm 6esonacHocTn, COB cnyxaT mexaHn3mamy MOHUTOPUHra u
HabnogeHns nogo3puTenbHon akTuBHocTU. Apxutektypa COB BkovaeT:

12) CeHcopHylo nogcuctemy, npegHasHaveHHyl Ans cbopa cobblTWi, CBA3aHHbIX C 6e30MacHOCTbo
3awyLLaemMon CceT U CUCTeMBI;

13) Tllogcuctemy aHanu3a, npegHasHaYeHHyl Ans BbIABMEHUS CeTeBbIX aTtak WM NoAo3pUTENbHbIX
nencTBui;

14) XpaHunuie, B KOTOPOM HaKannMBarTCs NepBUYHbIE COBbITUSA 1 pesynbTaTbl aHanusa;

15) KoHconb ynpaBnenusi, nossonswowas koHdpurypuposate COB, Habniogate 3a COCTOSHMEM
3awmwaemon cuctemol 1 COB, npocMaTpmBaTh BbISIBIIEHHbIE MOACUCTEMON aHanNn3a UHUMAEHTHI.

Mpumep peanusaunm COB ¢ ncnonb3oBaHNMeM BUPTYanbHOWM MHAPACTPYKTYPbl NPeACcTaBneH Ha PUCYHKe
1:
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Pucynox 6 — Yrnpoménnasi CTPYKTypa ceTH ¢ BUPTYadbHbIMH U ¢puzndeckumu COB

LtpnxoBbiMM oGnactamu Ha cxeme OOO3HaveHbl cepBepa BUpTyanusauuv, Ha KOTOPbIX PasBEPHYTHI
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AaTynKkn ceTu, BUpTyarnbHble KOMMYTaTOPbl, pasnnyHbie cepBepa U BUpTyanbHble paboyune cTaHumu.

CosgaHHas BUpTyanbHas nHdpacTpykTypa obnagaet cneayrowmnmm oco6eHHOCTAMM:

a) cobbiTna ¢ gatunkos COB cobupatotcsa B 6a3y AaHHbIX HA BbIAENEHHOM BUPTYyarbHOM CepBepe;

6) ons ynpolueHnsa paboTbl M aHann3a CobbITUI, MPUHATLIX OT AATYMKOB CEeTW, pas3BEPHyTa BUPTyarnbHas
cuctema cbopa 1 06paboTkn AaHHbIX O COBbLITUAX MHdOPMaLMoHHon 6esonacHocTn (CCOOC UB).

OcHOBHble NpenMyLLLecTBa UCMONb30BaHNSA BUPTYanbHON MHPaCTPYKTYpPbI:

—  BO3MOXHOCTb BbICTPOA MUrpauny BUPTyarnbHbIX MallMH 1 CO30aHNSA Pe3EPBHbIX KOMUIA;

—  BO3MOXHOCTb nepepacnpeaeneHns Ucnonb3yeMbiX BUpTyarnbHbIMU MallMHamMun pecypcos;

—  YMEeHbLUEeHNe KonmyecTsa 1Ucnonb3yemoro dusmyeckoro obopyaoBaHus;

—  ynpolieHue agMMHUCTPUPOBAHUS U pekoHdurypauum cetu;

—  ynpouweHue gobasneHns HoBbIX paboynx MECT 1 CepBepoB.

OcCHOBHble HeJoCTaTKM NPUMEHEHWS BUPTyanusauum:

—  BbICOKas CTOMMOCTb CEPBEPOB W KOPMOPAaTMBHbLIX NWLEH3WA A5 MCMONb30BaHWSA BUPTYanbHbIX
rMNepBn3opoB;

—  Heob6x0AMMOCTb MOBbILIEHWSA KBanMduKauMm agMUHUCTPATOPOB U Mornb3oBaTtenen ans paboTsl c
BMPTYarbHOW MHPPACTPYKTYPON;

—  PpWUCK MOTepW AdaHHbIX W YBENUYEHWEe BPEeMEHW MPOCTOs BUPTyalbHbIX CepBepoB unn pabouymx
CTaHUMIN Npu BbIXOAE U3 CTPOW OAHOIO U3 CEepPBEPOB BUPTyanuaaumu.

OBONOLMA TEXHOMOMMIN BUPTYanu3aLuumn OTKpbIBaeT HOBblE BO3MOXHOCTU ANsi obecneveHns onTuMansHou
N MakcumarnbHO yAoOHOW opraHv3aumm MnobbiX COBPEMEHHbIX NOKamnbHbIX ceTer. HensbexHbln pocT ceTeBou
NHMPaCTPYKTYypbl cnocobeTByeT BCE GonbLuel nonynapu3auum UCNonb30BaHns CPeacTB BUpTyanusaumm Kak ans
npocTbiXx 06BLEKTOB, Kak-TO paboyne mecta COTPYAHWKOB NPeanpusaTUiA, Tak n Gonee CrnoXHbLIX U KOMMNMEKCHBbIX
MHpopMauMoHHbIX  cucTtem. [lepexod OT  WCKMOYMTENbHO — (PM3NYecKoW  MHAPaCTPYyKTypbl CeTn K
KOMBVHMPOBaHHOW C BUPTYyarnbHOW ABMSETCS 3a0roM YCMEeLWHOro pas3BuTus nokanbHbIX U rnobanbHbIX ceTen.

Cnm1cok Mcnornb30BaHHbIX NCTOYHVKOB!
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CEHCOPHbIU MOHUTOPUHI' COCTOSAHNA CEPOEYHO-
COoCYaAUCTOU CUCTEMbI YEINTOBEKA

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo31eKmpOoHUKU
2. MuHck, Pecnybnuka benapych

Boiwemupckuti A.O.
Bopuckesuy A.A. — 8.m.H., npogheccop

B HacToswwee Bpemsi noTpebHOCT B yAanéHHOM MOBUMBLHOM TENEMOHUTOPUHIE PacTyT C KaxablM AHEM.
Bonee Bcero, owylaeTcs HeAoOCTaTok MOGUNBHOrO MOHUTOPWHIa COCTOSIHUS CepAEeYHO-COCYAUCTON CUCTEMBI
nauneHToB, OrpomMHOe KONMMYECTBO NIOdEen, Kak BO BCEM Mupe, Tak M B Hawen pecnybnvke, MCnbITbIBAIOT
npobnembl CO 300POBbEM M HE WUMEKT BO3MOXHOCTM YacTo nocewartb Bpaya, Nubo HaxoauTbcs nog
CTauMoHapHbIM HabnogeHneM B KnuMHUKe. B nogobHOM cuTyaummn okasbiBalOTCA M NOAU, KOTOpblEe 3aHMMaTCA
aKTUBHbLIMM BMAAMM CMOPTA, a Takke MpefcTaBUTENn HEKOTOPbIX 3KCTpeMarnbHbIX npodeccuin. B aTtom cnyvae
3 MEKTUBHBIM peLLEeHNEM ABNSETCA NPUMEHEHNe YCTPONCTB MOBUMBLHOIO MOHUTOPUHIA CePAEYHO-COCYANCTOrO
COCTOSIHMA 4efioBeka, MO3BOMALWMX OTNPaBNsATb AaHHble HAOMOAeHW Bpady MOCPEACTBOM CeTU nepefayuv
AaHHbIX.

Moa MOHMTOPUHIOM CepAeYHO-COCYAUCTON CUCTEMbl MOHMMAETCA WccnegoBaHne u  HabnwogeHune
yHKUMOHanNbHbIX 0COBEHHOCTU cepaua, Kacawwmecs BCex ero (YHKUUi: aBTomatun, BO3OYAMMOCTMH,
NPOBOOUMOCTMN W COKPaTUMOCTWU. BaxHbIM acnekTtoMm uccrnefoBaHusa SBMASETCA CokpatutenbHas — pyHKumA
mMuokapaa [5, c. 52].

Ons KONMYeCcTBEHHOW OLIEHKN KapOWOAMHAMMKMA — NPUMeHsieTcsl (DasoBbli aHanu3 CUCTOfbl NEBOro
xenynoyka. OH 3akno4aeTcsi B UBMEPEHUN NMPOAOIDKUTENBHOCTM NEpUoAoB 1 ha3 cUCTonbI.

[aHHble N3MEHEHNsI reMOAMHAMUMKN MOTYT CHUMAaTbCS Kak HENocpeACTBEHHO C cepAeyHon aopTbl (MyTéMm
WHBa3UBHbIX AATYMKOB, B CTPOEHHbIX B KapAMOCTUMYMATOPbI, MW HEUHBA3MBHbIX, 3aKPEMNMEHHbIX Ha KOXe B
TouKke B obracTu cepaua) Tak U ¢ Apyrux Todek Tena u Apyrux TMNoB AaTymKkoB [2, 5].

CyLiecTBylOT CrneayroLme VHCTPYMEHTanbHble METOAbl MCCNeaoBaHusa CepaevyHO-COCYAUCTON CUCTEMbI
Yyenoseka:

cTaumoHapHas anekTpokapguorpamma (3KI);

XontepoBckoe MoHUTOopupoBaHune (XonTteposckas JKI);

cboHoKapauorpaus;

cdurmorpadcus (potonnetTmamorpamMmma) 1 op. METOAbI UCCMef0BaHMSA HA OCHOBE MynbCaLMn KPOBY;

peHTreHorpacgws;

axokapguorpadus;

ponnepoaxokapanorpacdws;

pagvMonsoTonHOE NccrnefoBaHve cepaua;

MarHMTopesoHaHcHas Tomorpadus;

KaTeTepusaums cepaua v aHrmokapavorpadgvs;

N3MepeHNe apTepmnanbHOro AaBneHus;

WHBa3UBHOE uccnegoBaHus cepaua [5, 6].

Pa3bepém Gonee nogpobHO HEKOTOPbLIE METOAbI:

CrtaumoHapHoe IKI — pervnctpaumsi 3nekTpU4ecKkon akTMBHOCTM cepiua C MOMOLLbK 3MeKTPOAoB C
NoBEepPXHOCTU Terna. IaMeHeHns aneKTpnYecKkon akTUBHOCTU CBSA3aHbl C CyMMaLMen 3MneKTpUYecKkmx npoLeccoB
Aenonspusauny u penonsapusauumn.

3HaveHne OJKI: no3BonsdeT BbLISBNSATb HapyLeHUs CepaeyHoro pvTma, PacCTPOMCTBO KOPOHAPHOTO
KpoBoOOpalleHns, oTpaxaeT yBenuyeHne OTAEerNbHbIX MONocTen cepgua, CnocobCTBYET  BbIABNEHUIO
CKIEPOTUYECKNX U ONCTPOPMYECKMX NPOLECCOB B MUOKapAE.

Tunbl 4ATYMKOB: METaNNNYECKUIN SNEKTPOA C PE3NHOBOW NPUCOCKOMN.

KonnyecTtBo kaHanos: (otBegexun) — 1, 3, 6, nnbo 12.

KonnyectBo gatyumkoB: ouH 1 6onee, HO KpaTHO KONMYECTBY OTBEAEHMI (Yalle Bcero 12)

Tun BXOOQHOrO cuMrHana: aHanoroBblli (nonesHasi nonoca yactot ot 0.5 go 60 Hz).

XontepoBckoe JKI — TOXE peructpaunsa 3neKTPUYecKoW akTMBHOCTU cepaua, peructpupyowas ¢
MOMOLLIbIO 3NEKTPOAOB C MOBEPXHOCTM Tena. Ho, B oTnnuymne ot CTauMoHapHOr0 MOHUTOPUPOBAHWS, AaHHbIE MpU
XonTepoBCKOM MOHUTOPMPOBAHWU CHMMAKTCS B TEYEHWW ANUTENbHOrO nepuoaa BpeMeHu, OT CYTOK OO 7-u,
nocpeacTBOM creumanbHOro HoOCMMOro MobunesHoro npubopa.

3HauyeHne XontepoBckoro JKI: no3BonsieT BbISIBUTb HAapyLIEHWs pUTMa M NPOBOAMMOCTM cepAaua, C
HesICHEIMM 0GMOpOKaMK, a Takke YacTUYHO ANst perucTpaunm «Hemow» (6e3bonesoin) uwemum muokapga, ans
OLEHKWN HEKOTOPbIX NapameTpoB paboThl ANEKTPOKapaNoCTUMynsTopa.

Tunbl 4ATYNKOB: MUHNATIOPHbIVA 3NEKTPOA HA CAMOKIIEHLLMINCS NOBEPXHOCTHU.

KonnyecTtBo kaHanos (oTBefeHun): 3 -12.

KonnyecTBO 4aTUYMKOB: KaK NpaBuIio, 7, BKIOYAsS KOHTaKT «3eMIisi»)

Tun BXOOQHOrO curHana: aHanorosbl (nonesHast nonoca yactot ot 0.5 go 60 Hz) [2, 6].

doHokapauorpadmsa — meToa rpachyecKkon permctTpauum 3ByKoBbIX konebanui cepaua.

3HauveHne oHokapauorpadmmn: obrnagaeT CrnocobHOCTbIO BLISBNSATL U OUEHMBaTb  pasfnuyHble
[obaBoYHbIE TOHbI U LWYMbl cepAua, KOTOpble He BbICMYLIMBAKTCS ayCcKynbTaTMBHO (T. €. MO CpeacTBOM
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dur3nyeckoro MeToga MeaULMHCKON AMarHOCTUKM, 3aKIoYatoLLEerocsi B BbICNyLIMBaHNM 3BYKOB, 0OpasytoLumxcs B
npouecce PYHKLUMOHNPOBAHNSA BHYTPEHHUX OPraHoB).
Tuvnbl AaTYNKOB: CNELManM3MpPOBaHHbIN AMHAMUYECKUN NUOO KOHOEHCATOPHbIN MWKPOMOH BO3AYLLHOW
nnm BubponpoBOANMOCTMN CUrHana.
KonnyectBo  kaHanoB  (oTBegeHwun): 4 (aycKynbTaTWMBHbIA,  HU3KOYACTOTHbIA,  cpedHe- W
BbICOKO4aCTOTHbIN).
KonnyectBo gaTtymkos: 4.
Tvn BXOAHOrO cUrHana: aHanorosbl, 3BYKOBOM, MH(PA3BYKOBOW M yNbTpa3BYKOBOW (MonesHas nonoca
yactot ot 0.3 go 1000 Hz) [6].
Axokapaunorpadumna (Y3UN) — meTon ynbTpasByKkoBOro MccrefoBaHusa cepaua, udydarolmin CTpyKTypy m
dYHKUMIO cepaua, OCHOBaHHBLIM Ha OTpaXEeHWW 3BYKOBbLIX BOSH, HamnpaBfeHHbIX Ha u3y4Yaemble CTPYKTYpbl,
KOTOpble BO3BpALLAOTCA K AATYUKY, rae WU perncTpupyrotcs. OnpeaenseT TOMLWMHY CTEHOK U pa3Mepbl Kamep
cepAua BO BPeMsl CUCTOrMbI M ANACTONbI.
3HayeHve axokapamorpadun: oueHka pa3MepoB cepdua W ero OTAeNbHbIX CTPYKTYP (Kemygouku,
npeacepans, MexokenyAoyKkoBas nMeperopogka, TOMWMHA MUoKapAa »KenyqoukoB, MpeacepAani u Tak aanee),
Hannume n 06 bEM XMAKOCTU B NepUKapae — «CepAevHon CopoyKe», COCTOSIHME KrnanaHoB cepALla.
Tunbl JaTyvKoB: yNbTpa3BYKOBOW (HA OCHOBE MHOXECTBa Mbe303NeKTpUyecknx npeobpasosartenen u
(POKYCHOW TMH3bl) CEKTOPHbIA, MexaHU4eckuin, Nnnbo MUKPOKOCBEHHbIV C rnybuHon Bosgenctaust 10-20 Mm.
Mcnonb3yeTcs COBMECTHO C yrnbTpa3ByKOBbIM reHepaTopam (YactoTta reHepauum 1000 nMnynbcoB B CEKyHAY).
KonnyecTtBo kaHanoB (oTBeaeHun): 1.
Konunuectso gaTtunkos: 1.
Tun BxogHoro curHana: aHanorosbiv (3,5 -5 GHz) [5, 6].
Cdmrmorpadums (doTtonnetuamorpacus) n apyrve metoabl UCCriefo0BaHMA Ha OCHOBE Nynbcauuu
KPOBU — MeTOAbl pernctpaumnm konebaHuss CTEHOK apTepui, B YacTHOCTU, COHHOW (B cdpurmorpacdum gatymk
yCTaHaBnvMBaeTcs Ha Wwee B 06nactn CoOHHOM apTepuu, a B hoTtonnetusmorpadumm B obnactn gpyrmx aptepui n
cocynos). [Ina NOBbILLEHNSA HAAEXHOCTM MOXET NPUMEHATL B coveTaHum ¢ KT [6].
Tunbl 4ATYMKOB: MUHMATIOPHBIN (POTOAATUYMK (MCTOYHMK cBETa, Yalue Bcero LED n hoTonpuémHuk), Takke
CYLLECTBYIOT NnasepHble AaTyuku, rAe B Ka4eCTBe UCTOYHMKA N3NydYeHnss npumeHsieTcs nasep [4]. .
KonnyecTtBo kaHanoB (oTBefeHun): 1 — 3 (kak npasuno, 1.).
KonnyectBo gatumkos: 1 1 6onee, (kak npasuno, 1).
Twn BXOAHOrO curHana: aHanoroBbln (nonesxHas nonoca yactot ot 0.5 go 7 Hz) [1].
3HayeHne doTonneTnamorpacdun: NO3BOMSET OCYLLECTBAATL MOHWUTOPWHI CepAeyHoro putma, nmynbea,
Takke nocpencteam QMM aBnseTca appekTUBHBIM NPOrHO3NPOBaHNE KOPOHAPHOIO aTtepockrepo3sa [6].
OaHUM 13 BaXkHbIX HanpaBneHun anga uccnegoBanns aensieTca potonnetTuamorpadpums (u eé mobunbHasa
peanusauus). Mcnonb3oBaHne mMobunbHOM oTonneTusmorpacmum Ana mMccnefoBaHWs cepaeyHO-COCyANCTON
cucTeMbl Yenoseka obnagaem psaom NPevMMyLLEecTB:
1. BO3MOXHOCTb BeAEHWs ANUTENbHOro, B T. Y. KPYrMOCYTOYHOro, HabniogeHwus 3a nauneHtom 6es
MOCeLLEHNs M yYpeXOeHNn 34paBOOXPaHEHUS;

2. BO3MOXHOCTb MauMeHTy camoMy HabnoaaTth 3a nokasaTensiMm CBOEro 340POBbS;

3.  OIr-pat4ymk MoxeT ObITb YCTAHOBMEH NMpaKTMYeCkn B Ntoboe YCTPOCTBO, Takoe kak yackl, mmbo cmapT-
Opacner [2].

OcHoBHOM  HepgocTaTtok  MOGunNbHOM  dpoTonneTmamorpadun, Takke Kak U CTauuoHapHOW
doTonnetTnsmorpadmm — 3T0 BO3MOXHOCTb MOMYYEHUA NULLb OCHOBHbIX MEAULMHCKUX Mokasatenen. Ho aTtor
HeJOCTaToK pellaeTcs MNyTEM UCMNONb30BaHUA COBMeCTHO ¢ OPrlM-gatumkom, [pyrux TUMOB OATYMKOB,
HeobxoaMMbIX ANns nonyyeHusi bonee nNonHown GruomeTpuyeckon KapTuHbI [3].

WN3yyeHne, pa3sutne 1 BHeapeHUE TEXHOMOMMIN CEHCOPHOrO MOHUTOPMHIA COCTOSHUA CEPAEYHO-COCYANCTON
CMCTeMbl YenoBeKka ABMsSeTCs HEOTbEMIIEMbIM acnekTom Ans hopMMpoBaHNS 340POBOrO0 reHOdOoHAA HauMu m
NOBbILLEHWS Ka4eCcTBa >XU3HW.
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MODELLING OF INFORMATION TRANSMMIISION ON LOCAL
NETWORKS
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Minsk, Belarus

lleberi Emmanuel, Al-Rubayie Issa
Astrovsky I. I. - associate professor

Considering the questions on working out a complex of programs in MATLAB programming system,
Cisco Packet Tracer and MyTestX that simulates systems of information transfer. Annotated screenshots are
used to aid understanding. Important notes or tips are presented in tip boxes. Like any simulation, Packet Tracer
relies on a simplified model of networking devices and protocols. Real computer networks, experienced both in-
person/hands-on and remotely, remain the benchmark for understanding network behavior and developing
networking skills.

Introduction

In Nigeria, communication tools such as telephones and the Internet are increasingly critical to economic
success and personal advancement. The advent of the Internet has been variously described as being as
important for society as the development of the personal computer, the telephone or even the printing press, the
Internet serves many functions as virtual community, electronic marketplace, information source and
entertainment center, among others. Through the Internet, we can create new businesses or facilitate the delivery
of basic services such as health and education.

Almost all countries are on-line and Internet users grow by an average of 78 million new users annually.

The growth of the Internet is creating opportunities for new high speed data networks, new multimedia
applications, Voice over Internet Protocol (Internet Phone) and convergence of technologies.

For the maintenance of existing equipment, modernization and expansion of telecommunication networks,
the country needs competent specialists. For their training, special software can help significantly to optimize and
speed up the learning process.

Modeling of information transmission in local networks.

The Goal of this article is the development of a software product with the help of which it is possible to
simulate computer networks and study both the operation of networks as a whole and to study individual nodes,
protocols and algorithms for their operation. Development of a program for modeling the information transmission
system in local networks for effective training of specialists in the field of communications.

The advantage of this topology is that, in comparison with topologies it has better fault tolerance, since it
includes all the best qualities of other topologies.

Thus, this project will be organized by the backbone network on the basis of the ring, which will combine
the core network routers (Bayelsa, Rivers, Delta, Imo). Network access and distribution, in turn, will be
represented by a hybrid topology of the tree-ring: subscribers will be connected to the switches of the working
groups on the tree structure, in turn switches to routers include transportation access rings. This will keep the
services of the subscribers in case of emergency.

Core routers are included in the big ring road that connects the routers branches from a central router
Bayelsa provides access to the PSTN and the Internet. The network topology in conjunction with a map of Nigeria

To verify the simulation results has been built in the Packet Tracer 5.3 model of the segment, adjust the
basic units, the distribution of IP-addresses, and then were evaluated by the operation of its main characteristics.
The maximum packet delay for VolP services without the use of reserve satellite was 145 ms. The obtained value
corresponds to the delay requirement for QoS networks for VolP traffic in the TOR (150 ms).

Conclusion

The presented screenshots show separate stages of the program, including the preliminary task, the task
for performance, theoretical data and methodical instructions on work with software product. The program is
supplied by its own calculator to calculate the generalized characteristics of signals and noises under the set
experimental conditions.

References

1. King, P.R. Modeling and Measurement of the Land Mobile Satellite MIMO Radio Propagation Channel/
P.R. King // University of Surrey. — 2007.
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UHTEIJIEKTYAJIbHbBIE AJTTOPUTMbI PACINO3HABAHUA
AMOLUUNOHAJIbHOIO COCTOAHUA YEJTOBEKA
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[ns pacnosHaBaH/Ws 3MOLMOHANbHOIO COCTOSIHMSA MCMONb3YHT YCTPOMCTBO, B KOTOPOM pa3MeLlLeHbl
OaTynKN ABWXKEHUSA: akCenepomeTp, MMpOCKOM, MarHUTOMETP, KOTopble B CBOK oO4vepedb BkMoyawT B cebs
NCUXO3MOLIMOHarbHbIE JAaTYMKN NS ONpeaernieHns COCTOSIHUS YernoBeka.

MonyyeHHble C [aTyvMKOB AaHHble obpabaTbiBaloT C MOMOLLLID CPEACTB HavyanbHOW 06paboTkw,
pa3MeLleHHbIX B COCTaBe YCTPOWCTBa W nepeaalT C MOMOLLbI NMPOBOAHbLIX MM 6ecnpoBOAHbLIX TEXHOMNOMMIA B
yCTpOWCTBa AarnbHerwen 06paboTku u/vnm BocnponaseaeHns nHpopmauuu.

B paboTte npegnaraetca wucnonb3oBaTb anropuTMbl pacno3HaBaHWS 3MOLMOHANbHOTO COCTOSHUA
Yyenoseka Ha OCHOBE AaHHbIX CUrHana akcenepomMeTpa.

[aHHble akcenepomeTpa MNPUMBOAAT K HEKOTOPbIM HETOYHOCTAM, Korga Aeno AOXOAMT A0 KayecTBa
npenobpaboTku AaHHbIX:

— lNpwn xogobbe ¢ TenedoHOM B kKapMaHe OH HE MMEeeT NocrefoBaTeNbHOMo NO3ULMOHNPOBAHMS, MO3TOMY
CpaBHMBaTb MOKAa3aHWUsI C OTAENbHBIMW OCSIMU 3aTPYAHUTENBLHO;

— PacnonoxeHune kapmaHa oOkasblBaeT BIMSHME Ha MOKa3aHUsd, TO €eCTb fexa B KapmaHe,
pacrofoXeHHOTo HWXe, Ha Hore, Koraa TenedoH cTaHoBUTCA Oornee NoABMXKHBIM, YEM NEXa B KapMaHe Aarnblue;

— CywecTtByeT MHOM0 HeyBEPEHHOCTW OTHOCWUTENbHO TOro, MpOLUeN N YYacTHUK B TeYeHue BCEro
BPEMEHM 3anucu.

Anroputmbl 06paboTkun curHana nogpasymeBaroT:

— NpeobpasoBaHue curHana akcenepomeTpa;

— CermeHTaLmio curHana akcenepomeTpa;

— BbligeneHne curHana akcenepometpa.

B pesynbTarte cuMTbiBaHWSA AaHHbIX, BO3HMKAET BOMPOC C 3allyMIeHHbIMM AaHHbIMU. OgHMM 13 cnocoboB
60pbObI C 3aLlyMNeHHbIMU AaHHBIMK Npy 06paboTke sSIBNSETCS NPMMEHEHNe MeToda cpeaHux 3HaveHun (Moving
average, MA) oaouMH M3 cambIXx MNpPOCTbIX METOAOB (unbTpauumu Wwyma. 3agadva pacrno3HaBaHWs 3MOLUiA
HaknaablBaeT OfHO CyLLUeCTBEHHOe TpeboBaHue K punbTpy — TpeboBaHMe MPOM3BOAUTENBHOCTM AOCTATOYHOW
ans Toro, 4Ytobbl MCMOMb30BaTh (PUILTP B PEXUME pPeanbHOro BPEMEHW C MUWHUMAInbHbIMU 3a4epXKKaMu.
Bonblimm nnocom punbTpa SBNAETCA NPUONMKEHHOCTb 3HAYEHUIN K HaYarbHbIM.

B xoge paboTbl Ana nporpammHon peanusaumm 6einm BeibpaHsl Python n MATLAB. 3T0 cBS3aHO C TeMm,
yTto Python n MATLAB Xx0opoLlo NoaxoasT Afs Hay4YHOro U MaTeMaTU4ecKkoro nporpamMmmupoBaHus. bubnuoteka
Python SciPy, mogyns NumPy, ncnonbayetcsa ans pasnuyHbIx onepauui ¢ maccvsamy u matpuuamu. Metoabl
NOAAEPKKN BEKTOPHOM MaLLUHbLI U oNpeaeneHnst AepeBa peLleHuin nonydvaT Yepe3 6ubnuoteky scikit-learn, a
Takke OMbnmMoTeky oOydYeHUss C OTKpbITbIM UCXOAHbIM KogoM gans Python. MapameTpbl Ans  pasHbix
KnaccudumkaTopoB Obinv onpeaeneHsbl 3KCnepMMeHTanbHo. 3To ObINO caenaHo YacTUYHO, HavyMHasa ¢ onuuii no
YMOJYaHUIO 1 SKCMEPUMEHTUPYS BPYYHYHO, @ YaCTMYHO Yepes NpoLece, Ha3biBaeMbIl grid-novcKoMm.

Cnm1cok Mcnosb3oBaHHbIX MCTOYHUKOB:
1. Andreas F.O., Detecting Human Emotions Using Smartphone Accelerometer Dat, 2016, pp. 1-103.
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Cellular mobile communication system is a kind of mobile communication for transmission to subscribers of mobile
telephone communications and digital data. Cellular network got its name in accordance with the principle of territorial
distribution of work areas (cells). In the center of each work area is a base station communicates by radio with the mobile
stations, which may be stationary or movable. Due to the property of attenuation of radio waves propagation, it has been able to
use the same set of radio channels in different cells. LTE standard was confirmed as the next after UMTS Third Generation
Partnership Project (3GPP) standard mobile broadband network international union in January 2008. Standard provides a
throughput and a data rate that are necessary for the growing number of subscribers increasingly demanding. In Belarus, the
LTE network was put into commercial operation in the city of Minsk in December 2015 by the infrastructure operator beCloud.
Minsk became the first Belarusian town, where there was this network. Currently it runs construction of networks for the fourth
generation mobile communication in other cities of Belarus, including regional centers and other cities.

The main task in the LTE mobile penetration is the development of a radio access network for a given
number of users and selected area coverage in given frequency band. LTE network employs large number of the
base stations and uses the frequency band 20 MHz to 1800 MHz (LTE band 3). If necessary it is possible to
activate of the second band - 30 MHz in the range of 2600 MHz. However, development of LTE at 1800 MHz are
given the cost is less on average 60% than the development of networks in the high-frequency bands. LTE
network consists of two major components: a radio access network E-UTRAN and a core network SAE (System
Architecture Evolution). The radio access network E-UTRAN examined in a number of technical specifications
according to which it consists only of the eNB (evolved Node B) base stations. A simplified diagram of LTE
network when it interacts with the packet switched domain (PS-Domain) networks according to other 3GPP
technical specification 3GPP TS 23,401 is illustrated in Figure 1 [1].
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Figure 1. A simplified diagram of LTE network

Radio access networks are used GERAN network, UTRAN and E-UTRAN. Note that in practice the
network elements - SGSN service node serving gateway S-GW and P-GW gateway packet can be constructively
combined. According to the scheme of Figure 1 the main LTE network interfaces interact with 3GPP networks
(GERAN / UMTS) are interfaces S3, S4 and S12. Interfaces S3 and S4 provide interaction logic control MME
mobility gateway and S-GW LTE network service node SGSN 3G network using the tunneling protocol GTP
(GPRS Tunnelling Protocol). S12 interface for its intended purpose similar to Gn interface between the service
and the SGSN GGSN GPRS network gateway.

In simulation number of base stations has been determined to coating service area for town Polotsk with
the given number of users and area. We estimated the maximum allowable losses in the propagation of the
signal for the uplink (from the cellular phone to base station) and downlink radio link (base station to mobile
phones). We used a well-known model COST-231-Hata to determine the propagation loss of radio signals in
selected frequency ranges [2]. Software program complex Atoll was used for the calculation of coverage of the
base stations for given region of the Polotsk. The software package Atoll is one of the best solutions for radio
planning and optimization of different radio technologies for mobile communication systems, including LTE / LTE-
Advanced.

List of sources used:

1. Tikhvinsky, V.O., Terentyev, S.V. B. Yurchuk A.B. LTE mobile networks: technologies and architecture / V O.
Tikhvinsky, S. V. Terentyev, A. B. Yurchuk. - M .: Eco-Trends, 2010. - 284 p.

2. Mishchenko V.N. Radio access networks of cellular radio systems with code division channels "/ V.N. Mishchenko. -
Minsk: BSUIR, 2016. - 65 p.
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METOAbI MNOBbLIWEHUA QHEPTETUYECKOIO NOTEHUUAIIA
BOJIOKOHHO-ONTUYECKUX CUCTEM NEPEOAYA
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B HacTosiLee BpeMs CMCTEMbl MCMONb3yOLWME B MarucTanbHbIX JIMHUAX CBA3WN OOMKHbI UMEeTb Bonblune
AONWHHBI PENSALUMOHHBIX 3NeMEeHTOB. [nnHa pensiuMoHHOro yyacTka 3aBMCUT OT 3HEpreTMyeckoro noTeHumana,
KOTOPbI CTapalTCs yBENUUUTL PasNNYHbIMU METOAAMM.

OHepreTMYecknin NoTeHuman — 3TO pas3HOCTb MexAy YPOBHEM OMNTMYECKOro CurHama Ha BbiXode
nepeparoLLero M 4yBCTBUTENMbHOCTHIO MPUEMHOrO OMNTUYECKUX MOAynen, rae YyBCTBUTENbHOCTb MPUEMHOro
ontuyeckoro (MpOM) — MuHMMAanbHbLIM ypOBEHb OMTWYEecKOro curHana Ha Bxode [MpOM, npu koTopom
obecneymBaeTcs Tpebyembin koadhduumeHT owmnbok (BEP).

BonokoHHo-onTUYeckne cucteMbl nepedavn BKMHOYAOT B Ce0S1 ONTUYECKUI nepedaTyvk, BOIOKOHHO-
onTuyeckas cuctema nepefadun n onTUHECKUn NPUEMHMK.
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Puc. 1 — ctpyktypa BOCI1

CyLLeCTBYIOT OCHOBHbIE CMOCOObLI MOBbILLEHNS 3HEPreTUYeckon adeKkTMBHOCTH:

— YBenuuyeHne MOLLHOCTU nepejaTynka

— Vcnonb3oBaHne HOBbIX BbICOKOI((EKTMBHBIX METOAOB MOSYNALMH;

— Vcnonb3oBaHve npegycenuTenen n ycunutenemn

— Vcnonb3oBaHne BbICOKOI((EKTUBHBIX MPUEMHMKOB 1 METOAOB Npréma

Bce atn cnocobbl AomkHbl 06nagate 9PHEKTUBHOCTBIO NPOTUB HENMHEWHBIX NCKaXXEHWIN, BbIHYXOEHHOIO
paccesHve MaHgenbwtama-bpunntosHa (BPMB), peneeBckoro paccesiHusi, pnyktyaummn gasbl M 4acToTbl.
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2. C. A. bynrakosa, A. Jl. OmutpneB. HenuHenHo-onTuyeckue ycTponctea obpaboTku unHdopmaumm / YyebHoe
nocobue. — Cl6: CrNerymTtMo, 2009. — 56¢.

3. Apwus, A. H. BBegeHve B onTuYeCKyto aMeKTPOHMKY : yueb. nocobue / A. H. Apus. — Mocksa : Bbiw. LLk., 1983. — 398
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NMOPOIrOBOE NEKOAUPOBAHUE CUCTEMATUYECKUX
CAMOOPTOIOHAJIbHbIX COCTABHbIX BJTIOKOBbIX KOOOB
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2. MuHck, Pecnybnuka benapycb
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[locTomHCTBa NOPOroBOro anroputMa AekoAMpoBaHUs, a UMEHHO, BbICOKasa ckopocTb ( B 2 100 M6wuT/c ) aekoanpoBaHus
MHbopmaLumm, koppekumus owmbok Gornee rapaHTMPOBAHHON MCMPaBRsOWENn CNoCOBHOCTM Koaa, BO3MOXHOCTb OpraHusaumu
HernpepbIBHOTO KOHTPOISi KayecTBa KaHana cBA3un 6e3 BHeapeHWst AONONMHUTENBHON U3BLITOYHOCTY M Ap. ONpeaenunm LUMpoKoe
NpYMEHeHNe [aHHOro anroputMa B peanbHbIX CUCTEMAx CBA3M Afs obecneveHVst 3adaHHOW [OCTOBEPHOCTWU nepepavuu
nHdopmaumn [1-4].

Teopusi MOCTPOEHMS TUHENHbIX OrnoKkoBbIX camoopToroHanbHbix kogoB (JIBCOK), ponyckarowmx
peanusauuio MOPOroBoro anropuTMa OeKkoaMpoBaHWs, paccmaTtpuBaeTcsa B pabotax [1-4]. [OaHHble koAbl
CTPOATCS NMMBO Ha OCHOBE UCMONb30BaHMM NPOCTbIX COBEPLUEHHBLIX Pa3HOCTHbIX MHOXecTB (CPM) [1-4], nnbo Ha
OCHOBE YKOPOYeHUsi (yceyeHUs) CBePTOYHbIX KOAoB. [MpuHuMnunansHoe otTnnyne npuHumna noctpoexus JIBCOK ¢
MOPOroBbIM anropuTMOM AeKOAMPOBaHUSA Ha ocHose npoctoro CPM oT camoopToroHarbHbIX CBEPTOYHBIX KOLOB
(CCK) ¢ noporoBbiM anropuTMOM AEKOOUPOBAHNSE COCTOMT B TOM, YTO CBOMCTBA LMKIMYHOCTM Heobxoanmoe anga
NnHeNHbIX 6rokoeeix COK, TpebyeT, 4Tobkl uncno "€, onpeaensiolee Moaynb &= + £ + 1 npoctoro CPM, 6bino
cTeneHbio Yncna 2. B cBa3m ¢ 3TuMm gnuHa kogoson nocrniegosatensHocTy JIBCOK onpenensaetcsa BbipaxeHnem
[1-3]:

n=2"+ 2 +1, iB. CUMB. 6N}

roe s — Lienoe nornoXuTenbHoe Yncno.

Ona CCK gnvHa KogoBOro orpaHuMyeHust ny onpenensieTcs MakcumarbHbIM Yncnom npoctoro CPM u
ymcnom g = kp+1, Hocslero HaseaHMe MWHKW-6Moka KoaoBbiXx CUMBONOB, ko 2 1 — MWHM-GROK
NHOPMaLMOHHBIX cuMmBonoB. OgHako Ans ckopocTu nepefayn koga R = ko / ng = 1/2 JIBCOK n CCK moryT 6bITb
MOCTPOEHbl Ha OCHOBE OAHOro U Toro e npoctoro CPM. B cootBeTcTBUM [1-4] KONMYECTBO MHOPMALMOHHBIX
cumBornoB "k" JIBCOK co ckopocTblo nepegaum koga R = 1/2 OOmkKHO YOOBMNETBOPSTb CRedyloLLEMY
HepaBeHCTBY:

k =m+1, OB. cuMmB. 2)

rae m (m 2 2) — MaKkCuMarbHada CTyneHb nopoxaatowero nosintHoma.

[nvHa kofoBoM nocnegoBaTenbHOCTY "N" onpeaensieTcsl paBeHCTBOM:
n= 2%k, OB. CUMB. 3)
KpaTHOCTb KOppekTUpyeMbIX OLMGOK onpeaensieTcs creayowmM HepaBeHCTBOM:
tropp =G0 —1/2=(+1)-1/2 =]/2, (4)

rae J — 4nCno OpTOroHanbHbLIX NPOBEPOK KOJa, PaBHOE YUCIY HEHYNMEeBbIX YNIEHOB NOpoXJatollero nomHoma
Plx) = x™+a™ e 4™ L E

OddeKkTMBHLIM CMOCOOOM MOBLILEHUS KOPPEKTUPYIOLEN CMNOCOOHOCTU U3BECTHBIX KOAOB SABMNAETCHA
UCMOMNb30BaHNE MeTOAa MNEepPeMEXeHUss MH(OPMAaLMOHHBLIX CUMBOJIOB, Y4acTByHOWMX B dopmupoBaHum J
OpPTOroHarnbHbIX MPOBEPOK. [aHHbI MeTod NO3BONISIET MOCTPOUTbL COCTaBHbIE TPYMMOBbIE KOAbl. BakHenwmnm
napamMeTpoM MeToa MOCTPOEHUS NNHEWNHbIX BNOKOBbIX CaMOOPTOrOHarnbHbIX KO4OB SIBNAETCA KO3(DULNEHT
nepemexeHuss a = 2. Ha npaktuke Hambonbluee npuMeHeHWe nonyyYnnu fasa crnocoba nepemexeHusi
MHMOPMAaLMOHHBLIX CUMBOJIOB: NPOCTON M 0606LLEHHbIX [1-4].

Mpu npoctom cnocobe nepemexeHns WHPOPMAaLMOHHBIX CUMBOMOB BCE MNOKa3aTenu CTerneHewn
nopoxgatoulero nonnHoMa P(X) yMHOXalTCa Ha KO3(hMUUMEHT nepemMexeHus a, a nopoxpawwen G(X) n
npoBepoyHor H(X) matpuuax mexgy cTpokamu u ctonbuamm COOTBETCTBEHHO BCTaBMsHOTCA (0 — 1) HyneBbIX
CTpOK 1 cTon6uos. MNpu 0606LeHHOM cnocobe nepemMexeHnsi UHHPOPMALMOHHBIX CMMBOJIOB HE BCe MokasaTenu
CTeneHeln NopoXxaatoLero NofnMHOMa YMHOXalTCs Ha a, a B nopoxaatowern G(x) n nposepodHon G(X) maTpuuax
HyneBble (a — 1) CTPOK M CTONOLIOB COOTBETCTBEHHO BCTABMSATCHA TOMbKO MeXOy CTpokamMu M cTtonbuamu
COOTBETCTBYHLLME NOKA3aTENsAM CTENEHEN, KOTOPbIE YMHOXAOTCS Ha .

MpuHUMNManbHOe oTNNYMe MpUHLMNAa NOCTPOEHUs KaHarnbHOro kogeka Ha ocHose cocTtaBHoro JIBCOK ¢
NMOPOroBbIM anropuTMOM [AEKOAMPOBAHMS OT KaHarnbHOro kogeka Ha ocHoBe CCK ¢ anropuTmMoMm MoporoBoro
[EKOAMPOBaHUSA COCTOUT B NMPUHLMNE NMOCTPOEHUsT TONMbKO (hOPMUPOBATENS NMPOBEPOYHbIX CUMBOMOB Kogepa 1
aexopepa (PrCypy). PrCyyu CCK BbINOMHAIOTCA B BuAe NocrnegoBaTenbHOro perucrtpa casvra ¢ m (m —
MakcumarnbHas CTeneHb MOPOXOAILEro MOMvMHOMA) SYeliKaMy NamsaTM C HyMapauuen syeek namsatu nubo
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CneBa HamnpaBo U C BbIHECEHHbIMM CyMMaTopaMu no mMoaynto ABa (cxema BoseHkpadta u PendpdheHa), nmbo ¢
HyMepauwven sueek NnamsiTy cnpasa HaneBo U CO BCTPOEHHbIMW CyMMaTopamu no mMogynto Asa (cxema Meccw).
®lCyn coctaBHoro JIBCOK BbINONHAIOTCA B BUAe nocnegoBaTenbHOro pernucrpa casura ¢ obpaTHON CBA3bIO,
cofdepxalyero (2m + 1) A4eek namaTM C HymMepauuen Mx crieBa Hamnpaso, C BbIHECEHHbIMW CymMMaTopamu no
MOAYIIO ABa C BbIXOAOM MPOBEPOYHbLIX CMMBOJIOB C MEPBUYHOrO CymmaTtopa no MoAyrio ABa, a Takke Hannivem
COOTBETCTBYIOLLEro KONMMYeCTBa Kroyen ynpasnenus [1-4].

[IOCTOMHCTBOM MpeanoXeHHOro metoda noctpoeHus coctaBHbix JIBCOK ¢ noporosbiM anropvTtmMom
AeKoanpoBaHUsa SBNSETCS BO3MOXHOCTb KOPPensaumMm 3aBUCUMBbIX (NakeTHbIX) owmnbok B a (a = 2) pa3 bonblue
KoppekTupytoLlen cnocobHocTn ucxogHoro (6asosoro) JIBCOK. O6wmmn HegocTaTkammn UCXOAHbIX (6a30BbIX) M
coctaBHbiX JIBCOK, peanusyiowwmx Noporosbin anroputM OEKOOUPOBaHWS, ABMAIOTCA: 3afepxka MHdopmauum
l; = 2Zm+ 1 takToB Npu KogupoBaHun u I, = 2(Zm+ 1) TakTOB NP AEKOANPOBAHUU U BbICOKas U3BLITOYHOCTb
(r = 50%) nepepasaemon nHOPMaLUK.

YBenuunTb ckopocTb nepegayn coctasHoro JIBCOK BO3MOXHO Ha OCHOBE MCMOMb30BaHWsA nepdopaumm
(BbIKanbiBaHWs) onpederneHHbIX MPOBEPOYHbIX CUMBOMOB KOAOBOW nocneposaTtenbHocTn. K HegocTaTky
nepdOpNPOBaHHbLIX MOMEXOYCTOMYMBBLIX KOOOB OTHOCWUTCH CHWMXEHME SHEepreTUYecKoro BbiMrpbilla 3a cueT
kogupoBanus (3BK). CHmkeHne 3BK moxet pgocturate go 0,5 ob npu nepexoge ot ckopoctn koga R = 1/2 k
Rrepgp. = 7/8 Npun XECTKOM NPUHATUM PELUEHNS Ha BbIXOAE KaHarna CBS3Wn.

Cnmcok Mcnonb30BaHHbIX NCTOYHVKOB!

1. MutepcoH, Y. Kogpl, ucnpaenstoLume owndkm / Y. MutepcoH, 3. YanTtoH. — M.: Mup, 1976. — 594 c.

2. KoHoneneko, B.K. Teopusa npuknagHoro koguposanus B 2-x T / B.K. Kononenbko [ ap.]; noa pea. MNpod. B.K.
KoHonenbko. — M.: BI'YUP, 2004.

3. Kopones, A.N. MNomexoycTtonumnsoe koaumposaHne uHdpopmaummn / A.WN. Kopones, Anb-anem Axwvepn Cawvp, B.K.
KOHonenbko. — MuHck: bectnpuHT, 2013. — 277 c.

4. Kacamu, T. n gp. Teopusa kogmpoBanusa — M.: Mup, 1978 — 640 c.
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NOBbILWWEHUE NHOOPMALIMOHHON BE3OINACHOCTUN C
NMOMOLLbIO CKAHEPA YA3BUMOCTEW

Genopycckuli 2ocydapcmeeHHbill yHUgepcumem UHhopMamuku U paduo3rieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

Muxetiyuk A.L.
Xaukesuy O.A. — K.m.H., OoueHm
B pabote paccmartpuBaloTca cepTUgUMLMPOBaHHbIE CKaHepbl ysa3BumocTel B Pecnybnuke Benapycb, ¢ nomoubto
KOTOPbIX MOXHO OCYyLWeCTBUTb MNoBbllLleHne MHCbOpMaLI,VIOHHOVI 6e3onacHocTn B KOpnopaTuMBHbIX CeTax . [Noka3sbiBaoTCA
OCHOBHbIE CXOACTBaA M pasnnyna mexay npeacraBfieHHbIMU CKaHepaMun, a Takke npakTtudeckoe npumeHeHne ogHOro U3 HuX.

B mae 2017 roga npousoLuna ogHa U3 caMblX Cepbe3HbIX Xakepckux aTak, kotopas 3apasuna 500 Tbicsu
KOMMbIOTEPOB NOA yrnpasneHnemM onepaumoHHon cuctemoin Microsoft Windows B 150 ctpaHax mupa. Peyb nget o
nporpamme-BbiMoratene WannaCry. [laHHas nporpamma oOCylecTBNsSeT cKaHupoBaHue B VIHTepHeTe Ans
HaxoxaeHus oTkpbiToro 445 nopta (npotokon SMBvV1, cnyxawwmi Ang ygoaneHHoro AOocTyna K CeTeBbIM
pecypcam). lNMocne HaxoxpeHust oTKpbITOro 445 mopTta Ha KOMMblOTEpPe, MporpaMma 3JKChryaTupyeT Ha Hem
ysasBumocTb EternalBlue, n B cnyyae ycnexa ycTtaHaBnuaeT 6akgop DoublePulsar, 6narogaps kotopomy
3arpyxaetca u 3anyckaetcs kog WannaCry [1].

[Ons Toro 4yto6bl 06e3onacuTb cebs OT TakMxX NporpaMmM-BbiMoraTenen, cneuuanmncTbl N0 MHPOPMaLMOHHON
6e30MacHOCTN  PEeKOMEHAYIOT  WCMofMb30oBaTb MUUEH3VOHHOE aHTUBMPYCHOE mnporpaMMHoe obecnedveHue,
aBTOMaTu4yeckoe ob6HOBNEHME onepaumoHHon cuctembl Windows, a Takke NpoBepeHHble NporpamMmMHble cpeacTsa
Onsa npegoTBpalleHusa aTak. B gaHHoOM paboTe npegnoXeHO UCMONb30BaTb CKAHEpPbl YS3BMMOCTEW B KayecTBe
NPOBEPEHHbIX NPOrpaMMHbIX CPeaCcTB.

CkaHepbl yA3BMMOCTEN NpefHa3HayeHbl AN MOHUTOPUHIA CETU, NPUIOXEHUIA N OTAENbHBIX KOMMbIOTEPOB
Ha npeoMeT HaxoXAeHuws npobnem ceteBow 6e30MacHOCTM, a Takke AN OUEHKM W YCTPaHEeHWs HaWOeHHbIX
Henonagok.

B Pecnyb6nuke Benapycb cyuwlectByeT ABa cepTuduLMpoBaHHbiX OnepatuBHo-AHanutuyeckum LieHTpom
ckaHepa ysassumocten — Max Patrol 8 n PCS-1. lNpencraBneHHble ckaHepbl MMEKT obLine YepTbl, TakMe Kak
reHepauus OTYETOB B MpoLecce 3aBepLUeHUs CKaHMPOBaHWS, CMWCOK peKOMeHOAuuMn Mo WX YCTPaHEHWo,
HaxoX4eHNs OTKPbITbIX MOPTOB, MAEHTUUKaLMA OnepaumoHHON CUCTEMbI, NOKasaTernb KPUTUYHOCTU HaWaeHHbIX
ys3BUMOCTEN. Takke AaHHbIE CKaHePbl UMEIT U Pasnmymns.

"maBHbIMM ocobeHHoCcTAMKM Max Patrol 8 sBnsAlTCS: yaaneHHoe cKaHMpoBaHWE, UCMOMb3ysl BCTPOEHHbIE
MEXaHW3Mbl yOAneHHOro aAMUHWCTPUPOBAHMWS; BO3MOXHOCTb aBTOMAaTUYECKOTO MOHWTOPMHIa CeTW; npoBepka
web-NpunoXeHun Ha HaxoXAeHWs ys3BUMOCTeN; 6asa [AaHHbIX OOHOBMSETCA BbICOKOKBANUMULMPOBAHHLIMA
cneumanvctamm n3 Positive Technologies [2].

Opyrow ckaHep, PCS-1, umeeT cnegytoLme npenmyLLecTsa: nposepka web-6pay3epoB, yCTaHOBMEHHbIX HA
KOMMblOTEpPaX; OpraHM3aums 3awmTbl OaHHbIX, NepedaBaeMblX B npedernax ceTM M OT nonb3osaTens, oT
packpbITMa 1 MoauduKkaumm; NokasbiBaeT He BO3MOXHYIO YA3BMMOCTb, @ KOHKPETHYH0; 0GHOBNAETCA exeaHeBHoO. B
KayecTBe Cepbe3HOro HeJocTaTka MOXHO BblAENUTb TO, YTO MPW BbINOMHEHUN CKAHWPOBAHUS B KOPMoOpaTUBHOW
CeTV Ha HaxOXOEeHUs YA3BMMOCTEN, MOXeT 3aMefnutb paboTy ¢upMbl, B KOTOPOW OCyLLECTBMASETCH
CKaHMpOBaHMe.

B kayecTBe npumepa nNpaKkTMY4ecKoro NpUMEHeHWst ucronb3oBarncst ckaHep PCS-1. CkaHupyemas ceTb
npeacTaBneHa Ha puUcyHke 1.

Mapmpymrzartop

P-192 168.1.1
Windows 10 o Windows Server 2008
IP:192.168.1.91 | ‘ IP: 192.168.1.103

=

= p=
Debian é ‘ \ 4 T.Vi.ndm:'s: 10
IP:192.168.1.99 / IP:192.168.1.3
Q /5

U

]

T

Wimndows 10

CentD8 ver. 73 IP-192 1681 02
IP:192.168.1.105 Konmr}-'ra'ml:\

Red Hat Limux Mint 18.1 "Serena” Fedora 23 CentOS ver. 73
IP:192.168.1.97 IP-192.168.1.210 IP: 192.168.1.104 IP:192.168.1.90

Puc. 1 — CkaHupyemas ceTb

Q

137



54-g Hay4Hasi KOHGhepeHUUs acrupaHmos, MazucmpaHmos u cmydeHmos BI'YUP, 2018 e.

CkaHvpyemas ceTb, NpeAcTaBneHHas Ha pucyHke 1, mpeactaBnseT cobon OecsATb XOCTOB, KOTOpble
HaxoAaTCs B OOHOM CeTU M UMEIOT pasnnyHyto onepauuoHHyto cuctemy. CentOS, Fedora, Linux Mint, Debian, Red
Hat oTHOocaTCcA k UNIX-nogoGHbIM onepaumoHHbIM cuctemam. Bce komnbioTepbl NOAKMOYEHBI K KOMMYTaTopYy,
KOTOPbIV NOAKMIOYEH K MapLUpyTU3aTopy, C MOMOLLIbIO KOTOPOro ocyLlecTsnseTcs 4ocTyn B IHTepHeT.

Mpwn ckaHMpoBaHuM ykasbiBaeTca NMB0 KOHKpeTHbIN IP-agpec, nnbo ananasoH agpecos. B gaHHom cnyyae
ykasblBancs guanasoH: 192.168.1.1 — 254,

Mpw 3aBepLUEHNN CKaHNPOBAHUS FTEHEPUPYIOTCA OTHETbI, IAe YKasbiBalTCA YA3BUMOCTU, peKOMeHJaLuum no
YCTPaHEHWIO YSI3BUMOCTEN, KPUTUHHOCTL YA3BMMOCTW. Ha pucyHke 2 npeAcTaBneHa kpaTkasi obwas nHgpopmaums:
KONMMYECTBO HaWAEHHbIX YA3BUMOCTEN, KPUTUYHOCTL YSI3BUMOCTEN (BbICOKas, CPEAHSSA, H13Kas).

Host High Medium Low | Log | False Positive
92.168.1.1 2 |1 0 16 |0
a2.168.1.105 | 2 10 1 3 0
07 16 ] 2 5 1]
192.16%.1.91 ] 2 1 ® 0]
192.16%.1.92 1] 2 ] 20 {
02.168.1.211 ] 1 2 15 0
02.168.1.99 1] 1 ] 24 {
O2168.1.105 | O ] 1 i 0
02.168.1.97 ] ] 1 11 {
O2.168.1.104 | O ] ] 4 [
192.168.1.90 ] ] ] 4 0
Total: 11 4 19 7 L0 | 0

Pwuc. 2 — Kpatkasi ctatuctuka

lMpoaHanu3npoBaB pUCYHOK 2, MOXHO Y0eanTbCs, YTO B CETU CyLLEeCTBYeT 4 KpUTUYECKUX ya3BmumocTen, 19
cpegHnx un 7 HmM3kmx. C MOMOLLBI CKaHepa MOXHO He TONbKO OOHapyXuTb, rAe M Kakue Ysi3BUMOCTU
pacnonoXeHbl, HO W, WUCMOMNb3ys pekoMeHgauuu, ycTpaHuTb wux. [pumep pekomMeHgauum no YCTPaAHEHWUIO
HaAeHHON yA3BUMOCTY NPeACcTaBneH Ha pUCyHke 3.

References

CVE: CVE-2009-2526, CVE-2009-2532, CVE-2009-3103

BID: 36299
CERT: DFN-CERT-2009-1443
Other: http://www.micresoft.com technet/security/bulletin/M509-0 50.mspx

Pwuc.3 — MNpumep pekomeHAaumm no yCTpaHEHNIo HaAEeHHOW yS3BUMOCTM

Takum obpa3om, B AaHHON paboTe nokasaHa 3dhdEeKTUBHOCTb MPYMEHEHNS CKaHEepOB YA3BMMOCTEN ANS
NOBbILLIEHUST MHAOPMALMOHHON 6e30MacHOCTN B KOPMOPaTMBHBIX CETAX Ha nmpumepe cepTugMUMpOBaHHOIO B
Pecnybnuke benapyck ckaHepa PCS-1.

CnnCoK UCMOMb30BaHHbIX MCTOYHWKOB:
4. WannaCry [OnekTpoHHbIi pecypc] — Pexxum goctyna: https://ru.wikipedia.org/wiki/'WannaCry.
5. Max Patrol 8 [QnekTpoHHbI pecypc] — Pexum goctyna: https://www.ptsecurity.com/ru-ru/products/mp8/.
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METOOUKA ONPEAENEHNA METPONIOMMYECKUX
XAPAKTEPUCTUK BEKTOPHbIX AHAJIU3ATOPOB LIEMNEWN
MUKPOBOJIHOBOI'O AUAIMA30OHA

Benopycckutl 2ocy0apcmeeHHbIl yHUsepcumem uHgOpMamuku U paduo3fneKmpOoHUKU
2. MuHck, Pecnybnuka benapych

TecnuH N.A., Kysrokos A.H.
Benowuykut A.l1. — K.m.H.,0oueHm

,D,OCTVI)KeHVIFl B obnactu Teopun U TEeXHUKNU MUKPOBOJIHOBOrO Auana3oHa OTKpbIBAKT MNpUHUMNWANbHO HOBble
BO3MOXHOCTU CcO3a4aHnA U pas3BUTUA CUCTEM CKOpOCTHOVI nepeagadmn VIHCbOpMaLl,MVI, CUCTeM pagunonokauun n paguoHasurauuu,
pagnopasBefkM U pagnonpoTUBOAENCTBUS, CUCTEM CBS3M U TeneBuaeHus. [ins onpeeneHvs napameTpoB U XapakTepucTuK
3TUX CUCTEM W WX KOMMOHEHTOB Hauboree 4acTo WCMONb3YTCH BEKTOPHble aHanu3atopbl uUenew (BAL) [1,2]. Ons
npakTn4yeckoro npuUMeHeHna 3TUX aHanus3aTopoB HeOﬁXO,D,VIMO onpeneneHne uUx MeTposiorm4eCkuxXx XapakTepUucTtuk (MX) no
cneuvanbHoO pa3p660TaHHblM MeToaunKaMm.

B noknage paccmaTpuBaeTcs Metoauka kanubpoekm BAL, P4-MBM-118. AHanu3atop npegHasHayeH ans
aBTOMAaTU3MPOBAHHOIO  WCCNeAOBaHUsi  BOIMTHOBOAHbIX  YCTPOMCTB ~ MWKPOBOMHOBOMO  Auanas3oHa U
aBTOMaTU3MPOBAHHOIO M3MEPEHUsT KOMMNIEKCHBIX KOAPdULUMEHTOB nepedayn n otpaxenus (|S11(22)| n |S21(12)|)
BOMTHOBOAHbIX YCTPOWCTB C LMAPOBBIM OTCYETOM M3MEPSIEMbIX BEMWYMH U BOCMPOU3BEAEHMEM WX YACTOTHBIX
XapakTepucTUK B AEKApTOBOW CMCTEME KOOPAMHAT Ha 3KpaHe aHanusartopa.

Pabounii guanasoH yacTtoT aHanu3atopa ot 78,33 go 118,1 I'Tu. MNpegensl gonyckaemMon OTHOCUTENbHOM
MOrpeLLIHOCTN YCTaHOBKM YacToTbl He bonee + 0,2 % OT yCTaHOBMNEHHOW YacToThl. [lana3oH namepeHus Mogynew
koadhuumeHToB oTpaxeHuss ot 0 go MuHyc 26 ab. OuanasoH wHamkauum KCBH ot 1,1 go 5. lMpepensi
[OnycKaemon MOrpeLuHoCTV Npy U3MepeHUn moayns KoadduumeHTa oTpaxeHus He Gonee |S11(22)] + (0,50 +
0,07|S11(22)|) ob. Anana3oH uamepeHuss moaynsa koadduumeHTa nepegaum ot 0 go muHyc 50 ab. MNpegenel
Aonyckaemon MOrpeLlHoCT! Npu usMepeHnn moayns koadpduumuenta nepegaymn |S21(12)] He 6onee + (0,30 +
0,05|S21(12)|) ab. Onana3oH namepeHns gasbl koadhduumeHTa oTpaxkeHus 1 dasbl koadduumeHTa nepegaym ot
muHyc 180 go nntoc 180 rpagycos. Mpegensl JonyckaeMown NorpeLlHoCcTy Npu namepeHun gasbl koadpduuymeHTa
oTpaxeHus He 6onee * 8 rpagycos. lNpeaens! 4onyckaemon NOrpeLlHoCTM Npu u3aMepeHnn dasbl koaduumeHTa
nepegaym He 6onee + 7 rpagycos.

Mpu kanMbpoBke aHann3aTopa onpeaensTCcs creayowme METPOIOrMYECKME XapaKkTePUCTUKN:

— [eNCTBUTENbHOE 3HAYeHWEe W HeonpeaeneHHOCTb M3MEPEHUs MOAYNS U aprymeHta KoadULMEHTOB
oTpaxeHus (KO);

— OEWNCTBUTENbHOE 3HAYeHWEe N HeoMnpederieHHOCTb U3MEpPEHUs MOoAyns U apryMmeHTa KoadhuumeHToB
nepegaym (KI);

— [OelcTBUTENnbHOE 3HA4YeHWe W HeonpeneneHHOCTb YCTAaHOBKM M OTCYeTa 4acToTbl, Ha KOTOPbIX
onpegenstotes KO u K.

Ons kanubposkn BAL| BbiOpaHbl criefytolime 3TanoHHble CpeacTBa: 4acTOTOMEpP 3NEKTPOHHO-CYETHBIN
PY3-72; Habop mep KCBH 1,4 n 2,0; atTeHoaTop nonsipusaunoHHbii All-20; koMmnnekT mep ¢asoBoro capura
KM®C-3.

Ons oueHKn HeonpeadeneHHOCTEW W3MEPEHWA KkanmbpyeMbix napamMeTpoB Obinv  MCMONb30BaHbI
criegytoLwme Moaenu n3amMepeHus.

Mogernb nsmepeHus nNpu OLEHKe HeonpeaeneHHOCTM YCTAaHOBKM M OTCYEeTa 4acToThl CUrHana Ha BbixoAe
reHepatopa aHanusaTopa

Ap=fo—f,—A, +A,, T, @

roe  fr — nokasaHue kanubpyemoro aHanunsaTopa, I'u;
f; — nokasaHve aTanoHHOro Yactotomepa, Ny;
A, — nonpaBka Ha HETOYHOCTbL 3TANOHHOro YacToTomepa, u;
A, — nonpaeka Ha ANCKPETHOCTb YCTAHOBKW YacTOTbl kKanmbpyemoro aHanu3aTopa, I'u.

— Mogenb nsmepeHus OTKIMOHeHWs pe3ynbTaToB namepeHuin KCBH
@
= KCTUM —Kerun T4 +4

Kery pac’

rae A, — oLeHuBaemoe OTKIOHeHWe N3MepeHus KCBH;

Ky — NOKasaHue KanM6pyeM0ro aHanusartopa,

KCTU)T
Axs — MONpaBKa n3-3a KOHEYHOro paspeLleHnd Kanm6pyeM0ro aHannsaTtopa,
Apac — NOMNpaska, 06yCJ'IOBJ'IeHHaFl paccornacosaHnem B U3BMepPUTESIbHOM TpakTe.

— 3HayeHne KCBH aTanoHHON Harpysku;

— Mogaenb n3mMepeHust OTKITIOHEHUS! Pe3ybTaToB U3MEpPeHUiA ocrabrneHns
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Aa = Au - Ast + Awe + Apac, AB, (3

roe Aa— oueHuMBaeMoe OTKIMOHEHWE n3MepeHus ocnabnenus, ob;
Ay — nokasaHue kannbpyemoro aHanunsaTopa, ab;
Asr — 3HauYeHne ocnabrneHns aTarnioHHOro aTTeHaTopa, ab;
Ays — NONpaBka 13-3a KOHEYHOro pa3peLleHus kannbpyemoro aHanusaTopa, ab;
Apac — MONpaBska, obycrnoBneHHas paccornacoBaHMeM B U3MepuTensHoM TpakTe, Ab.

— Mopenb n3MepeHust OTKIOHEHUs pe3ynbTaToB U3MEPEHUI dasbl KOIPPULMEHTOB Nepeaaym

A(pKll = Qe — P T A + APBC’ rpaa., (4)
rae A, ~— OLeHMBaemoe OTKIOHEeHME N3MepeHus dasbl K1, rpag.;
¢y, — NOKa3aHue kannbpyemoro aHanusaTopa, rpaj.;
Oy, — 3HAYEHWe pasbl aTTeHoaTopa, rpag.;
A — MOMPaBKa n3-3a KOHEYHOro paspeLleHns kanubpyemoro aHanuaaTopa, rpag.;
Apac — NONpaska, 06ycnoBneHHas paccornacoBaHMeM B U3MEPUTENBHOM TpakTe, rpag.
— Mogenb nsmepeHus OTKIMOHEHWS pe3ynbTaToB n3MepeHnii hasbl KOAPPULNMEHTOB OTPaXKEHNS
Q)

= Puow ~ Pros t Ak t Apac, TPAA.,

Pxo

rae A, — OleHVBaeMasi NorpeLHOCTb M3MePeHIs dasbl KO, rpaa.;
¢®ro, — MOKa3aHve kannubpyemoro aHanusaropa, rpag.;

Qo — 3HAYEHVIE hasbl aTANOHHOW HarpysKku, rpag.;

A — NOMPaBKa 13-3a KOHEYHOTO paspeLLeHUst kanubpyemMoro aHanmsaTopa, rpag.;
Apac — NoNpaeka, 06yCroBneHHas paccornacoBaHMem B M3MepUTENLHOM TpakTe, rpag.

MonHbIN pesynbTaT U3MEpPeHUs COCTOWUT U3 OLEHKU U3MEpSeMON BENWYMHBbI Y, U COOTBETCTBYIOLLEN €W
pacwmpeHHon HeonpegeneHHoctn U n npeactaBnsetcs B Buge: yrU (B eauHuMUax M3MepeHwsi), roe 4ucrio,
cnepytoLLee 3a 3HAaKOM , SABMSETCA YNCINEHHBIM 3HAYEHMEM PACLUMPEHHOWN HeONpPeaeneHHOCTH.

PaccmoTpenHas meToguka onpegeneHus MX moxeT ObiTb MConb30BaHa Npu paspaboTke meToamku kanubposku BAL|
npegHa3HaveHHbIX Ana paboTbl B ApYrX y4acTkax MMKPOBOSTHOBOIO AManasoHa, a NpeAcTaBneHHble MaTeMaTuyeckne Moaenmu

AOns oueHKn HeonpeaeneHHOCTN UsmMepeHns KaﬂMpreMle napamMmeTposB.

Cnncok UCcnonb30BaHHbIX UCTOYHMKOB:
1. Benowwukuin, A. M. N3smepeHnst B ONTUYECKOM U MUKPOBOJSTHOBOM AManasoHax AnuH BomH. B 2 4. Y.1. Yye6Ho-

MeToandeckoe nocobue. / A. M. Benowwuukui, A. B. l'ycuHckuin, A. M. KocTpukuH. — MuHck : BIYUP, 2016.
2. TycuHckuin, A. B. BekTopHble aHanmsaTopbl Lenei MUIMMMETPOBbLIX BOMH: MoHorpadus B 3 u. Y. 3 (kH. 1) :
MpYHUMNBI NOCTPOEHUS U aHanu3 cXeM BEKTOPHbIX aHanu3aTopoB uenen / A. B. INycuHckun, T, A. LWWapos, A. M.

KocTpukuH. — MuHck : BI'YUP, 2008.
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METOAWUKA ONPEAENEHNA METPOJIOTMYECKUX
XAPAKTEPUCTUK CKAJTAPHbBIX AHAITUSATOPOB LIEMNEW
MUINITMMETPOBOI'O AUANMA3OHA AJIUH BOJIH

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Ky3tokoe A.H, TecnuH lN.A.
Benowuukut A.l1. — k.m.H.,0oueHm

K uucny Havbonee oddEKTUBHBIX W3MEPUTENbHBIX CPEeAcTB, MpedHa3HavYeHHbIX Ans  aHanusa
napameTtpos CBY n KBY ycTpoicTs (Lenen), oTHOCATCA ckansipHble aHanu3aTopsbl uenen [1,2]. CoBpemeHHble
CAL|l aBnsATCA BbICOKONPOWU3BOANTENBHBIMA MHHOPMALMOHHO-M3MEPUTENBHBIMW CUCTEMaMK, MO3BONSAOLMe
npoBecTn HeobxoAumble W3MEepeHUs MapamMeTpoB YCTPOMCTB C rapaHTVPOBAHHOW TOYHOCTBIO B LLUMPOKMX
AvanasoHax C MpeAcTaBneHWeM W XpaHeHWeM M3MepPeHHOW MHAOopMauuM O napameTpax M XapakTepucTukax
NCMbITYEMbIX YCTPOWCTB.

MopoepxaHue BLICOKMX METPONOrMYECKUX XapakTepUCTUK CKansdpHbiX aHanusaTopoB LUenen KBY
AnanasoHa HeBO3MOXHO 6e3 ux MeTpornormyeckoro obecneveHusi, a TakkKe BbINOMHEHUS Takux BWAOB
MeTponormyeckmx paboT, Kak MmeTponornyeckas atrectaums, nepuoamyeckas noBepka v kanmbposka.

Onsa wx npoBegeHus TpebyloTCs cneumanbHO pa3paboTaHHble METOAMKW, Y4uTbiBalLwme cneumduky
nposegeHnss KBY wu3mepeHui, KOHCTPYKTVMBHbIE W 3JKCMMyaTaUWMOHHblE XapakTepuUCTWKW aHanmusaTtopoB M
TpeboBaHNA HOPMaTMBHbIX JOKYMEHTOB B 3TOW obnacTu.

B poknage paccmaTtpuBaeTcs MeToAMKa MeTPOSIorMYeckon aTTecTaumm CKansipHoro aHanusatopa uenewn
P2-MBM-53. AHanusaTop npegHasHayeH A9 aBTOMAaTU3MPOBAHHOIO WCCNefoBaHWs BOMHOBOAHbLIX KBY
yCTpOWCTB, paboTallwmx B 4acToTHOM AuanasoHe ot 37,50 pgo 53,57 Ty v namepeHns nx napameTpoB —
mMoaynen koadduuneHToB nepegaun |Syi| M oTpaxeHus |Sii|, ¢ LMPPOBLIM OTCHETOM U3MEPSAEMbIX BEMUYMH U
BOCNPOU3BEAEHNEM WX YACTOTHbIX XapaKTEpUCTUK B AEKapTOBON CMCTEME KOOPAMHaT Ha 9KpaHe MOHUTOpaA.
O6bektamu wnsmepennss (ON) moryt 6biTb  AyxnontocHukn (OM) — ycTpoWcTBa OKOHEYHOro Tuna MU
yeTbipexnontocHukn (YIM) — ycTponcTBa NMPOXOAHOro Tuna. YMpoLwleHHas CTPYKTypHas cxema aHanu3artopa
npeacTaBfieHa Ha pucyHke 1.

Monyne ynpasneHns [« > Monynn AITIIT
H OTOOPasKeHHT KOMIIBIOTePHBIH
nEpOpMAaLIII ]
7y 7y
A 4
Monyns ynpasierns Moyns ynpasieHHs KBY
CHHTE3aTOPOM H 00palOTKH »  H3MepHTENLHEI
YaCTOTEI CHIHATIOB TPaKT
1
IIpeobpasoBatens > CuaTtesaTop
JeTeKTOPHBII > YacTOThI
|

PucyHok 1 — CTpyKTypHasi cxema cKkarnsipHoOro aHanusaTtopa uenen

CkansipHbll aHanM3aTop Uenei MMeeT crneaylowme MeTporiorMyeckne U TEXHUYECKUE XapaKTepPUCTUKU:
pabouunn guanasoH yactot: 37,50 — 53,57 I'T; npeaensl 4oNyckaemMowm OTHOCUTENBHOW MOTPELLUHOCTU YCTAHOBKM

M OTcYeTa YacToThl £5:10° % OT fmax; HECTAOUNBHOCTbL YaCTOThl BLIXOLHOMO CUrHana reHepatopa 3a 15 MUHyT He
Gonee 1-10° OT frax; ANANA30H M3MEPEHWUS MOAYNeN KOIMULMEHTOB OTpaxeHns oT 0 40 MUHYC 26 ab;
aunana3soH nsmepenns KCBH ot 1,1 go 5; npegensl gonyckaemown OCHOBHOW MNOrPEeLUHOCTU U3MepeHus Moaynsi
KoacbpuumeHta otpaxenus |Sii| He 6onee (0,3 + 0,06 |S11|) ab; avanasoH usmepeHns moaynsa koadduLmeHTa
nepegau ot 0 go muHyc 40 gb; npegenbl OOMYyCKAeMOW OCHOBHOW MOrPELIHOCTM U3MEPEHUsT MOoAyns
koadpdmumeHTa nepedaun |Syi| He 6onee (0,2 + 0,04 |Sz1|) ab.

[Ona npoBegeHust MeTpoNiorMiyeckon attectauum Obinu BblOpaHbl CrefyllimMe 3TanoHHble cpeacTsa:
YaCTOTOMEp 3NEKTPOHHO-CYETHbIN PY3-72, aTTeH0aTop Nonspm3aumMoHHbIN BONTHOBOAHLIN [13-37.

OnpepenexHne pavanasoHa paboymMx 4YacToT, MOrpeLlHOCTU YCTaHOBKM M HeCcTabunbHOCTM 4acToThbl
BbIXOAHOrO CUrHana aHanusaTtopa npoussoguTcsa Ha vYactotax: 37,50; 41,00; 45,50; 50,00; 53,57 ITwu.

OnpegeneHve Anana3oHa W3MEpPEHUS U OCHOBHOW MOrPEeLIHOCTU U3MEepeHUst Moayns KoadduumeHTa
oTpaxeHus |S11| nponssoanTes ans 3Hadvenui: 0,0 ab (Keru > 100); munyc 9,55 ab (Kcru = 2,0); muHyc 15,56 ob
(Ketu = 1,4);
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OnpegeneHve Anana3oHa W3MEPEHUS U OCHOBHOW MOrPEeLIHOCTU MU3MEepeHust Moayns KoadduumeHTa
nepegaum |Sz1| npousBogutca ana 3HaveHun: 0,0 ab; muHyc 10,0 gb; muHyc 20,0 ab; mwuHyc 30,0 ab;
mMuHyc 40,0 ob

O6paboTka pe3ynbTaToB U3MEPEHUI MPOBOAUTCA B CrieytoLlel nocnesoBaTenbHOCTY.

Mpu onpegeneHnn OTHOCUTENbHOM MOFPELUHOCTM YCTAHOBKM M OTCYeTa 4acToTbl aHanmMsaTopa
BbIYUCIAOT:

- OLEHKY CpefHeKBaapaTMYeCcKoro OTKIOHEHNS] OTHOCUTENBHOWM CMyYaiiHOW COCTaBNSIOLWEN NOrpeLLHOCTH
N3MEPEHUS1 YacTOThl B j- TOYKE YACTOTHOrO AManasoHa 1 cpefHee 3HadeHne U3MEPEHHON YacToThbI:

- OLIEHKY OTHOCUTENBHOM CHCTEMATUHECKOW COCTaBMSAIOLLEN MOMPELLUHOCTU YCTaHOBKM M OTCYeTa 4acToTbl B j-1
TOYKe YaCTOTHOro AnanasoHa:

10
5 Z( fj - fij)
Oy =1L———-100%
10- f,
[Mpv onpegeneHu OTHOCUTENBHOMO 3HaYeHUS HecTabuIbHOCTY YacToThI B j-l7l TOYKE BbIYNCIIAIOT:
- HecTabunbHOCTb YacToThl 3a 15 MWHYT:

Al-_lf]‘ = fmaxj - fminj
- OTHOCUTENBHOE 3HaYEHVE HECTaOWUITBHOCTU YacToThI:
S — Aﬂfi
ufj f

i

Mpu onpeaeneHun NOrpeLHOCTN N3MepPeHns |S11| BEIYMCASAIOT:

- OUEHKY CcpedHeKBagpaTU4eCKOro OTKIMOHEHUS CIy4YalHOW COCTaBMSIOWEN MOrPeLlHOCTM U3MepeHus
mMoayns KoadpumumneHTa oTpaxeHuns Ans j-1 TOYKU YacTOTHOro AvanasoHa:

10 10 _
. Z‘Sll‘” _ Z(‘Sn‘ij _‘Sll‘j)z
B, = 55 = |

- OUEHKy CUCTEMATMYECKON COCTaBMIAOLWEN MOrPELLUHOCTN  M3MEpEHUs moayna KoadhpuumneHTa
OTpaXXeHuaA:

Allj :|511|J- _|S11|3j
Mpw onpeaeneHnm NOrpeLLHOCT U3MEPEHUST |Sz1| BEIMMUCTSIIOT:

- OLEHKY CpeHeKBafpaTM4ecKoro OTKIMOHEHUS! CITyMaliHOM COCTaBMSIOLLEA MOrPeLUHOCTU U3MepPeHUs Moayns
koadhpurumeHTa nepegaym:

10 B
Z(‘Su‘ij _‘821‘1)2
i 10 9

- OLUEHKY CWUCTEMaTM4eCKOM COCTaBMSAOLWEN MOrpeLHOCTM W3MEpPEeHUss Moayns koadduumeHTa
nepegayv onpenensior:
A21j _‘821‘1- _|821|3jv

PaCCMOTDEHHaﬂ MeToauka METpOI'IOFMLIeCKOVI atrectauun MOXeT ObITb ncnonb3oBaHa npu
MeTpOJ‘IOFI/I‘-ieCKOVI arrecrtaunmm CAU, pa3nnyHbIX Anana3oHOB 4acToT.

Cnmcok Mcnornb30BaHHbIX UCTOYHWKOB!

1. Benowwuukuia, A. T. 3amepeHns B ONTUHECKOM U MUKPOBOMHOBOM AMana3oHax AnvH BomH. B 2 u. Y.1. YuebHo-
MeToamdeckoe nocobue. / A. M. Benowwuukuia, A. B. I'ycuHckuin, A. M. KocTpukuH. — MuHck : BIYUP, 2016.

2. lNycuHckun, A. B. BekTopHble aHanv3aTtopbl Lenen MUninMeTpoBbiX BorH: MoHorpadus B 3 4. Y. 3 (kH. 1) :
MpYHUMMNBI NOCTPOEHMS 1 aHanu3 cxeM BEKTOPHbIX aHanusatopos uenen / A. B. lNycuHckun, . A. WWapos, A. M. KocTpukuH. —
MwuHck : BI'YUP, 2008.
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METOOWUKA ONPEAENEHNA METPONOIMMYECKUX
XAPAKTEPUCTUK USMEPUTENSA NOIrMOLWAEMOU MOLLHOCTH
MUKPOBOJIHOBOI'O AUAIMA30OHA

Benopycckutl 2ocydapcmeeHHbIl yHU8epcumem UuHopMamuku U paduoaneKmpoHUKU
2. MuHck, Pecnybnuka benapych

Kelisepos E. /.
BenowuukudA.ll1. — k.m.H.,0oueHm

Cpean 6Gonbluoro pasHoobpasusi BMOOB PagvoOM3MEPEHWIA MWUKPOBOSIHOBOTO AMana3oHa O4HO M3 Bedylumx MecT
3aHUMaeT namepeHmne MOLLHOCTH. V|3MepVITeJ'IVI MOLLHOCTN MMUKPOBOJIHOBOIo gmnana3oHa BXOAAT B YMCIO OCHOBHbIX I'IpVI60pOB,
ncnonb3yemblx Ha Bcex aTanax pa3paboTku, perynupoBku U Bbinycka B cdepy obpalleHusi reHepaTopoB U ycunutenen, Ans
onpedeneHns noTepb B YETbIPEXMOMIOCHMKAX, KO3(PUUMEHTA OTPaKEHUs, YaCTOTHbIX XapaKTEPUCTUK PasnnyHbIX
paguoycTtponcTs [1, 2].

B poknage paccmaTpuBaeTcs MeToauka KanumbpoBKM M3MepuTens norrowiaemMon moliHocTu Agilent
E4418B.

M3mepuTenb nornowiaemMon MOLLHOCTU MpeAHasHadeH Ans U3MepeHUsi MOLLHOCTM CUHycouAarnbHbIX
CUrHanoB MMKPOBOJSIHOBOIO Auanas3oHa B KoakcuanbHOM TpakTe.

MpuHUMN gencTBna M3mepuTens nornoLiaemMmon MOLHOCTU OCHOBaH Ha npeobpasoBaHum KBY aHeprumn B
MOCTOSHHBIN TOK Ha amnnMTygHOM AeTekTope. CTPYyKTypHas cxema M3MepuTens MnornowaemMon MOLLHOCTU
npegcraBneHa Ha pucyHke 1.

BIIOK H3MepHTeNA NOrIomaeMoii MOHOCTH

Iudporoit Monyns
MHINKATOp YIIPABIeHN
@ @ RS-232
e B —e

AITIT l————~  Tipomeccop Ethernet
= —r—

] A Power REF
VIIT 1\ T T KamuGparop —t:o

Bnok nuTaHua

HzmepuTensHbIit
npeobpazoparens

e

PI/IcyHOK 1- CprKTypHaﬂ cxema u3mepuTens NornoLiaemMomn MOLLHOCTH

Pabounii gmanasoH 4acToT MaMeputens nornowaemon MowHoctn ot 37,5 MMy go 53,6 Mu. Mpegensbl
namepeHus mowHoctn ot 1 MkBT go 25 BT (o1 muHyc 30 abm go 44 nbwm). MNpegen gonyckaeMon norpewwHocTy
namepeHus MowHocTh +4 %. KoacdbdpuumeHT acpdektmsHoctn He meHee 0,9. KCBH Bxoga npeobpasoBaTtens He
6onee 1,2. lpepenbl ponyckaemMon MOrpewwHocTn yctaHoBknm Hynst +0,05 MkBT. BbixogHash MOLWHOCTb
BCTpPOeHHoro kanubpatopa 1,00 mBT. Yactota BcTpoeHHoro kanubpatopa 50MIu. Npepensl gjonyckaemon
MOrpeLUHOCTN BbIXOAHOW MOLLHOCTU BCTPOEHHOro kanubpatopa *1,9 %.BonHoBoe conpotuBneHve 50 Owm.
HecTtabunbHOCTb NoKasaHWn U3MEPUTENS MOLLHOCTU B YCTaHOBMBLLEMCS PEXUME, BKIOYasa «aApend Hyns», npu
HeM3MeHHOIN TemnepaTtype okpyxatoLero Bosayxa (B npegenax + 1°C) B HopmarbHbIX YCNOBUAX HE MpeBbILaeT
0,2 MBT/MUH.

Paspeliatowasa cnoco6HOCTh:

— B norapudpmmyeckom pexmme 1,0ab; 0,1a6; 0,0146; 0,00146;
— B IMHEHOM peXnme, Yncrno paspsgos ot 1 go 4.
Mpu kannbpoBke U3MepUTENS ONPeaenstOTCA CreayoLLne METPONIOMYECKME XapaKTEPUCTUKN:
— KO3(b(pMUMEHT OTpaxeHus Bxoda npeobpasoBartens;
— KO3 (PMLUMNEHT KannBpOBKM N3MEPUTENS NMOTMOLLAEMON MOLLHOCTH.

Ona kanubpoBkM n3MepuTensi MOrnoLwaeMon MOLLHOCTU BblOpaHbl Crneaytowuve 3TanoHHble CpeacTea:
BEKTOPHbIA aHanusatop uenen Keysight N5234A; reHepatop BY-curHanos Agilent E8257D; npeobpa3soBaTenb
npoxogsuen mowHoctTn Tegam F1109H; MOCT M3MepuTenbHbIN ABYXKaHanbHbIn Tegam 1806A; MynbTUMETP
Agilent 3458A.

Ons oueHkn HeonpeaeneHHOCTEW W3MEPEHWA kanmbpyeMbix napamMeTpoB Oblnv  MCMONb30BaHbI
cnegyowmne Mogenu nsmepeHust.
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Moﬂ,eﬂb n3mepeHna npu oueHke HeonpeneneHHoCTn KOGq)(*)VlLlMeHTa OoTpaxeHua Bxoaa npeoGpaSOBaTeﬂﬂ
rnpeo6.= rBALl + Au+ Ags, (1)

rae [eay — NOKa3aHWe BEKTOPHOro aHanmaaTtopa uenew;
Ay — nonpaeka n3-3a HETOYHOro namepeHus Meau;
Axe — MOMNpaBka M3-3a KOHeYHoro paspelueHns BALL.

Mogenb nsmepeHus npu oLeHKe HeonpeaeneHHOCTN KoaddnuneHTa KaJ'IVI6DOBKVI nameputena MOLWHOCTU

Pegqiom ""fp "Ry
e =4 w5y @
= - (U — U3

rae Ky — KoadpmumneHT kannbpoBkM aTanoHHoro npeobpasoBartens NpoxoasaLe MOLLHOCTY

Tegam F1109H,;

M) — ko ULIMEHT paccornacoBaHus;

Pe44188 — NOKasaHme kannbdpyemoro nameputens mowHoctn Agilent E4418B, mBT;

R — conpoTuBneHve TepMmncTopa aTanoHHOro npeobpasoBaTens NPOXOAsLLEN MOLLHOCTH
Tegam F1109H;

U1 — NOCTOSIHHOE HanpsiXeHue, namepsiemoe MynbtuMmeTpom Agilent 3458A, npu oTcyTCTBUMM
MoLLHoCcTH, B;

Uz — NOCTOSIHHOE HanpsbkeHue, namepsiemoe MynbTuMmeTpom Agilent 3458A, npu nogaHHON
MoLLHoCcTH, B;

MonHbIN pesynbTaT U3MEpPeHUs COCTOWUT U3 OLEHKU U3MEpSeMON BENUYMHBbI Y, U COOTBETCTBYIOLLEN eW

paclMpeHHon HeonpefeneHHoctn U v npeacTaensieTcs B Buge: y:U (B eauHuMuax M3MepeHusi), rae 4mcho,
criepytoLlee 3a 3HaKoM =, SIBMSIETCS YNCTIEHHbIM 3HAYEeHNEM paCLLMPEHHON HeonpeaenieHHOCTH.

PaccmoTpeHHasa MeToguka onpegerneHus METPOSIOrMYECKUX XapakTepUCTUK  MOXeT ObITb  MCMONb30BaHa npun

paspaboTke METOAMKM KanmBpOBKM U3MEpUTENEN MOrMOLLAEeMOi MOLLHOCTY NpedHasHauYeHHbIX Ans paboThl B ApYrUX ydacTkax
MVKPOBOJITHOBOTO [uanasoHa, a MpPeaCcTaBlieHHble MaTeMaTudeckue MOAENM ANS OLEHKUM HeonpeaerieHHOCTU W3MEepPEHMst
KanubpyembIx napameTpos.

Cnncok Ucnonb30BaHHbIX UCTOYHMKOB:
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Brynp, 2016.
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