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Abstract. A fully automatic seeded region growing algorithm for image segmentation based on
quasi-parallel wave growing of regions around local extrema with a gradual change in the
brightness threshold from the extremum value was proposed. Unlike well-known segmentation
algorithms, the proposed algorithm allows to separate areas with smooth differences in brightness,
and control the number of segments sufficient to approximate images and compactly describe their
segments.

Keywords: local extrema; image segmentation; region growing; level set based region growing;
wave region growing.

Introduction

Image segmentation aspires to gather pixels into prominent image regions, i.e., regions
equivalent to individual surfaces, items or accepted parts of objects. Segmentation is the course of
action in which an image is partitioned into constituent objects or parts. It is often the primary and
most imperative step in an image analysis task. The outcome of image segmentation is a set of
segments that cooperatively cover the intact image, or a set of contours extract from the image.
Segmentation is one of the basic digital image processing procedures underlying their analysis,
visualization and object-oriented coding [1].

Segmentation accuracy determines the quality of the subsequent processing results. In some
cases, the segmentation time may be limited, or it is necessary to control the number of image
segments [2]. The main characteristics of image segmentation methods include time, errors, and
compact presentation of segmentation results.

Segmentation time is the main factor determining the effectiveness of segmentation methods.
Depending on the size, complexity of the image, the chosen method of segmentation and computing
resources, it ranges from fractions of a second to several minutes.

Segmentation errors are manifested in the accuracy and stability of the localization of regions
when changing the conditions of video recording, leading to a change in brightness, contrast, image
shift and rotation [3]. The main cause of errors in segmentation methods in real conditions is the
uneven illumination of the scene, which arises due to the instability of the light source, uneven
distribution of light over the surface of the object (especially large), and the inability to optically
isolate the object from the shadow of other objects [4].

Taking into account the compactness of the presentation of segmentation results [5] allows us to
evaluate the effectiveness of methods in terms of requirements for computing resources.

Histogram quantization segmentation does not provide an accurate division of areas due to the
assignment of identical numbers to segments with the same brightness. In addition, well-known
segmentation methods based on the formation of areas using a watershed [6-9], quantization by a
histogram [10], region splitting and merging using the quad-trees [11-13], region growing [14-20],
are not effective for separating regions with smooth differences in brightness. All the methods
considered do not provide adaptation to the restrictions on the segmentation time and do not allow
controlling the number of segments. In this paper, the urgent task is developing a method of image
segmentation, taking into account the above disadvantages.
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Research method

Automatic region growing method

Segmentation is a process of extracting required features or Region of Interest from an image
for future purpose like compression. The given or input image is sliced into multiple regions based on
some properties like pixel intensity, texture, position or some local (or) global statistical parameter.
The algorithm used in this proposed system for segmentation is Region Growing (RG) method and it
consists of two methods. The first method is Seeded Region Growing (SRG) method, it takes a set of
seeds as input along with the image and it requires seeds as additional input. The seeds mark each of
the objects to be segmented and compare with pixel value. The pixel with the smallest difference
measured is allocated to the respective region the difference between a pixel’s intensity value and the
region’s mean, is used as a measures of similarity, this process continues until all pixels are allocated
to a region. The second method is Unseeded Region Growing (URG). Simply it starts off with a single
region. It differs from seeded region growing as if the minimum mean pixel value is less than a
threshold T then it is added to the respective region If not, then the pixel is considered as it is
different from all current regions and a new region is created with this pixel [16].

The automatic seeded region growing algorithm is one ofthe simplest region-based
segmentation methods. Itperforms a segmentation on an image with examine theneighboring pixels of
a set of points, acknowledged as seedpoints, and conclude whether the pixels could be classifiedto the
cluster of seed point or not [16, 19]. The algorithmprocedure is as follows

Stepl. We start with a number of seed points which havebeen clustered into N clusters, called

C,, C,...C,. And theposition of initial seed pointsis setas B, P,...P,.
Step2. To compute the difference of pixel value of theinitial seed point P and its neighboring

points, if thedifference is smaller than the threshold (criterion) wedefine, the neighboring point could
be classified into C, ,where i=1, 2...N.

Step3. Recomputed the boundary of C, and set thoseboundary points as new seed points P .

In addition, themean pixel values of C, have to be recomputedcorrespondingly.

Step4. Repeat Step2 and 3 until all pixels in image havebeen allocated to a suitable cluster.

In [21] a Level Set based Region Growing (LSRG) method for automatic partitioning of color
images into segments was developed. Waves from the selected base points are iteratively emitted. At a
base point, the local variance of the data reaches a minimum, which indicates the base point is a
suitable representative of its local neighborhood. The local variance is determined by applying a
hierarchical gradient operator. The speed of the wave is determined by the color similarity of the point
on the front to the current coverage of the wave, and by edge information. The wave front
propagation-based image segmentation method was proposed to overcome the limitations of the
existing region growing techniques. The segmentation algorithm is summarized as

Stepl. Select a base point, initialize a wave front and a segment.

Step2. Keep moving the wave front using the speed function until

(a) Eulerian method: a stopping criteria is fulfilled, go to Step3
(b) non-Eulerian method: all points covered, go to Step4

Step3. Mark the current segment, and remove it from a set of available points. If no point
remains then stop, otherwise continue to Stepl.

Step4. Find the maximum of the point-wise minimum arrival times. If the maximum is smaller
than a threshold then to stop it, otherwise continue to Stepl.

Base points selection

In [21] base points are iteratively selected. A point is assigned as a base point b if it represents

the color distribution within its local neighborhood as relevant as possible. The local color variance c?
and color gradient VI are indicators of the color homogeneity. The likelihood of being a base point is
inversely proportional to the gradient and variance. A point has a higher likelihood of being a base
point if it has smaller (with respect to a global maximum) gradient and variance values, which shows
the color of the point is consistent with its neighbors and color distribution is uniform around the
point. This prevents from starting a wave on an edge which will disturb the color homogeneity of the
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segment, and enable us to effectively center the initial wave front for more accurate segment boundary
localization. Ideally, a base point should be at the center of the segment that it belongs to.
Let I(x, c) be the color value of the point in the corresponding color channel ¢ . Assuming the

color space is orthogonal,e.g. RGB, we define the local color variance within a local window W
around point as

62=% ¥ o[l(x ¢)-ux )
Cc xeW (1)

where p(x, ¢) is the color mean within the window and o is an envelope function which has a Gaussian

form. For theresults presented in this paper, we assumed the contribution of all points within the
window is same, i.e. ® =1. The colorgradient is given as

IVI)|=2[1(x+1,y, ©) = 1 (x=1,y, ¢)|+[I(x, y +1, ¢) = 1 (x, y —1, ¢)| )

To compute the variance within a bigger window withoutincreasing the computational load, we
applied (1) using the same window size of 5x5 pixels.

In [22-24] the local maxima or local minima are selected as base points using mathematical
morphology for automatic seeded region growing algorithm. Finding Local Extrema (LE) is often
solved by mathematical morphology using dilation and erosion operations, respectively. It gives
accurate results compared to block algorithms. However, the morphological algorithm has high
computational complexity, which is associated with separate processing of maxima and minima, as
well as iterative processing of the neighborhoods of all pixels. In this proposed system we developed
two algorithms for extracting local extrema in grayscale images with low computational complexity,
high accuracy and less memory [25, 26].

Proposed segmentation method

To overcome the limitations of the existing region growing techniques a Quasi-Parallel Wave
Growing (QPWG) algorithm for automatic partitioning of regions around local extrema is proposed.
The essence of the algorithm consists of extracting local extrema in the image, gradually adding new
elements to them, taking into account their location around the extrema, the threshold value that is
stepwise changed from the extremum value in the opposite direction to avoid blocking the wave
growth process. The process of oncoming wave propagation continues until all areas are segmented.
The segmentation algorithm is summarized as

Stepl. Find all local extrema as seed points, start with a number of local extrema which
havebeen clustered into N regions, called R, R,...R,. And theposition of local extrema is set as

E,, E,...E,. Initialize all wave fronts and all segments around the local extrema.

Step2. Keep quasi-parallel moving the wave fronts around all extrema using the extreme values
to compare to neighbor pixels.To compute the difference of pixel value of theinitial seed point E, and

its neighboring points, if thedifference is smaller than the current threshold (initial threshold T =1),
the neighboring point could be classified into R, ,set thoseboundary points as new seed points for the

next loop, otherwise save current seed points into a memory stack STACK , where i=1, 2...N.

Step3. If the STACK is not empty then the current threshold is added to 1(T <~ T +1) value
and set seed points in the stack as new seed points for the next loop using the current threshold.

Step4. Mark all segments. If no point remains then stop, otherwise continue to Step 2 and 3.

To reduce redundancy and increase the stability of segmentation to noise, low-pass filtering can
be used as pre-processing.

As a result of the proposed algorithm, a segmentation matrix is formed, the value of each
element of which indicates the number of the segment to which the pixel of the segmented image
belongs to the corresponding coordinates. The number of segments obtained coincides with the
number of local extrema, which allows controlling the number of segments, as well as the location and
segment size.
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Results and analysis

To assess the effectiveness of segmentation methods four test grayscale images are shown in
Fig. 1: Best and Worst with smooth differences in brightness, a low-frequency image Lena and a high-
frequency image City in 256 x 256 pixels. The local extrema of these images are shown in Fig. 2.

a b

Fig. 1. Test grayscale images: a — Best; b — Worst; ¢ — Lena; d — City

a b - c - d
Fig. 2. Local extrema of test images: a — 2 extrema;
b — 2 extrema; ¢ — 7505 extrema; d — 4830 extrema

In Fig. 3-8 the results of segmentation of the above grayscale images are shown using region
splitting and merging using quad-trees (Splitting&Merging), gradient-based watershed algorithm,
unseeded region growing (URG), local extrema based seeded region growing usingmorphology
(SRG+LE(M)), level set based region growing (LSRG) and the proposed segmentation method
usingmorphology (QPWG+LE(M)) or using new algorithms to find local extrema [25, 26]

(QPWGH+LE).
a b c d

Fig. 3. The result of applying the algorithm Splitting&Merging: a — 79 segments(T =0);
b — 77 segments(T =0); c — 25753 segments (T =0); d — 40081 segments (T =0)
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Fig. 4. The result of applying gradient-based watershed algorithm:
a— 62 segments; b — 62 segments; ¢ — 8728 segments; d — 8003 segments

£

Fig. 5. The result of applying unseeded region growing algorithm:a — 152 segments (T =0);
b — 145 segments (T =0); ¢ — 6988 segments (T =5); d — 9323 segments (T =5)

a

a b c d

Fig. 6. The result of applying local extrema based seeded region growing algorithm using
morphological operations:a — 2 segments (T =5); b — 2 segments (T =5);

¢ — 7507 segments (T =5); d — 4830 segments (T =5)
a b c d

Fig. 7. The result of applying level set based region growing algorithm:a — 39 segments (T =20 );
b — 54 segments (T =20); ¢ — 305 segments (T =40 ); d — 269 segments (T =40)

I I !,

Fig. 8. Theresultofapplyingtheproposedalgorithm QPWG+LE:
a — 2 segments; b —2 segments; ¢ — 7505 segments; d — 4830 segments
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Fig. 3-8 show that the proposed algorithm ensures a stable border position and the allocation of
two regions for any value of the brightness drop (Fig. 8a, b). Other algorithms for some values of the
brightness difference show an error or redundancy in segmentation, extracting a lot of redundant areas
in the image. Thus, the proposed algorithm provides an increase in the sensitivity of segmentation to
differences in brightness, the shapes of the obtained segments of which are not complex and depend on
the locations, shapes, and distances between the extrema in the image, which allows them to be
compactly described for subsequent processing. Such a compact description of segments is of interest
for image recognition and compression.

The effectiveness of the proposed algorithm and known segmentation algorithms are evaluated.
As for indicators of effectiveness, we used the time of segmentation, the stability of borders and the
number of segments.

Fig. 9 shows dependences of the number of segments on brightness and contrast changes,
characterizing the stability of the segmentation results. Stability is estimated by the ratio of the number
of segments for the base image to the number of segments for the modified image subjected to a
change in brightness and contrast. It was found that the proposed algorithm wins in the stability of the
number of segments when changing brightness, contrast compared to well-known algorithms

4
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In Table 1 the results of estimating the segmentation time for the considered algorithms are
implemented in MATLAB and MATLAB ®Image Processing Toolbox (R2015b) using Intel Core i3
3.1 GHz system with 6 GB of RAM. For this experiment, we used four grayscale images: Lena,
Barbara, City, and Man.

Table 1. Comparison of segmentation performance

Segmentation time, s
Algorithms Programming languages Lena Barbara City Man
128x128 256 x 256 512x512 1024 x1024
1 | Splitting&Merging | Visual C++/MATLAB 0,029 0,077 0,311 1,246
2 Watershed Visual C++/MATLAB 0,017 0,043 0,162 0,917
3 URG MATLAB 0,027 0,068 0,208 0,808
4 SRG+LE(M) Visual C++/MATLAB 0,036 0,105 0,478 2,058
5 LSRG Visual C++/MATLAB 0,178 0,691 2,821 11,465
6 QPWG+LE(M) | Visual C++/MATLAB 0,094 0,293 0,998 4,117
7 QPWG+LE MATLAB 0,067 0,247 0,937 3,374

10
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Table 1 follows that the proposed algorithm wins in segmentation speed compared to
QPWG+LE(M) and LSRG in any image size, but loses in segmentation speed compared to URG,
SRG+LE(M), Splitting&Merging, and gradient-based watershed algorithms written in Visual
C++/MATLAB programming languages. The processing speed of the proposed algorithm is faster
when implemented in C++ programming language.

Conclusion

In this paper aquasi-parallel wave growing algorithm of regions around local extrema for image
segmentation is proposed. The essence of the algorithm consists of the quasi-parallel growing of
regions around local minima and maxima selected as the initial seed points. This provides automatic
separation of areas with a smooth difference in brightness, which well-known algorithms segment with
errors. It is shown that the proposed algorithm makes it possible to clearly distinguish segments and
control their number in comparison with the known segmentation algorithms. To reduce redundancy
and increase the stability of segmentation to noise, low-pass filtering can be used as pre-processing.
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Abstract. In this paper, after comprehensive analysing the existing method for forming feature
error pattern, in which the types of two-dimensional vectors are allowed to determine. A fast
feature error pattern generating algorithm is proposed by the idea that constructing other error
patterns by using the simple or basic error pattern. This algorithm is faster than the previous
algorithm theoretically.

Keywords: error pattern, two-dimensional vectors.

Introduction

In this paper, our research focused on the t byt matrix, in which there are only t elements are
one. These elements can be called as point.The work is based on the generating of two dimensional
error pattern whose generating process is very complex and consume much amount of time, in[3 - 6]
method for generating complete point vectors was proposed, however, in which the computational
complexity dramatically increased with the climbing of the order of t,so before processing the
information, we need to reduce the pattern of point library in the initial stage.

The rest of the paper is organized as follows. In Section 2, a brief introduction of the classical
method for classification numbers (points) will be presented. And in section 3, an improved algorithm
which used to generate the patterns library has proposed. The conclusion will be given in Section 4.

The method for classification error patterns

On the basic of [1], our research focused on the t byt matrix, in which there are only t
elements are one.In statistics, where classification is often done with logistic regression or a similar
procedure.The most primitive method to generate all possible point patterns through an exhaustive
search, the point pattern can be equivalent to a matrix which is t by t and the set of possible patternsare

represented by 4, = C:Z, As can be seen from 4,, whent =2, we need to analyze 6 possible patterns,

then when t=7 - about 90 million,as t increases, the amount of calculation increases
exponentially. Therefore, in the following work, without changing the complete library patterns, we
will reduce the computational complexity by reducing the total number of patterns.

Algorithm forming the libarary patterns

In [1-5] we know that when t=2 the set of point locations in the table consists of 6
differentcombinations. The number of point patterns depends on the number of random permutation
characters.

According to the result we concluded that the structure of the patterns which can divide into two
categories, the rank of the first type of matrix is less than t, the rank of the second type of matrix is
equal tot, and then we can divide the first type into three structures. The shape formed by "1"has no
intersections. The second is that the shape formed by the error pattern contains intersections. The
structure of the patterns is shown inFig. 1.

12
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At first, we need to calculate the rank of the matrix, if the rank of the calculated matrix equal t
(R, =t), in the other word the matrix belong to the identity matrix,otherwise R <t and we need
toclassificate the structure of the matrix which rank is less than t.

The rule for forming the library of point patterns:

1. Calculation the rank of the basis patternt xt.

2.Analyzing the structure of the basic patternt xt.

3.According the structure of the basic pattern extension the patterns (t +1) x (t +1).

111 1|1 1)1 1
1 1 1

1

a b c d

Fig. 1 The structure of the error patterns:
a,b- no intersection; c— intersection; d —diagonal

At the basic of the conclusion we classify the matrix whose rank less than tas two parts, one part
as the Fig. 2 shows, there is no double linked points, in other words the coordinate of the point doesn’t
have the intersection, for example the pattern of 3.01 and 3.02 they don’t have the intersected
coordinate.

2.01 2.02
B B
1({1]1 1(1 1(1 1
1 1 1
1
3.01 3.02 3.03 3.04

Fig. 2From patterns 2.01 and 2.02 obtain thepatterns of t =3

After the above pre-processing process, we use the following rules to obtain the final reduced
error pattern library:

According to the definition [2], the two matrices are equivalent if they can be transformed into
each other through the transformation. Select any one of the equivalent matrices as a representative,
indicating this type of point pattern. Rules can be expressed as follows:

The rule for creating the library of point patterns:

1. Calculate the total number for each string (s)and column (c) and sort the results by size.

2. Calculation of rank for each matrix.

3. Calculating the number of intersections by row and column.

4. Calculating the sum and difference of the intersection coordinates.

After we obtain those subsets which shown in figure 2, we need to calculate the transposition of

them, from the 3.01,3.02 t03.01"and 3.02". It is clearly that the transposition of 3.04 is itself because
3.04 is anidentity matrix. Furthermore, the transposition of the pattern of 3.03 also has this special
property here, although its transposition is not completely same as the original pattern, we also seem
they are the same . This phenomenon is caused by the definition which mentioned in [2].

According to the results of the above analysis, for those patterns without intersection structure,
the only need for us to get patterns mentioned in [1-5] is to around three positions add "1", right, lower
and lower right position respectively. However, for those patterns with intersection structure, getting
the wanted results, we need to add "1" in five different directions which presented in Fig. 3.
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1(1
3.02
1(1 1(1 1(1 1(1 1(1
1]1 1(1 1 1 1
1 1 1
a b c d e

Fig. 3From pattern 3.02 obtain thepattern of t =4

In this experiment, we add "1"to the patterns according to the rules mentioned above to produce
other error pattern,which eliminate the redundant operations in [4-5]. The proposed algorithm can
generate the t+1 order pattern from thet order pattern by using of the iterative methods.

Conclusion

In this paper, a fast feature error pattern generating algorithm has proposed which based on the
existing simple two order error patterns to derive those error patterns with higher order or more
complex. Our method has better performance when in terms of the speed when comparing with the
generating algorithm which proposed in [3-5].Furthermore, the feature error pattern yielded by our
algorithm is more intuitive, so it is easy to find out originate error pattern, which providing the
shortcuts and theoretical base for identification in the future research.
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Abstract. The analysis of information security (IS) threats in the corporate information
system(CIS), cloud computing environmentis executed. Separate approaches to the
information protection in CIS, cloud environment, blockchain technology are considered. Separate
applications for IS
in CIS and cloud environments are presented. The blockchain application for use in education
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Introduction

Traditional information security (IS) tools, such as access control systems, firewalls, and
intrusion detection systems, control only those information flows that pass through the channels
intended for their transmission, so threats that are implemented through hidden information
transmission channels cannot be blocked with their help. In these conditions, protection technologies
against threats that are formed using hidden channels of information influence or within the security
perimeter of a corporate computer network become important [1].

An important direction for improving security technologies and information security systems is
to counteract bilateral threats, in which the subject and object of information interaction processes is a
potential carrier of dangerous impacts. In such cases, it is necessary to use threat models that identify
potential vulnerabilities both at the level of processes that control access to resources of guest
operating systems (OS) or applications, and at the level of system calls to the hypervisor, which itself
can become a source of destructive impacts that are implemented by disrupting the operation of the
task scheduler or hardware Manager. The resulting threats must not only be detected quickly, but also
block the used unauthorized channels of information impacts, which are implemented in cloud
computing (CC) OV environment in a mode that is hidden for guest operating systems. Therefore, an
important factor in improving the effectiveness of protection systems against hidden threats is taking
into account the direction of transmission, syntax, and context of the transmitted data streams [1].

The development of CC technologies and environments introduces new sources of threats that
must be taken into account when ensuring the security of computer systems and services. At the same
time, the dynamic nature of information interaction processes makes it difficult to quickly assess the
risks of violating the confidentiality, integrity, and availability of software and infrastructure resources
provided in remote access mode.

Protection against such destructive impacts must be implemented at the level of system call
management processes or control of undeclared capabilities (CUC) of application software, which
requires the creation of new models and methods to counter attempts by both external and internal
users to change the state of security of information resources in the environment of the CC.

Information security in corporate information systems

Development of the existing approach to the protection of CIS is more comprehensive and
systematic view of the organization of protection by a decision task: choosing the means of protection
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taking into account architectural and functional specificity of CIS, to focus on the security keys, and
not on the threats; introduction to system protection the objective function, a measure of security;
ensure and control the level of safety of the processes occurring in the keys; formalized representation
of keys as an object of protection [2].

The task organizing the protection of information resources is formulated as the task of ensuring
the safe functioning of automated business processes of the enterprise. Security as a quality is
described by the properties of integrity (1), accessibility (A), confidentiality (C), etc., which can be set
by linguistic values.

The main sources of information about the state of CIS elements that are important for the task
of detecting attacks are identified: event logs and information about processes occurring on CIS
servers, router logs, packets, transmitted over the network, event logs and information about processes
occurring on workstations.

The model of multi-agent IDS is considered, which includes a set of interacting intelligent
agents, information system components, and sources of information to be analyzed for the task of
detecting attacks [3].

The structure of the protected network of the CIS is presented. The server is running Slack ware
Linux 10.2 with the kernel version 2.4.31. This version of the kernel is the most researched, stable, and
contains the minimum number of vulnerabilities detected. The server is protected using the IPTables
firewall (v1.3.3). The result of combining IDS Snort and ITU IPTables is a two-level security system:
at the first level, IPTables checks the incoming packet for compliance with its filtering rules, if the
packet has received permission to pass through the firewall, it is checked by the intrusion detection
system for the presence of malicious code in the body of the incoming packet.

Information security in cloud computing environment

The growth of threats calls for continuous improvement of approaches and methods for ensuring
information security of the cloud computing environment (CCE), and the search for new technologies
in the field of creating system of information security [4].

Traditional methods of intercepting system functions of guest operating systems do not allow
detecting software "bookmarks" that are implemented in the OS at the boot stage. For example, the
RuStock software agent can cause the system to fail and change pointers to system handler tables by
accessing the structure of the processor's Executive region in the debugging session, and modify data
from internal OS tables.

The following tasks are important for detecting malware in CCE [5]:

— development of a model of hidden threats to information security in the cloud computing
environment, taking into account the active nature of subjects and objects of information interaction;

— development of a model of operations that occur with data when they are processed in the OV
environment, which allows formalizing the description of information processes in the form of a
multigraph of transactions;

— development of a method for detecting hidden threats using the proposed operation model
based on the characterization of the transaction hierarchy;

— development and implementation of an algorithm for predictive identification of hidden
threats based on the incident matrix and security policy rule tables in the guest OS and hypervisor;

The main security requirements for the CC environment are: round-the-clock security
monitoring; detection of malware in guest NOS and hypervisor; protection of the VMS themselves;
protection tools should not significantly affect the performance of the management subsystem. The
solution for CCE providers to use specialized security tools that take into account virtualization
technology; the integrity of data and applications; perimeter protection and delimitation of the
network.

The main threats to the CC environment are: VMS are dynamic, they are cloned and can
«move» between physical servers, which affects the development of security integrity; CC servers and
local physical clusters use the same OS and applications, which increases the «attacked surface»; when
the VM is turned off, it is at risk of infection; when using CC, the network perimeter is blurred or
disappears, which leads to the fact that the protection of the less secure part of the network determines
the overall level of security; to protect against functional attacks, the following security measures must
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be used for each segment of the OV environment: for the domain controller server, effective protection
against DoS attacks, for the Web server, page integrity control, for the application server, application-
level screen, for the data storage system, backup, access control; most users connect to the cloud using
the browser (Cross Site Scripting attacks, password theft, browser session hijacking, man-in-the-
middle attacks, etc.).). A large number of VMS requires management systems that can be tampered
with to block the operation of the VM; an attack on a hypervisor can lead to one VM being able to
access the memory and resources of another.

Information security in blockchain and its application in education

The functioning of the block chain and its security is provided by miners and other block chain
participants [6]. Access to the block chain takes place using special keys that guarantee the reliability
of the entire network. Every user has it. A key is a set of cryptographic records. It is absolutely unique,
which guarantees the impossibility of data substitution and hacker attacks. To do this, hackers need to
access all the computers on the network. Mechanisms that ensure the efficiency and reliability of the
block chain are algorithms of Proof of Work (PoW) — the work done, and Proof of Stake (PoS) —
confirmation of the share. PoW in the block chain checks the calculations generated during the
creation of a new block. The block is recognized as true and closed, provided that the value of its hash
is less than the signature sought by miners. That is, a certain cryptographic cipher shows the
authenticity of the block [7].

Confirmation of education documents is carried out using state registers, which is a complex
and resource-intensive process. There is an increase in the number of forged documents in the world,
which calls into question the effectiveness of modern mechanisms. Distributed Ledger technology
(blockchain) is a sustainable technological trend that affects the development and quality of the digital
economy. The existence of a mechanism for verifying the authenticity of educational documents that is
resistant to malicious manipulation is an urgent task that goes beyond the sphere of education, possible
solutions to which are proposed in this paper [8].

Current state. Educational institutions issue diplomas in paper form. Received diplomas on
paper are subject to destruction in the event of natural disasters and falsification. It is necessary to
define separate related sub-processes for an educational institution that determine the release of digital
education documents using distributed registers (TRR) technology for storing digital «analogs» of
documents. Determining an effective mechanism for verifying the authenticity of a document without
the involvement of a third party. Advantages: reliability of storage, absence of intermediaries in the
verification process, reliability of the received data.

Limitations. At the moment, there are three of them. There is no single digital document format,
which can be solved within the framework of the Bologna process. The lack of productive information
systems is that can ensure the execution of algorithms for issuing / checking in automatic mode. No
legal basis for digital verification of authenticity without the participation of an authorized person-
confirmation of educational documents is carried out by affixing an apostle on a copy or original of the
document in accordance with the resolution of the Hague Convention of 1961.

The problem of validation. Transactions related to mechanisms for confirming authorship or
authenticity using the digital equivalent of a document are used to present proof of one party to the
other. The validator verifies the hash value, the transaction timestamp, and the identity of the bearer
record. The mechanism for automated document validation based on the use of blockchain covers only
two parties (the bearer and the verifier), which is not sufficient in the case of official documents, the
issuer of which must be present in the model as a trusted third party. The confirmation model must
establish not only that the document belongs to the issuer, but also confirm the issuer's authority to
carry out this type of activity and additional information (for example, for the education sector, lists of
training specialties for a certain period of time in accordance with the license).

Conclusion

1. The article considers the threats of is to the CIS, and suggests using the technology of multi-
agent systems to protect the perimeter of the corporate system.
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2. We consider the threats of is for the OV environment, and suggest using neural network
technology to protect against malware that can be used in the SaaS model.

3. The mechanisms of blockchain technology with information protection through encryption
and hashing of lists of distributed registers are considered. It is proposed to use this technology in
education for document control.
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AnHoTanus. [IponsBeneHa IOCTaTOYHO TOYHAS OIEHKA KONMYECTBA PA3IMYHBIX OOOOIICHHBIX
BUX-komor (OBYX-komoB) Ha KaXkIOH KOHKPETHON JJIMHE. YCTAaHOBJIICH pPSJ  CBOWCTB
W B3aUMOCBs3ei 3TuX KooB. Hanboee moapo6HO paccmorpensr OBYX-Koap! ¢ KOHCTPYKTHBHBIM
paccTosiHHEM TPH W TISATh, TOCKONBKY Mmomo0Hble BUX-KOmel dWamie BCero M HCHONB3YIOTCS
B pCabHBIX WHPOKOMMYHUKAI[MOHHBIX CHUCTeMaX. JlaHO TPAKTHYCCKH IIOJIHOC OIHMCAHHE
Ha3BaHHBIX KOJIOB B Mana3zoHe AiauH oT 7 go 107.

Kniouesvie cnosa:nvuHeiiHble IUKINYECKHUE KOMAbI, MUHUMAJIBHOE PACCTOSHHUE KOJa, MPOBEPOYHAs
MaTtpuia koaa, BYX-xoas1, OBUX-koxbl.

BBenenue

Koast boy3a-Hoyaxypu-XokBUHIeMa — OJIMH U3 CaMbIX MU3YYEHHBIX M MPUMEHSIEMBIX KJIacCOB
JUHEWHBIX MMOMEXOYCTOWYHMBBIX KOJOB. DTH KOABI YCIEUTHO 3apeKOMEHIOBAIM ceOs Ha MpPaKTHKE.
CpotictBa BUX-K0J0B pacronararoT K YCHEIIHOMY NPUMEHEHUIO areOpamdecKuX METOIOB JIIs
00HApY)KECHHSI U HCTIpaBiieHus omuoOok [1]. B yacTHOCTH, €MIMHCTBEHHBIM METOAOM JIJIS UCTIPABIICHUS
ommOoK OonpmIoit kpatHocTH B BUX-Komax sBisiroTcst MeToasl Teopun HopM cuHzapomoB (THC). B
XOJIe HCCIIEIOBaHMS AAHHOTO Kjacca KOJOB M pa3pabOTKH METONOB JEKOJUPOBAHUS BO3HHUKIIA
HEoO0X0IUMOCTh pacuupenus kiacca BUX-komoB, 4To npuBeso K paccMOTpeHHno 0000mEHHBIX BUX-
KOJOB. Takme KOIBI COXPaHSIOT CBOWcTBa cemeiictBa bUX, omHako Bcé ke TpeOyroT Ooiee
neransHoro wuccinenoBanuss [5]. Ha onpenenéunsix gmuHax OBYX-koasl A€MOHCTPUPYIOT
KOPPEKTHPYIOIINE BO3MOXKHOCTH, MPEBOCXOSIINE TAKOBBIE Y KIACCHYECKHX KOJOB IaHHOIO
cemeticrtna [3,4].

0O0600ménnpie BYX-koabl

[Iycts N — pukcupoBanHoe uucio, npeBocxonsimee | 1 He kpaTHoe 2. B cuiry Manoi TeopeMsl
depma cymiecTByeT HaMMEHbILCe HAaTypajbHOE YMCIO M, Takoe, uTo: 2" —1 menuTcs Ha N, TOTAa
2" -1=n-v gus Hekoroporo HarypainsbHoro v>1. Ilycte GF(2") - konewynoe mnone uz 2"

SJIEMEHTOB C TPHUMHUTHUBHBIM 3jeMeHTOM O. Torma B=a' — smement moast GF(2™) mopsimka n.

[Hanee, mycTh t —HaTypaibHOE YUCIIO, TAKOE 9TO Mt <N .
O6o6mEnnsM aBonutbiM (N, K) — komom BUX pasmeproct K=n-mt wag momem Tamya

GF(2") masbiBaeTCs JMHEHHBIH 1ukmmdeckuii kon C=C, =CY% % =C (k,k,,... k) ¢
MIPOBEPOYHOM MaTpUIIEH

H=H, (kKoo k) =B, B BT (D
rae 1<k <k, <..<k <n-1 B=a’ mm b=(2" —1)/n, i mocnenoBaTeNbHO MPUHUMAET BCE LETIBIE

3Hauenus B auanaszode 0<i<n-1, npeamonaraercs, uto cpemu creneneit B, B2, ..., B He umeercs

HU OJHOW Tapbl CONPsDKEHHBIX B mmosie ["amya [6]. 'oBopuM, 9TO MaHHBIN KOJ UMEET KOHCTPYKTHBHOE
paccrostaue O =2t +1.
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Kaxk u B knaccuaeckux bUX-komax, B marpurie (1) Kaxaplid dJeMEHT Bk"i 3aMEHEH CTOJIOIIOM U3
KOOPJIMHAT 3TOT0 3JIEMEHTa Kak M —MEpPHOTo BEeKTOopa JIMHEWHOro npoctpanctBa GF(2™) Haa mosem
GF(2) c 6asucom o™, a™2,..., o, 1.

CTOUT OTMETHTB, Y4TO TOPSIOK ClIe0BAHKS TIOIMATPHUI] cTeneHeil snementos B, p* ..., B He

UMeeT 3HAYCHHUS, TakKe JIIO00H M3 dTUX DJIEMEHTOB MOKET OBITh 3aMEHEH Ha COMPsDKEHHBIN B TOJIE
Tanya. 13 onpenenenusa BUIHO, YTO MPU YCIAOBUA Mt <N CyIIECTBYET C:l paznmumuasix OBUX-kom0B

JJIMHBL N , TA€ |l— KOJIMYECTBO UHMKIOTOMHMYECKHX KJIACCOB MHOXECTBA T, :{1,2,...n—1}

OcoOHsKOM B 5TOM MHOkeCTBE K0o0B cToaT OBYX-koas! ¢ nmpoBepounoit Marpunei H, (1k,,....k,),
B KOTOPOH OJIHA U3 cTereHel paBHa 1: Takol koj Ha3piBatoT OBUX-k010M B y3KOM CMBICIIE.

Buemnee oriumuue ompenenenuss ObUX-koma ot ompeaenenus kimaccuueckoro bUX-xoma
(em. [1, 2]) ycranapnusaercs Bujiom Matpuisl (1): y BUX-xona K;,, =k; +1 ans kaxmoro j,2< j<t.

Y Hac Takue OrpaHHuYeHHs OTCYTCBYIOT. IloTpeOHOCTHM NpPAaKTHKM PacCUMTHIBAIOT HAa BO3MOKHO
0OJIbIIOE 3HAYEHHE PasMepHOCTH K koma. DToMy TpeOOBaHHIO YAOBIETBOPSOT BUX-KO/IBI B y3KOM
cMbicae — korza k; =1. B 3ToM ciydae Bce ueTHbIE CTENEHU [ SIBISIOCSA CONPSKEHHBIMH C TEMU HIIH

WHBIMHU TIPEABUIYIIUMH CTETICHSIMA 3TOTO 3JieMeHTa. Ho Torja COOTBETCTBYIONIME ITOJAMATPUIIBI
npoBepouHoii MaTpunbie BUX-koma skBuBaleHTHBI Apyr Apyry (teopema 6.3 [3]). Ilostomy y
MPOBEPOYHON Matpuilpl nBoMYHOr0 BUX-Kkojma OCTarOTCS TOMBKO HEUYETHBIC CTEICHH. OJTHUM IKE
(hakTOM 0OBSCHSETCS Hallle TpeOOBaHHE 00 OTCYTCTBHU CONPSHKCHHBIX 3JIEMEHTOB B Matpuiie (1).
3amanne Kom0B MaTpulieit (1) mouTu aBToMaTHIeCKu o3HadaeT, uTo Bce OBYX-KOoabI SIBISIOTCS
MTOMEXOYCTOHYHBBIMU JTMHEHHBIMH MUKINICCKIMH KOJTaMHU.
K mpumepy, st uncina N =15 pazOreHue Ha IUKIOTOMUYIECKUE KITACCHI BBITIISIUT CIIETYIOIUM

odpasom: C,={1,2,4,8}, C,={36,912}, C,={510}, C,={7,111314}, uro rapaHTHpyeT
cymectBoBanue C, =6 OBUX-komoB mmvHBl 15 ¢ KOHCTPYKTHBHBIM  pACCTOSHHEM 5
Cl,Cp Gy ey e . Komsl G, Ch,Cryl Gymyt 0600ménabive - BUX-KogamMu B y3KOM
CMBICIIE.

Kaacenpurxanua ObUX-konos

MuoxectBo OBUX-komOB Ha KOHKTPETHOH JiuuHEe TpeOyeTcs HyXHBIM 00pa3oMm
KJIACCU(UIIMPOBATH COTJIACHO MX KOPPEKTUPYIONIUM BO3MOXKHOCTSM. DTO IO3BOJIACT O€3 JIMIIHHUX
BBIUMCIIUTEIBHBIX DSKIIEPUMEHTOB BBIACINUTH MEPCIEKTUBBIHBIE KONBI, TOJBKO HCXONA W3 BHIA
MIPOBEPOYHOM MaTPHUIIBI.

Kak wW3BECTHO M3 KIACCHYECKOW TEOpUU KOIMPOBAHHS, SKBHBAJICTHBIC KOABI — 3TO KOJPI,
KOTOPBIC OTJIMYAIOTCS TOJBKO MEPEeCTaHOBKOW OTCYETOB. MCXOns W3 3TOr0, MHOMKECTBO U3 CL

06omennpix BUX-K0M0B 3aMaHHON JUTMHBI N MOKET OBITh Pa30MTO Ha KIIACCHI KBHBAJIICTHOCTH. B
9TOM Ciy4ae, I PaCCMOTPEHMsI JOCTaTOYHO COCPEIOTOYUTHCS Ha OJHOM KOJE U3 Kiacca, Tak Kak
BCE OCTaJbHBIE OyAyT WMETh B TOYHOCTH aHAJOTMYHBIE CBOWCTBA. KonmduecTBO Takmx KiaccoB
CJIOHO CIIPOTHO3WUPOBATH — TPeOyeTcs MpOoBe/IeHNE OTAETbHBIX BBIYUCICHUHN IS KaXI0H IITUHBI U
KOHCTPYKTHUBHOT'O PACCTOSHUSL.

PaccmotrpuMm Takoe paszOuenue Ha mnpumepe o00o0ménnoro bUX-xkoma mmumHBI 15 ¢
KOHCTPYKTHBHBIM pacctosiueM 5. COrlIacHO ONpeseNieHno, poBepouHas Matpuua koxa Ci; UMeer

BUL;

2.3 ,4 5 6 .7 .8 .9 10 11 12 13 14
5 (13) loa " o' a°a” a a oo a
15 d -
lalala’a? 1 alafa’a®? 1 o o o’ o

311.

Janee BpImuIeM npoBepouHyro maTpuny koga Cj;

20



KOINUPOBAHUE U LTHPPOBAA OBPABOTKA CUTHAJIOB B MUH®OKOMMYHUKALTUAX

3 6 .9 12 3 .6 9 12 3 6 9 12

H (311) lao’ad’a” 1 o’ o 1la’ o o’ o
15 ' -

1a11a7a3a14a10a6a2a13 O(,g O(,SO(,(X,:LZOLS (14

Hepr,Z[HO 3aMCTUTb, YTO JAaHHBIC MATPULbI OTINYAIOTCA JIMIIb HepeCTaHOBKOﬁ CTOJ'I6L[OB, 4qTo
O3HA4YacT HX OKBUBAJICHTHOCTD. Paccyxcz[a;l Jajiec, CcorjiaCHo p336PICHI/IIO Ha THUKIOTOMHUYCCKHUC

Kaccel MHOXecTBa T, C, ={7,11,13,14}, YTO BJIEYET 32 COOOM MOJIHOE COBIIAJEHHE KOIOB Cfé“ u

13
15

paccyxmeHus, moiayduM TomHoe paszomenne OBUX-komoB mmuHBI 15 ¢  KOHCTPYKTHBHBIM

Cf;, a 3HAYUT MOYKHO CIEJIaTh BBIBOJ 00 DKBUBAJIEHTHOCTH Kon0oB C;2° [ C135’7. [Ipomomxkast mogoOHbIE

paccTosHMEM 5 Ha 4 Kj1acca S9KBHBAJIEHTHOCTH: ({Cllé3 ,C } , {Cllg.)5 , Cf;} ,{Cllg7 } , {Cf;’ })

06006ménnsie BYX-KombI B y3KOM CMBICIIE OoJiee yIOOHBI it 00pabOTKH W JIEKOIUPOBAHMSI,
MO3TOMY HeoO0Xonumo 4€Tkoe ycnoBue, mpu kotopoM OBUX-kox moxxer ObiTh mpuBeaéH k OBUX-
KOy B y3KOM CMEICiIe. B xoae ucciiemoBanus ObII0 ycTaHOBIECHO, 9To st ObBUX-Kkoma mmHE N ¢

NPOBEPOYHOM MaTpuIleH H, (k. Kyi.. k) JOCTaTOYHO BBIMOJTHEHHE YCIIOBHS
HO]I(k J.,n) =1, 1< j<t, xotst Obl st OHOTO 3HA4YeHUs K j» YTOOBI €r0 MOXKHO OBLIO MPUBECTH K

OBYX-xoxy B y3KoM cMmbIciie. MIHBIMH cI0BaMH, KO, JJII KOTOPOTO OyIeT BBIMOJHEHO yKa3aHHOE
ycnoBue, s5kBuBaneHTeH ObUX-koay B y3KOM CMBICIE.

OueBuaHO, 4TO JIOOOM KOX TPEACTABISCT MHTEPEC B MPAKTHYECKOM IUIAHE TOJBKO IpU
HPUEMIIEMBIX KOPPEKTHUPYIOMINX BO3MOXKHOCTIX. UHCIIO OmMOOK, KOTOpOoe CrocoOeH OOHAapYKHUTh
M UCTIPABUTh KOJA JUHEHHO 3aBUCHUT OT MHHHMMAJBHOTO PACCTOSHHS Kojia. BwrumcieHue 3TOro
napaMeTpa — TpyZlo€MKas alropuTMHUUYEcKas 3ajada, HE BCerja umeromas pemieHne. K ocHOBHBIM
METO/IMKaM HAXOXKJCHUS MHUHHMAJILHOT'O PACCTOSHUS OTHOCSAT: METOJ PAHTOB CHCTEM CTOJIOIIOB
MPOBEPOYHON MAaTpPHIIBI, MOIHBIN Tepedop KOJAOBOTO MPOCTPAHCTBA, METOJT CHHAPOMOB U METOJI HOPM,
0a3upyIOLIMICS Ha TEOPUH HOPM CHHIPOMOB.

OpnnHako, TpeXxAe YeM MPUCTyNaTb K KOMIBIOTEPHBIM BBIUHCIECHHSAM CIEAYET IPOBECTH
TEOPETHUECKYI0 OLIEHKY MHMHHMAJIBHOTO PAacCTOAHHUS TaM, TZle 3TO BO3MOXHO. [lo BHemHeMy BHIY
npoBepoyHor MaTpuiel OBYX-koga MOXKHO B ONpEeAENEHHBIX CIydasx OJHO3HAYHO YCTAaHOBUTH
MHUHHUMAJIBHOE PacCTOAHUE KoJa. B 4acTHOCTH, B ciaydae eciu Uil IpoBepodHoil MaTpuiel OBYX-
xona mmusl N, uveromeit Bux H, (k;,k,,...k ), Bemonneno ycnosue HOJ(K,k,,...k,n)>1, To

TaKkoO! KOJI UMEET MUHUMAJILHOE PAcCTOSHUE JiBa. B TakoW cUTyallMM MOMEXOYCTOWYHMBBIA KOJ HE
MpEJICTaBIISIET MpakTuyeckoro uHTepeca. Knaccuueckuit BUX-koj MIMHBI N C KOHCTPYKTHBHBIM

paccTosiHueM O , C TPOBEPOYHOH MaTpHIeH Hn(1,3,5,...6—2) BCerga HMMEET MHUHHUMAIIBHOE

paccrostuue 0 > 0. Takoit Kox sBseTCs JIMIIb YacTHBIM ciiydaeM OBUX-koma um ero cBoiicTBa He
BCET/Ia MOXXHO SKCTPAIOJINPOBATh HA Bce 000OIIEHHBIE KOABI NaHHOW JAMUHBI. HaxoXaeHne moirHoro
CIIEKTPa MUHUMAIBHBIX paccrosHuil s OBUX-komoB TpeOyeT neTalbHOTO KOMITBIOTEPHOTO
SKCIEPUMEHTA.

OBYX-Kkoabl ¢ KOHCTPYKTHBHBIM PacCcTOsIHUEM S B Auamna3one AJjJuH ot 7 10 107

Bce paccmaTtpuBaemble B JaHHOMW paboTe KOABI IMEIOT HEUETHBIC NIUHEL. B muamazone ot 7 1o
107 umeercs 51 HedeTHBIX AnuH. /{15 Kaxk10M U3 HUX UMeEETCs CBOE ToJIe onpeaeneHus — nojue ['anya

GF(2") ¢ wauMenpmaM M, TakuM, uro 2" —1 nemurcs wa nN. Jig 12 OpOCTBIX JUIMH
paccMmarpuBaeMoro auamasona m=n-1. Oro mmuusr: 11, 13, 19, 29, 37, 53, 59, 61, 67, 83, 101, 107.
Ha »Tux qyMHAX HUMEIOTCS TOJIBKO KOJIbI XEMMHHIa pa3MepHOCThi0 K =1— He mpencTaBisiomnine
MPAaKTHYECKOro MHTepeca. Ha emé ueThipex JiMHaX TaKKe UMEIOTCS TOJBKO KOJbI XEMMUHTa, XOTS U
Ooubieit pazmepHocTU. J10 uMHBL: 9 (M=6): 25 (M=20); 27 (m=18); 81 (M=54). Emeé mnsa 8
JUIMH PacCMaTpPUBAEMOTO AHara3oHa UMEIOTCS BUX-Koabpl ¢ KOHCTPYKTUBHBIM PacCTOSHUEM 5, HO C
pasMepHOCTBIO K =1—Takke He MpeaCTaBIIsIOIINE MPAKTHIECKOTO MHTEpeca. ITO JAIUHLL: 7, 17, 23,

41,47,71,79, 97, 103.
B ykazanHoM pmuama3oHe ocranock 26 qumH (Oojiee TONOBUHBI JUIMH) C TPUEMIIEMBIM
3HaueHueM M, nomnyckatomiuM BYX-Koabl ¢ KOHCTPYKTHBHBIM PAaCCTOSHUEM 5 U C Pa3MEPHOCTHIO
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k >1. Dro mmnsr: 15, 21, 31, 33, 35, 39, 43, 45, 49, 51, 55, 57, 63, 65, 69, 73, 75, 77, 85, 87, 89, 91,
93, 95, 99, 105. lna xaxxaoi u3 MEpeurciaeHHbIX 26 UIMH MpoBeNeHO uccieaoBanue Bcex OBUX-
xon0B C, (k,,k,) 1 UX CBOMCTB: YCTAaHOBJEHBI X BHJ M 0OIIECE KOJIMYECTBO, IPOBEJACHO Pa3OUCHUE
HANICHHBIX KOJOB Ha KJIACCHI SKBHUBAJICHTHOCTH; TIPOBEICHO BBIYMCIICHUE MUHUMAIbHBIX PACCTOSHUN
KQKI0r0 M3 KOJOB — MPEACTABUTENICH KIIACCOB DKBHUBAJCHTHOCTH — C IOMOIIBI0 KOMOHWHATOPHOMH
TEOPEMBI, CBSI3aHHOW C paHraMH CHCTEM CTOJIOIIOB IPOBEPOYHON MaTpuilbl. OCHOBHBIC PE3YJIbTATHI
BBIUMCIICHUH MTpHUBEICHBI B Ta0n. 1. B mpenmocneareM cTon01e TabInIbl IPEACTABICHO HAUMCHbIIIEE
13 MUHHMAJIbHBIX PACCTOSHHUN paccMaTpUBaeMbIX KOJIOB JaHHOM JauHBI — MINdMIN, a B mocieaHem

CTOJI0IIE — HAaMOOJIBIIEE U3 OTUX MUHUMAJIBHBIX paccTosHui — maxdmin .

Tabnuna 1. lapamerpelr OBYX-koxoB (8 =5) B AMana3oHe JJIHH oT 9 g0 105

Ne n m Konudectso ko108 Konu4ecTBo 3KB. d.,. mindmin | maxdmin
KJ1aCCOB G

1 15 4 6 4 5 3 4
2 21 6 10 6 5 2 3
3 31 5 15 3 5 5 5
4 33 10 6 4 10 3 4
5 35 12 10 6 5 2 6
6 39 12 6 4 10 3 4
7 43 14 3 1 13 13 13
8 45 12 21 15 5 2 5
9 49 21 6 4 7 2 4
10 | 51 8 21 7 5 2 5
11 | 55 20 6 4 5 4 11
12 | 57 18 6 4 14 3 4
13 | 63 6 66 22 5 2 4
14 | 65 12 15 5 5 4 8
15 | 69 22 10 6 7 2 11
16 | 73 9 28 4 6 6 6
17 | 75 20 21 15 5 2 4
18 | 77 30 10 6 7 2 6
19 | 85 8 55 9 5 2 5
20 | 87 28 6 4 22 3 4
21 | 89 11 28 4 7 7 7
22 | 91 12 36 8 7 2 6
23 | 93 10 78 26 5 2 5
24 | 95 36 6 4 - 4 14
25 | 99 30 21 15 9 2 6
26 | 105 12 91 45 5 2 4

B Ta6n. 1 npexacraBneHsl, kKak MUHUMYM, 4 HOBbIX OBUX-kozaa, cymecTBEeHHO MPEBOCXOISIIIE
0 CBOUM KOPPEKTUPYIOIIMM BO3MOXHOCTSAM Kiaccuyeckue bBUX-konbl Ha Tex e ANUHAaX,
MEPCIEKTUBHBIC JJISI JAIbHEHIIINX UCCIe0OBaHUM U npuMeHeHui. K HUM OTHOCSTCA KOJBI Ha JIJTUHAX:
55, 65, 69, 95 ¢ MUHUMAaNEHBIMU PACCTOSTHUSIMU COOTBETCTBEeHHO: 11, 8, 11, 14.

3akaoueHne

B Teopuio m mpakTHKy IOMEXOYCTOWYHMBOTO KOIMPOBAHMS BBEAEHO MOHATHE 00OOIMIEHHOTO
koaa boy3za-Hoynxypu-Xoksunrema. I[IpoBeneHHas Kiaccu(puUKalus TaKMX KOIOB, a HMEHHO,
pa3dueHne MX Ha KJAcChl AKBHUBAJEHTHOCTH, TO3BOJIIET CHUCTEMATH3WPOBATh 3HAHUS IO JAaHHOMY
CEMEICTBY KOMOB M YETKO BBLACIUTH MEPCHEKTHBHBIE KOJIBI C TOYKU 3pPEHMA HX INPAKTUIECKOTO
npumenenus. ChopmynupoBanbl ycnoBusi npuBeneHuss ObUX-kona k Oonee yaoOHOMY BUAY —
OBbYX-koxay B y3koM cMmeicie. Ilpu neransaom nzydennn cBoiicts8 ObBUX-kom0B B BEIOOpKE UIHH OT 7
10 107 ObU10 YCTAaHOBIIGHO, YTO HA OINpPEIENICHHBIX UIMHAX KOppEeKTUpyomue Bo3MoxxHoctu ObUX-
KOJIOB IIPEBOCXOJAT TaKOBbIE Y Kitaccuyeckux bYX-konoB.

Takum 00pa3oM, HaliJICHbl HOBbIC JIMHCHHBIC ITUKIIMYCCKUE KOJBI, OJM3KUE MO MOCTPOCHUIO M
CBOWCTBaM K kiaccuueckuM bUX-komam. B Gnmxaiiieil nepcekTrBe — I0Ka3aTeIbCTBO TOTrO (akTa,
gyto K OBUYX-K0maM OTHOCHTCS CEMEHCTBO KBaJpaTHYHO-BBIUETHBIX KOJ0B. K 00paboTke mgaHHOTO
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KJlacca KOJOB MPUMEHHUMBI METOAbl Teopuu moseld [amya, BO3MOXKEH MEPEHOC TEOPUU HOPM
CHHIPOMOB Ha HOBBIH KJIACC KOJOB.

SOME PROPERTIES OF GENERIC BCH CODES

V.A. LIPNITSKI, A.V. KUSHNEROV

Abstract. This work is dedicated to generic BCH codes. Accurate estimation of quantity for that
types of codes was carried out. Properties and correction possibilities of generic BCH codes were
also considered. The main attention was paid to codes with constructive distance 5 and 3, because
these codes are most applicable in practice. For the research, a range of lengths from 7 to 107 was
chosen.

Keywords:linear cyclic codes, minimum code distance, code verification matrix, BCH codes,
generic BCH codes.
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SJAIUTA THO®OPMAIINU C UCITOJIB30OBAHUEM
TABJUIBI CTAHIAPTHOI'O PACIIOJIOKEHUSA JIA KOJA

A M. MUTIOXUH?, .. ACTPOBCKUIA?

1 .
Hucmumym ungopmayuonnvix mexnonocutibenopycckozo 20cyoapcmeenno2o yHueepCcumema uH@GOopMamuxi u
paouodrekmponuxu, “beropyccrkuil 2ocyoapcmeennulii ynugepcumem uH@OOPMAamuky i paouodeKmpoHuKU,
Pecnybnurxa Benapyce

Ilocmynuna ¢ peoaxyuto 30 mapma 2020

AHHOTa[IHH. PaCCMa’I‘pHBaeTCH METOA 3alIMThI I/IH(I)OpMaIII/II/I C HCIIOJIb30BAHUEM PAa3JI0KCHUA
TpyIIbl HA CMEKHBIC KJIACChl KOAA, KOPPECKTUPYIOLICTO OIIHOKHU. AHaJII/ISI/IpyeTCﬂ 3(1)(1)6KTI/IBHOCTL
rnepexnara PIH(IJOpMaIII/II/I B IBOUYHOM CUMMETPHUYIHOM KaHaJIC.

Knroueswie cnosa: xogmpoanne nHOOPMAIH, CHCTEMAaTHIecKas Tpyma, moie [amya, cMexHbIe
KJIaCCHI, MOIITHOCTP KOJIa.

BBeaenue

OIHVM W3 aNropuTMOB JIeKOAWupoBaHus nuHenHoro [N, k] - koma mang monem Tamya GF(2)
SIBISIETCS. QITOPUTM, 0a30BOil Omepanueil KOTOPOro SBISETCS Pa3IoKEeHHE CHCTEMAaTHIECKOM IPYIIIIbI

G mopsaka 2" HaMHOXeCTBO C, ={C;}i =1,...,2" cMeXHBIX KIaccoB, rae N, k, I COOTBETCTBEHHO,
JUTHHA, YHCIIO MH(POPMAIMOHHBIX HIPOBEPOYHBIX CHUMBOJIOB Koma. Jlexomuposanue [N, k] — xoma
CBOJHUTCA K aHaIM3y TaONMIBI CTAHTAPTHOTO pachojokeHus mas koma [1]. Tabmwmma pasmepom
2" x 2k CTPOWTCSI Ha OCHOBE OIepalyy pa3iokeHus rpynmbsl G Ha cMexHble Kimacchl. ToT dakt, uto
BCE AJIEMEHTHI OJHOTO M TOTO K€ CMEXHOTO KJlacCa MUMCIOT OJUH U TOT K€ CHHIPOM IO3BOJISCT

YOPOCTUTH TPOLEAYPY JACKOAMPOBAHHS JIETaJbHOMY IIOJNB30BAaTENI0 CHCTeMBL. CIIOKHOCTH
JICKOJTUPOBAHUST OIICHUBACTCS TOJBKO pa3MepoM WiH o0beMoM V mamsaTH, HEOOXOTUMBIM IS

XpaHeHHs CTONOIA THIEPOB CMEXHBIX KiaccoB. Tak kak cTonmbem mMeeT pasMepHOCTh 2 XN, TO

TpebyeMBlii U1 TeKOMPOBaHHS 00beM MaMATH onpeensercs kakV = n2' 6ur.

Kak BHJIHO, BBIYUCIUTEIBbHAS CIOXHOCTh JCKOJAMPOBAHHS 3aBUCHT OT JIIMHBI BEKTOpa N H
COOTHOIIICHHSI TTapaMeTpoB k u I'. Eciau ucnonp30BaTh HU3KOCKOPOCTHOE KOAMPOBaHUE, Korma ri k,
JaKe JUIS CPaBHUTEIBHO HEOONbIION JMUHBI N 3(QQeKkTHBHOE NEKOMUPOBAHUENIO TaOIUIIe
CTAaHIApPTHOTO PACTIONOXKEHHS IS KOJa Ha MHOKECTBE 2' BEKTOPOB MpPAKTHYECKHM OCYIIECTBHTEH
HEBO3MOXXHO. DaKkTop 3HAYUTENHFHOW  CIIOKHOCTH  JICKOJUPOBAHWS TPU  HUCIIOJIb30BAHUU

Ta6nnumnpe}1naraeTc;1 HCIOJB30BATh jId pacCMaTpuBaCMOro METOJa 3alluThI I/IH(I)OpMaL[I/II/I oT
NepexBaTa HEJICTAJIbHBIM IMOJIB30BATCICM.

TeopeaneCKne NMPUHIMIIBI

Iycts umeercs GnokobitncTounnk UK madopMamim MommocTso 2k UH()OPMALIMOHHBIX
BEKTOPOB BHAA U= (Uj,...,U, ). KakmoMy BEKTOpy U OIHO3HAYHO COOTBETCTBYET KOJOBOE CIIOBO
JMHEHHOrO KOJa, 3aluchiBaeMoe B BHAE N-MepHOro BekTtopa X =(X,...,X,), % € GF(2).

[Ipenmonaraercs, 4To Kjacc M MapaMmeTpsl KOIOB, MPUMEHAEMBIX B JIETaJbHOM (OCHOBHOM) KaHale
MOTYT C OINpPEACIICHHON CTENEHbIO JOCTOBEPHOCTH M3BECTHBI MEpeXBaThIBAIONICH cTOpoHE. MMmeroTes
TaKk)Ke CBEJCHUS O BO3MOXKHBIX METO/Jax NeKONMPOBaHUSA.B kadecTBe Momenu KaHajga C 3allUTON
UHQOPMAIUK paccMaTpHUBaeTCs KaHall, IOKa3aHHbIH Ha puc. 1.
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(JcHOBHOH Kanan

Herounnk
+

{one = Kauan = exone — [lonyuarens
HHOPMALIHH Kozep Hlexonep :

Puc.1. Mopnens kaHana ¢ 3amuToi HHGopManuu

Ha puc.1l o6o3nauenne JICK cooTBeTcTByeT [BOMYHOMY CHUMMETPHYHOMY KaHANy.
Hexomuposanue B ICK cBomuTcs K aHANU3y CMECH

Y =X +E, 1)

rae Y =(Y1,...Yy) Yi €GF(2) — Bxox nexomepa, E=(e,....€,),8; € GF(2) — mymoBoit BexTop,
PENATCTBYOIHH NPABUIBHOMY JI€KOJAMPOBAHHIO B KAHAJIE MOJICITYIIHBAHHS.

Ecnu nepenaBaeMbie KOJOBBIE CIIOBA UMEIOT PaBHBIE BEPOSTHOCTH, ONTHMAJBHOW CTpareruei
NPAaBUIBHOTO [pHEMa SBISIETCS aHAIM3 W pEUICHHE HA OCHOBE MPHHIMIIA MaKCHMAJIbHOIO

npasaononoous. Jlexonep, anamuzupys Bekrop (1), 1omkeH pemmnTsb, Kakoi BeKTop X; M3 MHOXKECTBA
{X} mepenasancs. B oOmem ciydae, IeKOAMPOBAHME CBOAMTCA K HAXOKICHHIO Hambosee

BEPOSATHOrO0 BEKTOpa ommMOO0K E mis mpuHsaTtoro Bektopa Y. B aToM ciydae aekoaep paboTaer ¢
MUHUMAQJIEHO BO3MOXHOM OINMMOKOW JIEKOJUPOBAaHUS. AJTOPUTM JCKOJAMPOBAHUS BKIFOYAET B ceOs
BBITIOJTHEHNE JIMHEHHOTO TIPE00pa30BaHus TS BRIYUCIICHUS] CHHIPOMA

S=YH' =EH".

B xagectBe sAmpa mpeoOpazoBaHUs BBICTyMaeT MpoBepodHas marpuma H koma. Jlamee mo S
HAXOAWTCS COOTBETCTBYIOIINI CMEKHBIN Kitacca, BeKTop ommOok E . Ilpom3Boantcs omeHka BeKTopa
X = (Y —E), Haxomurcs nHOPMALHOHHbIH BEKTOP U.

3HAYUTENBHYI0 HEONPEACICHHOCTh MOMydeHus npaBmibHOoW nHpopMmarmuu mo JICK, moxHO
JIOCTHYb, €CITH MOAMHOXECTBO {X|} pacmpeNenuTs Mo BCEMY N -MEPHOMY HPOCTPAHCTBY, a HE IO
OJIHOMY CMEKHOMY KJIacCy COIJIAaCHO OIPEIEJICHUIO ONEpaluy Pas3IoKEHUATPYINIbl G Ha CMEXHBIE
Kacchl.  KaxaoMmy —«mpaBumbHOMY» BeKTOpy X €{X} M3 paspelIeHHOTO [l TMepeiadu
MOJIMHO>KECTBA TpyNbl G clieyeT MOCTaBUTh B COOTBETCTBUE 3aIIPELIEHHOE OAIOMHOXKECTBO {Y}

(1). DTOro MOXHO IOCTHYb, €CIH MEPEHTH KKOIY, OPTOrOHAIBLHOMY HcxomHomy [N, k]-komy. Torma

rpymna G mopsaka 2" packnameiBaetcs mo moarpymme H mopsaka 2 . JT1o6oi, WMcKaKeHHBI
myMoM BekTop Y # X;, HO HaXOAAIIUHCS B CMeXHOM kiacce C; mepemaercs Kak 10 OCHOBHOMY
KaHany, Tak 1 o JICK.

JIns OLIEHKH CTETIeHH 3aIlUThl MHPOPMAINH 3a CUET paclpeieIeHHs BCeX KOIOBBIX BEKTOPOB

{X} mo muoxectBy {C it ] =1,...,2¥ cMeXHbIX KIaccoB u samrymieHust Bupa (1) Bocmomb3yemcs

SHTpONUIHEIM oaxomoM[1]. Hagexuas 3amura nHGOpPMAIlHK CBI3aHa C OIEHKOM cpenHeil B3auMHOM
napopmanus |, Ha BeIxoze nexoxepa JCK.

ITycte mnepBuunbiit uctounukc anpasutom U ={0,1} dopmupyer cumomsr 0 u 1 ¢
BEPOATHOCTSIMH, COOTBETCTBEHHO, P(Uy) , P(U;) . McToYHMK XapakTepusyeTcs CBOWCTBOM

p(ug) = p(uy) . Toraa, cpenHee KOIMYECTBO MHPOPMAIIMHU HA CIIOBO JUIMHOM N ONpeesseTcs KaK
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I, =X HU)-HU),
n @)

rre HU)= > p(u;)logy (p(u;) — omrpormss ucrousmxa, HU[Y)= " 3" p(u;, y;)log, (pui|y;) -

u;ey uel y;eY

yenosuas sutporus JCK (morepst nnpopmanmu), p(Uj, Yj) — COBMECTHas BEPOSTHOCTh CHMBOJIOB

Bxoza u Beixoaa JICK, p(y; ‘y j) — amocTepropHas BeposTHOCTb cumBoios JICK.
Jns Toro, 4roOpl mepexBar WHGOPMAIMA HE CTall BO3MOXEH, Ha Beixoae aekomepa JICK
JOJDKHO BBINONHATHCS yenoBue |, =0. DTo ycaoBue MOKHO Ha3BaTh MOJIHOU MOTepel HHpOpMaLUY B

JCK wm3-3a BO3ACHCTBHSA Ha TONIe3HYI0 WH(OpMarmio BekTopa ommbok E . Takum oOpasom, B
U7CaTLHOM CITy4ae 3alluThl HH()OPMAaIK, BeIpaKeHHE (2) IpUMET BHT

5H(U)=H(U|Y).
n (3)

WzBectHo [2], ycmosuas surporms H (U |Y) JICK ompezmensercsi 3HAYECHUAMH IEPEXOIHBIX

BEPOSTHOCTEKaHAIA p(0|1)= p(1|0)= p, T.e. BepostHOocThIO omuOok B JICK. Durpomus JICK,

KakdHTponuitHas ¢ynkuuel [llenHona, onpenensiercs popmysoit [2]
H(U[V)=Lplog, p-+ (- p)log, (- p)] @

B paccmatpuBaemom mnoxaxone BeposaTtHocTh ommbku JICK MoxnO cBsszate ¢ Becom WH(E)

BEKTOpa OIMOOK (KPaTHOCTBIO OMIMOOK t) [UIMHOM N .
C yuetoM paBeHCTBa (3) moiTydaeM BRIpaKCHHE

k <n[-plog, p—(1- p)log, (1~ p)]. (5)

C mo3unmmu 3amuThHl WHGOPMANWH, MpaBas dYacTh (5) oOmpeAenseT SHTPOIHI0 NTyMOBOMH
cocraBisitomied Ha Beixoge aekoxaepa JCK, xorma Bemonusiercst ycnosue (3). Bwipaxenue (5)
MO3BOJIACT BBIOpATh MapameTpbl KoAa N, I, KpaTHOCTh OMHUOOK {, B 3aBHCHMOCTH OT 3apaHee
ONpeAeNsAeMON CTETEHHU 3aIUUThL. J{JI MHOTHX MPUJIOKEHUH CTENEHb 3alUTHl ONPEAENIeTCs AITNHON

N ¥ MOIIHOCTHIO KOAAa MIIM KOIMYECTBOM 2" ' 3aKOHOB MOMIYJNSILIMH, HCIOJIB3YEMBIX B CHCTEME.
IMpenBapuTesbHBIA pacdeT HEOOXOMUMBIX TAPAMETPOB OPTOTOHAIBHOTO KOJIA ISl MOJIENH TIepeIadn C
3aIUTON HH(OPMAIIUK, pHC. |, TOKaKEM Ha IIPUMEPE.

Ilycts N=127, p=0,1. Jlna ortoro ycnosus Bekrop omuboxk E wumeer Bec Wt(E)=13.
Hcnons3ys rpanuity CunriaroHa [2], OLEHMBaEM MHHMMAIbHO BO3MOYKHOE YHKCJIO IMPOBEPOYHBIX
cuMBOJIOB. MIMeeM [, = 26. 3amMeTiM, GOJBIIMHCTBO MOMEXOYCTONUYMBBIX KOJOB MMEIOT HAMHOTO
0O0JbIIIEe MPOBEPOYHBIX CHMBOJIOB, YeM Tpebyer rpanuna Cunrirona. Mcnonssys (4), BbIUMCIAEM
sarpormio  JICK. Tlomygaem H (U |Y)=0,469. W3 Beipaxkenus (5) cloemyer, dYro YHCIO

WH(GOPMAITMOHHBIX CHMBOJIOB JOJDKHO OBITh He Oombine umcna k <59,563. Torma, 4nucio CMEKHBIX

KJIaCCOB |Cr|3259. Pa3zMepHOCTE OPTOTOHANBEHOTO KOJIA, WCIONB3YEeMOTO IS CO3MaHWS TaOIHIIbI

CTaHJapTHOIO PAcIOJIOKEHUs, JOJbKHA ObITh He Oonbme K, <68. B kaxgom cMeXHOM Kiacce

copepxkurcss M < 268 BEKTOpOB JuHOW N =127. JIng nepexgaun no JCK npumeHnsercs ciydaiiHoe
komupoBanne (1) C HCIONB30BAaHWMEM CIIy9alHBIX BekTOopoB E . KommdecTtBo pa3muyHBIX
KoHGUIypaluii BeKTOpoB E  ompenmensercs 3HaueHHWeM OHMHOMHUHAIBHOTO K03 duimeHTa
Cr‘]"’t(E) ~1,9-10. MoXHO YyTBEpKEATH, HYTO  BEKTOPHI Y;=X; +E; rTtakke oOpa3syror
NICEBAOCIYYaiHBIE MAaCCHBBI B  KaXJIOM CMEXKHOM KJjacce. OTH MAaCCHUBBI  JIBOMYHBIX
MOCIIEIOBATEIbHOCTEH HEe 00aiaeT M30BITOYHOCTRIO. Takoe CBOMCTBO MOTOKAa CHMBOJIOB Ba)KHO C
TOYKHM 3pCHHUs 3amuThl uHpopManuu oT mnepexBata. OcymecTBUTh 3((HEKTUBHOE OTHO3HAYHOS
JICKOIMPOBaHKe B KaHAJe MOCTYIIUBATEIIS TOBEKTOPY CHHIAPOMA S MPAaKTHYSCKA HEBO3MOXKHO M3-3a
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3HAUUTENBHBIX BBIYMCIUTEIBHBIX M BPEMEHHBIX 3aTpar.Jlamee cieayeT NMpPOM3BECTH YTOUHSIOIIHE
pacueTsl WCXOAS W3 KOHKPETHOTO Ha3HaueHUs WH(POPMAIMOHHONW CHCTEMBI, CKOPOCTH KOJa,
BBIOpaHHON KOHCTPYKIIMHA KOJa, HEOOXOMUMOCTH €ro YKOPOYECHHS WM PACIIUPEHHUS WU IPYTHUX
OCOOCHHOCTEH, CBI3aHHBIX C MIPUKJIATHBIM TEXHUYSCKAM KOJUPOBAHUEM.

3akiiouenue

PaccmoTpen meron 3amuTel HHGOpPMAIFH C UCTIONH30BAHUEM TEOPHH aJre0panvecKux TPYII.
ITokazaHo, YTO HCMONB30BAHUE OMEPALMUPA3TIONKEHUS TPYIIbl HA CMEXHBIE KJIACCHI, CTPYKTYPHBIX
3aKOHOMEPHOCTE B CTPOSHHUHM KOJOB, KOPPEKTHPYIOIIUX OIMUOKHU, ITO3BOJSET OCYIIECTBHUThH
HAJACKHYIO 3alIUTy HHPOPMAIIHH.

PROTECTION OF INFORMATION USING
STANDARD LOCATION TABLES FOR CODE

A.l. MITSIUKHIN, I.I. ASTROVSKI

Abstract. The method of information protection using decomposition of the group into adjacent
classes of error-correcting code is considered.The efficiency of information interception
in a symmetrical binary channel is analyzed.

Keywords: information coding, systematic group, Galois field, group, related classes, code frailty.

Cnucox JMTepaTypsbl

1. MurioxusA. W. Tlpuknagsas teopust nabopmannu. Munck, BI'YHP. 2018.
2. Mac Willams F.J, Sloane N. J.A. The Theory of Error-Correcting Codes. Oxford, 1977.
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VIIK 621.391

SAIUTA KAHAJIOB IIEPEJAYU U XPAHEHUSA JTAHHbBIX HA OCHOBE
AJITEBPAMYECKHUX PEHIETYATBIX KOAOB

M.A. AJIUCEEHKO, C.b. CAJIOMATHH

Benopycckuii 2ocyoapcmeennuiii ynugepcumem ungopmamuku u paouodiekmponuxu, Pecnybnuka Benapyce

Ilocmynuna ¢ peoaxyuio 31 mapma 2020

AHHOTaIIHH. PaCCMOTpeHI)I anre6panquKHe PCUICTKH, 3aJavu HAXOXKICHUA KpaTqai/'Imero u
OmKamiero BCKTOPOB. Ilokazan AJITOPpUTM  [PUBCACHUSA KpaTqaﬁmero Gasnca PCLICTKU.
HpI/IBeZ[eHLI JAOCTOUHCTBA U HEJOCTATKU KPUIITOCUCTEMBI Ha PEIICTKAX.

Kniouegvie cnoea: anrebpandeckue pemerku, CVP, SVP, LLL-anropurm, NPA-anroputwm,
NTRUEnNcrypt.

BBeaenue

ITouck kpartgaiimero 0Oa3uca PpEMIETOK SIBISICTCS 0a30BOM OmMepammer IS PeIeHus 3amadq
TEOPHM PpEIIETOK. OTH 3aJauyd WCIOJNB3YIOTCA UIA CO3JaHusl CXEM CTOWKOM KpumTorpaduw,
YCTOMYMBBIX K KBAaHTOBBIM BhIuMcieHHsIM. lIpouecc oproronammsanuu ['pamma-llImuara sensercs
gacTeto anropurma Jlenctpei-Jlenctpei-JloBaca (LLL) npuBenennst 6azuca pemeTku. s pemieHus
3aJaun TOMCKa Onmkaiiiero BekTopa paccMoTpeH ainroput™m Nearest Plane Algorithm (NPA). Ha
pemetkax ocHoBbIBaeTcs kpunrocuctema NTRUEncrypt, mapamerpbl KOTOPOH JOJKHBI OBITH
B3aMMHO TMpPOCThIMUA. CTONKOCTh OOEeCHeunMBaeTCsl TPYAHOCTHIO IIOMCKA KpaTdalIiero BEKTOpa
pEIIeTKY.

Auredpanyeckue pemieTKH

Anre0Opandeckasl pelleTKa SBISETCA KOHEYHO IOPOXKIACHHOM aJINTUBHOM IOJAIPYIIIOHN
mHOkectBa R" . Pemerky L MOXHO mNpeacTaBUTh Kak  MHOXECTBO  IEIOYMCICHHBIX
nuHelHbIXKoMOMHamit L(b,,...,b,) =ab +...ab , (a,...a,) €Z" n muHEiHO HE3aBUCUMBIX OA3HCHBIX

BekTopoB {h,,...,.b, }© R" B M -MepHOM eBKJIMIOBOM IPOCTpAHCTBE, TA€ M M N — Pa3sMEpPHOCTb H
paHT PEIIETKMCOOTBETCTBCHHO. PEIIeTKH, y KOTOPBIX Pa3MEpPHOCTh M U paHr N paBHBI, HA3BIBAIOTCS
nonaopasmepusiMu  [1].0npenenurens pemerkn pasen detL =./det(B'B), uto paBHO 00BEMY

(GyHIaMEeHTaIbHOIO MapajienaoTona, oopa3oBanHoro 6asucom B="0b,...,b , puc. 1.

A
b * o
@ e
® Ii‘;,— ® °
L » >

Puc. 1. ®ynnameHTaNBHBIN TAPaAJUIEIOTOI PEIIETKH, 00pa30BaHHBIN 6a3ucoM
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Basuc pemetku He €AMHCTBEHEH: MaTpulla Ilepexoja OT OJHOro Oa3uca pemeTKd K
NPOU3BOJIBLHOMY JPYroMy YHUMOIYJISPHA, T. €. €€ ONpeAeiuTeNh paBeH t1, mosToMy neTepMHHAHT
pelIeTKy He 3aBUCHT OT BbIOOpa Oasmca [2]. [IpousBencHue 0a3uCHOW M YHUMOIYJISIPHOW MAaTpHUIIBI
JacT HOBBIN 0a31C PEIIETKH.

Hexoropsle 3agaun TEOpPUM PEIIETOK MCIHOJIB3YETCA JUIsl CO3JaHusl CXEM CTOHKOU
Kpunrorpadui, KOTOpbIE YCTOWYMBBI JJISi KBAHTOBBIX BBIUYMCIICHMHA. 3ajada HaXOXKICHUS
Kpartyaiimero Bekropa (SVP, Shortest Vector Problem) moapasymeBaeT HaxoxaeHHE B 3aJaHHOM
Oasnce peméTKH HEHYJIEBOW BEKTOP IO OTHOIIEHHWIO K OMpeeiIEHHOW HOpMaim. MareMaThdeckas
3alUCh KpaT4alIlero BEKTopa:

a’ =arg.min||Aa|’ =arg.mina’Ga, @)

acz"\{0} acz"\{0}

rae A — ToJHOpaHroBas MaTpuia, sBisiomascs 6asucom pemerku, G = A'A — marpuna 'pamma
PELIETK.

3anaua HaxoxkzaeHus Omwkaiimero Bekrtopa (CVP, Closest Vector Problem) — maxoxmeHue
BEKTOpa B PEMIETKE IO 3aJaHHOMY 0a3HCy M HEKOTOPOMY BEKTOPY, HE MPHHAIICKAIIEMY PEIIETKE,
OpH 3TOM MAaKCHMAJbHO CXOXKEro IO JJIMHE C 3aJaHHBIM BEKTOpoM.MareMaThdecKkas 3alnch
OKaRIIEro BEKTOpa K MPOU3BOJIBLHOMY BEKTOPY Y :

a’ =arg.min|Aa-y| =arg.min(a’Ga-2y" Aa+y'y). 2
aez" aez"

Ilo anamornu ¢ TUHEWHBIMH KOJIAMHU PEIIETKAa MOXKET OBITh BBIpAKEHA Yepe3 MOPOXKIAIOIIYI0
MaTpUILy U I[eIOYMCIICHHBIA KO3 (UITUESHT, 9TO MOKA3aHO B BRIPAKEHUH:

A={r=[bblatacz"}. 3)

ITox kpaT9aliIM BEKTOPOM PEMIETKHA TOHUMAETCSI BEKTOP, JUTMHA KOTOPOTO:

A(A)= min X|. (4)

X,yeA x#y

x—Y||= min

xeA,x#0

TlepBoiii mocneqoBaTENbHBIA MHUHHUMYM, MOJ KOTOPbHIM ITOHMMAETCS HAUMEHBIIUW pajuyc
OKPYKHOCTH (Il1apa), COOTBETCTBYET JUIMHE KPATYANIIETO BEKTOPa PEIICTKH, PUC. 2.

@ o
o}
@) o]
»
0
o 0
Q
® o}

Puc. 2. KpaTyaiimmii 6a3uc-paanyc pereTku

3agauu TEOpUM PELIETOK MOKHO PEIINTh, €Clid 0a3uc pelIeTKH PeAyLUpOBaH, T.€. COCTOUT U3
OTHOCUTENFHO KOPOTKHX ITOYTH OPTOTOHAJIBHBIX BeKTOpoB. Ha cerogmsamuuii neHb 3¢ekTuBHBIM
ANTOPUTMOM peayKuun O0as3uca pemeTky spisercs anroput™ LLL (Jlenctpri-Jlencrpei-JloBaca).
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Aaroputm Jlencrpei-Jlencrpei-JloBaca (LLL)

3a MOJIMHOMHUAIBHOE BpPEMs alTOPUTM IIpeodpa3yer 0a3uc Ha pemieTKe B KpaTdalImmid OYTH
OpPTOTOHANIBHBIN 0a3uc Ha 3TOoM jxe peretke. /[ BekTopHOTO MpocTpancTBa R" mpomecc 'pamma-
[IImuara MO3BOJSET TpeoOpa3oBaTh IPOM3BOJIBHEIN 0a3uc B OPTOHOPMHPOBAHHBIN («Hacan», K
KoTopoMy ctpemutcs LLL-anroput™m), HO HEe TapaHTUPYET TOTO, YTO HA BHIXOJIC KAXKIBIH U3 BEKTOPOB
OyJeT IEeOYHUCICHHON TUHEWHOW KOMOMHAIMEH ncXoaHoro Oasuca. TakuM o0pa3oM, MOTydeHHBIH B
pe3ynbTate HabOp BEKTOPOB MOXKET W HE SBIATHCS 0a3MCOM HMCXOMHON PEemIéTKH. DTO TPHUBEIIO K
HEOOXOMUMOCTH CO3JaHMs CIEIMaJIbHOTO ajropurMa mias paborel ¢ pemerkamu[3]. TIporecc
OpPTOTOHANU3AINY 0a3MCa OMUCHIBACTCS BBIPAXKCHUEM:
< (b,,b,) b

b =h,b =b -

20 0) " ®)

Jlnst kaxaoro NeymecTByeT Takoe wuciao C(N), yro B 1000# N-MepHOi perierke L MoxHO
BeIOpaTh Oasuc b,,...,b , I8 KOTOpOro mNpOM3BEJEHHME HOPM BEKTOPOB MEHBIIE HIH PAaBHO
npousBenenno uucna C(N) W ompenenuTens pPEIETKH ||b1||-...-||bn||$c(n)-det(L) . B anropurme
LLLxoncranrac(n) =2""""*[4].

B nawane paGotel anropurma 3azaH 6aszuc pemertku b,,...,b u mapamerp (mopma) 8. Hopma

3aBUCUT OT KOHTCKCTa 3aJayu, O0OBIYHO HCIOJIb3YKOTCA HOPMBI |1 =Mmax E |aij|, EBKJ’II/I,I[EI,
i -
1

Yebrmmena.Ha Beixoze anroputma — npuBeacHHbIN LLL-6a3mc.
1. Ecnu kakoii-muoo koaddunuent no moayio Gonbure 1/2, To u3 Bekropa b, Heobxoanmo

BBIYECTb BEKTOP D, , IOMHOKEHHBIN HA OKPYTJICHHBIH KOS(DDHUIUEHT.

2. Tlepecuer ko>punmenta p, ;= MI{J‘IH j<k.

(b;.b)
3

x |2
ZZ|bk—1| . Ecnim OHO He BBINONHAETCA, TO HMHIEKCHI

3. Tlposepka yciaoBHs |bl:+uk,k—1bl:—1

MPOBEPSAEMBIX BEKTOPOB MEHSIIOTCS MECTaMU. YCJIOBHE TMPOBEPSETCS IJIA BEKTOpPa YK€ C HOBBIM
HHIECKCOM.

4. Tlepecuer bk*,b:_1,<b:,b:>,<b:_1,b;_l> i k>1u p 0, am <Kk
5. Bosspar k mary 1, ecim octaincs Ko3(pUIHMEHT [, ; [0 MOAYIIIO Ipesbiaromuii 1/ 2.

Ecm A — pemerka B Z" ¢ Gasucom b,,...,h

1My

npuyeM |bi|£ B,i=1...,n,rme, BeR,B>2, T0

anroput™m noctpoenus LLL-npusenennoro 6asuca aenaer O(n* log B) apudmeTnueckux onepammii.

Ilpu 5TOM Ii€Jble YKCIIA, BCTPEYAIOIIMECS B XOJ€ PabOThl alrOpUTMa, UMEIOT JBOMYHYIO JUIMHY
O(nlog B) Guros.

Aaroputm NPA

Anroput™ Ui perreHust npoOsiembl Ommkaiimero BektopaCVP (Closest Vector Problem)
u3BecteH mon HazBanuem Nearest Plane Algorithm (NPA), paspatoran L. Babai. Koaddumnment

2

n
anmpOKCUMAIIH  aliTOPUTMa COCTaBIISIET 2(%j , THe N — 3TO paHr pemeTKkd. Bo MHOTHX

NPUIOKEHUSX AJITOPUTM HPUMEHSETCSI C HEM3MEHHBIM I, 9TO JaeT MOCTOSIHHBIA Kod(duimeHt
npubmmkenus. Annpokcumanuto CVPonpenenstor kak npobiaemy moucka (Search), onTuMuzanuu
(optimization) u perrenust mpoodaems (decision)gap. YcranoBuskoshduitmenTnpudmmkenusy =1 [5]:

- (CVP,, search) — npu 3aannom Gasuce B € Z™" n Touxe t e Z" naiitn Touky X € L(b) Takyio,

yTo VY € L(b),"x—t" < y”y—t”;
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- (CVP,, optimization)— npu 3asanHom 6asuce B € Z™" u touke t € Z" naiitu € Q Takyro, 4to
dist(t,L(B)) <r <y-dist(t,L(b));

—( CVP, ,decision)- npu 3amamHoM OGasuce BeZ™ u touke teZ" u reQ pemmts
dist(t,L(B)) < r wmm dist(t,L(B))>y-r.

ANTOPUTM COAEPKUT JBa dTama: cHavyana npuMmensercs penykuus LLLc & =3/4 nns BxoxHOM
PELIETKH, 3aTeM WJET MOMCK IETOUUCIEHHON KOMOMHAIMU 0a3uCHBIX BeKTopoB B e Z™", xoropas

OJH3Ka K KICKOMOMY BeKTopy t € Z™. DTOT miar aHajorndeH BHYTPEHHEMY [UKITY Ha 3Tare peayKIHu

anmroputma LLL. Ha Beixone anroput™a Bexktop X € L(b) takoit, uro ||X —t|| < 22dist(t, L(B)).
IIpencraBiaeHne BTOPOTO JTamma ajropuTMa cieayromee. Ecim opTOHOpMHpOBaHHBIA HAOOD
bll,....b, / HEn , TO HEOOXOAMMO PacIIMPHUTH 0Aa3UC HA M — N BEKTOPOB.

Wcnone3ys Takoii 6a3uc, marpuua B B u BekTop t ciemyromue:

HETOJIHOM pelIeTky 3a1aH b /

bl * o *
1
62 *
* *
_ , 6
0 5[+ (6)
0o - 0 *
0o - 0 *

ANTOPUTM HILET LETOYUCICHHYI0 KOMOMHALIMIO CTOJIOLOB, I KOTOPBIX KaXkaas KOOpAWHATa
I =1,...,n HaxoauTCs B mpeaenax +1/ 2Hbi H u3 i-oii koopauHateit . TakuM 00pa3oM, arOPUTM CHavaa

HAXOJWT KPaTHBIM N -BIACTONOEI] MAaTpHIbl, KOTOPBIA MaeT N -F0 KOOPAWHATY C TOYHOCTBIO JIO
i1/2Hbi H, 3aTeM OH mpojoibkaer 1m0 n—1 crombma w T.a. Ecim pemetka He sIBIseTCS

HOHFOpaHOFOBOﬁ, TO HOCICOHHEC M —N BEIWMYHUHBI COOTBCTCTBYIOT HIPOCTPAHCTBY, OPTOrOHAJIBLHOMY

pa3MepHOCTH peIIeTKH (Span).
I'eomeTpryeckoe onrcaHue BTOPOTo 3Tamna NpeACcTaBIeHO Ha puc. 3.

— e
=
// =

b
. s L

. '
/{,;, V /J_L#;__o-;m ——
|
|
//./” ___: —""'__-Uil/

Puc. 3. Anropurm NPA ains pemetku panra 3

1. Iycts S —at0 nmpoekuus tHa span(b,,...,b ).
2. HaxoxneHme C Tako#, uro rumepmiockocts cb +span(b,,...,b, ;) MaKCHMaNbHO

npuOIMKEeHa K S .
3.Iycts s'=s—cb,. Casurs’ u L(b,...,b, ), mycTs uckomoe — 310 X.

4.Bosepat x=X'+cb,.
Taxum 00pasom, x ABisgeTca OnmKaimmm BeKTopoM kK SB cb, + L(b,,...,b, ).
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Kpunrocucrema NTRUENCrypt

Kpuntocucrema NTRUEncrypt, ocHOBaHHasi Ha pelIeTYATOM KPUNTOCHCTEME, CO3JlaHa B
KadecTBe anbTepHaTUBBEI RSA m xpunrocucremam Ha smumntudeckux KpuBbix (ECC). CroiikocTs
anroputMa 00ECIeunBaeTCsl TPYIHOCTHIO TOWCKA KpaTyaiIllero BEKTOpa peIIeTKH, KoTopas Oolee
CTOWKasl K aTakaM, OCYIIECTBIIIEMbIM Ha KBAHTOBBIX KOMIBIOTEPAX. AJTOPUTM HUCIIOIB3YET OMEPALNU

Haj kosbioM Z[X]/ (X" —1) yceueHHBIX MHOTOUIEHOB CTENIEHH, HE TpeBocxosmeii N —1:
a(X)=a=a,+aX+---+a,, X" a,...,a ,,€Z. )

Taxoli MHOTOWIEH MOXKHO TaKKe npeaACTaBUTbL BEKTOPOM
- - N-1 .
I
a(X)=a=>Y aX'=[a,....a,.] (8)
i=0

Kpunrocuctema ompenensiercs psaoMm mnapametpoB: N, p, (. st coxpaHeHHS CTOMKOCTH
aJTOpUTMa HEOOXOAMMO, YTOORI MapaMeTpsl P | (] OBUIM B3aUMHO MPOCTBIMH, UX HAOOIBIIHA 00N

JIETUTEIb JOJIKEH PABHITHCS CAUHHULIE.
Jns mepemaum cooOmieHHs HEOOXOIWMO CTEHEPUPOBATH OTKPBITBI M 3aKPBITHIA KIFOUH.
CIIy4aiilHbIM 00pa3oM BBIOMpaeT aBa MajibIX MONMMHOMA f W ( W3 KOJNbIA YCEUYEHHBIX MHOTOWIEHOB

R. [lna ompeseneHus MagoCTH MOJMHOMOB MCTONb3yloTcss umcna d, u d; koTopbie BeIOHMpaeT

OTNpaBuTeNb. MajloCTh TMOJIMHOMOB O3HAYaeT, YTO OTHOCHUTENBHO IPOU3BOJIIBHOTO IMOJMHOMA IO
MOJYJIO (, B KOTOPOM KO3((PHULIUEHTH paBHOMEPHO pacipeesicHbl, Y MalIoro HOJIMHOMA OHU OYIyT

MHOTO MeHbIre ( [6].
IMomuuom f mmeer d, xoapduumenros, paubix 1, (d, —1) xoadduunenros, papHbx —1, u
octanbuble, pasubie 0. [Tonunom g Oyner umets d; kodpduimentos, pasubix 1, d, pasnbix —1, n

octaybHble, paBHbIe (. BEIOpaHHBIC MOTMHOMBI JIOJDKHBI JIEPXKATHCS B TallHE, T.K. OHH HCIIOJIB3YIOTCS
IS pacu)pOBKHA COOOITICHHS.

Jlanee Bbramcistorcs obpatubie monuHomel f u f mo momymo p u g coorsercTBEHHO,
takue, uto fx f =1(modp) u fxf =1(modq). Eciu 511 oOpatHble MOIMHOMBI HE CYLIECTBYIOT,
10 nosnuHoM f BeIOupaeTcs 3aHoBO. CekpeTHbiii Kmod — 570 napa (f,f ), a orkperTeii kmou h
BeIuKcIseTcs o popmyne h=px f xg(modq).

Jlnst OTIpaBKH COOOIIEHHST C TOMOIIBIO OTKPHITOrO Kioya h HeoOXOJMMO MpeaICTaBUThH
coO00IIIeHHe B BUJE MOJMHOMA M ¢ KOAGPHUIUCHTAMH IO MOIYJIO [, BHIOpAaHHBIMHU U3 JHAIa30Ha
(-p/2,p/2] . 3atem HeoOXOmMMO BBIOpPaTH APYrOodM MaJblii MOJIMHOM F , KOTOPBIA SBISIETCS
OCTIETIISAIONINM, U BEIUUCIUTH mmdpoTtekct € = (r x h+m)(modq).

Jst pactmpoBKH TOJYYEHHOTO COOOIIEHHUS € UCTIONb3YETCS CEKPETHBIN KITFOY U BHIYUCIISIETCSI
a=fxe(modq).

Koaddunuents: Beiouparotcs u3 auanazona (—q/ 2,q/ 2], 3arem Beruucisercs b =a(mod p).

Hcnone3ys BTOpyIo 4acTh CEKPETHOTO KIIIOUa, HCXOJIHOE coobuienue ¢ = f, x b(mod p).

OTKpPHITBIN KITIOY TaK K€ MOYKET OBITh MPEICTABICH D)PMUTOBOM MaTpuIleld 2N x 2n :

ql, 0

B:HI. )

n

rae | eauHU4Has MaTpuna NxN,  — Henoe 4ucio (0ObIYHO g = 2° wm 21° ), a H — marpuma Nxn ¢
snemertamu B {0,1,...q-1} Marpuna H crpourcs Ttakum o0pa3zoM, 4YTOoOBI 0asWC PEMIETKH,

OPOXIEHHOM B, cocrostt u3 koporkux BekTopoB[3]. MaTpuria H sBIseTCsS MUKIMIECKON MaTPHUIIEH,
T.€. CTPOKH MaTpullbl H — 3TO MUKIWYecKrue MOBOPOTH MEPBOTO psiaa MaTpuubl H . 3T0 o3Hayaer,
YTO JJIS 33aHAA OTKPBITOTO KJII0Ya HEOOXOIMMO yKa3aTh TONBKO (] M TIEPBYIO CTPOKY MaTpuisl H ;

OTKpHITHIN K04 TpeOyeT O(nlog, q) Owur.
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Pemeryatass koncTpykuuss NTRU mno3BoisieT KpUOTOCHCTEME MPOTUBOCTOSTH —aTaKaM
«KBaHTOBOTO THHay. llpm MakcuMmanpHBIX HacTpoiikax OezomacHocTH NTRU Ha deTsipe mopsimka
onicTpee RSA u Ha Tpu nopsinka 6sictpee ECC [7].

3arpaTHOl orepanuell anropuTMa SIBIISICTCS ONepanys YMHOXCHHS 3JIEMEHTOB Kouiblia. Ee
pELICHHEM MOXET CTaTh MCIIOJIB30BaHHE KUTaWCKOW Teopembl 06 ocratkax (CRT) mis 3amemns
oTiepaIii yMHOKESHHS Ha OINEPaIiy CII0KEHHUS TpY HeOOIbIINX 3HAYCHUAX ImapaMeTpa p .

Hnsa xpanenus noauHomoB f u g HeoOxomumo 2N Out, a qma monuHoma h HeoOxoanmo
N log, q owur [8].

N3 npeumymects NTRUEncrypt nepen ananorom — kpunrtocucteMoil RSA MoXHO ykazaTh
0oJee BBICOKYIO CKOPOCTh paboThl. BeimonHenne onepaunii mudpoBanus u nemmndpoBanus Tpedyer
O(n®) omepaunii, B otmmuue or O(n*) y Toro xe RSA. HenocTaTok cucTeMbl — HEOOXOIMMOCTh
UCIIOJIb30BaHMS PEKOMEHIOBAaHHBIX IIapaMETPOB.

3akiaouenue

AnTOpUTMBI Ha OCHOBE TEOPHHM PCIICTOK IO3BOJIAIOT  00ECIeYMBaTh  CTOWKOCTh
KpUNTOrpa)UIecCKX CUCTEM, HWCIONB3YIOIIUX BBIYMCICHUS Ha penieTkax. HeoOxomumo pemiath
3aa9d  Kparyalmmx, OMMKaWMX BEKTOPOB W IIOMCKAa Kpardadmmero ©Oa3uca pPEIIeTKH.
Kpunrocuctema NTRUENCrypt, nocrpoenHas Ha pemierkax, osictpee, ueM RSAu ECC, ognako s
3aJIaHHBIX YPOBHEH CTOMKOCTH TpeOYeT MCIIOIb30BaHUs PEKOMEHIOBAaHHBIX MTAPAMETPOB.

PROTECTION OF DATA TRANSMISSION AND STORAGE
CHANNELS BASED ON ALGEBRAIC LATTICE CODES

M.A. ALISEYENKA,S.B. SALOMATIN

Abstract. Algebraic lattices and problems of finding the shortest and closest vectors are
considered. An algorithm for reducing the shortest lattice basis is shown. The advantages and
disadvantages

of the cryptosystem on lattices are given.

Keywords: lattice, CVP, SVP, LLL-algorithm, NPA-algorithm, NTRUEncrypt.
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VIIK 621.391

OJTHOTIOIMTEPAIIMOHHASICKEJIETU3ALISA N30BPAKEHMIA

0. MA, B.IO. IIBETKOB, B.K. KOHOIIEJIbKO

Benopyccxuii cocyoapcmeennviii ynusepcumem ungpopmamuxu u paouosnekmponuxu, Pecnyonuxa bBenapyce

Hocmynuna 6 peoaxyuro 30 mapma 2020

AHHoOTAUMA. 111 TIOCTPOCHUS MPEACIbHO TOHKHMX CBSI3aHHBIX CKEJICTOB OMHAPHBIX M300paKeHUI
C HH3KOW BBIYHCIHTEIBHON  CIOXXHOCTBIO MPEIJIOKEHBI MATEMaTHYECKas MOICIb M
anroputMOPCA  (One-PassCombinationAlgorithm) oxHomoanTEpallMOHHON CKeNleTH3alMu  Ha
OCHOBe KOMOMHAIMM W  YOpPOWICHWS Mozened  omHomomurepannoHHO OPTA m
JIBYXTOIUTEPANOHHON ZS CKeJIeTH3aIii.

Kniouegvie  cnosa:  ckenermzaumsi u3oOpaxkeHuit, amropurm OPTA, amroputm ZS,
OJTHOTIOINTEPALMOHHAS CKEJIETU3aIIHS.

BBenenue

OmauM U3 crmocoO0B pacro3HaBaHUS OOBEKTOB Ha W300paKCHUH SBJISCTCS CTPYKTYPHBIH
MOJIX0J], OCHOBAHHBIN Ha MOCTPOECHUHU CKelleTa 00bheKTOB. CyIIeCTBYeT JOBOJIBHO MHOTO TOAXOJOB,
MO3BOJIAIONINX CKEJIETU3UPOBaTh H300pakeHHe. B kadecTBe Hamboniee W3BECTHBIE MOXKHO B3STh
napauiensasle  anroputMsl OPTA w  ZS.Jlns1 MHOTMX OJHONOAWTEPALMOHHBIX alrOPUTMOB
XapaKTepHO HapyNICHUE CBSI3HOCTH U (OpPMUPOBaHHE W3OBITOYHBIX (parMeHTOB ckeneta. Hambomee
KAueCTBCHHbIC CKeJEeThl (OPMUPYET H3BECTHBIM OMHONOIUTEpPAlMOHHBIA anroput™ OPTA,
OCHOBaHHBIH Ha 18-TM OWHApHBIX Mackax, HO OH YyBCTBUTEJEH K KOHTYPHOMY IIyMy U HMEET
BBICOKYIO BBIUMCIIUTENBHYIO CIIOKHOCTb. biaronapst OTHOCUTENFHON MPOCTOTE MIMPOKYIO H3BECTHOCTh
TOJTYY/IJI JIBYXIIOJJUTEPAIMOHHBINA anroputM Zhang u Suen (ZS), ocHOBaHHBII Ha 6-TH JOTHYECKHX
YCIOBUSX, HO OH pa3MbIBaeT IHAaroHaJbHBIE JMHUHM TONIIMHOM 2 THMKcens M yJanseT o0yacTu
pasmepoM 2x 2 nukcensa. O0a anroputMa He 00ecleurBaIOT AOCTHKEHHE MUHUMATbHOW TOJIMHBL
nuHuH ckenera [1-5]. JIms ycTpaHeHHs TaHHBIX HETOCTATKOB U PA3BUTHSI ATOPUTMA ZS TIPEIOKEHBI
CIIEAYIOMNE ero MOTU(HUKALNU: U3MEHEHHE MOPOrOBOI0 3HAYCHHUS B MIEPBOM JIOTHUECKOM YCIIOBHUHU
[6]; ucrionp30BaHNE TOPUZOHTAIBHBIX M BEPTUKAIBHBIX MPSIMOYTOJBHBIX OKOH [9-10]. Mcnons3oBanue
paciIMpeHHbIX OKOH U3 11 mukceneit [11-13]; paciiupeHye alropuTMa Ha MOJIyTOHOBBIE H300pa)keHHUs
[14]; pacmmpeHne ycCIIOBUH yrmajdeHUsS NHUKCENeH Ha BTOPOW MOAUTEpAMHA UL  YCTPAHCHHS
upe3mepHoii 3po3uu [17]. [loBbileHHe KauecTBa CKEIETOB B JAHHBIX MOJMU(MUKAIIUSIX JOCTUTACTCS 32
CYET pOCTa BBIYUCIUTENIFHOW CIIO)KHOCTH. MHOTHE JBYXIOIWUTEPAIIMOHHBIE AITOPUTMBI, KaK |
OTHOTIOANTEPAIIMOHHBIE, OPUEHTHUPOBAHBI Ha CKEJIETH3AIMIO CHMBOJIOB CKAHMPOBAHHBIX JOKYMEHTOB.

Lenbto paboTsl sBAsieTCs (OPMUPOBAHHUE CBSI3AHHBIX CKEIETOB MUHHMAJIHOW TOJIIMHBI IS
00BEKTOB TPOM3BONBHONW (OpMBI Ha OWHAPHBIX H300pPAKEHHUAX C HU3KOH BBIYHCIUTENLHON
CJI0KHOCTBIO.

ITocTranoBKka 3agaun

Jlnsbunaproro uzoopaxenus | :||i(y,x)||( pa3sMepoMm Y x X, IMHUKCEIIM KOTOPOro

y=0,Y—1,x=0,X 1)
MMEIOT 3Ha4eHus | wim 0 B 3aBUCUMOCTH OT TPUHAJIEKHOCTH IUIOIIAJHOMY OOBEKTY WK (DOHY

COOTBETCTBCHHO, ~AITOPUTMBI CKENETH3aUMK (DOPMUPYIOT Matpuiy S :”S(y’x)”(yfm %)

CKEJICTH3AINK, 3HAYEHUS 3JIEMEHTOB KOoTOopoi 1 mmm 0 yka3wIBaroT Ha ()parMeHTHl cKenera U GoHa
COOTBETCTBEHHO.
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B anroputme OPTA Ha KaXmol HTEpariud OKPECTHOCTh €IWHUYIHOTO DJIEMEHTA SOPTA(y,X)
MaTpHULBl S,o;, CKEJNETU3ALUM MPOXOMUT [BE IPOBEPKU (Ilepe] IepBOH uTepanuel 3HaYeHHs
nukceneil OuHapHOro wuszoOpaxkeHus | mepeHocsTcs B MaTpuLly Sgp, CcKeneTusanuu). Ecmu
OKPECTHOCTb 3JIEMEHTA S o1, (y, X) COOTBETCTBYET OJIHOW M3 MACOK: @) PUBEICHHBIX Ha puc. 1, a, To
SOPTA(y,X)<—0 (war 1); 0) mpuBeneHHelx Ha puc. 1,0, TO SOPTA(y,X)<—1 (war 2). 3arem
HOJIydeHHass MaTpULa S, CKEIETU3aLUU MPOXOIUT €lle OJHY IPOBEPKY, B PE3YJbTaTe KOTOPOM
YIANAIOTCS. €TUHUYHBIE DJIEMEHTBI SOPTA(y, X), OKPECTHOCTh KOTOPBIX COBIMAAAET C OJHON M3 MAcCOK,

MpUBEAeHHBIX Ha puc. 1, é(mrar 3). O6o6mennast macka ais anroputma OPTA mpusenena Ha puc. 1, e,
rne p (1) = Sopra ( Y X)-

0 0 X 1] x 1
1 1)1 1)1 1 X A
x11]x
X X X 0|0 X |1 01 0
X | x| x|x X1 1]X
X X 0| x 0 [0 X
1 1)1 1
X X x| 1]x x| 1]Xx
a 7]
0]0]x 1 0 P9 P2 P3 P9 P2 P3
0]1]x 0o|1]0 11110 P8 P1 P4 P10| P8 P1 P4
X 0]0]|x 0|0 x|0]0 P7 P6 P5 P7 P6 P5
P11
11]0 0 0|0 0
1 1|0 1
0|1 0
6 2 0

Puc. 1. bunapusie macku aaroputmoB OPTA u ZS
a —na mare 10PTA (X — 6e3pasnuunoe cocTosiHue); 6 — Ha mare 20PTA,;
¢ —Ha mare 30OPTA; 2 — o0mmii o maram 1-3OPTA; 0 —ms ZS

Ha puc. 2 B KadecTBe mpuMepa TMpUBENCHBI OwHApHOE u300pakeHnel pasmepom
15x15 mukcenei (puc. 2, a), coaepkaiiee HeCKOJIBKO 00bEKTOB, U OMHAPHBIC M300paKCHUS MaTPHIL
CKEJIeTH3allud S , COOTBETCTBYIOIIME 3TOMYH300paXEHHIO ¥ C(HOPMHPOBAHHBIE C ITOMOIIBIO
AITOPUTMOB CKejeTusarmu: ogHomoaurepanuonaoro OPTA[11](puc. 2, 6) 1 ABYXIOAUTEPATHOHHOTO
ZS[13] (puc. 2, ).

EEEEEEEEE

Puc. 2. bunapHoe n3o0pakeHne U pe3yabTaThl €T0 CKEICTU3AINH:
a — ounapHoe m3oopaxenuel; 6 — ckenetel OPTA,; ¢ — ckenetsl ZS; 2 — ckenetsl OPCA

Puc. 2noka3siBaeTocHOBHBIE HemocTaTku anroputMoB OPTA u ZS. B oboux anropurmax He
JOCTUraeTcss MUHUMaJbHAs TOJIIMHA JHMHUN cKeneTa (MHOTHE HEY3JIOBBIE 3JIEMEHTBI UMEIOT OoJjee
JIBYX coceieit). ANroputM ZS TepsAeT HEKOTOPbIE IHArOHAJAbHbIC JMHUM M 007acTH 2 x 2. CKeNIeThl,
¢dopmupyemsbie anroputMoM OPTA, nuIeHBI 5THX HEOCTATKOB, HO MOJBEPKEHBI KOHTYPHOMY IIyMY
(He3HAYNTENHHBIC UCKPUBIICHUS KOHTYPHOU JIMHUN OTPaXKaroTcs Ha (hOpMe CKeeTa).
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AJITOPHUTM CKeJIeTH3AIHHI

Jns mocTpoeHHs HpeieNbHO TOHKHX CBS3aHHBIX CKEJICTOB (HEY3JIOBBIE JJIEMEHTHI CKEJeTa
UMEIOT He 0oJiee NMBYX cocenell) OMHAPHBIX W300paKEHUH ¢ HU3KOW BBIYMCIHMTEIHLHON CIOXHOCTHIO
npeaaracTces MaTeMaTH4yecKast MOJEIb OPCA(One-PassCombinationAlgorithm)
OJHOTIOMUTEPAIIIOHHONW  CKEJeTH3allMM Ha OCHOBE KOMOWHAIMM M  YIPOIICHUS MOJENeH
onHomnoautepanmonHod OPTA u nByxnoautepaiioHHoit ZS ckenetu3anuu. CoriacHo mpejiaraeMoin

MOJACIIA Ha KKIOW HWTEpaIlliy CIMHWYHBIN 3JIEMEHT SOPCA(y,X) MAaTPHIBL Sype, CKEICTHU3ALMH

obHymsaeTcs (TIepe mepBoit nTepanuei 3HaYeHIS TUKCeel OMHApHOTO H300pakeHus| mepeHocsITCs B

MAaTPHILY Sgpcs CKEICTH3AMMN), €CIHM 3HAYCHHSI DIIEMCHTOB BBHIOOpKH P = || p(k )”(szn) , (hopMupyeMoit
U3 31EMEHTOB OKPECTHOCTH Sgpcp ( Y, X) , KaK ToKa3aHo Ha puc. 1, 2(p (1) = Sopca ( Vs x))
9
2<) p(k)<6 (1)
k=2
9
> | p(k)~ p(mody (k—2+1)+2) =2 @)

k=2

—((p(4)=12)A(p(8)=0)A(p(10)=0)v(p(6)=1)A(p(2)=0) A(p(11)=0)) ©)

[locne BBINOJHEHUS BCEX WUTEpaLlUil, KOrja HE yAalseTcs HU OJHOIO JIEMEHTa CKesleTa Ha
ocHoBaHHU ycnoBui (1-3)momydeHHas MaTpuna S, ., CKEJICTU3aUK IPOXOIUT CIle OJHY IIPOBEPKY, B

pe3yIbTaTC KOTOpOfI YAQTIAIOTCA CAUHUYHBIC 3JICMCHTDI SOPCA (y, X) , YAOBJICTBOPAIOIIHC YCIIOBUIO
(p(k)=0) A (p(mod, (k-2+3)+2)=1) A p(mody (k —2+5)+2)=1)npu k={3,5,7,9} 4)

Hcxonst u3 paccMorpeHHoi Monenu mpearaercst anroputMOPCA ckeneTnsanyy Ha OCHOBE
koMOuHauuu W ympomeHus anroputMoB OPTA u ZS. Cymmuocts anroputMaOPCAcocTouTr B

(GopMHUpOBaHMM MATPUIBI Sy, CKENETH3alMH ITyTeM IIepeHoca B Hee 3HAUCHHH NHKceneil

00pabaTbIBaeéMOro OMHAPHOrO M300pa)KE€HHs; UTEPATUBHOM 00pabOTKE MATPULIBI S, ., CKEIETU3ALUH

UIS  yoameHus e€ M30BITOYHBIX EIWHWYHBIX DIIEMEHTOB C MCIIOIB30BaHHWEM ycaoBuit(1-3);
MPEKpAaICHUA UTCPATUBHONW OOPaOOTKM TMpPH OTCYTCTBHUHM W30BITOYHBIX E€AWHUYHBIX JJICMCHTOB

matpuusl Sopc, CKENETU3AMH, UL KOTOPBIX BBIMONHSAIOTCSA ycinoBusi(1-3); ymaneHuHM H30BITOYHBIX

CANMHUYHBIX 3JICMCHTOB MAaTpPHUILIbI SOPCA CKCJICTHU3aluU C UCIIOJIb30BAHUECM YCJIOBUA (9)

Ouenka an ropurMa CKeJeTUu3aluu

[Ipouseeneno cpaBHenue mnpeiokeHHoro anroputMa OPCAC W3BECTHBRIMHANTOPUTMAMU
onnononutepanonHod  OPTA[19] wu aByxnoautepaumoHHOH ZS ckeneTH3auuu (aIropuTMBI
pear30BaHbl Ha A3BIKE IMporpaMMupoBanns C++ u mpoTecTHpoBaHsl Ha Kommbiotepe ¢ OC Windows
8 64-out, CPUi7 2,6 GHz, RAM 8 GB). TecroBbiec nzobpaxenus I(1) — I(3)mokasaHbl Ha pHC.
3.Pe3ynbTaThl  CKENETH3AaLMUTECTOBBIX M300pakeHHH ¢ momompto amroputMoB OPTA, ZS u
OPCATmpuBeeHb! Ha puc. 4.

1(1) 1(2) 13)

Puc. 3. Tecrosbie OGunapHbie nzobpaxenus:|(1) — 1(3)
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SZS (1) SZS (2) SZS (3)
SOPTA (1) SOF’TA (2) SOPTA (3)
SOPCA (1) SOPCA (2) SOPCA (3)

Puc. 4. Pe3ynbTaThl CKeJIeTU3aIMHU TECTOBBIX H300paKEHUI: Sz (1-3) — Pesynbratsr ZS;
Sopra (1-3) = Pesymprater OPTA; S, (1-3) — Pesynsratsr OPCA

3akiIoueHne

Ilpennoxensl maTemaTuueckas wMojaens u  anroput™ OPCA  ogHOmoguTepaloOHHOM
CKEJICTU3aIlNK Ha OCHOBE KOMOWHAITMM W YIPOIIEHUS Monened omHomomureparronnoii OPTA u
neyxmnogutepanuonnoit ZS ckenmermszanmmn. OPCA omimuaercs or OPTA wucKIfOYeHHEM Macok,
MpeIHA3HAYCHHBIX I yJAJICHUS W30BITOYHBIX DJIEMEHTOB HAa TOPU30HTAIBHBIX M BEPTHKAIBHBIX
MPSIMBIX JTUHUSX CKEJIETa, UCTIOIb30BAHUEM YIPOUICHHOTO YCIOBUS JJI YAAICHUS MUKCEIeH B TOUKax
W3JIOMOB JIMHUH CKelleTa, MCKIYCHHEM MAacoK, MNpeAHAa3HAUCHHBIX U yAaICHHS H30BITOUHBIX
KOHLIEBBIX 3neMeHTOB ckenera. OPCA otrnuuaercss oT ZS UCKIIOUEHUEM BCEX YCIOBHUH ynajaeHus

HHKCGHeﬁ, KpOMEC IBYX OCHOBHBIX.

SKELETONIZATION WITH SINGLE SUBITERATION

JUN MA, V.Yu. TSVIATKOU,V.K. KONOPELKO

Abstract. To construct extremely thin coupled skeletons of binary images with low computational
complexity, a mathematical model and OPCA (One-Pass Combination Algorithm) single-feed
skeletonization based on a combination and simplification of single-feed OPTA and two-feed ZS
skeletonization are proposed.

Keywords: skeletonization, algorithm OPTA, algorithm  Zhang-Suen, single-iteration
skeletonization.
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VK 621.391

CTABWIN3ALIUA BUJEOIIOCJIELOBATEJIBHOCTEN
C UCOJIb30BAHUEM HEMPOHHBIX CETEN

A.C.IIHEJIKHH, O.I'. IEBUYVYK, B.B. YHEIIMKOBA

Benopycckuii 2ocyoapcmeennuiii ynugepcumem ungopmamuku u paouodiekmponuxu, Pecnybonuxa Benrapyce

Iocmynuna 6 peoakyuro 31 mapma 2020

AnHoranus. [IpeyoxkeH ajiropuTM CTaOWIM3AlMU BHJCOMOCICIOBATEILHOCTEH HAa OCHOBE
HEUPOHHOU ceTH, Ui OOy4YeHHsS KOTOPOW HCIIONB3YIOTCS TOJBKO MPEINISCTBYIONINE KaJIphI.
B kauectBe Koziepa BbicTynaer ajantupoBanHas cetb ResNet-50. [TokazaHo, 4TO MpeioxKeHHbIH
QNTOPUTM ~ HEMHOTO  yCTyMaeT  airoOpUTMy  IOANPOCTPAHCTBEHHOH  cTaOWiM3amuy,
YTO KOMITEHCHPYIOTCSI BO3MOYKHOCTBIO €0 HCIOJIh30BAHUS B PEXKAME PEATbHOTO BPEeMEHH.

Knoueswvie cnosa: crabunuzanus BUIe0, HEHpOHHAS CEeTh, TIOMPOCTPAHCTBEHHAS CTAOMIN3aIINs

BBeaenue

YacTto TpyOgHO TOpOCMAaTpUBATh BUACOM300paKEHHE, CHITOE C TOMOLIBIO  IIJIOXO-
WIN HE 3aKPEIUICHHBIX OBITOBBIX BHJCOKaMep, M3-3a HAJIMYUS ApOXaHUS B HuUX. Ha ceromHsmrHumii
JICHb CYIIECTBYIOT PA3JIMYHBIE METOJbI CTAOMIM3ALUK LU(PPOBOTO BUAEO Ul YIYYIICHHUS KadecTBa
ero BocnpoussefeHus. Yale Bcero Takue MeTobl OCHOBAHBI Ha yIANCHUH PE3KUX JABHKCHUN KaMephl
M pelaroT 3Ty MpobiieMy MyTeM aHaiu3a rIo0albHOTO0 ONTHYECKOTO IMOTOKA, CHayajda OLIEHHBAsd,
a 3aTeM BBIPaBHUBAs TPACKTOPUIO KaMephl, MCIIOIb3ys aBTOHOMHbBIE BBIYMCIICHUS, YTO 3aTPYIHSET
UX MPUMEHEHHE B PEKHUME PEaJbHOTO BpeMeHH, oHaifiH. HekoToprie MeTobl OHaiH-cTabnIn3auuu
CIIEAYIOT TpPOLENype «3axBaT —> BBIUUCICHHE —> OTOOpaKeHHE» ISl KaKIOro BXOJSILEro
BHJICOKAApa B PEXUME pEalbHOIO BPEMEHU C HU3KOW 3aJE€pKKOM. [[BHykeHue Kamepbl B TaKHMX
METO/IaX OICHUBAETCS C MOMOIIbI0 aGUHHON TpaHCHOPMAIIH, TOMOTrpaQyy WK ¢ UCTIONIL30BAHUEM
pacueTHbIX CETOK,
YTO TapaHTUPYeT BBICOKYI0 TOYHOCTb AJSl CLHEH C MAaJICHBKUMH CMEIICHUSIMH, HO JOIyCKaeT
cepbe3Hble cOOU JITIS KaJIpOB € OOJBIINMHU.

B otnmnume oT cyniecTBYOMMX NOAX0J0B, KOTOPBIE TOJDKHBI IBHO MOJICTUPOBATh IYTh KaMEphI,
YTOOBbI CIJIaJUTh €r0, NpEeAaracTcsi alrOpUTM CTaOMIM3allMM BUACO Ha OCHOBE HEHpPOHHOU CeTH,
UCIIOJIB3YEMOM JUIsl BBIYMCIICHHS YCTOWYMBOTO MpPeoOpa3oBaHUsI UCXOJs M3 00pabOTaHHBIX KalpoB

(puc. 1).

—— o ——

£ HecTtabunbHbii

e

~

A=

CTabuamznpoEaHHEIA
Kagap

Puc. 1. Anroput™ cTaOWIM3aIMy BUIEO HA OCHOBE HEHPOHHOM CEeTH
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ApXHUTEKTYypa ceTH

[IpenioskeHHBIH aNrOpUT™M CTA0MITH3UPYET BHIICO O3 UCIOIh30BaHMs OYYIIUX KaIpoB. Takum
o0Opa3zom, 3aj1a4a OHJIaHH-CTAOWIIM3aIMK TIPEBpaIlacTcs B 3ajady OOYYEHUs C YUUTelleM Perpeccuu
YCIIOBHOU TpaHC(hopMaIuu 0e3 SBHOTO BHIYHCIICHHS ITyTH KaMEphl.

Ha Bxox cetu nmomaercst HecTaOMIbHBIA Kaap |, M IIECTh YCIOBHBIX MPEABIAYIINX CTAOMIBHBIX

KaJIpoB  BBIODAHHBIX ~MPUONM3MTENBHO M3  OAHOM ceKyHIbl S, =1l 5,1 6,1 g, 14 10, 1y
JUIsl BpeMeHHOW oTMeTKH t. BpiOopka Takux kaapoB Oosee IIOTHAs BOJNM3M M pa3peskeHa Jallble
OT BXOJAIIEro Kaapa. IIpeaokKenHbIii anroput™ perpeccupyet Tpanchopmarmo f," ms (i,j)-ro
PEryJsIpHO pa3AeiCHHONW PELIETKH II0TOKa gti’j, rae pemerka G, ={gti'j|1£i, i £4} pasmepoM 4x4
JJIEMEHTa pacrmpezeneHa 1o kaapy |,. Beixog Mozmenmm — 53To mocienoBaTeNnbHBIA  HAbOp
TpaHcpopmanuii  F, ={fti'j|1£i, j 34} ans kagpa . Ilocne wero craGMIM3MpOBaHHBIA Kaap

NOJIy4acTCs ITyTEM:
T _F *
It - Ft It'

riae * —3To onepaTop NpeoOpa3oBaHUsL.
IIpennoxenHass MOZENb SIBISETCS CHAMCKON CBEPTOYHON HEMPOHHOM CEThIO, KOTOPAsl COCTOUT
U3 JByX BeTBe c oOmmmu mnapameTpamu ceTH. CHaMmMcKas apXHTEKTypa HCIIOJIb30BaHA I

COXPaHEHHs BPEMEHHOM COIJIACOBAHHOCTH YCIICHIHO CTaOMIIM3MPOBAaHHBIX KaapoB |, =F_ *I _ u

I, =F *|,. Kax1as BeTBb ABIAETCA IABYXIIArOBOW CETBIO, COCTOSIIEN U3 KOAEPA, KOTOPBIA BBIAEIAET

BBICOKOYPOBHEBBIE IIPU3HAKHU CO BXOJZIOB, U PErpeccopa, KOTOPbIi MpeaCcKa3blBaeT CTaOMIM3UPYIOIIYIO
TpaHchOpPMaLUIO U3 W3BJICUCHHBIX KapT MpU3HakoB. Ha puc. 2 mokasaHa apxXUTEKTypa HCIOIb3yeMOn

HEHPOHHOMU CETH.

-.
I mm! convl_x comvi x eomd X comvd_x ang_.mQ @FMH el jeii2 ..fr_rg\ " l
t — | — Y lshap'e

Si-1
R )
—

ResNet-50 J \ J B
=

Ha pwuc. 2 Ha BXOJ MOCTyMaeT ceMb MOCIEI0BATENBHBIX KaApOB B TPafjallidl CEPOro, KaXKAbIi
pasmepHocThio W x H x1 mukcenelt, coqepalyx mecTb HOCIeI0BaTeNbHbIX CTA0MIBHBIX KaJpoB S,

Gt

Puc. 2. Apxurexktypa HEHPOHHOH CeTH

U ogHoro HecrabunbHoro |,. Kaapel nepenarorcs xonepy [Jisi M3BJIEYEHHs NPHU3HAKOB. B kauecTse

Kozepa BhIcTynaeT azantupoBaHHas ceTb ResNet-50 [1]. IlomyueHHblE KapThl NPU3HAKOB HUMEIOT
pasmepHocTh 1x1x2048 mukceneit. [lamee, HCHONB3yeTCsl MOCIEAOBATEILHOCTh ITOJHOCBS3HBIX

CJI0EB C BBIXOAHBIM MPOCTPAHCTBOM IIPH3HAKOB {2048,1024, 512,(h+1)x(w+1)x 2}, rie W=4 u

h=4 5ro0 pa3mepbl pelIeTKH MO OCH X M Y COOTBETCTBEHHO. BBIXOIHAS Pa3sMEpHOCTb CETH
COOTBETCTBYET OOIIEMY YHCITY BEPILUH PEIIETKH.
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CradtnnuzannoHHbie GyHKIHMHA MOTEPb

[Tpu 00y4YeHNY ceTH UCTIONB3YeTCsl TPU BUIa QYHKIIMU TTIOTEPh:

1. ®yHkuus noTeph craOWiIbHOCTU. [lepeBoauT aeOpMHpPOBAHHBIE HEYCTOWYHMBEHIC KaJIphI
B yCTOWYMBBIE Kaaphl u3 oOydaromieil BHIOOPKH, WCIIONB3Ys BBIPABHUBAHUE IHKCENCH U
BBIPaBHHBAaHUE XapaKTepHBIX ToueK. OHa Ompeaensercs Kak:

Lstab(Ft' It): OLleier (Ft' It)+ OLZLfeature(Ft' It)’

rae Lo — 9T0 QYHKUMS BbIPABHUBAHMS MUKCENEH, Loyre — 9TO DYHKLMS BBIDABHMBAHHS OCOOBIX

Touek, F, — npezackasannas tpanchopmaiys, o, =50,01 a, =1,0 KOHCTaHTHBIE Beca.

OyHKIMST BbIpaBHUBaHUS muKcenedl L OLICHMBAET, KaK TPaHC(POPMUPOBAHHBIA Kalp

pixel
T, =F *1, cooTHOCHTCS CO CTaOWIBHBIM KaApoM Hu3 oO0ywaromeii BbIOOpKH |, ¢ MOMOIIBIO
CPEIHEKBAIPATUYHON OIIMOKH:

1 1
Lpier(Ft'It)ZBI t_Ft*Itg’

rac D- MMPOCTPaHCTBCHHAA Pa3MCPHOCTL Kaapa.

(DyHKI_[I/I}I BbIpaBHUBAHUA 0ocoObIx TOuek L BBIUUCIACTCA KaK CpCOHAA OIIMOKa

feature
BbIpaBHUBAHUA COBITABIIUX 0COOBIX TOYEK ITOCIIE TpaHC(I)OpMaLII/II/I HECTAaOMIILHOTO Kazapa, UCIIOJIb3ys
MpeaACKa3aHHYIO TpaHC(bOpMaIII/IIO Ft .

13 .
Lfeature(Ft' It)zazptn - Ft * ptlgn
i=1

rae p;', p; —9To i-as COBIaBIIAs apa MPH3HAKOB, M — KOJMYECTBO Iap MPU3HAKOB.
2. DyHKIWA TOTEPh COXpaHeHHs POPMBI COCTOMT U3 (PyHKIUM IOTEPh TpaHCHOPMALUK BHYTPH

peuretku L ¥ QYHKIHH COTIACOBAHHOCTH MKy perieTkaMu L.

intra inter *

Lshape ( Ft 'Gt ) = YlLintra ( Ft ’Gt ) +7; I-inter (Ft 'Gt )'

rae v, =1,0m y, =20,0 — BeCa wieHOB (PyHKIIMHU NOTEPb.

OYHKIHUY TTOTeph TpaHCHOpMAIUi BHYTPH pemieTkd L. .. MOOMIPSET TPEYyTrOJbHUK COCEIHUX,

intra

A oyn0 oyl * .
Je(hOpMUPOBAHHBIX BEPIIIHH {V VLV t} c f,*g, cnenoBats TpaHCHOPMAIMU COOTBETCTBHA:

—012

I o
Lintra(Ft'Gt):WZV VvV ]t'—SRVt 2
Vi

A~ ~ /\l /\O /\l 0 1
rie v, =V, -V u S=V -V V' V', R= 1 0l” Mmarpuna BpameHus, N — oOmee

KOJIMYECTBO TPEYTOIbHBIX BEPIINH, G, — pacyeTHas peleTka.

—01 1

YTo05I CTUMYJIMPOBATL IOCJICA0BATCIBHOC npeo6pa301aaHI/16 COCCAHUX PCHICTOK, BBOAUTCA

(GYHKIMH COrIIaCOBAHHOCTH MEXy pemerkamu L ... s ka0l BEpIIMHBI U €€ COCEIHUX BEPIIUH

VAtO,VAtl, PACIOJIOKEHHBIX BJOJAb pedpa JBYX MCXOIHBIX COCEIHUX pEHIETOK, JIBa BEKTOPA
- A A _’O ~ ~
vV, =V tl_vt uv, =V ,-v to, oOpa3oBaHHbIe Ae(OPMUPOBAHHBIMU BEPIIMHAMM, IOJDKHBI OBITh
UIAECHTUYHBIMU:

1 TP A g 0)?
Linter(Ft’Gt)z_ Z VgV t_(V =Vt ) '

M ~ A0 A1 2

{v FRTARATAN }

rac M — 06mee KOJIMYCCTBO MOCJICA0OBATCIbHBIX BEPIINH CCTKU.
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3. OyHKIHMS BPEMEHHBIX MMOTEPh 00CCIICUYMBACT BPEMEHHYI0 KOT€PEHTHOCTh MEXK]TY COCECTHUMHU
KaJ[paMH, MCTIONB3Yysl CHAMCKYIO CETEBYIO apXHTeKTypy. Kaxkaplii pa3, Korja 1Ba mocieaoBaTeNbHBIX

npuMepa {It,St} u {|tfl,Stfl}HOI[a}0TC}I Ha BXOJ| CETH, JIBa MOCJIEN0BATENbHBIX Npeodpa3oBanus F u

Ft—l' (DYHKI_[I/I}I BPCMCHHBIX MMOTCPL 3a/laHa KaK:

1
L[emp (Ft’ Fo o It—l) = 7‘5 >l _W( Fa™ It—1)§-

Kommnexcuas (l)yHKI_[I/I}I MOTEPb OCHOBAHA HAa COCCAHUX BXOIAAIHX KaApax It u It—l 1 3aJaHa
Kak:

L: 2:lmw(ﬁ’hykRMW(E'GJ+¢WW(E'EAJvh4)

ie{t,t-1}

rae Ly, —310 dyHKIMsa moreps crabmimbHOCTH, L —9T0 (QYHKITHS MOTEPh COXpaHECHUS (POPMBI,

shape

Liemp — 9TO (QYHKIHSI BpEMCHHBIX TIOTEPb.

Ounenka 3¢ (peKTHBHOCTH NMPEAT0KEeHHOT0 AJJTOPUTMA CTa0NIN3AIUH

Juis oueHkH paboTHl adropuT™Ma OBLIM MCIIOJIB30BAaHbI CIEAYIOINE KOJIMYECTBEHHBIE METPUKH:
K03 GUIMECHT KaAPHUPOBAHNS, UCKAKEHUE U CTAOMIBHOCTb.

Kospouunent kagpupoBaHuss u3MepsieT IUIOLIA[b OCTABIIETOCS COACPKUMOTO  IIOCTe
crabmnmzanuu. bonee BhICOKMHA KO3((QUIMEHT KaApHUpPOBaHUS C MEHBIINM OOpE3aHUEM SIBISIETCS
npennoutuTensHeM.  Koadduunent kaapupoBaHus 1O Kaapy €CTh COCTAaBISIOMAs TII00AIBHOM
romorpaduu H,, paccunranHas 1o BXOJHOMY U BBIXOAHOMY Kajpy. 3aTeM KOO((HIMEHTHI KaJpOB

YCPEIHSIOTCS JIJIsl TeHepaIiy 3HaYeHus Kod(hQUIlneHTa KaJpupOBaHHS BCETO BUIEO

Cr(1o 1) = H,[0.0] *H,[0,1]".

3HauCHHUE HCKaXKCHUS OICHUBACT CTCIICHb HCKa)XXCHHs, BHOCHMOIO CTa6HJIPI33LIHCI>i.
I[JI?I KaXXaoro Kajapa OHO BBIYHCIACTCA KaK OTHOIICHUE ABYX CaMbIX OOJIBIIMX COOCTBEHHBIX 3HAUCHUI

adpdunnoit wactu romorpaduu H,. MunumanpHOe 3HaYeHHE, KOTOpoe 00O3HAYaeT HAMXYJIIee

HNCKa)XCHHUC, BI)I6I/IpaeTC}I KaK 3HAQYCHHUEC UCKAXCHUA IJIA BCCIO BUCO.

Dy, = i
Etl

rae E, , E,, - aBa cambIx Gomblinx coOCTBEHHBIX 3HaueHus addunHoi yactu romorpaduu H,.

ITokaszarenp CcTaOUIBLHOCTH OIICHMBAET, HACKOJIBKO CTaOWIM3UpOBaHO Bupeo. Jlis ero
BBIUMCJICHUS HUCTONB3yeTCs aHalli3 YacTOTHOM 00JacTh TpaeKTOpuu Kamephl. [IpocTpaHCTBEHHO
pacrpesneneHHbIE TPAGKTOPUH KaMepbl BBIYHCISAIOTCS KaK IEepecedeHrs] BEpIINH pemeTku 4x4
MOCIIEIOBATENIbHBIX KaJgpoOB. 3aTeM IepecedeHus] BEpIIUH NPEACTABISIOTCS B BUAE OJHOMEPHOTO
KOMIIOHEHTA ]ISl BCEX MEePECeUSHU, YTO aeT (UHATBHBIA Pe3ysbTar.

Stab, =min(G, AG, ),

raeG,,G,_; — pacueTHbIE PELIETKH MOCIIEN0BATEILHbIX KapOB.

[IpennoxeHHbI aNTOPUTM OBLT CpaBHEH ¢ OQ(IaiiH aIrOpUTMOM MOJIPOCTPAHCTBEHHON
crabunu3amnuu [2] Ha TecTOBOM Ha0ope NaHHBIX. B 3TOT HAOOp AaHHBIX BXOMST BUCO, Pa3/ICiICHHBIC
Ha CJICOYIONTHE KaTErOpHH: CTaHAAapTHOE, OBICTPOE BpalleHHe, OBICTpOE MPUONIKEHHE, OOIBIION
napajuiakc, 6er u toimna. Pe3ynpraTel CpaBHEHHS TIPECTABICHBI HA PUC. 3.
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BricTpoe

CtaHaapTHoe BLICTpOE BpalleHue npUEAMKeHHe Napannakc Ber Toana

|

0.8

0.6

0.4

0.2 II

1]
K mn C K n cC K mn C K mn cC K n cC K nmn cC

w [loanpocTpaHcBeHHas u Hejinocers K: koa¢d.kaapuposaHua W: uckaxenne C:crabunsHOCTb

ctabunmnzauma
Puc.3. KonmuecTBeHHOE CpaBHCHHE aITOPUTMA MOAIPOCTPAHCTBEHHON CTAOMITH3AIMH
C aJITOPUTMOM CTAOHMJIM3AIMK Ha OCHOBE HEHpPOCETeH Ha TECTOBOM HaOOpE TaHHBIX

U3 puc. 3 BHUOHO, UYTO TPEAJIOKCHHBIA aNrOpPUTM CJIETKa YCTYMAeT alrOpPHTMY
HOANPOCTPAHCTBEHHON CTa0WIM3aIMU (CpeJHME MOKa3aTeNu IS aJrOpuTMa IOJIPOCTPAaHCTBEHHOM
crabunuzanuu: Koddurmenta kagpupopanus — 0,62, uckaxkenue — 0,75, cradminsHocts — 0,8;
CpelHMe ToKa3aTenu il HeilpoceT: koddpduumenta kagpupoBanusa — 0,54, uckaxenue — 0,745,
cTabunpHOCTH — 0,79), HO siBiIsIETCS GOJIee YyCTOWYMBBIM K PE3KUM ABMKEHHUSAM KaMephl.

3akao4yeHue

IIpemmoxena Momenh HEHPOHHOW CETH ISl CTaOWIM3allid BHIIEOTIOCIEAOBATEILHOCTEH.
KonnyecTBeHHOE CpaBHEHHE C aNrOPUTMOM MOANPOCTPAHCBEHHOM CTaOWIM3AlMK JAEMOHCTPUPYET
COIIOCTaBUMEBIE pe3ynbTaThl. HyXHO 3aMeTHTh, YTO 3ajada CTAOWIW3AIlMd B PEKUME pEabHOTO
BpPEMEHH SIBJISICTCSI 3HAYUTENLHO Ooliee CIIOKHOMW, T. K. JUIS CTa0WIIM3AIMK HCIOJNB3YIOTCS TOJIBKO
KaJpbl 0e3 ompeneneHus ra00anbHoro myTu kamepbl. COOTBETCTBEHHO KOJIMYECTBEHHBIE PE3yJIbTaThI
3¢ GEKTUBHOCTH CTAOMIM3aLMN B pEaJIbHOM BpPEMEHHU cjerka ycrynailoT od¢uualiH craOunnzanu,
OJTHAKO 3TO KOMIIGHCHpYETCsl pabOTOW alropuTMa B pEKHMEpPEabHOrO BpEeMEHU W Oolbliei
YCTOMYMBOCTBIO K PE3KUM ABHKCHHSIM KaMephl.

VIDEO STABILIZATION USING NEURAL NETWORKS

A.S. PCHELKIN, A.G. SHAUCHUK, V.V. CHEPIKOVA

Abstract. A video stabilization algorithm based on a neural network is proposed, for the training
of which only previous frames are used. The ResNet-50 network has been adapted as a conference
code. It is shown that the proposed algorithm is slightly inferior to the subspace video stabilization
algorithm, which allows it to be used in real time.

Keywords: video stabilization, neural network, subspace video stabilization
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VIK 004.056.55

YHUBEPCAJBHBINA AJITOPUTM KOPPEKIIMH OIIUBOK JJISI HE
IMPUMHUTHUBHBIX BYX-KOA0B B ITUAITA3OHE JJIMH OT 0 10 99

A.O. OJIEKCIOK, B.A. JIMITHULIKWI

Boennas axaoemus Pecnyonuxu benapycw, Pecnybnuka berapyco

Tlocmynuna 6 pedaxyuro 30 mapma 2020

Annortauus. [IpeanoxeH anropuT™M OOHAPYKEHUS W KOPPEKIMH ONIMOOK JUIsl HE
npuMuTuBHBIX BUX-k0710B B AnamnazoHe AuuH ot 9 10 99. Meton 6a3upyeTcst Ha TEOpUU
HOPM CHUHJIPOMOB, C TPUMCHCHHEM aJrOPUTMOB TPYIIUPOBAHHS HOPM, OOHYJICHUS
TIEPBBIX CHUHIPOMOB W TPHUBEICHUIO K HUCXOAHOMY BHJIY BTOPOTO CHHAPOMA OIIMOKH.
[Tokazano, 4ro anroputM paboTaeT 3HAYUTETHHO OBICTpEE, YeM paHee HW3BECTHHIC
ANTOPUTMBI OOHAPYKEHUS M UCIIPABICHUS OIIHOOK.

Kniouegvie cnosa: nUHEHHBIH IUKIWYECKUH KoxA, He mnpuMuTuBHBIA BUYX-kon,
aBTOMOP(U3MBI KOJ0B, YCTPOHCTBO KOPPEKIUH OIIUOOK.

BBenenue

CoBpeMeHHBIE CHCTEMbI Nepefadd AaHHBIX (YHKIHMOHHPYIOT, KaK NpPaBWJIO, B KaHamax C
pasHoro pojaa mymaMmud U nomexamu. s 3amuTel MHGOpMALWM, MEepeJaBaeMoil B 3allyMIICHHBIX
KaHaJaX, OT MCKaXCHWH M OMHOOK OOIICTIPHHSATO MPUMEHSTH MMOMEXO0YCTOWYHBOE KOIMPOBAHHE.
CyLIHOCTh KOAUPOBAHHS 3aKII0YACTCS BO BBEACHUH CHELUAIBHBIM 00pa3oM M30BITOUHBIX CUMBOJIOB
B KQXIYI0 IlepeiaBaeMyto HH(OpManoHHY0 KomMOuHauio [1].

B nugpoBeix cucteMax mnepeaadydl JaHHBIX HAWOONBIICH MOIMYJSPHOCTHIO TOJNB3YIOTCS KOJIBI
boyza-Uoynxypu-Xoksuarema (BUX-komel) u ux pazHooOpa3Hble MOJU(HKAINH, JaHHBIE KOIBI
HIMPOKO MCIONB3YIOTCS B COBPEMEHHOI pasnocBszu [2-4].

Tem He MeHee, MHOTHE BOIIPOCHI, CBSI3aHHbIE CO CBOWMCTBaMU M npuMeHeHueM BUX-kon0B,
TpeOyIOT JanbHeHmmXx uccienoBanuii. CkazaHHOe Hamboyee XapaKTepHO ISl TOMyJIsIpHEHIIero Ha
mpakThKe Kiacca kofoB boysza-Uoynxypu-XokBuHTeMa, 0COOCHHO He NpUMHUTHBHBIX bUX-komoB
[2,5], Hepenko WMEOIIMX KOPPEKTHPYIOLIME IApaMeTpbl, CYLIECTBEHHO IMPEBOCXOSIINE
KoHCTpykTuBHBIE [10]. Jlms peanmzanuy Ha3BaHHOTO TOTEHI[MANA CTaHAAPTHBIE CpPENCTBA
HENPUMEHUMBL. 31ech TpedyeTcs pa3padoTKa MPUHIMITHAIBEHO HOBBIX MTOJIX0/0B, IPUMEHEHHE HOBBIX
uaer. CraThsd MOCBSIIEHA YHUBEPCAIBbHBIM aJIrOpUTMaM KOPPEKLMH M TOHCKa OIMIMOOK B JAaHHBIX
KOJax.

IepcnekTuBHOCTH He NPUMUTHBHBIX BYX-Kk010B

HawnbGonee momynspHBIME Ha TpakTHKe U3 o0mero cemeiictBa bUX-K0MOB SBISIOTCS KOIHI,
3a/1aBaeMbl€ MPOBEPOUYHON MATPHULIEH BUIA

H- (Bi, Bsi’ " B(za-m )T 1)

Hag noneM [amya GF(2™) u3 2" snemeHTOB, A€ [3 — DIEMEHT JTOTO IOJISl, MMEIOIIHHA MOPSIOK
n=(2"-1)/t ans mekoroporo memurens t uucna 2" -1, 0<i<n. Ipu t=1 snement B=o -
SIBJISIETCSL TPUMHUTUBHBIM diieMeHToM moiist ['aimya GF (2™), a mostomy cootBercTByrommii BUX-koxq
Ha3bIBaeTcs MPUMUTUBHBIM. B ciydae, korja 3HadeHne mapamerpa t Oonbire 1, amuHa bUYX-koma
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n<2" -1, smemeHT B=a' mepecract ObITh MPUMUTHBHBIM, Mo3ToMy BUX-K01 Ha3bIBacTCsl He

MPUMHUTHBHBIM |5, 6].

ITonbiTku  ycoBepieHcTBOBaHUS BUX-KOMOB NPUBOMAT K YBEIMUCHUIO UX ANuHBL Kak
W3BECTHO JUIMHA NPUMHUTHBHBIX KOJOB HM3MEHAETCS cKaykoobpasno: N=2" —1. Pe3koe yBenuueHue
JUTMHBI MEHSAET CTaTHCTHKY BO3HUKAIOIIMX B KaHaJle OMIMOOK, pacTeT KOJMYECTBO OIMHNOOK OOINbIIeH
KPaTHOCTH, IUJII WX WCIPABICHUS MBI JIOJKHBI YBEIWYHMBATH & W, CJCIOBATEIBHO, pa3Mepbl
MIPOBEPOYHON MATPHIIBI, YTO, B CBOIO OYEPEh, 3HAUUTENHHO CKA3bIBAETCS Ha CIOXHOCTH JEKOJepa,
CKOPOCTH U 3(PPEKTUBHOCTHU €0 pabOTHI.

B ornuume oT npUMUTHBHBIX, HE TpuMUTHBHBIE BUX-K0ombl 007aMal0T LENBIM  PSIOM
3 PEKTUBHBIX CBOMCTB H, CIEAOBATEIHLHO, MEPCICKTUBHBI I TpuMeHeHus [5-9]. [lanpueiimme
00CYXICHUS TPOBOAMMBIX HCCIICNOBAHWNA OTpaHWYMM HE NPUMHTHBHBIMH bUX-komamu ¢
KOHCTPYKTUBHBIM PaCCTOSIHUEM IISATh, MMPOBEPOYHAs] MATPUIA KOTOPBIX SIBISETCS YaCTHBIM CIIydaeM
Matpuilsl (1) 1 umeeT BUA:

H=(p'.p") 2)

®akTuyecku, He MPUMUTHBHBIE BUX-KOABI MOJYy4arOTCs YKOPOUEHHWEM MPUMHUTHUBHBIX KOJIOB
mmuHOM N=2" —1, TO ecTh BhIOpAchIBaHHEM psijia CTOJOIOB MPOBEPOYHON MATPHIIHI IPHMUTHBHOTO
BUX-koma. C pa3nuuHBIX TOYEK 3PEHUS BaXKHO, YTOOBI YKOpOUeHHBIH BUX-K0oa COXpaHsI CBOWCTBO

T

o . T
MUKINYHOCTH, WHBIMH CIOBaMH, YTOOBI M3 TPOBEpOYHOW MaTpuilel H :((x',oc3') MPUMUATHBHOTO

KoJla ToJlydajiack Marpura (2) YKOPOYEHHOTO MHKJIMYECKOro He mnpuMuTuBHOTO bBUX-Koma.
[Iporneypa BHIOpachIBAaHHS MOKET TOJILKO YBEIHMIHTH MUHHMAIBHOE PACCTOSIHUE MTOJTy4aeMOTO KOJIa.
W nelicTBUTENHHO, MPOBEJCHHBIC pacyeThl NMPU aHAIM3E HE NPUMUTHBHBIX KOJOB Ha JJIMHAX B
nuanazoHe ot 9 go 99 mokaszanu [8, 10], uro okosno 30% K3 HUX UMEIOT MUHHMAJILHOE PACCTOSIHUE
d,.., CYIIECTBEHHO TPEBBINIAIONIEE HUX KOHCTPYKTUBHOE paccrosuue d =5. Tlpumeps

HEKOTOPBIX TepcreKTUBHBIX BUX-k0omoB ¢ mpoBepouHOi Matpuriel (2) mpencTtamBieHsl B Tabm.l,

KOHCTp

v 1 2
JMaHHbIe s KoTopoi B3sThl u3 [7, 10]. B tadn.1 K =C, +C, xoaM4ecTBO BEKTOPOB-OIIHOOK

KOHCTp

BecoM 1, 2, mCIpaBIeHHME KOTOPBIX TapaHTHPOBAHO KOHCTPYKTHBHBIM paccrosHmem, K = —
~1)/2

—-2)/2). T',, -xomuuectBo I'-OopOMT, Ha KOTOpbIE

KOJIMYECTBO PEANBHO KOPPEKTUPYEMBIX BEKTOPOB-omMOOK Becom 1, 2,..., t, rme t= (dpeaﬂ

s HeyeTHbIX O (mst wetHeix t=(d

pean pean

paszousaerca K .

Ta6uuua 1. He npumutuabie BUX-koast C, Hax moassmu GF(2") B amamasone pauu ot 9 xo 99,

pasmepHocTh KoTopbix k>1 u d  >d

pean KOHCTp

n m dpean. KKOHC‘IP Kuex FZLSK
33 10 9 561 46937 1423
39 12 10 780 92170 2364
43 14 13 946 7195749 167343
49 21 7 1225 19649 401
57 18 9 1653 425923 7473
69 22 7 2415 54809 795
73 9 7 2701 64897 889
7 30 7 3003 76153 989
87 28 9 3828 2335718 26847
89 11 9 4005 2559195 28755
91 12 7 4186 125671 1381
99 30 9 4950 3926175 39659

Jlannbie Tabn.1 1EMOHCTPUPYIOT MHOTOKPATHOE KOJIMYECTBEHHOE TIPEBOCXOJICTBO JOMYCTUMBIX
K WCIPABICHHIO ONIMOOK HaJl KOHCTPYKTUBHO JIOMYCTUMBIMH OINUOKAMH — SIBJICHHWE, paHee He
HaAOJIIOIaBIIeeCs B MPAKTUKE MOMEXOYCTOHYMBOro koaupoBanus (cMm. takke [10]). MmeHHO Takue
KOABl — HE MpUMHUTUBHbIE BYUX-KOMBI ¢ KOHCTPYKTUBHBIM pACCTOSHUEM TSATh, CIIOCOOHBIC
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KOPPEKTHPOBATh OMIMOKH KPAaTHOCTBIO ® >3, MPEICTaBISAIOT HAWOOJBIINA HMHTEPEC U SBISIOTCS
MPEeIMETOM HCCIICIOBAaHN B JaHHOU paboTe.

MeTtoabl AeKOIMPOBAHUS

CaMblii monyJspHbI MeTon, HpuMeHseMbli B BUX-komax a1 KOPPEKIUH OIIMOOK, 3TO
CUHApPOMHBEIN Meroa. OH 0a3upyercs Ha  B3aMMHO-OJIHO3HAYHOM  COOTBETCTBHU  MEXKIY
MHOT000pa3reM KOPPEKTHPYEMBIX OIIMOOK ¥ MHOKECTBOM MX CHHAPOMOB. [IpsiMoit myTh — «cuHApOM
— omuOKay — pealin30BaH B UICTOPHYECKU TIEPBHIX JeKojepax. B Hamiel cuTyaluu OH HEBO3MOXKEH H3-
32 OTPOMHOTO KOJTMYECTBA KOPPEKTHPYEMBIX OITHOOK.

Becbma momynmspHa peanmmzanis CHHAPOMHOTO METO/Ia KOPPEKIMH t — KPaTHBIX CITyYailHBIX
OIIMOOK, CBOJSIIASCS K PEHICHHIO aredpandecKux ypaBHeHuid crenenu t Han momem GF(2™) [10].

K cosxanenuto, B KoJ1ax ¢ MpoBepOYHON MaTpuLei (2) MeToll ypaBHEHUH KOHCTPYKTUBHO HEBO3MOKEH
JUISL KOPPEKLIMH OIIHOOK KPATHOCTBIO > 3.

O} PeKTUBHBIM CHHAPOMHBIM METOAOM KOPPEKIMH OIIMOOK, B TOM YHCIE BBIXOIAIIUX 3a
KOHCTPYKTHBHBIE TIPEEINbl, SABISETCS MepeCTAaHOBOYHBIA HOpPMEHHBIH MeTon [5]. OH CyIecTBeHHO
omnupaeTcs Ha MUKINYHOCTh BUX-k0/10B ¢ npoBepoyuHoit MaTpuniel (1), Ha MPUHAUICHKHOCTh TPYIIIE
aBTOMOP(HU3MOB 3TUX KOJOB MOATPYIIHI [ MUKIMYECKNX CIBUTOB KOOPAMHAT KOJOBBIX CIOB. [ 'pymma
I' mo3BosisieT pa3OUTh BEKTOPHI ONMIMOOK HA TMOMAPHO HEmepecekaromuecs [ -opOuThl, Kak MpPaBHIIO,
MOIITHOCTBIO N, T1ie N — anuHa koja. CHHIPOMBI OIIMOOK KaXKIOW OTAEIHHO B3ATOH [ -0pOUTEI HMEIOT
YETKYI0 B3aUMOCBSI3b, YTO MO3BOJISET BBECTU B PACCMOTPEHUE HOPMBI CHUHAPOMOB — OJIMHAKOBBIC JIJIS
BCEX BEKTOPOB Kaxmoil [-opbutbl. Teopwss HOpM CHHIPOMOB [5] ONHCHIBAE€T CBOWCTBA HOBOTO
napaMeTpa, JaeT HOBBIM — MEPECTAHOBOYHBIM HOPMEHHBIH METOJ] KOPPEKIIUU OIIMOOK, HA MOPSIOK
CHIDKAIOIINH BIMSHUE IIPOOIIEMBI CEIEKTOPAY.

OO0mwmii MeTon TepecTaHOBOYHOTO HOPMEHHOTO AcKomaupoBaHUs bUX-Ko#oB 3akimodaercs B
cienyromeM. IlpenBaputenbHo cocraBiseTcss choucok oOpasyromux € [-opOut aexoxupyemoit

COBOKymHOCTH K curpoMoB  S(€)=(s;, Sy) 0OPasylOMMX M COBOKYITHOCT NK .. HOpMm

Jek !
N, =N(S(€)) cunmpomor obpasyromux. JeiictByromas Ha ocHoBe BbiOpanHoro bUX-koma TKC,
NPUHSAB O4YepeaHOe coollieHre X, Beluucisger ero cuuapom ommbok S(X). Ecim S(X) =0, to
COOOIIEHNE HE COMEPKUT OMIMOOK M SBIAETCS MpaBWibHBIM. Ecmm ke S(X) =0, To X momiexur
KOPPEKIINU, TaK KaK COJCPKHUT HEH3BECTHYIO BEKTOP-OMIMOKY €. /[ HaXOoXIeHUS STOW BEKTOp-
ounOku Beuucasiercss Hopma cuuapoma N = N(S(X)), naHHas HOpMa CpPaBHHBAETCS CO CITUCKOM

NK, . Iyctb N=N"¢e NK .- OTO 03Ha4yaeT, 4TO HCKOMas BEKTOP-OIIMOKa € HNpPHMHAIJICKUT

JEK
-opbute, NOpPOKOEHHOW BEKTOpOM € M3 CchOHMcka oOpasyommx [-opbut aexogmpyemoit
coBokynHocti K, . CpaBHHBas CHHIPOMbI OLIMGOK BEKTOPOB X M € , OZHO3HAYHO ONpEeIsieM

BeKTOp € [5]. IMEHHO ATOT MEepPEeCTAaHOBOYHBIM METOM OYyJeT alanTHPOBaH JJIsi KOPPEKIUU ONTHOOK
He NpUMUTHBHBIMU BUYX-Kkomamu.

YHuBepcanbHbIid AJITOPUTM MOUCKA U KOPPEKIIUH OIMOO0K 115 He npuMuTHBHBIX BUX-Kko10B

B wmonorpadpuu [3], rmaBa S5, HpemIOKEH pPsJ HOPMEHHBIX IE€PECTAHOBOYHBIX METOIOB
koppekimu ommbok bUX-komamu. Hekoropwele M3 Ha3BaHHBIX METOOB MOMYYHIIM AalibHEHIIee
pa3BUTHE B TEOPETHUYECKMX HCCIENOBAHMSIX W Ha TpakThke. Oco0oe BHUMAaHWE MOIYYHJI METOI
KOPPEKIIMK Ha HHTErPaTbHBIX cXeMax (CM. puc.5.5, rmasa 5, [3]).

3amaua KOPpEKIMH OMMOOK He MpuMUTHBHBIMH BUX-komamu ¢ d=5 m ®>2 moxoxa Ha
3aayy KOppeKuuu omubok, paccmorpenHyio B [3]. OmgHako, mpsMoe NpPUMEHEHHE Ha3BaHHBIX
METOJIOB K KOPPEKIIMH MHOTOKPATHBIX OIMMOOK B pacCMaTpPUBAEMOM HAaMH CIlydae HEBO3MOXKHO.
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OcHOBHas MpUYMHA — KOJIMYECTBO I OPOMT KOPPEKTHPYEMOW COBOKYIHOCTH, KaK MUHMMYM, Ha

K

HOPSZIOK MPEBOCXOAUT KOJMYECTBO X, AOIyCTUMOE JeKoaepamu u3 [3].

Pazpaborana 00001IeHHAs CTPYKTypHAs CXeMa yCTPOMCTBA JEKOAMPOBAHUS KPATHBIX OINTHOOK
BUX-konamu ¢ npoBepouHoii Marpuieii (2), [10].Cxema BritouaeT B ceds cienyromue 0J0Ku: OI0K
BeramciieHns cuaapoma (bBC), 010k mepectaHOBOYHOTO HaxoxaeHHs Bektopa ommbOku (BITHBO),
OIOK KOPPEKTUPYIOIIMX CyMMaTopoB Mo Monyiaro JaBa. OcobenHoctu paborst BBC u
KOPPEKTUPYIOMINX CyMMaTOpPOM IO MOXYIIO JBa HaM YK€ M3BECTHBI, OCHOBHOH 3ajaueil sBiseTcs
noctpoenue anropurma padotsl 1t BITHBO, CBO3MOXKHOCTBIO PabOTaTh C YHCICHHBIMY 3HAYCHUSIMU

CHHAPOMOB OIIMOOK 1 BapHaHTaMM, KOTJa 3HAYSHHUS] CHHAPOMOB PaBHBI OECKOHEYHOCTH.
OcnoBHo#l mpuHIMT padoTe! 61oka BITHBO 3akmrodaercs B cnexyromiem.Bece mHOTO0Opazue I

K, OPOHT KOppEeKTHpyeMol COBOKymHOCTH pasbmBaercs Ha t<(2" -1)/n+1 rpynn. B cuuy
npemiokennss 3.10 [5], ecnmu obpasyromias € [-opbuter J umeer cunapom S(€)=(S, S,),
s,, S, € GF(2™), TO CHHIPOMBI OCTalbHBIX BEKTOPOB 9Toil OpOuTHI MMetoT BuA: (oS, a’'s,),
O<A<n-1. Cpemu 5THX CHHAPOMOB 00s3aTeNbHO HaiifieTcs cuHAPOM (S;, S,), Y KOTOPOro
0<deg(s;)<(2"-1)/n, ecnm s, 0, m 0<deg(s,) <3x (2" ~1)/n, ecu s, =0. Torna BekTOp € C
cungpomamu S(€8) =(s;, S,) dukcupyem B kauecTse obpasyromero I'-op6uty J. Takoif BbIGOp
obpasyromux I'-opOut ecTecTBeHHBIM 00pasoM pasbupaer I' K . Ha 4acTW WIM TPYMIBI, B OJHY
rpynmy T, momajgarorT I'-opOGHTBI ¢ OJMHAKOBBIM 3HAUeHHEM S, =o' . ATIpHOPH MpeTosaraeM, uTo
YUCIO TAKMX TPYNI MaKCHMMalnbHO Bo3MoxkHoe: t=(2"-1)/n+1 . Torma I' K ectb
Herepecekaromieecst ooveaunenne 1, UT, U...UT , mia t=(2" -1)/n+1. ns wensix i, 1<i<rt, B
rpymne T, coxmepxarcsi [-opOuTh <€i; > , Yy KOTOpbIX T[IepBas KOMIIOHEHTa CHHAPOMa
S(E;) =(s)", sJ") mmeer mokazarerns deg(s])=a'"; s =0 s C-op6ut rpymmsr T, .

Ha 6a3e atoro npuHIMIa pa3paboTal yHUBEPCAIBHBIN aITOPUTM KOPPEKITUN U TTOMCKA OITHOOK
NpeACTaBICHHBIN B OJIOK-cXxeMe Ha puc. .

PaboTaeT anropuT™ CIIeIyIONTIM 00pa3oM:

1. TocrynuBume Ha BXoasl BITHBO3Hauenust cunapomor deg(s,) u deg(s,) B OunapHOM

BHJIE, IPeoOPa3yIOTCs K ACCATUYHOMY BHAY. 3HaUCHHE CcTerneHu curapoma deg(s,) mpeobpasyercs mo
Momymio (2" —1)/n, a u3 3HaueHus ctenenu cuaapoma deg(s,) BeramTaeTcs wmcmo 3xtx (2" —1)/n
no momymo 2", rae t — KONMYECTBO LHMKIOB, B TedeHHEe KOTOphIX, UeQ(S,) mpeobpasyercs K
MCXONHOMY 3HaueHuto r. IlpeoGpasosannoe deg(s,)” mpumer Hekoe 3Hauenue I, 0<r<t-1 a
deg(s,)” 6yner paBHsThCs HekoTopomy Z, 0<z<2". B rpynne T,,, obs3atenbHo Haiinercs [-opouta
<B.y;> Y KOTOpOHl KoMIOHCHTEI cuHapoMa S(8.y;)= (s s V) pmeror  mokasarenu
deg(s{"™""") =deg(s,)" u deg(s{"") =deg(s,)".

2. IlonyyeHHOEe 3HAUCHUE HAYAJIBHOTO BEKTOpa OLIMOKU €, :§(*H1) ; capuraercs Ha t mosuumi
BIIEpE/I.

B cayuae deg(s,)=2" - mpoMcXOmMT TOJBKO omepamms 1o mpeobpasoBanuio deg(s,),
deg(s,) — ocraeTcsi HEU3MECHHBIM.

B ciyuae deg(s,)=2", kak mpaBmiio, JaHHBIA Cily4ail IPUMEHHAM Ul HEMONHBIX [-0pOuT
omrboK — npeodpasoBanuii 0eg(s;) He MPOUCXOIHT, MPOUCXOAUT TOJIBKO OIEpaIis Ipeodpa3oBaHus
deg(s,) mo momymo 3x (2" -1)/n, B mpomecce mNpeoOpa3oBaHHs MPOU3BOAUTCS MOACYET P -
KOJIMYECTBO ILIMKIOB, B TEYCHHE KOTOphIX, 0eg(S,) mpeobpasyercs K HCXOJHOMY 3HAYCHHUIO
y, 0<y<3x(t-1). [lony4yeHHoe 3HaUCHUE BEKTOPA OMIMOKHU CIIBUTACTCS HA [ MO3MIMI BIIEpE/.
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[IpennokeHHbI  yHHUBEpCANbHBIH ~ QJITOPUTMOOHAPYKEHUsI M KOPPEKUUHU
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Puc. 1. briok-cxema YHUBEPCAIBLHOT'O AJITOPUTMaA KOPPCKIUU U UCITPABJICHUA OIIMOOK

3akiIoueHne

IIpoBeneHHBIC HCCIETOBAHUS ITOKA3BIBAIOT, YTO HE NpUMUTHBHBIE BUX-Kkomel o6mamaroT
XOPOIIUMH KOPPEKTHPYIOIUMH BO3MOXXHOCTSIMH, BBIXOSIIMMH 3a Tpeaenbl KOHCTPYKTHUBHBIX.

OIMOOK I HE

npuMuTUBHBIX BUX-k070B B nuamna3zone iMH OT 9 1m0 99MOXKEeT HaWTH JOCTOMHOE MECTO B
pa3pabaThiBaeMbIX U MPUMEHSIEMbIX Ha MMPAKTUKE CUCTEMaXx Mepeladn JaHHbBIX.
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UNIVERSAL ERROR CORRECTION ALGORITHM FOR NON-SIMPLE
BCH CODES IN THE RANGE OF LENGTHS FROM 0 TO 99

A.O. ALIAKSIUK, V.A. LIPNITSKI

Abstract. An algorithm for detecting and correcting errors for non-primitive BCH codes
in the range of lengths from 9 to 99 is proposed. The method is based on the theory of
norms of syndromes, using algorithms for grouping norms, zeroing the first syndromes
and bringing the second syndrome of the error back to its original form. It is shown that
the algorithm works much faster than previously known error detection and correction

algorithms.
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VIAJEHUE IIYMA C U30B5PAKEHUM TONOJOIrHYECKHUX OBBEKTOB
C IIOMOIIBIO OITEPATOPOB HEHETKOU MOP®OJIOT'NAU

A.B. MHIOTHUH

Obvedunennvil uncmumym npoonem ungpopmamuxu HAH Benapycu, Pecnybauxa berapyco

Tlocmynuna 6 peoaxyuio 02 anpens 2020

Annoranus.IIpencraBneHsl oneparopsl He4eTKOW MOP(HOJIOTUH Ul YAAJIEHUs LIymMa C YepHO-
0esbIX N300paKEeHUH TOIMOJOTHYECKUX 0OBEKTOB. DUIIBTPHI, UCIIOJIBL3YIOIINE TaKHE OIEpaTOopBbl,
UMEIOT  BBICOKOE  IPOCTPAHCTBEHHOE  paspelieHue  (CroCOOHOCTh  pasfelsiTh  OJM3KO
pacrioyio)KeHHbIE JJIEMEHThl Ha H300pakeHnu). IlokazaHo, 4TO HWCHOJB30BaHHE (UIBTPOB HA
OCHOBE ONEpaTopoB HEYETKOW MOPQOIOTHH MO3BOJSET YIASATh IIYyM C HM300paKeHUi CJoeB
MEYaTHBIX IUIAT, HE U3MEHSSI CBSA3H MEXIY TOPOKKAMHU.

Knrouesvie cnosa: Tomonormyeckue H300pakeHUs, MaTeMaTHYecKash MOpPQOJOTHS, YHaJeHHe
nryma.

BBeaenue

OOBekT Ha M300pakeHUH OyAeT Ha3bIBaThCS TOMOJIOTMYECKUM, €CIH PacCMaTpUBaTh 3TOT
00BEKT C TOUKH 3PEHUsI CBs3eH MEXKAy ero snemeHtamu. i n300paskeHHH CIOEB MEeYaTHBIX ILIAT
TOIOJIOTUYECKUMH OOBEKTAMHU SIBJIAIOTCSI JOPOKKU, KOTOPBIE COCTOSAT W3 3JEMEHTOB TOIOJOIHMH:
IPOBOJHHUKOB, KOHTAKTHBIX IUIOIIAJ0K, KOHIIEBBIX KOHTAKTOB, 9KPAHOB U T. A. [y neuaTHOM IuiaThl
TOTIOJIOTHSI — 3TO PUCYHOK (YEPTEK), ONpeAessonuii GopMy 31eMeHToB (oTomadioHa, UX B3aHMHOE
pacIoyioxKEeHUe, TeOMETPUYECKUE pa3Mepbl M IpelelibHble OTKIOHEHMs pa3MepoB. B 3amauax
ONTUYECKOTO KOHTPOJISI TOTIOJIOTMH HEOOXOIMMO JIOKAJIN30BaTh M KiaccuPpuIupoBath ee Ae(eKThl Ha
n300paXeHNH, B PE3YJIbTATE YEro MPHUHUMAETCS PEIlICHHE O KaYeCTBE MTPOBEPSEMOH IJIaThI.

Jiis  moBBIIEHHS KadecTBa KOHTPOJS € M300pakeHHsT HEOOXOAMMO YIAIWUTh LIyM,
00yCIIOBIICHHEIH Tporieccamu, mpoucxoasumu B Matpuie [13C matunka, a TakKe MBUTBI0 U IPYTUMHA
3arps3HEHUsIMA  00beKTa CheMKH. [Ipn 3TOM Heo0XO0ZWMO He MOMYCTHTH MOSBICHUE KOPOTKUX
3aMBIKaHUH M OOpPBIBOB B mpouecce padoTel GpuibTpa. OUABTPHI I yOaleHHS IIyMa MOTYT OBITh
Pa3INYHBIMU: UCTIONB3YIOIUMH TPpaHCQOPMAIMIO B YacTOTHOW obnactu mocie Pypbe wim BeiBIeT-
npeoOpa3oBaHMs; CEMAHTUYECKUMU, OCHOBAaHHBIMH Ha CKaHHUPOBaHUHM H300paKEHHS OKHOM MACKHU
(MenuaHHBIMU, MOPQOJIOTHUECKAMH U T. 11.) [1].

Hcnonp3oBanre Mophoornueckix (GUIBTPOB, KOTOPBIE HMEIOT TaKhe MapaMeTphl, Kak pa3Mep
u ¢opma cTpykrypupymomero sneMmenta (C3), mo3Bonser Ooliee THOKO YNPaBISATh MPOIECCOM
yaaneHus myMa ¢ u3o0paxkeHus. Msrkuii Mopdonorudeckuii GuibTp [2] uMeeT AOMOTHUTENBHBIN
napameTp — Mopor GUIbTPaLUH, a TAKXKe 00J1aaeT BO3MOXXHOCTBI0 MHOTOKPATHOT'O €r0 IPUMEHEHUS
¢ MuHUManbHBIM CD, YTO JaeT JOMOJIHUTENbHYI0 BapHaTUBHOCTh €ro NpHUMeHeHus. B moxmane
npeasioxkeHa  Momudukauus — QUWIBTpa, 3aKIIOYAIOINASACS B 3aMEHE  ONEpaTopoB  MATKOH
MaTeMaTHYeCKOH MOPQOIOruy Ha ONEepaTOpbl, OCHOBAaHHbIE HA HCIIOJIb30BAaHUM HEUETKOH (DYHKLUHU
MIPUHAJUIEAKHOCTH.

OHepaTOpr He4YeTKOH MaTeMaTH4eCcKoi MOp(l)OHOFI/II/I

Ha cerommsmnuil 1eHp HE CyLIECTBYET OAHO3HAYHOTIO ONPEAEICHHUS ONEpPaTOPOB HEUYECTKOM
MaTeMaTH4ecKoil Mopdooruu [3—7], OCHOBaHHBIX Ha MOHATHH HEYETKUX MHOXECTB [8]. B mcTounmnkax
[3-7] HeueTkas (yHKUMS TPHHAIUICKHOCTH, KaK MPaBUIIO, ONPENENsAeTcs Kak (DYHKIHS SPKOCTH
NHKCeNoB u3obpaxkenusp, = f,(X).

B kauecTBe HeweTKOW (YHKIMM MPUHAMIC)KHOCTH MpeIaraercs HCIOIb30BaTh OTHOIIEHUS
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un . .

MOITHOCTEN MHOKECTB N, U N .

Ha :‘nfit‘/

rac I’]ﬁt = {ai ﬁbi}—MHO)KCCTBO HCHYJICBBIX IMUKCCJIOB Ha I/I306pa)KCHI/II/I B I'paHUIlaX HUCIOJIL3yEMOI'0O

,VXEA

nunfit

CD, coBnaBIIKX 110 3HAYCHUIO C HEHYJIEBbIMU NUKcenamu CI; N, . = {ai N b } - MHOXeCTBO TIHKCETOB

unfit
Ha M300paXCHUH B TpaHUIAX UCHOIb3yeMoro CD, 3HaueHHs KOTOPBIX HE COBIAIM CO 3HAYCHUSMU
COOTBETCTBYIOIIUX NHKceTI0B CO.

Jns  pabGoTel ¢ OWHAPHBIMHHM300pPKCHUSAMH TIPEIjIaracTcsa HWCIIONB30BaTh  CIICIYIOIIIHE
OTIEPaTOPHl HEYETKOW MaTeMaTHIECKOH MOP(OIOTHH:

|nfit|+t£ Nyoie —>a=0,
FuzzyErode(A,B,t) = aeAy;,
|nfit|+t> nunfil _>a:1’
. |nfit|+t£ Nyt | >@=0,
FuzzyDilate(A,B,t) = acA
|nfil|+t> nunfil _>a:1’

rae t — mopor momobus, A — uYepHO-Oenoe w300paxeHwe, B — CTPyKTypuUpYIOUUI 3JIEMEHT.

HedeTkocTh OnepaTopoB OMPECsIeTCs HEUETKOW CTENeHb0 Mmo100us CD sieMeHTa H300paKeHHIO.
dazudukanuss NPOU3BOAUTCS HA OTale BBIYMCIACHUS (QYHKIUM NPUHAIICKHOCTH Kak

OTHOLICHHSI MOIHOCTeH MHOXECTB N, u N, .. Jebasupukaims oCymecTBIsICTCS IPH ONpPEACICHUN

unfit *
3HAUYEHUS MMUKCEJa UCXO/Is M3 3HAUYCHUS ero PYHKIIUU MPUHAIIICKHOCTH.

OCOOCHHOCTBIO ONIEPATOPOB  SIBJSIETCS  ONpEJCICHUE 3HAYCHUS JUIS KaXKIOro IIHKCena
M300paKeHUS TOJIBKO OJWH pa3 Ha OCHOBE BBIYMCICHHMHA B Macke CO, uTo obecmeunBaeT (QuiIbTpy
BBICOKOE TMPOCTPAHCTBEHHOE pa3pelleHHue, T.. CIIOCOOHOCTh Pa3JeNATh OJNU3KO PAacCIOIOKCHHBIC
JJIEMEHTHl Ha u300pakeHHu. lcmonb3oBaHWe Mopora IMOA00Wsi MO3BOJSET BapbUPOBaTh CTEIICHb
BIIUSTHUS Ha Pe3yJbTaT Aake MUHUMalbHOTO CO.

Ouenka 3¢ pekTHBHOCTH PUIBTPA HA 0a3e ONEePaTOPOB
He4YeTKOi MaTeMaTH4ecKoil Mop¢o1orun

BeIIo TpoBeseHO HCCeOBaHME W CPaBHEHHME pPE3yJIbTaToB paboThl (MIBTPOB, KOTOpPHIE
UCIIOJNB3YIOT MOP(HOJIOrHYeCcKre OTMBIKaHUEe, 3aMbIKaHKe, TocienoBatenbhbie GuisTpel OpenClose u
CloseOpen ¢ CD B Buzme KkBaapara W pomOa pazMepaMu OT 2X2 10 5X5 mHHKCenoB, a Takxke
AQHAJIOTWYHBIE OINEpalMyd HEYETKOW MOp(OJIOTHH, B TOM YHCIE HEYEeTKas dpo3usd W IuiaTanus,
KOTOpBIE TIPH OMpPECICHHBIX MapaMeTpax MOTYT yIalsATh IIyM C H300paxeHHs 0e3 HMCKaKeHUs
pa3mepoB. 3HaueHHE MOpora MoJoOHs 3a7aBajioCh B MHTEPBaJE OT OJHOIO IHKCETIa A0 IOJOBHHBI
yucna nukcenoB CD, KOIMYeCTBO UTepanuii GuiIbTpa — OT OAHOMU JI0 TpeX.

B kagecTBe HMCXOOHBIX JAHHBIX HCIOJB30BAJICA HA0Op M3 TpeX M300paKEHHH MEeYaTHBIX IUIAT
pazmepoM oT 640x480 no 1280%960 nukcenoB ¢ pa3nTUYHON MHHHUMAIBHON IIMPHHOM TOPOKKH U
CHHTE3UPOBaHHBIM IIyMOM. Ha Bcex H300paXeHUsX NPUCYTCTBOBAJIM OOpPBIBBI M KOPOTKHE
3aMBIKaHUs Pa3InYHOTO pazMepa (¢ MUHUMAaJIbHOM IUPUHON AedekTa OT OJHOTO JI0 TPEeX MHUKCEIIOB).
[Mocne QuiIbTpamMu BBIYUCIAIOCH KOJMYECTBO OOPBIBOB M KOPOTKHX 3aMBIKaHHH, KOTOpHIC
00pa30BaIKCh B mpoiiecce padoTsl GUIbTpa.

B Tabmie npuBeeH CIMCOK HEKOTOPBIX M3 HCCIEOBAHHBIX (PUIBTPOB, OTCOPTHPOBAHHBIX IIO
MHTETPAILHOMY KPUTEPUIO KAYeCTBa K , @ TAKKE TPEICTABIEHBL: KOdhuiments K, = — cpesHee oTHOLIEHNE

TUIOMIA/IN IITyMa Ha M300paXKEHUH S OCTABIIErocst IOCiie pUMeHeHHs (QUIIBTPA, K IO H300payKeHUs

noise

Sing AU BCETO HAOOPA TECTOBBIX M300p@KEHMiL; K & — 3HaueHue K C y4ETOM BBIMUCIHUTELHON CIIOKHOCTH
¢umrpa K =k, xixd , rie i — xomauectBo wrepaimii GuibTpa; d - ycroBHas OIEHKA €ro
BBIYMCITUTENHHOM CJIOKHOCTH, PaBHASI TIPOU3BEACHUIO BHICOTHI M IIMPHHBI C (MK MX CyMMe [UTS KBaIPaTHBIX

CD B onepanmsIX KIACCHYECKOH MaTeMaTHIeCKoi MopQororun); K, —— KOIMYEeCTBO IPUBHECEHHBIX OOPBIBOB U
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3amplkaHuii. UeM MeHbllle 3HaueHue K ,reM Jydrie u ObicTpee QBT yAAusieT IIyM ¢ W300paKeHUs C
MUHUMAJIGHBIM KOJTMYECTBOM MPUBHOCUMBIX MICKKESHUH TOTIOJIOTUH.

Ouenka 3¢ppeKTUBHOCTH MCCJIEIO0BAHHBIX PUIBTPOB

Ne Tun GpunsTpa CDE)jpaMa Il’)aéhg: Hl;[;)gg;ﬂ i kmyM ch - e
1 FuzzyErode pomo 3 2 1 0,0074 0,067 0 0,067
2 FuzzyDilate pom6 3 2 1 0,0074 0,067 0 0,067
3 FuzzyOpen pomo 3 2 1 0,0061 0,109 0 0,109
4 FuzzyErode pomo 3 2 2 0,0062 0,112 0 0,112
5 FuzzyClose pom6 3 2 1 0,0062 0,112 0 0,112
19 FuzzyErode KBaJpar 3 4 1 0,0069 0,062 3 3,062
20 FuzzyDilate KBaJpar 3 4 1 0,0069 0,062 3 3,062
21 FuzzyOpenClose KBaJpaT 3 3 1 0,0070 0,252 4 4,252
45 CloseOpen KBaJpar 2 0 1 0,0066 0,105 6 6,105
54 OpenClose KBaJpar 2 0 1 0,0067 0,106 9 9,106
62 FuzzyOpenClose poM6 3 1 2 0,0040 0,289 12 12,289
63 FuzzyOpenClose pomo 3 1 3 0,0040 0,434 12 12,434
64 FuzzyErode pomo 3 4 2 0,1735 3,122 11 14,122
65 Close KBaJpar 2 0 1 0,0090 0,072 15 15,072
75 Open KBaJpar 2 0 1 0,0133 0,107 18 18,107
162 Open KBaJpar 4 0 1 0,0223 0,356 277 277,356
163 Close KBaJpar 4 0 1 0,0186 0,297 297 297,297
164 Open KBajpar 5 0 1 0,0356 0,713 309 309,713
165 Open pomob 5 0 1 0,0254 1,271 372 373,271
166 Close KBaJpar 5 0 1 0,0378 0,756 403 403,756
167 FuzzyDilate KBaJpar 3 1 3 0,2208 5,962 460 465,962
168 FuzzyErode pom6 3 4 3 0,2564 6,924 751 757,924

Ounprpel Ne 62 u 63, aydive M0 IIyMOIIOAABICHUIO, MPUBOAAT K MOSBICHUIO 12 OOPHIBOB H
KOPOTKHUX 3aMblkaHui. OunbTp No 19 mmeeT myuiiee HIyMONOJIABICHUE C YYETOM BBIYMCIMTEILHOU
CIIO)KHOCTH, HO TOXKE IPHUBOJAUT K MCKAKECHHUIO CBSI3CH MEXTy JTOPOKKaMHU TeUaTHOW IwiaTel.Mcxoms u3
WHTETPaIbHOTO KpUTepus 3(h(HEKTUBHOCTH kw =k, +K,,, ontuManeHeIM OyzeT GpUIBTP, OCHOBAHHKII

Ha OJHOKPATHOM HCIIOJIB30BaHUK omepannu FuzzyErode co cTpyKTypHpYOLMIIM 3JEMEHTOM B (hopMme
pomMba paszmepom 3x3 muKcels U moporom 2. IIpuMep HCXOIHOTO U300paKEHHS U Pe3yJibTaTa paOOThI
ontuManbHOro (uinbTpa mpuBeaeH Ha puc. 1. Ha puc.l, 6 BuaHo, 4to mocie (UIBTpaLuH Ha
N300paXCHUU OCTAJIOCh €Il MHOTO MMITyJILCHOTO ITyMa, HO UCIIOJIb30BaHUE TUIONIAHBIX (DHUIBTPOB
JUIL €r0 YAaJCHUS HAPYIIUT CBS3M MEXJY JOPOKKaMH, YTO HEJIOMYCTHMO JIJISl 3a7addl KOHTPOJIS
TOIIOJIOTHH Ha M300PaKEHUH CJIOEB IIEYaTHBIX IJIaT.

rery
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a o
Puc. 1. [Ipumep paboThl GUIBTpA: @ — HCXOTHOE N300pakeHUe (PparMeHTa MeYaTHOH TIIATHI;
6 — pe3yabTaT padoThl ONTHMAILHOTO QHIIBTPA

3akiIoueHne

OUIBTPEl HA OCHOBE TPEJIOKCHHBIX OIECPATOPOB YIAISIOT IIyM C H300paKECHUH CIIOCB
MEYaTHBIX IUTaT, HE W3MEHSS CBS3M MEXAY IOPOXKKAMH, M MOTYT TPHUMEHATHCS A1 00paboTKH
M300paXKeHUSI CJIOEB HWHTETPAJbHBIX MHKPOCXEM, JJEMEHTaMH TOMOJOTHH KOTOPHIX OyayT
MIPOBOJIHUKH U KOHTAKTHBIC OKHA.

JlanbHelias pa3paboTka ONepaTOPOB HEYSTKOH MaTeMaTHYeCKOW MOP(OJOTUU IS yAaICHUS
mymMa C 4YepHO-OENbIX H300paKeHUH TOIMOJOTHYECKMX OOBEKTOB ITO3BOJIUT CO3[aTh HAOOp
AITOPUTMOB I 00pabOTKH OMHAPHBIX, TOJTyTOHOBBIX U IIBETHBIX N300paKCHUH.

REMOVING NOISE FROM LAYOUT IMAGES USING
FUZZY MORPHOLOGY OPERATORS

AV.INYUTIN

Abstract. Operators of fuzzy morphology are presented to remove noise from black-and-white
images of topological objects. The filters that use these operators have a high spatial resolution, i.e.
the ability to separate the closely spaced elements in the image. Filters based on fuzzy morphology
operators remove noise from images of layers of circuit boards without distorting the links
between tracks.

Keywords: mathematical morphology, noise reduction, layout, image.
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AnHoOTanms1.PaccCMOTPEHO MaTpUYHOE MACKHPOBAHHME M300pAKEHUH C HCHOIb30BAHUEM
YHHUKaJIBHBIX KBa3HOPTOrOHaNbHBIX Matpun Mepcenna (QES), a Tak e nBymepHoe
Crpun-npeobpazoBanue mu3oOpaxenus. IlokazaHo, 4TO CTpHUI-MeToIUMEET OoJbliee
OBICTPOJCHCTBHE 110 CPABHEHHIO CMETOIOM N00I04HOr0 MackupoBanus (QES).

Knrouesvie cnosa: MackupoBaHue, CTPHII-METOM, METO] TOOJIOYHOTO MAaCKHPOBAHHS, KBATEPHOH,
Matpuilbl MepceHHa.

BBeaenue

Tepmun "mackupoBaHue" B HACTOSILIEE BpEMS HCIONB3YeTCS B Ppa3IM4YHBIX 00IacTIX
YEJIOBEUYECKOH JIeATEIIbHOCTH, TAKUX KaK OMOJIOTHS, BOSHHOE 110, XUMHSI, TICHXOJIOTHS, TEXHOJIOTUN
yropaBieHus 6a3amMu JaHHBIX, IUdpoBas 0o0paboTka m3obpaxenuii. CeromHs MaHHBIN TEPMHH TaKKe
UCIIOJIB3YETCsl B 00JIACTH 3aIUTHl H300payKeHHId OT HECAaHKIIMOHUPOBAHHOTO TOCTYTIA.

MackupoBaHue — 3TO IpoLecc npeodpa3zoBanus HU(PPOBOH BU3yaIbHONH HHPOPMALIH C MAJIBIM
CPOKOM aKTyaJbHOCTH K IIyMONOJOOHOMY BHAY C MLEJbI0 3alIUTHl OT HECAHKIIMOHHPOBAHHOTO
noctyna [1]. IlomyueHsslii mnocie o00paOoTkM H300pakeHHs MAacCUB JaHHBIX Ha3bIBaeTCA
MacKHpPOBaHHOW BU3yalbHON MH(OpMAaIel Ui MAaCKUPOBaHHBIM H300paKeHHEM.

CymecTByomuye METOJbl MAaCKUPOBAaHUS M300PaKEHUH MOKHO pa3[eNUTh Ha Ba OCHOBHBIX
Buza [2]:

1. Kpunrorpadguyeckoe = MacKMpOBaHWE WM  MAcCKHPOBAHME C  HCIIOJIB30BaHUEM
KpUnTorpadu4ecKuX MPUMHTHBOB, K JTAHHOMY BHJY OTHOCHUTCS METOJ MOOJOYHOTO MACKHUPOBAHUS
[3].

2. MatpuyHoe MackupoBaHue, Hanpumep Ctpun Meto [4].

upokoe pacnpocTpaHEHHE COLUAIBHBIX CETEH MPHUBENO K HEOOXOIMMOCTH HCIIOJIb30BaHUS
Pa3IMYHBIX METOJIOB MAacKUpOBaHHMS (DOTOCHUMKOB il 3aIUTHl JAHHBIX B PEKUME PEaTbHOTO
BpPEMEHHU.

Hens pabotel — aHanm3 3(h(HEKTHBHBIX METOIOB MAaCKHUPOBAHMSI JIJISI OIIEHKH BO3MOXKHOCTH WX
WCIIOJIb30BaHMS B PEKHMME PEaTbHOTO BPEMEHH.

MeTtoa mo0109HOT0 MACKHPOBAHUS U300paskeHMIt

Meton mnobGioyHoro mackupoBaHus u3oOpaxenuil (Quaternion Encryption Scheme, QES)
OCHOBaH Ha NPUMEHEHUH KBATEPHHOHOB — TUIIEPKOMIUIEKCHBIX YHCENl YETBEPTOTO paHra MMEIOIINX
CKaJIIPHYIO M BEKTOPHYIO 4acTh, KOTOpas SABJISETCS BEKTOPOM B TPEXMEPHOM MpocTpaHcTse [3].

MackupoBanue W JeMackupoBaHus m3o0paxenus metonoMm QES ommcwiBaercs cienyromum
obpa3zom:

BI'Ot = quil’
B=0q"B0; (1)

rae q — kBarepHuoH, B, — MaTpuna noBopora cirydaitnoit matpunsl B .

r
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MOHO BBIYHCIHTH MaTpPUIly MOBOPOTA, YTOOBI MOJYYUTh KBATEPHUOHBI BHICOKOTO MOPSIKA,
KOTOpbIE paccMaTPUBAIOTCS KaK IMOCIEIYIONUE KITFOYH MIH(QPOBAHUS U, CIE0BATEIHHO, TOBBIIIAIOT
0e30macHOCTh AaHHBIX. KOJTMYecTBO BBIYMCICHHBIX KBAaTEPHUOHOB-KIIIOUYEH BBICIIETO MOPAIKAa PAaBHO
3n, rae 3N — NOpsAaoK.

Cxema paboThI METO/1a TOOIOYHOTO MACKHPOBAHISI IIOIYTOHOBOTO M300paKeHHS MTPHUBEIEHA HA
puc. 1, npumep MackupoBaHus H300paxkenust meroqoM QES— na puc. 2 [3].

[Tukcenu MOJIYTOHOBOTO HSOﬁpaH{CHHﬂ
aZI 022 a23
bZI bzz b23
1| %2 Oy
1
a, a, a, a, a, a, ay a,, a
B, by, b, by by, by, by, s = by b, by,
i €; €13 € €n 3! Cn € €
1 l 1
BrruucieHHe MAaTPHIEL TOBOPOTA JUTA TTONYyUCHHUS
KBATCPHHOHBI BHICOKOI'O MMOPAJKA
= al =" g} =(" !
Blr’or =4 Bl q BE;‘or q B2 q B3r0r q B3 q

Puc. 1. Cxema pabotsl Metosia QES a1t 10oyTOHOBOTO H300paXKeHUS

a 6

Puc. 2. IIpumep mackupoBanus merogoM QES: a — ncxonnoe nzobpaxenue,
0 — MacCKMPOBaHHOE U300pa)ke€HUE, 8 — BOCCTAHOBJICHHOE U300paXKeHHe)

Jlnst monydenus Ooliee MIyMONOA00HOTO BUIa MACKUPOBAHHOTO H300paxeHus nporenypy QES
HEOOXOJUMO BHITIOJIHUTh WTEPAIMOHHO HECKOJIBKO pa3, YTO 3HAYHUTENFHO YBEIUYWUBACT BpEMs
npeoOpa3oBaHusl.

MackupoBanue H300pa:keHnii Ha ocHoBe CTpuII-MeTOAA

CTpun-meTosi HW3HAYaIbHO pa3padaThIBAICS IS TMOMEXOYCTOWYMBOTO KoAMpoBaHus [4].
OCHOBY MeToJla COCTAaBISIOT MAaTpUYHBbIE MpeoOpa3oBaHus, OOECTeUHBAIONINE OCIA0JICHHE
aMIUTATY/Il UMITyJIbCHOW TIOMEXH Ha NepelaBaeMOM B KaHajle N300paKeHHWH 3a CUYET PaBHOMEPHOTO
ee pacrpe/ielieHus 10 BceMy n300paskeHu0. J[J1s1 MAaKCUMabHOTO OCNIabJIeHUST aMIUTATY/IbI IIOMEXH Ha
BBIXOJIE KaHalla HCIONB3YIOTCSA, KakK MpaBWIIO, OPTOTOHAJbHbIE MATPUIBI AJamapa C JByMS
BO3MOXKHBIMHU 3HaueHUsIMH (ypoBHsimHE) dnemeHToB {1, —1} Takwue, uro:
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HTH:nI, (2)

rae H— matpuna Anamapa, | — enuHuyHas MaTpHIIA.

N3 cymecTByOmuX ABYX MOTU(MHUKAITIN CTPHUIT-METOMA I MpeoOpa3oBaHus N300paKeHUN —
OTHOCTOPOHHETO M JIBYXCTOPOHHEr0 — OCHOBHOI WHTEpeC MpeACTaBisieT BTopas, oOecredrnBaronas
Oonee monmHOoe ‘''mepememmBaHue”’ (parMeHTOB W300paXKeHHUs, PE3yNbTaT KOTOPOTO MOXKET
paccMaTpuBaThCs Kak ero MackupoBanue. 1o IBYCTOPOHHHUM CTHI-IPe0Opa30BaHUEM M300pakeHUS
B 001IIeM ciTydae IOHMMAETCs MpeoOpa3oBaHNue BHIA

Z=APA,, (3)

rae A, 1 A,— OpPTOrOHAJIBHBIC MATPHIIBI pa3Mepa N X N; HCXOAHOE N300paKeHHE B BUJE MATPHUIII
P pasmepa N x N, Z — mMackupoBaHHOE H300pakeHUE pazMepa N x N, MOJIy4YEHHOE B pe3yibTaTe

npeoOpa3oBaHHUs.
ITox o6paTtaBEIM ABycTOpOHHUM CTpHUII-TIpeoOpa3oBaHueM IIOHUMAETCS ITpeoOpa3oBaHue BUIA
P=AZA}, 4)

Ha npaktuke B 1BycTroponHeM CTpurn-nipeoOpa3oBaHuy N300payKEHUI HUCIONB3YIOTCS MATPHUIIBI
A, = A, [9], DOCKONBKY 3TO YNpPOLIAET BHIYMCICHUS M SKOHOMUT IaMATh. TakuM o00pasom,

ypaBHeHue (3) UMeeT BU.L
Z=APA, (®)

rae A — opToroHaJIbHAsI MaTpPHIIA.

[MockonbKy MaTpuiia A sBisleTcs opToroHanbHod, 10 A= A’ . CiemoBaTensHo,
MaKCUMAJIbHBIE JJIEMEHTHI y Matpull Au A~ omuHakoBbl. ONTUMAIbHAS MATPHIIA TIPEOOPA30BAHMS
AnomkHa OBITH OPTOTOHANBHON ¢ MUHUMAJIBHO BO3MOXKHBIM TI0 MOJYJIIO 3JIEMEHTOM. B oTimuume ot
MpeJICTAaBICHHOTO B pabore [4] cmocoba, pesynsTUpyloliee u3o0paxkeHue Oymer Ooiee
IITyMOTIOTO0HBIM TP TIPe0Opa30BaAHIIX BHIA

Z=APAT,
P=A"ZA. (6)
Tpumep paboThI JBYXCTOPOHHEroCTPHII-MIPE0OPa30BAHUSTIONY TOHOBOTO

n300pakeHuApuBeaeH Ha puc. 3 [4].

Puc. 3. J[ByxcTOpOHHEE CTPHUI-TIPEOOPa3OBaHUE: @ — UCXOJHOE H300paKeHHE,
6 — mpeoOpa3oBaHHOE U300PAKCHIE
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Onenka 3¢ peKTHBHOCTH AJITOPUTMOB MACKHPOBaHHS

Jns onenkn 3(PQEKTHBHOCTH OIUCAHHBIX METOJOB MACKUPOBAHHUS HCIOJIB30BANNACH WX
peanm3anii Ha si3pike C++. DKCIepuMEHT MpoBeneH Ha OBM co cleayromuMue TeXHHYECKHUMH
xapaktepuctukamu: mporeccop — Intel® Core™ i7-2630QM, O3V — 8I'0, tun cucrembl — 64-
paspsiHas OIepaIlioHHas CHCTeMa, Imporeccop x64; omepaunmonnas cucrema — Windows 10. s
aHaJM3a MCIOJIb30BATMCHH300paxkeH s pazmepoM 512x512 mukceneit: "Lena” u"Flowers” (puc. 4).

Puc. 4. TecroBbie moayTOHOBBIE H300paxenus: a— "Lena", 6— "Flowers"

Bpewms mackupoBaHusS U MH(PPOBaHUS H300PKCHUA B DKCIEPUMEHTE BKIIIOUACT MPOIEAYPY
cxartus 0e3 MoTeph W, CIENOBATENbHO, YeM IPOINE CTPYKTypa CKMMaeMoro daiira, TeM ObIcTpee
MPOU3BOAUTCS CXKATUE U pacmakoBKa. HemamoBaxHyio pojib UTPAeT BUJI MPEICTABICHUS MMUKCEICH:
py MUGPOBAHUHM HA OJHMH ITUKCEIh OTBOJUTCS OAUH OaiT, a MPH MAaCKMPOBAHUHU IIPU MTPEICTABICHUN
MUKceIed 4yuciaMd ¢ (UKCHPOBAHHOM TOYKOH HAa OJMH IIMKCENb mnpuxomurcs 8 Oait. I[lpu
MPEICTABICHNUY TUKCENICH YMCIIaMU C TUIABAIONICH TOUKOM — 4 OaliTa.

B tabnuiienpruBeicHBIBPEMs] MACKMPOBAHUSN I€MAaCKUPOBaHUS N300paKeHUH, COOTBETCTBEHHO,
rae crosioerl fix 0003HaUaeT MAaCKMPOBAHKE C MPEACTABICHUEM ITUKCEICH YMCIaMu ¢ (PUKCUPOBAHHOM
Toukol, a float — mpencraBneHne MUKCENEH MAaCKHPYEMOro H300paKEHUS YHCIAMH C IIaBarolien
TOYKOM.

Bpems o0paGoTku TecToBBIX M300paxkenuit metoaom QES u Ctpun-meroaom

e | ] Mo Crpvero
Bpewms mackupoBaHusi, MC
"Lena" 133 71 41
"Flowers" 111 58 35
Bpewms nemackupoBanus, Mc
"Lena"” 124 39 38
"Flowers" 70 39 37

W3 Ttabn. BUAHO, YTO Npud MackupoBaHuM CTPHUI-METOJ BBIMIPHIBACT B OBICTPOACHCTBUHU
B cpenHeM B 1,7 pa3 mo cpaBHeHuto ¢ metogoMm QES, moxasbiBasi mpUMEpHO TaKoe KE BpeMs
00pabOTKN H300paKSHUIA MTPH JIEMAaCKUPOBAHUH.

3akiaiouenue

PaccMoTpeHO MaTpuyHOE MACKHPOBAaHHE W300paKCHUS, C WCIOJB30BAHUEM YHUKAIBHBIX
KBa3MOPTOTOHAIBHBIX MaTpUI] MepCceHHa, U IBYMEPHOE CTPHUI-NPEoOpa30BaHNEe H300PAKEHUIA, a TaK
JKe MpoBeleH ux aHanu3. [lokazano, uto CTpun-meToq uMeeT Oonbliee ObicTpozaeicTBue (B 1,7 pas)
no cpaBHeHnio ¢ MetogoM QES 3a cuer nmeieHus nM300pakeHHs Ha (PPAarMEHTHI, YTO 3HAYUTEIHHO
COKPATWJIO BBIYHCIHUTEIBHBIE 3aTpPaThl U HEOOXOAMMOCTHIO BHIMIOJHEHUS HECKOJIBKHX HWTepalui
mackupoBanus B QES meroje a1 JOCTIKEHHUS IpUeMIIeMoro pesyiibraTta. ClieIoBaTelIbHO, B PEKUME
pPeanbHOTO BPEMEHH MPEANIOUTUTENbHEE HCII0NIb30BaTh CTPUIT-METO.
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MASKINGIMAGES

D.A. NAREIKO,A.G.SHAUCHUK

Abstract. Matrix masking of images using unique quasi-orthogonal Mersenne matrices (QES), as
well as two-dimensional Strip image conversion are considered. It is shown that the Strip image
conversion algorithm works much faster than the block masking method(QES).

Keywords: masking, strip method, block masking method, Mersenne matrix, quaterion.
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VIIK 621.391

BECOBOM METO/ PEHIEHUS ITPOBJIEMbI 'PAHUYHBIX NUKCEJEHA B
AJITOPUTME CBEPTOYHOU ®UWJIBTPAIIUU TUPPOBOT'O LIYMA

JI.B. 3AEPKO, B.A. JINTTHULIKUI

Benopycckuii 2ocyoapcmeennuiii ynugepcumem ungopmamuxu u paouodiekmponuxu, Pecnybnuxa Benrapyce

Ilocmynuna ¢ peoaxyuto 30 mapma 2020

AnHotanusi. OnMcaH BECOBOM METOJ pEIICHHWsS TMpoOJeMbl TPaHWYHBIX IHUKCEIEeH, st
ITOPUTMOB HCHOJB3YIOIUX MATPUIBI CKPYYMBAaHUS. AJTOPUTM pAcCCMOTPEH B KOHTEKCTE
NPUMEHEHUS] MaTpHUIl CKPYYUBAaHUsI Uil [OJABJICHUS LM(GPOBOrO LIyMa Ha PacTpPOBBIX
n3o0pakeHusax [1]. AIropurM MMeeT psii NPEeHMYIIECTB Iepes MIMPOKO HCIoib3yeMbiMH. OH
MO3BOJISIET: OTKAa3aThCsl OT XPaHEHWs BPEMEHHBIX W300paKeHMH, WCIIOIb30BaTh Hamboliee
OIM3KYIO IIBETOBYIO TaMMY JUISI TPAHUYHBIX ITHKCEINEH.

Knrouesvie cnosa: monmaBneHHEnu(ppOBOro IIyMa, MaTPHUIBl CKPYYHBAaHUS, ONEpaIHs CBEPTKH,
TpaHUYHBIC TTUKCEIIN MAaTPUIBI CKPYIUBaHUSL.

BBeaenue

[IpumeHeHne cBepTOYHON GUIBTpAUMH [UIS YCTpaHeHUs IU(POBOro IIymMa Ha PacTPOBBIX
n300paXeHUAX MIMPOKO pacmpocTpaneHo. Omepauusi cBepTku [2, 3], Kak UM NMPUMEHEHHUE MaTpPHUI]
CKpPYYHMBaHMsI, ABISAETCSI OCHOBOHM IJI1 MHOXKECTBA METOJOB TAaKHUX KakK: JIMHEHHOE YCPEIHEHUE TOYEK
IO COCEJISIM, F'ayCCOBCKOE Pa3MBITHE U T.J.

Opnako, TpH BCeX TMPEUMYLIECTBAX HCIIOJIB30BAaHUS aIrOpUTMa MAaTpHUL] CKpPYUYHBaHUS
CYLIECTBYIOT TaK € M «Cjlabble MECTa» ajlropuIMa, IIpexae BCEro, ero paboTa ¢ IpaHUYHBIMU
NUKCeNsMi  u3o0paxkeHust [4]. Jlns KOppeKTHOW paboThl, alTOpPUTMY TpeOYIOTCS 3Ha4YeHUs
JOTIOJTHUTENBHBIX MHUKCeNel BHEe n300pakeHus. CylIecTBYeT MHOKECTBO METO/IOB JIJIsl pEIIeHHsI 3TOH
npoOjeMbl, HO ONTHMAIBHOTO, C TOYKH 3PEHHUS HCIIONB30BAHUS PECYpcoB st 00paboTKU
N300paXeHUsI U OCYIICCTBISIONIMX KOPPEKTHOE IBETOBOE HAIOJNHEHWE T'PAaHMYHBIX MUKCENIEH, TIoKa
HeT. OTO yKa3plBaeT Ha HEOOXOOMMOCTb COONIIOJCHHS KOHCEHCyCa MEXIy OSKOHOMHEH
BBIYMCIUTEIBHBIX PECYPCOB U YIYYIIEHHEM 00padaThiBaeMOro M300pa)keHUs. AJTOPUTM CBEPTKH,
JIOTIOTHEHHBIA MOJU(UKALIMEH JUIsi KOPPEKTHOH OOpaOOTKH TPAHWYHBIX MHKCENCH, HEe JOJKEeH
pPacTOYUTEIHHO WCIIONB30BATh PECYPChl, HO OIpEAesaTh Hauboiee OJNM3KYI0 IBETOBYID TaMMYy
TPaHUYHBIX MHUKCEJIeH OTHOCHTEIBHO UCXOIHOI0 M300paskeHHs. Pelennio BBISIBIEHHON MPOOIeMBbl U
MOCBsIIIIEHA TaHHAas padoTa.

BecoBast Monuukanusi cBepTOYHOro anropuT™Ma puabTpanun nugpoBoro myma

PaCCMOTpHM aHBTCpHaTHBHLIﬁ, BECOBOM METOA pa6OTLI C TpaHUYHBIMU TIMUKCCIIAMU JJId
aJIropuTMa CBCPTKH. MOI[I/I(l)HKaLIPISI HE IpeAnojgaracTt CO3JaHusad MPOMEKYTOUYHOI'O 1/1306pa>KeH1/15{, a

MG WICTIONb30BAHMS KBAJApaTHOH moxMarpuipl mikceneid A™ ={a},,, ¢ pasmepHOCTBIO N U

nxn

cocTosmieil M3 N’ MMKCeNell OpPUTHHANLHON MATPHIBI A={a, ,},.,- MHOXecTBa HOMEPOB CTPOK H

cron6uos marpunsl A 06o3naunm uepe3 | =0,h+1,J =0,w+1
OueHp BaKHBIMHA ABIISIETCS TUANIA30HBI N3MEHEHUS MHIEKCOB CTPOK M CTOJOLOB i, j (majee Tak
xe K, P ) 2J€MEHTOB NHUKCEIbHOW MOAMATPHUIIBL. JIHanma3oHbl W3MEHEHHH OyayT CYIIECTBEHHO

Pa3HUTKCS, B 3aBUCHMOCTH OT PACIOJIO0XKCHHS CTOPOHEI (JIeBasl, HUKHSISL, ITPaBasi, BEPXHss) TPAHUYHBIX
MMAKCEJIeH OTHOCHUTEIHPHO OPUTHHAIBHOW MUKCETBLHON MaTpHIlkl m3o0pakenuss A . Pacmonoxkenne u
COOTBETCTBYIOIIHE €My AHAana3oHbl MHAEKCOB OyIyT OMPEeAeNsAThCS, UCXOAS M3 33JaHHBIX HOMEPOB
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ctpok u croabmoB | =0,h+1,J=0,w+1 rpaHMyHOrO0 OJIEMEHTa MATPHIBI, TPEOYIOIIETO
BBIYMCIICHHUS TI0 MTPABUITY:

i=1+n(|—1),|n;j=ﬁ ecIu, J=0;0<1l<h+1;
i=(h+1)—-n,h;j=1+n(J -1),Jn; eciu, 0<JI<w+Ll=h+1

i=1+n(l -2, In;j=(W+D)—n,w; ecmn, J=w+1;0<1<h+1;

(i,i)=
i=1,n;j=1+n(J -1),Jn; ecmn,  0<J<w+1;1=0,

I[anee YKa3zaHuC¢ HU3MCHCHUA OUAINIA30HOB CTPOK H CTOJ'I6]_[OB B OIIMCaHHUHU (1)OpMyJ'I 6y,[[€T

OITyCKaThCs, PeJIoaras BpIOOp ero 3apanee B 3apucuMocti ot | =0,h+1,J =0,w+1.
IIBeT mpoOIEeMHOTO TTUKCENS OMPENSIATCS, UCXOS U3 HanOOoJIee YacTo BCTPEUAOIIEIOCs [IBETa
2 o + +
(mo MakcMManbHOMY BeCy) Cpeau JApyrux N° nukcened @, mnoamarpuusl A”, KOTOpbIE

pacrnojararoTcs B HEIIOCPEACTBEHHOM OJM30CTH OT TPAHUYHOTO MTUKCEISL.

Iloy HEmoCpPeCTBEHHO OIM3KMMHM, HMEeTCsl B BUAY N’ THKceneil ABIISIOMMXCS CMEKHBIMU K
TPAaHUYHOMY MTUKCEII0 Ha TIyOUHY 0 N MUKCenei.

Bennumnaa N ompenersieTcs MPOU3BOIBHO, HCXOS TOJBKO U3 CIEAYIONNX ABYX YCIOBHUH.

1. OrparuyeHYs BRIYUCITUTEIBLHBIX BO3MOKHOCTEH CUCTEMBI.

2. [TukcenbHbIN pa3Mep N300pakeHHUs, OTPaHUYHUBAsICh MEHbBILICH TPaHMIICH, T.€.

2,3,4,...,.h=1, h<w;
2,3,4,...w—=1 w<h.

Moambnxaum npeamnojara€T MUCIOJb30BaHUC CIICHUAJIBHBIX BECOBBIX K03(1)(1)I/II_[I/ICHTOB
MHMKCeNnei Q; j I KQXKXA0r0 MUKCCIIA, OTBCHAIOMINX 3a OLCHKY «BCTPCUACMOCTU» 3TOr0 IBETA CPCAU

JIPYTHX I[BETOB N’ TTHKCENEH.
Utak, ommiieM OCHOBHBIE OJTalbl AJITOPUTMa, YUYHUTBHIBAas HW3BECTHBIE CTPOKY M CTONOEI

| =0,h+1,J =0,w+1 rpaHM9YHOrO MHUKCEIS, JJIsI KOTOPOr0 HEOOXOAUMO TMPOBECTH BBIYHUCIICHHE.

1. Boiuucnenue yenoevix mouek. OcoObIM ciay4aeM OyIOeT pacd€T 4YeThIpeX «YTIIOBBIX»
FPaHUYHBIX IHMKCEJIEH OTHOCHTEJIbHO OPUTMHAIBHOTO H300pakKeHUs, KOTOpPhIE MOI'YT OBITh
BBIUMCJICHBI CPa3y K€, U M3-3a MX HEOOJBIIOro YKcjia He OYAyT UrpaTh CYIIECTBECHHYIO poiib. OHHU

6y,Z[YT IpEACTaBIATH coboit KOITNHO OJIVKaMIIEro ITUKCCIISL nu3 noaMaTpHuIbl /A\+
At . P —_at - —at
a'O,O - al,l’ ah+1,0 - a‘h,l’ aO,w+l - a'l,w ! ah+1,w+1 - ah,w'
2. IToozomoekxa eecoevix Koaqb([muuenmoe nukceneii. Bce BecoBble KOB(I)(I)I/ILII/ICHTH Q; j JUIA

1

OJICMCHTOB ai*j INPUHUMAIOT PABHBIC 3HAYCHHUA Q; iT 2

n
3. Boluucnenue  pe3yibmupyromiux — 6ecogvix  Kodgpguuyuenmos.  Jlns  BeIMHCICHUS

Pe3yJIBTUPYIOIEro BecOBOro Kod(hduimenta res(o, ;) s NUKcens @ ; HeOOXOAMMO CyMMHPOBATh
BECOBbIC KOXPQHUIMEHTBI O  ; MUKCENeH a, , NP PaBEeHCTBE & =@, , UX MHUKCEIbHOr0 3HAYEHHUS C

nuKceneM & ; . Mnave ocTaBuTh pe3yabTUpYrONIHii Bec I€S(aL; ;) HEM3MEHHBIM.

res(o, ;)= > {o 18", =2}

4. Onpedenenue 3nauenus ueema ZPAHUYHOZO0 NUKcens. 3HAYCHUS TPAHUYHBIX IMHUKCENCH
OTIPEJISIISIOTCS 10 OIIEHKE PE3yIbTHPYIOMINX BECOBBIX KOI((MUIIMEHTOB, MOJIyYSHHBIX Ha Iare 2.

Cpenu pe3y/bTHPYIOIIHX BECOBBIX K0d(duimentos res(ay, ;) mis nukcenedt a'; BhrauciseTcs

KOS(i)(I)I/ILII/ICHT C MaKCHUMAaJIbHbIM 3HaueHueM. EclM ero 3HauceHue He paBHO 3aJIaHHOMY 3HAYCHUIO Ha
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1
nepom mmare max{res(o, ;)}# —;, TO OUEBHIHO, YTO KOOPPUIMEHT XAPAKTEPU3YET MUKCEND & ; C
: n :

Hanbolee YacTO MOBTOPSEMBIM IIBETOM CPEIM APYTHMX N’ THKceneil ¥ TPaHWYHEIH MMHKCENb TPUMET
1

ero suauenue. Ecnu makcumanbHOe 3HaueHue He uamenmiock: max{res(a,;)}=—, To Bce n?
’ n

MUKCEITM MMEIOT pa3jM4yHble IBeTa WM CHOPMHUPOBAIKMCH TPYINBI MHKCENCH, paBHbIE TO YHCITY
MUKCENICH, HO pa3iWyHbIe IO IBETY. B 3TOM cilydae TpaHUYHBIM IHKCEIeM OyAeT MepBbIi
Oy KAl CMEKHBIA TUKCENb, YYUTHIBAas PACIOIIOKCHUE TPAHUYHOTO IHUKCEIS OTHOCUTEIBHO

nw A4 JICBBIX T'PAHUYHBIX MHUKCEICH Ha
-1

CTOPOHBI OpPUTHMHAJILHOT'O I/I306pa)KCHI/I$I, T.C: af
20

ﬂ JUIS  TIPaBBIX, a:{

50

n

|2

U300paKeHUH, af
12

nw g BCPXHUX, a;(w I HHXKHHX. Hpe,Z[CTaBI/IM

BhIIIIECKa3aHHOe B Buae (opmyn, moacrasiass Bmecto | =0,h+1J=0,w+1 HOMEp CTpoKH u
CTOJIONIA JJTs TIMKCEJISL, ISl KOTOPOTO HEOOXOIUMO MPOBECTH BHIYMCIICHHUE.
IMpu J =0;0< 1 <h+1 mis pacyera JeBbIX TPAHUYHBIX THUKCEIEH:

+

1. — . —
& ;, eciu max{l’es(ociyj)};tn—z;l =1+n(l =-1),nl; j=1,n;
&= 1 -
aﬁ , ecmu - max{res(a, ;)} =—;i=1+n(l =1),nl; j=1,n.
1L ’ n
2
IMpu 0<J <w+1 1 =h+1 nms pacuera HIKHAX TPAHUYHBIX THKCEICH:
+ 1. h h: i .
a ;, ecnu  max{res(o, ;)} ;tn—z,l =(h+1)-n,h;j=1+n(J -1),Jn;
N 1 . ]
aﬁ , e max{res(a, ;)} =—;i=(h+1)-nh;j=1+n(J -1),Jn.
11 ' n
2
Ipu J=w+10< | <h+1 s pacuera npaBbIX IPAaHUYHBIX ITHKCEIICH:
+ 1 ol — ol — .
a ;, ecin max{res(aiyj)};tn—z,l =1+n(l -1),In;j=(W+1)—-n,w;
& w1 = 1 . ]
am ,ecmt maxi{res(q; )} =—;i=1+n(l =1, In;j=(w+1) - n,w.
> ' n
2
Ipu 0<J <w+1 1 =0 nms pacyera BEepXHUX rPaHUYHBIX TUKCEIICH:
. 1. —
a;, ecnu  max{res(a, ;)} ;tn—z,l =L,n;j=1+n(J —1),JIn;
%, = 1. — —
am , ecmm - max{res(o; )} =—;i=1Lnj=1+n(J -1),Jn.
— |1 ! n
2

Bo3moxxeH Tak ke aJ'H)TepHaTI/IBHI)If/i BapuaHT BECOBOMY METOAY, npennonara}oumf/i

BBIUMCIIEHHE CPEIHETO 3HAYEHHMS 1[BeTa 110 N’ mukceasaM. OaHaKo 06a MeToaa MMEIOT PoOIeMbI IpH
JIOCTaTOYHO OOJBIIOM 3HAYEHHH N .

B mepBom ciydae BO3HMKaeT IpodiieMa «CJIEToro IBETOBOTO AyOJMPOBaHUA», T.€. Koraa N
JIOCTATOYHO BEJIMKO U MPOOJIEMHBIN MUKCENb 3aMOJHUTCS IIBETOBHIM 3HAYCHUEM ITO/IABIISIONIETO U3
YHCIlla aHAJTM3UPYEMBIX, 9TO MOXKET OBITh BO BCEX CIIydasx KOppekTHO. Bo Bropom cirydae mpoOiema
BO3MOJKHA «IIBETOBOTO AFICCOHAHCa», KOTJa N JOCTaTOYHO BEIHMKO WM IBET MPOOJIEMHOTO MHKCENsS
OyIeT «ycpenHeH» U OyIeT BBIIEISITECS OTHOCUTEIHHO TPAHHYHBIX OPUTHHAEHOTO N300paKeHHUS.
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3akIoueHne

B pabote mpencraBieH BECOBOM METOZ pEHICHHS MPOOJIEMBI ONPEAETeHHUS TPAaHHUIHBIX
nukcenei. OH AOMONHSET aJTOPUTMBI, HCIIONB3YIONINE MATPHIBI CKPYYHBAHHUA TPH TOJABICHUU
U¢POBOTO IIyMa Ha PACTPOBBIX U300pakeHUsX. METO 1 He pe/IroaaraeT CO3[aHusl IPOMEKYTOUHBIX
M300paXCHUH W OpraHu3yeT IIBETOBOE HAIOJHEHUE IUKCENeii B COOTBETCTBUU C HambOoiee
MCIOJB3yEMbIM I[BETOM Ha HEKOTOPOW 00JjacTH Ha IpaHulle H300pakeHus. MeToa He SBISETCS
ONTUMAJBHBIM PEIICHHEM MPOOJIEMBbI, OJJHAKO JOTIOJNHAET YyXKe€ CYIIECTBYIOIIMHA CIEKTP METOJOB,
uMesa Nepell HUMH MPEUMYIIECTBO B IMPOCTOTE pealn3allid, SKOHOMHHM PECYpPCOB, a TaKXe B
ONTUMAIBHOCTH I[BETOBOTO HAMOTHEHUS TPAHUIHBIX TTHKCEICH.

WEIGHTED METHOD SOLVING OF BOUNDARY PIXELS PROBLEM
IN DIGITAL NOICE CONVOLUTION FILTERING ALGORITHM

D.V. ZAERKO, V.A. LIPNITSKY

Abstract. The weighted method solving of boundary pixels problem is described for algorithm
which are used twist matrix. The algorithm is considered in the context of using twist matrices to
suppress digital noise in bitmap images. The algorithm has several advantages over the widely
used ones. Methodallows to refuse to store temporary images, use the closest gamut colour for
border pixels.

Keywords: digital noise reduction, twisting matrices, convolution operation, boundary pixels of a
twist matrix

Crnucok JuTepaTrypsl
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VIIK 621.391

HOBBIIIEHUE UH®OPMATUBHOCTUNU30BPAKEHUI CJIOEB
MNOJYITPOBOJHUKOBbBIX MUKPOCXEM

A.B. MHIOTHUH, E.E. MAPVYIIIKO

Obvedunennvil uncmumym npoonem ungpopmamuxu HAH Benapycu, Pecnybauxa benrapyco

Tlocmynuna ¢ peoaxyuio 02 anpens 2020

AHHOTa[II/Iﬂ.HpGLlCTaBJIeHLI AJITOPUTMBI TTOBBIIIICHUS I/IH(l)OpMaTI/IBHOCTI/I CHJIBHO HCKaXCHHBIX
CHUMKOB TOHOJIOTMYCCKUX CJIOCB IOJYIIPOBOAHUKOBBIX MUKPOCXEM [Jid BOCCTAHOBJICHUSA HX
TOIIOJIOTHH. I[J'IH TIOBBIIICHUA I/IH(I)OpMaTI/IBHOCTI/I MNpeAJIOKCHO HCIIOJIb30BATHL JaHHBIE C
HCCKOJIbKHUX Ha60pOB KaapoB 06pa6aTLIBaeMOI‘O CJI0A U COCCIHUX C HUM CJIOCB.

Kniouesvie  cnosa: WHPOPMATUBHOCTH  HM300pPaXXCHHUH,  TOMOJOTHMYCCKHE  W300paXKCHHUS,
BOCCTaHOBJICHHE TOIOJIOIHH, HHTETPAIbHBIC MUKPOCXEMBI.

BBeaenue

3amaga oOpaTHOTO MPOECKTHPOBAHUS UHTETPaTbHBIX cxeM (HMC) cOCTOMT B BOCCTAHOBICHUHU KX
TOTIOJIOTHH IO COBOKYITHOCTH WM300paKCHUU TOIOJIOTUYCCKUX CIIOCB JJIS JaTbHEHUIIETO TOIYYCHUS
CTPYKTYPHOH, QYHKIIMOHANBHON 1 npuHIMnuaibHoi cxem VC. IIporecc 00paTHOro MPOEKTHPOBAHUS
JIOCTaTOYHO CIIOKEH W BKIIOYAeT HECKOJIBKO TEXHOJOTHMYECKHX O3TaloB: ynaneHue kopmyca UC,
CKaHMPOBaHWE W aHaIW3 W300pPAKEHUS TOMOJOTHYECKOTO CIIOS, YAAJCHHE BEPXHEro ClIosl,
CKaHMPOBaHWUE ¥ aHaIW3 W300pPKEHUS OYEPETHOrO TOIOJOTUYECKOTO CJOS U MEKCIOWHBIX
COEJIMHEHUM, TOCTPOCHUE TPAH3UCTOPHOM M NPUHUMIHAIBHOM cxeM. Ha peaJbHBIX CHUMKax
MPHUCYTCTBYIOT MHOTOYHCIEHHBIE UCKAKEHUS, 00YCIIOBICHHBIE KaK OTPaHHYCHHUSIMH MUKPOCKOIIA U
CHUCTEMBI BU/IC03aXBaTa, TaK ¥, B TIIABHYIO 0Yepe/ib, POIECCOM MOIYYCHUS MOCIOWHBIX N300paKeHU
kpuctaia C ¢ IoMoIIbI0 TpaBiaeH#us, MUTH(GOBKHU U T. II.

N3-3a manapuaoi TexHomoruu BeITycka MC 2IeMEHTHI TOMOJIOTHHU CIOS BHOCST MCKaXCHUS B
M300pakKeHUsT COCETHUX CIIOEB, UYTO JIOTIOTHUTENBHO 3aTPYAHSAET aHAIM3. BoccTaHOBIIEHHE TOMOIOTHH
SIBIISIETCS AKTyaJlbHBIM 3TarloM JUIsl TPOIIECCOB OOPATHOTO MPOSKTUPOBAHUS, MPOBEPKH MAaTEHTHOU
YUCTOTHl TPOAYKIIMHM, KOHTPOJS TEXHOJOTHYECKOro Iporecca mpousBoactBa MC. DToT a3tam
MPOU3BOANTCS TYTEM ONPEIECICHUS COOTBETCTBUS HEKOTOpOro Habopa (parMeHTOB H300paskeHus
MHOTOYTOJIbHHKAM, KOTOpBIE SBJISIOTCS AJIEMEHTaAMH TPaH3HCTOPA, MEKCIOWHBIMH COCIUHEHUSMU,
KOHTaKTaMH | T. .

HNndopMaTHBHOCTHL H300pakeHHs CJIOS HHTErPAJbLHON CXeMbI
AJI51 331244 BOCCTAHOBJIEHUSITONOJIOTHU

HauGosee obiiee onpenesieHue TepMuHa WHOOPMATUBHOCTh — ATO KOJHUYECTBO MH(OPMAIIHH,
cozepkarieiicss B ueM-1n00. B 3amauax oOpabOTKH M300pa)KEHUsI 9aCcTO HCIONB3YIOT Oojiee y3KHe
ompenenenus. [1-4]. g 3agadyd  BOCCTAHOBICHHS TOIOJOTHHM CJIOS  IOJYIPOBOJIHHKOBOM
MHKPOCXEMBI TI0 HWH(POPMATHBHOCTBIO OyJeM MOHMMAThH IUTOMIaab OOJIacTell MHTEpeca, T. €. BCEX
CErMEHTOB CHHUMKA, KOTOPBIC MOXKHO KIAcCH(UIMPOBATh KaK JIEMEHTHI TOMOJOTHHU (ITPOBOJHHKH,
KOHTAaKTHBIE ~OKHa) M TOMIOXKKY. Ymo0HEe HCIOJB30BaTh HOPMHPOBAHHOE  3HAYECHHE
MH(POPMATUBHOCTH Z KaK OTHOLICHHWE CyMMBI IUIOMIAJICH PACIIO3HAHHBIX CETMEHTOB TOIIOJOTHH A
i=1..,n,(n —49UCI0 CErMEHTOB) M MOIOKKH B K 00IIei TIomanu CHUMKa S
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n

> A+B
_ =1
z 5 : (1)

B wumeansHOM ciydae HOPMHPOBaHHas HMH(MOPMATHBHOCTH Kajapa OyAeT paBHA CIAMHUIEC H
TOTIOJIOT, UCTIOJNB3YSI CICUATBHBIC POTPAMMHBIC CPEICTBA, MOXKET BOCCTAHOBUTH MPUHIUITHATLHYIO
win norudeckyto cxemy HMC. ONTHYecKMMHU HCK2XCHUSMH Ha JAHHOM JTame mpeHeOperaem,
JIOMyCKasl, YTO BBHIOOP METOZa PACIMO3HABAHMS MO3BOJUT YMEHBIIUTh MX BiusHue. Ho mo mpuunne
CHJIHOTO PAa3pyIICHUS] CIIOS TPH €ro TMOJy4YeHHH H300pakeHne OyAeT COCTOATh H3 CYMMBI
MCKQKEHHBIX (DparMeHToB 37eMeHTOB Tonosoruu A, j=1,...,m, (M- 4ucno cermMeHToB), MM #n,
MCKOKEHHON nouiokku B’ u HepacmosHaBaembix ¢parmentoB C, : k=1..,p ( p - wumcio
HEpACIMO3HABACMBIX ()PArMEHTOB JIIEMEHTOB TOTMOJOTHH U MOJIOKKH), & TAKIKE JIOKHBIX (PparMEeHTOR
D,: I=1,...,9(q— uncno n0xHIX GpparmeHTOB). [losIBICHHE JTOKHBIX (pParMEHTOB 00YCIOBICHO TEM,
YTO TOIMOJOTHUECKHE OJJIEMEHTBI COCCIHEr0 CJIOS CTAHOBITCSA BHIHBI B MPOIECCe YAAICHUSA
npepIyIero cinos. B TakoM ciydae ruiomanb kaapa S’ Oyaer paBHa

m p q

S'= A+B'+> C. +>.D, )
j=1 k=1 1=1

a HOpMHpOBaHHAsE HH(POPMATHUBHOCTH Kajapa Z'

Zm:AJ.’+B’ ick+zq“ol
AR =1kt 1=1 )
S S

®)

YewMm OonbIie Iiomaab HEPACIIO3HABACMBIX U JIOKHBIX (bpaI‘MeHTOB CJ104, TEM MCHBIIC TOYHOCTH
BOCCTAHOBJICHHS TOITOJIOTHH. Takum o6pa30M, JJI1 TIOBBIIICHUA Ka4€CTBa BOCCTAHOBJICHUA TOIIOJIOI'MH
HCO6X0)_'[I/IMO YBCIUYUTL KOJHUYCCTBO I/IH(l)OpMaLII/II/I, T. €. IUIOMAAX PacClOo3HAaBACMbIX 3JICMCHTOB
TOITOJIOTHH U IOAJIOXKKH, HA I/I306pa)KeHI/II/I CJI041.

AJ'Il"Opl/ITM 00beIUHEHUd obJIacTei HHTEpeca /1ol HECKOJIbKUX Ka/IpoB

Jns moBwieEns WHGOPMATHBHOCTH TPEAJIATaeTCsl HCIIONBb30BaTh AITOPUTM OOBEAMHEHUS
oOmacTteil MHTEpeca CJ0si HECKOJBbKHX HAaOOpOB KaApoB, MOJYYEHHBIX C pasHbIX KpuctawwioB HC.
OO0beKTaMH WHTEpEeCca BBICTYNAIOT 3JEMCHTHI TOMOJOTHMH W TOJUIOKKA. VICXOMHBIMH JaHHBIMHU
SIBJISTFOTCSL JBa WIM Oojiee HaOopa IIBETHBIX WM IOJYTOHOBBIX m300paxkenuit crmosi MC. Kaxmoe
n3o0paxenue cios MC npencrasisier cob6oit HA00p KaAPOB C UX KOOPAWHATAMHU.

AJNTOPUTM COCTOHT U3 CIEAYIONINX IIAroB:

1. Beibop BYX KaJipoB ¢ H300pakeHneM 0o0IIero pparMeHTa cliost U3 KaxJj0ro Habopa.

2. CoBMerieHne KaJpoB OTHOCUTENBHO APYT ApyTa.

3. Beigenenue aj1si KaxkaA0ro Kaapa odiacteil HHTepeca METOIOM CETMEHTALlMH N300pakeHUsL.

4. O6beauHEHNE TOPOKEK KAIPOB.

5. YTo4HeHHE TTOIOKEK KaJApOB U UX 00bEeINHEHNE.

6. O0benuHEHUE 00IacTell HHTEpEca KaJpoB.

Ha puc. 1 mnpuBeneHbl yBemWYEHHBIE (QParMEHTHI JBYX COBMENICHHBIX KaJpPOB CIIOS
METaJUTU3aIHH.

64



KOINUPOBAHUE U LTHPPOBAA OBPABOTKA CUTHAJIOB B MUH®OKOMMYHUKALTUAX

E 2 ‘!.

-

TP e, -

@
“\
l.. B

#

g

&
=

s —-"':“E"'

i

Puc. 1. [IBa xaapaobmiero ¢pparmeHTa cios: a — kaapl;6 — kagp2

Pa3smepsl M KoopauMHATBHI KaJpOB Ha CIIOC HJCHTUYHBI. BbigeneHue olOnacTeil wHTepeca
NPOBOJMIIOCH C TIOMOUIBIO CErMEHTAIUM HM300pKEHHS METOJOM OSKCIEPTHOH KiacCU(pUKAIUU
[[BETOBBIX KJIACTEPOB, MOJYYEHHBIX C MOMOINGI0 K-meanskiactepuzanuu B mpoctpancTBe RGB.
KonuuecTBO KIIaCCOB  COOTBETCTBYET cCiiaraeMbiM  QopMmyibl (2). DTO JOPOKKH, IOIJIOKKA,
Hepacro3HaBaeMble W JIOKHBIE (parMeHThl u300paxkeHus. Ha puc. 2 OensIM Mmoka3aHBI 00NacTH
WHTEpECa, a YEpPHBIH IBET COOTBETCTBYET HEPACMO3HABACMBIM M JIOXKHBIM  (PparMeHTam
n3zobOpaxenus.Ha puc. 3 BUAHO, 4TO yBEIUUMIACH TUIOINAL 00JACTEH MHTEpeca Mociae O0beIMHEHUS
KaJIpoB.

::M
*m "'"""l l

_J‘ m

lfl/‘ m*

A desess D

6

Puc. 3. PesynLTaT o0BeIMHEHHS 00J1acTe MHTEpeca KaJIpoB
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Ouenka HH(I)OPM?ITHBHOCTI/I OTAECJBbHBIX KAaAPOB U pe3yJbTaTa UX 00beIUHEeHH

ITnomane obnacreit uuTEpECa, HopMupoBaHHast
W3obpakenue 70 OT BCEro Kajpa nH(OPMATHBHOCTD
JIOPOXKKa HOUIOXKKA Kazpa
Kanp 1 23,78 24,99 0,49
Kanp 2 24,98 8,20 0,33
Pesyastar 3383 24,39 0,58
00BbeTMHEHNS

W3 Tabmuisl BUAHO, YTO B pe3ysIbTaTe pabOThI allTOPUTMa HOPMHUPOBAHHAS WH(GOPMATHBHOCTH
nzobpaxkenns ysenuumiack ¢ 0,33 u 0,49 mo 0,58, a momanas MOMJIOXKKH TOCTE OOBCTUHEHUS
YMEHBIINIACh. DTO 00YCIIOBICHO TeM, YTO (hparMEHThI JOPOXKKHU MPH MOJYUCHHU CJIOSI Pa3pyLIUINCh
JI0 caMOd TOJUIOKKH. Ecnmu Ha Jpyrom Kajpe TakuM (parMeHTaM COOTBETCTBYET JOPOXKKA, TO
(hparMeHT momevancs Kak JTOpOXKKa.

AJTOPUTM KOPPEKINH U300pasKeHHs CJ10sl ¢ TOMONIIBI0 MACKHU

To4HOCTH BBIAENEHUS 00NAaCTH MHTEpEca 3aBUCHT OT METOJA U MapaMeTpoB CerMeHTauuu. B
NPUBEACHHOM IIPHUMEpEe MapaMeTpbl CEerMEHTAUUHM MOAOHPAINCH A TOJIYYEeHHs MHHUMAabHON
ommnbku Broporo poxa. OmHako pe3ynbTaT BbIFCIEHUs oOnacTedl MHTepeca KaJapoB CIIOS MeETallia
COJICP)KHUT OIMUOKH elle M W3-32 BIUSHHS 3JEMEHTOB COCEIHEr0 Closi — MONHKpeMHus. [loaTomy
pa3paboTaH aJrOPUTM KOPPEKLHMH H300paKeHHs! CIIOsl, OCHOBAHHBIA HA HMCIIOJIb30BAaHUH HJIEMEHTOB
TOTIOJIOTHH OJHOTO CJOS Ul KOPPEKUUH coceqHero. VCXOmHBIMM IaHHBIMH SIBIAIOTCS Habop
[BETHBIX 300pakeHuii cioeB MC B Bue HA0Opa KaJpoB C UX KOOPIUHATAMH.

ANTOpUTM KOPPEKLUHH H300paKEHHUS CIOS C IMOMOLIbI0 Mackd, cOPMHUPOBAHHOH Ha Oase
o0acTeil HHTEpeca COCETHErO CIIOsI, COCTOUT U3 CIEAYIOIUX IIAroB:

1. CoBmenieHre TOAIEKAIIETO CII0SI ¢ 00pa0aTHIBAEMBIM.

2. Beigenenne HEOOXOAMMBIX 3JIEMEHTOB TTOIJICHKAIIETO CII0ST METOJIOM CErMEHTAIIH.

3. ®opmMHpoBaHHE MACKH IyTeM yTOYHEHHs (DOPMBI BBIIEICHHBIX JIEMEHTOB U KOHBEPTAIHH
UX B YEPHO-0€JI0e IpeICTaBIICHHE.

4. O06paboTka N300pakCHUS HA OCHOBE MOJYYSHHON MaCKH.

Ha puc. 4 npuBeneH npuMep Kaapa IOUISKAIIETO CIIOS — CJOS MOJMKPEMHHS, KOTOPBIH
COOTBETCTBYET KaJIpaM CJIOsl MeTaILTH3aLiH, TPUBEICHHBIM Ha puc. 1 — 3.

coo 000

222292208 .

coo0000000

E‘—I[ﬁ'—g‘§ _g i IE I

Puc. 4. HpMMep MacCKH JUIs CJI0S IIOJUKPEMHUS. @ — KaJIPCI10s HOHI/IKpCMHI/Iﬂ;6 — MacCKa Ha €10 OCHOBC

G060000608¢8

B

L L-X-X-X-X-]

Ha puc. 5 mokasaH pe3ynbTaT IpUMEHEHHUS TaKOW MAacKH, a UMEHHO: MPOBEJCHA JTOKATU3aIUsI
JIOKHBIX (PparMeHTOB JJIs Kaapa 1mocie 00beIMHEeHNUS 00bEKTOB HHTEpEca.
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Puc. 5. BI)I,HGJ'IGHI/IC MECT MOTCHUIUAJIBLHOI'O Pa3pyIICHU 3JICMCHTOB TOIIOJIOI'MU Ha CJIOC MCTalljia

Pesynprarom paboThl mrarop 2 — 3 anaroputMma SIBISETCS Macka, T. €. BCIIOMOTaTeIbHOE
n300paKeHNE, YepHBIE NMUKCENbl KOTOPOTO HE BIMSIOT Ha 00OpadaThiBaeMbId Kajp, a HEHYJIEBBIE
MUKCEITBl MOTYT UCTIONB30BAThCS JUIS yIAICHUS (MACKUPOBAHHS) COOTBETCTBYIOIIEH YacTH Kajpa W
SIBIATHCS. OCHOBOW IS Omepamuid 1o ero oOpabotke. [IpumepaMu Takux omnepanuii MOTYT OBITh
YCTpaHEHHE pa3pbhIBOB, pACHIMPEHHE WU CXATHE H300pKEHUMA, CeMaHTHYecKas (WIbTpaIysl,
YCIJIOBHBIE OTIepaIlliy MaTeMaTHIECKON Mopdooruu [5] U T. 1.

3akIoueHne

Hcnonp30BaHue NPEAOKESHHBIX AITOPUTMOB MO3BOJISIECT MOBBICUTH HH()OPMATUBHOCTH CHIIBHO
HUCKaXXeHHBIX M300pakenuii cnoeB MIC 3a cueT oObeauHeHUs MHGOPMAIMK 00 00JIaCTsIX MHTEpeca C
HECKOJBKHX KaIpOB, a TAKKE YMCHBIIUTh UCKAKCHUS 3JICMEHTOB TOMOJIOTUH M TIOJJIONKKHU CIIOS TIPU
HCIIOJIb30BaHUU MacOK, CHOPMHUPOBAHHBIX Ha 0a3e HHPOPMAITUH C COCSTHUX CIOCR.

ENHANCEMENT OF INFORMATIVITY
OF INTEGRATED CIRCUIT LAYERS IMAGES

A.V.INYUTIN, Y.Y. MARUSHKO

Abstract. Algorithms for increasing the informativity of highly distorted images of integrated
circuit layers to restore their topology are presented. To increase images informativeness, it is
proposed to use information from several frames sets of the processed layer and its neighboring
layers.

Keywords: image informativity, integrated circuit, layout images, topology restoration.
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OIEHKA PUCKOB KUBEPBE3OITACHOCTH
NHOOKOMMYHUKALNNMOHHBIX CUCTEM

.M. BYH

Benopycckuii 2ocyoapcmeennulii ynueepcumem mpancnopma, Pecnyboauxa benapyce

Tlocmynuna 6 peoaxyuio 29 mapma 2020

AHHOTALHSA. [pemnoxeHa METOIMKA OIIEHKHU PHUCKOB kubepbe30MacHOCTH
UHOOKOMMYHHKAI[HOHHBIX CHCTEM KEJIE€3HOJOPOKHOrO TpaHCHopra. METOJUKa HCHONb3yeT
COBOKYITHOCTh yIpO3 M YSI3BUMOCTEH TMpHU MEPBOCTENEHHOM 3HAYeHUH ()YHKIMOHAIBHOM
0e30I1aCHOCTH.

Knrouesvie cnosa: yrposa, ya3BUMOCTb, PHCKH, KHOEPOE30MacHOCT.

BBeaenue

Hns PecniyOnmukm bemapych KelIe3HOTOPOKHBIM KOMIUIEKC HMEET 0c000€ CTpaTerHyecKoe
3HAa4YCHUE, SBISSCH CBA3YIOIIMM 3BEHOM €OUHON 3KOHOMHYECKOW CHCTEeMbl W oOecreduBas
CTaOWIIBHYIO JEeSTEIbHOCTh MPOMBIIUICHHBIX npennpustuid. Kpome TOro, sto eme u camblid
JOCTYIHBI BUJA TpaHCHOpTa JUId TIpaxaaH pecnyOauku. Bce 3T0 crmocoOcTByeT TOMYy, YTO
Benopycckast >kene3Hass mopora o0si3aHa 0OECTIEUUTh MOTPEOHOCTH TOCYAApCTBA, IOPUIMYECKUX H
¢u3nUecKux ML B KENE3HOAOPOXKHBIX TEPEBO3KaX, a Takke pabdoTax M YCIyrax, OKa3bIBaeéMBIX
KEIIe3HOAOPOKHBIM TPAHCIIOPTOM.

B pamkax crtpemutensHON WH(pOpMATH3AlMK W KOMITbIOTepu3anuu obmiectBa benmopycckast
JKelle3Hasi Opora He B COCTOSHUM KayeCTBEHHO BBINOJIHATH MOCTABICHHBIE MEpe] HEd 3a1aud, He
nporpeccupys BMecTe ¢ OOIIecTBOM. BHenpeHue mepefoBbIX M BMECTe C TEM HaJICKHBIX
I/IH(i)OKOMMYHI/IKaHI/IOHHI)IX TEXHOJIOTHH SIBISIETCS OIIHOﬁ 13 €€ ICPBOCTCIICHHBIX 3a1a4.

B cdepe xene3HoJopoKHOTO TPaHCTIOPTa AOBOJIBHO YACTO MH()POKOMMYHUKAITMNOHHBIE CHCTEMBI
UCIIOJIB3YIOTCS HE TOJIBKO JUIsl mepeayd u oOpaboTku HH(opManmu, HO W Uil OpraHU3aluu
aBTOMATHU3UPOBAHHBIX CHCTEM YIIpaBIIeHUS TeXHOJIoruueckumu nporeccamu (ACY TII).

Bmecte ¢ Tem mporeccsl mHMGOpMATH3AUK U KOMIIBIOTEPH3ALMHU, a TaKKe HCIIOJIb30BaHUC
COBPEMEHHBIX CETEBBIX TEXHOJOTHH NpW OpraHM3aliM yrpasleHHs Ha benopycckoil xene3Hoin
Jopore TasT B ce0e MHOYKECTBO MOTEHIMATIBHBIX OMACHOCTEH, 001aCTh peau3alyi KOTOPBIX KacaeTcs
HUCKIIIOYUTCIIBHO C(l)epbl BBICOKHX TEXHOJIOTHH. HpI/I OTCYTCTBUH aHeKBaTHOﬁ CHUCTEMBI 3alllUThI
OIMACHOCTH TAKOr'0 pojJa MOTYT NMPHUBECTH K HAPYLIEHUIO IITATHOM PabOThl CUCTEM YIPABJICHUS U, KaK
CJIEZICTBUE, YXYAILECHUIO YPOBHS 0€30IIaCHOCTH I'Py30- U MaCCAKUPOIEPEBO30K.

B  Konuenuumu  uHpOpManMOHHOW  0€30MacHOCTH  CKa3aHO, 4YTO  [MOBCEMECTHOE
(yHKUINOHUPOBaHWE O0BEKTOB TPAHCIIOPTA C aBTOMATH3MPOBAHHBIMH CHCTEMaMH YIPABJICHUS! CTABUT
B IPSMYIO 3aBUCUMOCTb KU3Hb U 30POBbE HACEIECHUS, IKOJIOTHUECKYIO U COLUATIbHYIO 0€30I1aCHOCTh
OT MX HaJISKHOCTHU M 3aluiieHHocTH [1].

be3omacHOCTh, Takmx I/IH(I)OKOMMYHI/IKaHI/IOHHbIX CUCTEM — DJOTO HX 3allUMIOICHHOCTH OT
CIIy4ailHOTO WM IPeAHAMEPEHHOTO BMEIIATeNbCTBA B IITATHBIN Mpolece UX (yHKIMOHUPOBaHUs. B
obmieM ciyyae pedb UAET O (QYHKIHOHATBHON 0e30macHOCTH HH()OKOMMYHUKAIIMOHHOW CHUCTEMBI,
Koraa BaXHBIM SABJISICTCA BBIIIOJIHCHHUEC CUCTEMOM ITOCTaBJIEHHBIX nepen HeM 3aaayd. Ecimm xe B
MHPOKOMMYHUKALMOHHON  CHCTEME  COACPXHTCS HHDOpMalus, MpefoCTaBieHne U (WIIH)
pacrpocTpaHeHHe KOTOPOH OrpaHUYEHO, TO B TAKOM CIIydae pedb UAET Takke U 00 MH(GOpMaLHOHHON
0e30MacHOCTH.

Opnako HHA B TIO0ANBHOM, HM B PErHOHANBHBIX MaciiTabax Mmoka He ynaercs 3(QQPEeKTHBHO
BOCIIPETIITCTBOBATh pa3padOTKaM M PACIHpPOCTPAHEHHIO CPEACTB, 3aBEAOMO INpPEIHA3HAYCHHBIX IJIS
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YHUUYTOXKEHUS, OJOKHpPOBaHUs, MOIU(MUKALNYU, TOXUIICHUSI WHPOPMAIMK B CETIX U pecypcax WId
HEUTpaM3aIuy Mep 1o ee 3ammure [ 1].

B Takux ycnoBusx 00s3aTENBHBIM SIBISICTCS aHATH30€30MacHOCTH WH(POKOMMYHHKAIIMOHHBIX
CUCTEM U Cpelbl MX (YHKIIMOHUPOBAHUSL.

YFp03I:-I Kl/lﬁep6630]'laCHOCTI/l I/lH(l)OKOMMy}lHKalII/IOHHbIX CUCTEM H UX YA3SBUMOCTH

KubepbOe3onacHOCT, — COCTOSIHUE 3alUIIEHHOCTH WH(QOKOMMYHHUKAIUOHHOH CHCTEMBI |
coJieprkarnieiics B Hell WH(GOpPMAIMKM OT BHEITHUX M BHYTPEHHHX yrpo3. COCTOSHHUE 3allUINEHHOCTH
HapyIIaeTcs MoCcpecTBOM kubepatak. Kubeparaka — 1iesieHanpaBieHHOE BO3/ICHCTBHE MPOTPAMMHBIX
U (WIM) NporpaMMHO-alapaTHBIX CPEACTB Ha HHPOKOMMYHUKAIIMOHHYIO CHCTEMY B IEJAX
HapymieHus U (WiIN) TpeKpanieHus ee (pyHKIMOHUPOBaHUS U (WIIM) CO3/IaHUS YTPO3bl O€30TacHOCTH
00pabaTbIBaeMOii TAKOH CUCTEMOH HH(POPMALHIH.

Takum 06pa3oM, OHATHE KHOEpOE30aCHOCTH BKIIIOYAET B ce0sl 3aIUIIEHHOCTh HH(POPMAITUH,
KOoTOpasi o0pabaTeiBacTcs MHPOKOMMYHHUKAIMOHHON cHCTeMOl (MH(opMaIroHHass 0e30TacHOCTh),
TaKk W 3allUIIEHHOCTh Tporecca (YHKIMOHUPOBAHHS CaMOW WH(POKOMMYHHUKAIIMOHHONH CHCTEMBI
(bynkumonaneHass OezomacHOCTh). [lpudeM, [uIs  KEIe3HOIOPOKHOTO  TPAHCIOPTa  BTOpas
COCTaBJIAIONIAs KHOePOE30acHOCTH SIBJIICTCS 00JIee aKTyalbHOW. JTO CBsI3aHO ¢ TeM, 4TO yacTh ACY
TII »xene3HOAOPOKHOTO TPAHCIIOPTA BOOOIIE MOTYT HE UCIOIH30BaTh HHPOPMAIUY MPEAOCTABICHUE
U (WIK) pacnpoCTpaHEeHHE KOTOPOH OrpaHHYCHO, W TPH STOM BBIMOJHITH 3a/Ja4d CBSI3aHHBIC C
0€30MacHOCTBIO TPY30- M MaCCAKUPONEPeBO30K. /Il TaKUX CHCTEM MEpOINPHATHS TI0 00ecTeYeHUIO
UHGPOPMAITUOHHOW 0e30MacHOCTH (DAKTHYECKU CBOJATCS K (DYHKIUSAM pa3rpaHHuYSHHs JOCTyHa |
aynura BeinosiHAeMbIX nonb3oBaTenem ACY TII onepanuii.

B peanibHO# cpenie GyHKIIMOHUPOBAHMS THOO0HNHPOKOMMYHHUKAIIMOHHON CUCTEMbI HE3aBHCUMO
OT Hee CYyIECTBYeT MHOXECTBO Yrpo3 ee  Oe3omacHOCTH. Yrpo3a  0e30MacHOCTH
WH(POKOMMYHHKAITIOHHOW CUCTEME — BO3MOYKHOE BO3JIEHCTBHE HA HEe, KOTOPOE MPSIMO I KOCBEHHO
MOXET HaHecTH ymepd ee OesomacHocTH. CremyeT pasfenarbh Yrpo3bl (PyHKIMOHATBHOW U
UHGOPMAIMOHHOM 0€30MaCHOCTH UCXOs U3 (YHKI[HH, HA KOTOPHIC OHU HALICJICHBI.

COBOKYITHOCTh BCEX yrpo3 T :{Tl,Tz,...,Tm} (ot amrn. threat), kotopble B TOH WIH HHON

CTENICHH MOTYT HAHECTH yIiep0 0e30macHOCTH HH(POKOMMYHUKAIMOHHON CUCTEMBI, (DOPMHUPYIOT
peanbpHyIO0 cpeny ee¢ (QyHKuuoHMpoBaHHMA. VIMEHHO Ha Takoe (YHKIIMOHHUPOBAHWE CJCIYET
paccUMTHIBATh TPH JKCIDTyaTaluu WH()OKOMMYHUKAIMOHHBIX cucTeM. Jlto0as yrpo3a He MOXeT
CyIIIeCTBOBATh caMa 1o ceOe — y Hee NOJDKEH OBITh HCTOYHHK.

Hcrouynuku yrpo3bl — 3TO MOTCHIIMANBHBIC aHTPOIOTCHHBIC, TEXHOTCHHBIC WM CTHXUITHBIC
HOCHUTEIIA yTPO3BI 0€30MIaCHOCTH. TakuM 00pa3oM, ICTOYHUKOM yYTPO3bI MOT'YT SBIIATHCA [2]:

— CyOBEKThI, TMOTCHIMAIbHBIE HEYMBIIUICHHBIE WA TpeIHAMEpPCHHBbIC JEHCTBHUS KOTOPBIX
MOTYT  HaHeCTH  ymepo (YHKIMOHAILHOW ~ WIM  WHQOPMAIOHHOM 0e30macHOCTH
WH(GOKOMMYHHUKAITUOHHOW CUCTEMBI,

— TEeXHUYECKHE CpEeACTBa — alMaparHble, MPOTPAMMHBIC WM almapaTHO-IPOTPaMMHBIE
CPEJICTBA M KOMILJIEKCHI, 0TKa3bl KOTOPBIX WM HAIMYKE B X PEaIr3aliy JJOTUIECKUX OITHOOK MOXKET
NPUBECTH K HAPYIICHUIO 0€301MacHOCTH HHPOKOMMYHHKAIIMOHHON CHCTEMBI;

— CTUXWIHBIE SIBICHUS — CTUXUIHBIE OCICTBYSI, YACTHYHO WJIA TOJHOCTBHIO MPEISATCTBYIONIUE
(hYHKITMOHUPOBAHUIO NHPOKOMMYHUKAIIMOHHON CHCTEMBI.

OnTUMambHBIM METOJIOM OIICHKH YTPO3 SIBISIETCS METOJ IKCHEPTHBIX OIEHOK, MPH KOTOPOM
JKCIepTaM MpeJIaracTcs OLEHUTh BO3MOXKHOCTh peallu3aliid HEKOTOPOTo MepeyHst yrpo3. B kadectse
KPUTEPHEB OICHKH OMACHOCTH KOHKPETHOW YTpo3bl, cormacHo [3], ciemyer BbIOpaTh BO3MOXKHOCTh
BO3HUKHOBEHHUs MCTOYHMKA Yrpo3bl ( K, ), CTENEHb €ro roOTOBHOCTH MPOU3BECTH ataky ( K, ), a Taxxe
(aTanbHOCTE 171 MH(OOKOMMYHHKALMOHHON CHCTEMBI OT peanusauuu yrposel (K, ). Kosdduuuent
OIMaCHOCTH YTPO3bI BBEIYMCIISIETCS HAa OCHOBaHMH OamtoB (quckpeTHo oT 1 mo 10), BBICTaBIEHHBIX
9KCIEPTOM I10 TPEM KPHUTEPHSIM, IO clieaytomeii Gpopmyre:

KK K
Ko = ﬁ 1)
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Hdns N skcmeproB oOmmii K03((GHUIUEHT ONACHOCTU YIPO3bl BBIYMCISETCS KakK MPOU3BEICHHUE
CpelHNX 0aJuIOB, BHICTABICHHBIX AKCIIEPTAMH 10 KAKIOMY KPHUTEPHIO:

S )

_i=l i=1
Koner - (10 )3
rne K, K,, K, — Oawibl, BBICTABICHHBIE I-M ODKCIIEPTOM TPEM YKA3aHHBIM BBILNIE KPHTEPHUAM
COOTBCTCTBCHHO.

IIpu TakoM pacyere MaKCHUMaJbHOEC 3HaueHHWE KOA(PQUIMECHTa OMACHOCTH Yrpo3bl TIPH
BBICTABJICHHUH JKCIIEPTaMH MaKCHUMAaIbHBIX OalUIOB TIO0 BCEM KpHUTEpUSM OyIEeT paBHO CIUHUIIC.
Anammzupys K03 GUIMEHTH OMACHOCTH COBOKYITHOCTH YTP0O3, MOYKHO IIPOU3BECTH UX PAHKHUPOBAHUC U
OTIPEIENIUTh TSI KOHKPETHOMMH(POKOMMYHHUKAIIMOHHOW CHCTEMBI IEPEYCHb HAN0O0JIee OMACHBIX U3 HUX.

Camu mo cebe yrpo3sl HE MPEJACTABISIIOT OMACHOCTH WH()OKOMMYHHKAIIMOHHBIX CHCTEM.
CocymiecTByss COBMECTHO C HHM, yIpO3bl MOTYT BOBCE HE MPHUYHHATH yiiepOa uXx Oe30ImacHOCTH.
OnacHocTh Ui MH()OKOMMYHUKAITMOHHONH CHUCTEMBI TPEACTABIISIOT TOJIBKO TE€ YTPO3bI, JUIS KOTOPBIX
OHa SIBJISICTCS YSA3BUMOW, WM, WHBIMH CIIOBaMH, OOJIalaeT ONpEACICHHBIMU YSA3BUMOCTSIMH, Yepe3
KOTOpbIE HCTOYHHUKHU YTPO3 MOTYT PEaM30BaTh CBOM YIPO3bl M HAHECTH yIIepO TAHHOMY OOBEKTY.

Ys3BUMOCTh MH()OKOMMYHUKAITMOHHON CHCTEMBI — 3TO MpPHCYIIMEe HH()OKOMMYHUKAIMOHHOMN
CUCTEME TMPUYUHBI, TPHUBOASAIIME K HapyIIEHUIO Oe30macHOCTH e¢ (YHKIIMOHHUPOBAHUS WU
Oe3omacHoCcTH HH(OpMAIIUK, KOTOpasi B Hell 0OpadaTeiBaeTcsl.

COBOKYIHOCTh YS3BUMOCTEH WH(POKOMMYHHKAIIMOHHOW CHUCTEMBI \/ ={V1,V2, ...,Vk} (oT aHrm
vulnerability) orpannumnBaer chepy ee dKCIUTyaTalliM M PEKUMbI (PYHKIIMOHHPOBaHMS. MaKCHMaIbHO
TIOJTHOE TIPENICTABIICHUE 00 YS3BUMOCTSX HH()OKOMMYHHKAITMOHHONH CHUCTEMBI TO3BOJIICT NMPUMECHUTH
aJICKBaTHBIC MEPHI M0 WX MHHUMH3AIMUA M, TEM CaMbIM, YCTPAaHHTh BO3MOXKHBIX IOCIEICTBHHA OT
BO3JICUCTBUS yTPO3.

B kauecTBe KpuUTEpHEB OIIEHKU OMACHOCTH YSI3BUMOCTH UCTOUYHHK [3] mpeiaraer: araibHOCTh
HaIM4YMs y MHPOKOMMYHMKALMOHHOH cUCTeMbl ysA3BMMOCTH ( K, ), JOCTYIHOCTb YySI3BUMOCTH JUIS

WCTOYHHMKOB yrpo3 ( K, ), a TakkKe KOJIMYECTBO YA3BUMOCTEH BBIOPaHHOTO poja B
MH()OKOMMYHHUKALMOHHON CHCTeMe MM 4acToTa ux nossieHus ( K, ). AHaJOrMYHO C IIPOLIECCOM

OLICHKKU OIACHOCTH YI'pO3 3KCHCPThI BBICTABIAOT Oamtsl ot 1 a0 10 mmo KaXJAOMY U3 KPpUTCPUCB. I[J'Iﬂ
OIOHOT'O IKCIICPTa KOS(l)(I)I/ILII/ICHT OIMaCHOCTH YA3BUMOCTHU BBITUCIIACTCS 11O (bOpMy.TIC:

_ K4 KS K6
orysi3 103 *

Anammzupysi K03 (UIHEHTH! OMACHOCTH COBOKYITHOCTH YS3BHUMOCTEH, MOXKHO TPOW3BECTH HX
PaH)XUPOBAHUE W OMPENENIUTh T¢ W3 HUX, YCTPAHCHHWEM KOTOPHIX HEOOXOIUMO 3aHSATHCS B TEPBYIO
ouepenp.

@)

Kpurtepun oueHnku yrpo3 kudepoesonacHoctTu

Jns oueHKH pPUCKOB KHOepOe30macHOCTH MH()OKOMMYHUKAILIMOHHONW CHUCTEMBI HEOOXOAWMO B
MEPBYIO OuYepellb BBIICIUTE €€ aKTUBBI. COBOKYMHOCTh aKTHBOB WH(POKOMMYHHKALIMOHHON CUCTEMBI —
3TO BCE TO, YTO HEOOXOIUMO JUIS €€ MTATHOTO (DYHKIIMOHUPOBAHUS M HAXOIHUTCS B €€ PaCTIOPSDKCHUH
(ammapaTHble cpeAacTBa, MporpaMMmHOe oOecrmedeHue, xpaHumas u  (wim) oOpabarbiBaeMas
UHpOpMAILHSL.

[Iporiecc oleHKH PUCKOB JUISL KKIOTO U3 aKTHBOB JIOJDKEH YYUTHIBATH CTOMMOCThH CAMOT'0 aKTHBA
U BEPOSTHOCTHYIO XapaKTEPUCTHUKY BO3MOXHOCTH HapylleHWs ero kuOepOezomacHoctu. [Ipu 3tom
BO)KHO YUMTHIBATh, KaK BCIO COBOKYITHOCTH YIPO3, TaK M BCIO COBOKYIHOCTH YsI3BUMOCTed (puc. 1).
[porecc 3MEHEHNsT COBOKYITHOCTH YIpo3 B mporiecce (QyHKIMOHUPOBAHUSI HHPOKOMMYHHKAITHOHHON
CHCTEMBI SIBIISIETCS TOPa3zo Ooiee TMHAMHYHBIM 110 CPAaBHEHHIO C ITPOIIECCOM U3MEHEHHUSI COBOKYITHOCTH
ee ysa3BUMOCTe. B cBA3M ¢ 3TWM A1 OLEHKHM PHCKOB 11€71€CO00pa3HO MEPBOCTENEHHOE BHUMAaHHE
YIENSATh IMEHHO yTpo3aM KHOepOe30nacHOCTH HHYOKOMMYHHUKAILIMOHHBIX CHCTEM.
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B cBm3M ¢ TemM, UYTO HEYKIOHHO PAacTeT  KOJIMYECTBO  KHOEpHpecTyIUICHUH,
MH(OKOMMYHUKAIMOHHBIC CHCTEMBI CTAHOBATCA KaK IPEAMETOM TaKWX MPECTYIUICHHH, TaK |
CPEICTBOM MX COBEpIIEHMs, B IEPCIEKTHBE HamedaeTcs (HOPMHUPOBAHUE TOTAIBHOM 3aBHCUMOCTH
TPaHCIIOPTHOM OTpaciy OT 3AIUIICHHOCTH MH()OKOMMYHHKAIIMOHHBIX CHCTEM, ITOCTPOUTH aOCOIIOTHO
aJIeKBaTHYIO CUCTEMY 3aIllUThl HE IPEJCTaBIACTCS BO3MOXKHBIM. OCOOEHHO, eciu 3aTpaThl Ha ee
OpraHU3alMIO U CONPOBOXKACHUE HE JAOJDKHBI IIPEBBIIIATh MperoaracMelii yuiep0 oT ee HapylLleHus B
pesynbTare peanuzanuu yrpo3. TakuM o0pa3oM, He0OXOJUMO BHIOpaTh METOAWKY, KOTOpAas MO3BOJHUT
OIIPEAEUTh ONACHOCTh YIPO3 /11 HHPOKOMMYHHKAIIMOHHOHN CUCTEMBI, CPABHUTBH YTPO3BI MEKAY COOOMH
U TIIPOBECTH pamXupoBaHMe. A BbIOpaB HauOoiee OmacHble Yrpo3bl UL HCCIIEAyEeMOM
WH()OKOMMYHHUKAIIHOHHONW CHUCTEMBI MOXXHO TIO0 HUM OIIEHHBATh PUCKH M KOH(UTYPHPOBATH CHUCTEMY
3aIIMTHI, BOMCBIBASICH TI0 €€ CTOMMOCTH B YPOBEHB MPEATOIaraeMoro yuepoa.

B peanbHBIX yCIIOBUSX (YHKIMOHHPOBAHHMS OJHA M Ta K€ Yrpo3akuOepOe30macHOCTH
WH()OKOMMYHHKAIIMOHHONW CHUCTEMBI MOJMKET peallM30BaThCsl depe3 HECKONBKUX ys3BHUMoOcTeid. Ha
pUCYHKE 2, IJIf NPUMEPA, TAKUMM YSI3BMMOCTAMH M3 MHOXECTBA YSA3BMMOCTEH V 11 yrpossel T,

ABIISIOTCS YSI3BUMOCTH V,,V, 1 V,. BaHO [1s K&XKI0M yrpo3bl COCTABUTh COBOKYITHOCTD YSA3BUMOCTEH

KOHKPETHOTO aKTHBA WM HH)OKOMMYHHKAIMOHHOM CHCTEMBI B 1IEIOM, Y€PE3 KOTOPBIE JJaHHAs yrpo3a
MoskeT peamnsoBathest V ={Vg;, Ve,, .o Vg }i Vs SV

/- COBOKYMHOCTb '\
yassumocten V

©

Kubepataka
(peanuzanust
yrpo3ssl T yepes
ys13BUMOCT Vj)

COBOKYIHOCTB
ySI3BUMOCTEN
V={V,Vy, ..., i}

POQ

Kubeparaka
(peanuzanust
yrpossl T gepe3
ys13BUMOCTH V)

-
WH(pOKOMMYHUKAIMOHHAS
cucTeMa

Vs ansa yrpo3bl T4

5

I 381

COBOKYNHOCTb yI3BMMOCTEWN

COBOKYIIHOCTb YIPO3 OT Pa3IMYHBIX HCTOYHHKOB
T={Ty, T2, ..., T}

NHMOKOMMYHMKaLMOHHAs CUCTEM

Puc. 1. CoBOKyIHOCTH YIpo3 U ySA3BUMOCTEMH Puc. 2. Peanuzanus yrpo3 kubep0Oe30macHOCTH
KrOepOe30MacHOCTH HHPOKOMMYHHUKAIIMOHHON CHCTEMBI 4yepe3 pa3Hble YSI3BUMOCTH

CyIIecTBYIOIUE METOABI PAHKHUPOBAHHS Yrpo3 M YA3BUMOCTEH MPOU3BOAAT HX OICHKY
HE3aBUCHUMO JpyT oT Apyra [3]. OxHako, Kak ObIIO yKa3aHO BHIIIE, YIPO3bI HE MPEACTABIISAIOT OMTACHOCTH
JUT 00BbeKTa 0e3 HaM4Ks COOTBETCTBYIOIUX MM ySI3BUMOCTEH. Tarke ¥ ySI3BUMOCTH HE MOJPBIBAIOT
YpOBeHb KHOEPOE30MacHOCTH HH(POKOMMYHHKAIIMOHHOM CHCTEMBI, €CJTH HET YIPo3, KOTOPHIC MOTYT UMU
BOCIONB30BaThes. ClieloBaTENbHO, OICHKY yIPO3 W YSA3BUMOCTEH CIIIyeT MPOU3BOJUTH COBOKYITHO.
[pu 3TOM ClleyeT HCIOJIb30BATh CIIETYIONIHE KPUTESPUH:

— xputepuii C, (OT aHrm. Criterion) — BO3MOXXHOCTh BO3HHKHOBEHMSI MCTOYHHMKA YTPO3BI B

JIOCTATOYHOM OKPY>KCHUU OT MH(POKOMMYHHUKAIIMOHHON CUCTEMBI JUIS PEaTU3alliil YyTPO3bI;
— Kputepuii C, — CTENIEHh TOTOBHOCTU UCTOYHUKA YTPO3bI PEANTM30BaTh yrPo3y;

— kpurepuii C, — pacpoCTpaHEHHOCTh B MHPOKOMMYHHKALIMOHHON CHCTEME YSA3BUMOCTEN M3
COBOKYITHOCTH YA3BUMOCTEH (V ), 4€pe3 KOTOPHIE MOKET PEATM30BATLCS YTPO3a;

— Kpurepuii C, — JOCTYNHOCTb I PEANU3ALMU YIPO3bl YA3BUMOCTEH M3 COBOKYIHOCTH
ysazBuUMocTel (V ), 4epe3 KOTOPBIE MOKET PEaM30BaThCs NaHHAs YIpo3a;

— kputepuii C, — ¢daranbHOCTh A1 MH()OKOMMYHHMKAIIMOHHOM CHCTEMBI OT pealu3aluu

YTPO3BI.
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KomiekTB HE3aBUCHMBIX 3KCIEPTOB 1O KAXKJIOMY U3 KPHUTCPUECB BBICTABISET OalIbI
(muckpetHo ot 1 10 10). [IpuHIMIT BEICTaBICHUS OA/UIOB AJIS IIEPBBIX YETHIPEX KPUTEPUEB IPOCT: YeM
B OOJIBIICH CTENEHU IOSBIACTCS KPUTEPHil, TeM Oojibiero Oajia OH 3aciyxupaer. [lys ydera
BOTPOCOB KaK HMH()OPMAIMOHHOW, TaK M (YHKIIMOHAIBHON OE30MacHOCTH ISl IMSATOTO KPUTEPHUS
PEKOMEHJIYIOTCSl TIpE/ICTaBIICHHbIE BTa0muIle | 3HadeHWs OaJJIOB W COOTBETCTBYIOIUE MM YPOBHU
HapylieHus: KuOepOe30macHOCTH HWH()OKOMMYHUKAIIMOHHBIX CHUCTEM UCXOJS M3 COOOpakeHHH
MIEPBOCTENICHHON BaXKHOCTU 00ecTiedueHus (PYHKIIMOHAILHOW 0€3011acHOCTH.

Ta6bnuna 1. 3HaveHust 6a10B KpuTepus GaTalbHOCTH pPeaJH3anHH YIPO3bl

YpoBHU HapylIeHHUs KHOepOe30nacHOCTH HHPOKOMMYHUKAIMOHHBIX CHCTEM
ban, HapylLICHUE YaCTUYIHOE BBIXOJI M3 CTPOS
. HapylLIeHUe HapylIeHUe
BBICTaBJISICMBIi KOH(pHUIeH- HapyLICHUE HHPOKOM-
JIOCTYITHOCTH LIEJIOCTHOCTH N .
9KCHEPTOM LUAIBHOCTH GYHKIMOHANBEHOW | MYHHKal[MOHHOU
nHpopmarmu uHpopMaIru
nHpopMaIn 0e3omacHOCTH CUCTEMBL
1 +
+
2
+
+ +
3 + +
+ +
4 + + +
5 +
6 + +
+ +
7
+ +
+ + +
8 + + +
+ + +
9 + + + +
10 +

Torma mist N skrcepToB o0MiA K03()(UIIMEHT OMAaCHOCTH YTPO3bI C YYETOM YKa3aHHOTO BBIIIE
TIepeyHs] KpUTEPUEB BBIUUCIIETCA TI0 clieayromeil hopmyre:

N N N N N
chi 'zCzi 'Zcm ‘ZCM 'chi
i=1 i=1 i=1 i=1 i=1

omyrN = (1ON )5 ! (4)

K

rae Cli y CZi nrT O -— 63J'IJ'H>I, BLICTABIIEHHBIE 1-M OKCIICPTOM TI0 IIATHU YKa3aHHBIM BBINIC KPUTCPUAM

COOTBCTCTBCHHO.

3akiaouenue

Onenka puckoB KubOepOe30macHOCTH HMH()OKOMMYHHUKAIIMOHHBIX CHUCTEM IPOU3BOJUTCS
CIIEAYIOLIUM 00pa3oM:

1. Onpenensiercs nepedeHb aKTUBOB HHPOKOMMYHHKAIIMOHHON CHCTEMBI.

2. ]Iy Ka)KJI0T0 U3 aKTHBOB OIIPEAENIIeTCS COBOKYITHOCTD YIPO3 ero KuOepOe30macHOCTH.

3. 11 Kaxkmoi U3 yrpo3 onpeaessieTcsl COBOKYIHOCTD YSA3BUMOCTEH, Yepe3 KOTOPhIE OHA MOXKET
peanu3oBaThCs.

4. I'pynmolt SKCHepTOB MPOU3BOIUTCS OlleHKa KO3 UIMeHTa OMacHOCTH KaXIOH W3 Yrpo3s
(dpopmyna 4).

5. IIpou3BOANTCS PaH)KUPOBAHKE YIPO3 M0 YMEHBIICHUIO KO3 GUIIMEHTa X OMacHOCTH. Takum
o0pa3oM, I KaXA0ro akThBa (opMHpyeTcs WHIMBHUAYAIbHBIH PAHKUPOBAHHBIM I10 CTEIECHH
OIaCHOCTH CIIMCOK YIPO3.

6. 1 kaXaoro W3 aKTHBOB OMNPEACISIIOTCS PUCKH KUOEepOEe30MacHOCTH MO €ro CTOMMOCTH U
MaKCHMaJbHOMY JJIsl aKTHBA 3HAYCHUIO KO3((HUIMECHTA OTTACHOCTH YIPO3bI.
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ASSESSING RISKS OF INFOCOMMUNICATION
SYSTEMS' CYBERSECURITY

P.M. BUI

Abstract. A methodology for assessing the risks of railway transport's infocommunication
systems' cybersecurity is proposed. The methodology uses an aggregate of threats and
vulnerabilities with the paramount importance of functional security.

Keywords: threat, vulnerability, risks, cybersecurity.
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VIIK 621.391

MOAYJATOP MAXA-IEH/IEPA

B.H. BYIINJIO, H.B. TAPYEHKO

Benopyccxuii cocyoapcmeennviil ynusepcumem ungpopmamuxu u paouosnekmponuxu, Pecnyonuxa bBerapyce

Hocmynuna ¢ peoaxyuro 01 anpens 2020

AnHoTanusa.CoBpeMEHHbIE BBICOKOCKOPOCTHBIE CHCTEMBI IE€peladyd CHTHAJIOB IO ONTHYECKUM
BOJIOKHAM OCHOBAaHBI Ha IIPUMEHEHHWH CIIEKTPAJHHOTO pAa3leiieHus KaHAJIOB — TEXHOJOTHH
DWDM. B mnporecce NMpoeKTHPOBaHUS NAaHHBIX CHUCTEM HEOOXOJWMO BBIOPATH ONTHUMATbHBIN
MeTox Moxayisiiuu. OCHOBHBIM 3JIEMEHTOM (OPMHPOBAHUS BBICOKOCKOPOCTHBIX CHTHAJIOB
SABISICTCS BHEIIHWUN ONTHYeCKHil Moxymsartop. OmHNM W3 BapHAHTOB WCIIONHEHHS BHEIIHETO
MOAYJATOPA ABIISETCS DJIEKTPOONTHUECKUI MoayasiTop Maxa-Ilennepa.

Kniouesvie cnoea: BBICOKOCKOPOCTHBIC ONTOBOJOKOHHBIE CHCTEMBI IIEpeadd, MOJIYJISITOP
Maxa-Ilenaepa, kon NRZ, kon RZ.

BBenenue

OnekTpoonTudyeckuii Momaynstop Maxa-llennepa mpenHazHayeH A MOAYJSIIHMHA HM3ITYYCHUS
MOIITHOTO OMTHYECKOTo Jazepa. CTpyKTypHas cxeMa JaHHOTO MOXYJISATOpa MpeacTaBiieHa Ha puc. 1.

HenpepeiBHOoe m3nmydenue nasepa E, Y-pasBerBurenem HampaBisiercs IO IByM KaHajgaM (Iuiedam

naTepdepomerpa). Jlanee B kaxxaoM u3 kaHaiuoBY; U Y, HEIPEPHIBHOE CBETOBOE M3IIyUYCHUE MIOMA/IACT
B (pa3oBble MOIYJISATOPHI, KOTOPHIE TO3BOJSIOT HM3MEHSTHh IOKa3aTeldh IPEIOMIICHHS BOJHOBOJA
npornopiroHanbHo Hanpspkenuro U, nU, . Ha Beixone ciBuHYTHIE 110 (pa3e CUTHAJIBI CKIIAIBIBAIOTCS B

nporecce uHTephepenuny, noaydas E , [1].

U

EOH?

U,
Puc. 1. Cxema moxynstopa Maxa-Ilennepa

BrixonHoe 3Hauenue E, mpuHmMaeT cnemyromuii BU:

E jo,(t j t
Eout — O(eJ‘Pl()+eJ(Pz()),
2
rac EO — BXOHOC OIITHYCCKOC U3ITyUCHUE; P, U @,— CABUTHU (1)33 B BCPXHCM Yl 1 HUOKHEM Y2 IJieyax.
(DopMI/IpOBaHI/Ie q)a3OBOFO CIIBHAI'a CBs3aHO C M3MCHCHMEM YIIPABIIAIONICTO HAIIPSDKCHUS

U U
0.(1)= Lm0, (1)= Vox

ml 2

CymiecTByer /aBa pexxuma pabotel moayisitopa Maxa-Llennepa. B pexume «push-push» B
o0oux medax MonaynsTopa (opMupyercss OIUHAKOBBIA (Ha30BBIA CHBUT (p('[)z(p1 (t)z(pz(t)
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(manpumep, mpu U, (t)=U,(t)=U(t) 'V, =V, =V, ), 410 no3BoISeT OCYIIECTBIATH (azoByrO
Moy siuuio. IIpy 5TOM aMILIUTy/ia BXOJHOTO CUrHAlIa He u3MeHsiercs. B pexume «push-pull» oboux
neyax (pOPMUPYETCs OMHAKOBBIN 10 BEIMYMHE, HO PA3HBIN 110 3HaKy (asoBblii casur ¢, (t) =—o, (t)
(manpumep, npu U, (t)=-U,(t)=U(t) / 2 uV, =V, =V ), 4To mpuUBOIUT K UHCTOH aMILIUTYIHOMN
MO JIAIINH.

ITapameTpsl pesxuMoB paboThl MoylaTopa Maxa-llenmepa 00yCIOBICHBI €0 MepeaaTOUYHBIMA
XapaKTePUCTUKAMH, TIPEACTABICHHBIMU Ha PHC. 2.

a 9]
Puc. 2. Tlepenarounbie (GyHKIMU 3IEKTPUUECKOTO MOJISL U MOIIHOCTH MOy isitopa Maxa-1ennepa
B PA3JINYHBIX PeXKUMax pabOThl: a— KBaJpaTypHas TOUKa; 6 — TOUKA MUHUMAJILHON TPAHCMHUCCUU

Jiis MonenupoBaHus METOIOBMOAYISIIMKA U KoAupoBaHus BeiOpana cpena MATLAB. Bribop
HapaMeTpoB  JUIS  BBICOKOCKOPOCTHBIX ~ ONTOBOJIOKOHHBIX CHCTEM IIepeJjadd OCHOBaH Ha
pexkoMeHnarusax MCDO-T, koTopsie TTpeIcTaBIeHbI B TAOIHIIE.

IToxka3zaTean MeTOJ0B MOAYJISIIMHU AJ5l BBICOKOCKOPOCTHBIX ONITOBOJOKOHHBIX
cHUCTeM mepegayu co ckopoctbio 43 I'dut/c [2]

Iloxa3zaTens RZ ¢ 33% 3anonnenuem RZ ¢ 50% 3anonnenuem RZ ¢ 67% 3anonuennem (CS-RZ)
foq (TT) 21,5 43 215
mod ZVT{ VT[ 2V1:
Vbias Vmax V3dB Vmin
®Da30BbIi CABUT 0,00 0,0,0 0,70

®opmupoBanne NRZ-curnana

Kox NRZ(Non Return to Zero — 6e3 BO3BpallleHHsI K HYJIIO)OTHOCHTCS K O€3M30BITOYHBIM
kogamM.B maHHOM (opMaTe CHTHAjJ, COOTBETCTBYIOIIMH JIOTUYECKOH eauHMIE, (QOopMHpYyeTCcs
ONTUYECKUM HMITYJIbCOM, JJIUTEIILHOCTh KOTOPOTO T paBHA IMEPHOJY CIICJOBAHHUS CUMBOJIOB
1 =T =1/B (rne B- ckopoctb mnepenaun). Hymo cOOTBETCTBYET OTCYTCTBHE ONTHYECKOTO CUTHAIA
WJIM CUTHAJI MEHBIIETO YPOBHSI.

Jns nanHOrO BHWIA KOAMPOBAHHS ONTHYECKUX CHUTHAIOB JOCTATOYHO TNPUMEHEHHUS OJHOTO
moayistopa Maxa-Ilennepa (MZ), paboraromiero B pexume «push-pull». Cxema dpopmupoBanus Komaa
NRZ npencrasnena Ha puc.3.

CwmernieHue
N
MZ >—>
NRZ
Jlazep CW JlaHHbIe
01011

Puc. 3. Cxema ¢popmupoBannss NRZ-curnana ¢ ucnoiis3oBanneM moaynaropa Maxa-I{enaepa
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Ha puc. 4 npencraenensipe3ynbTathl MonenupoBanuss NRZ-curnana B cpenge MATLAB BunHO
u3 puc. 4 Gaza BBIXOJHOTO CHT'HAJa HE M3MEHsETCS, Tak Kak Momynstop Maxa-l{ennepa padoraer B
pexkume «push-pull». MaBepTHpOBaHe UCXOTHOTO MH(MOPMAIIMOHHOTO CUTHAIA TIPH (OPMUPOBAHHUN
NRZ-curuana 00ycaoBICHO BUAOM MEPEIATOUHON XapaKTEpUCTUKH MoysTopa Maxa-I{enaepa.

BxogHon MHhOpMaLMOHHbLIW CUTHan
ot | | | T |
2 3 4 5 6 7

x107"?
NRZ-curHan (AMnnuTyga BeIXOOHOro curHana ¢ mogynatopa MZ)

ooar [ [ ] —‘ 177
0.02f ‘ 1
o— — . s .
1 2 3 4

0 5 6 7
%1070
"y ®a3a BbIXOAQHOro curHana ¢ mogynaropa MZ
0
0.1 . . . . . .
0 1 2 3 4 5 6 7
%1070

Puc. 4. Pesynbratel mogemmpoBanust NRZ-curnana B cpene MATLAB

®opmupoBanue RZ-curnana

[IpocrefimmM BUIOM H30BITOYHOTO Koja siBIsieTcst kox RZ (Return to Zero — ¢ Bo3BpalieHuemM
K Hymo). B ¢opmare ¢ RZ moboii cumBon «1» mpencrtaBisier co0Ol HMIYNBC, ATUTEIBHOCTH
KOTOporo T MOKET BapbUpOBaThesl, HO Beerya T < T (manpumep, ©= T/2) [3].

Cxema ¢opmupoBanus koma RZ mpemcraBnena Ha puc. 5. [lanHas cxema BKJIIOYAeT B ceOs
dhopmupoBarne NRZ-curnana ¢ momorsio meporo Mmoayistopa Maxa-Ilennepa. [lomyuennsrit NRZ-
CHUTHAJI IMOCTYMAeT Ha BXOJ BTOpPOro mopaymsaropa Maxa-llennepa, KOTOpBIA B CBOIO OYepenb ¢
momoIpio  ynpasistomiero cursana U (t) =V, /2-sin(2at- f_,)+V

bias

BBIpe3aeT RZ-ummynscer ¢
pasnuuHbIM 3anonHeHneM. O6a MoaysiTopa paboTatoT B pexxume «push-pull».

CMmemieHnne CwMmemenne
L L
MZ MZ >—
NRZ RZ
T T
Jlazep CW JlanHble TakThl OT UMITYIbCHOTO
01011 3JIETPOOTITHY ECKOTO
re’eparopa

Puc. 5. Cxema ¢popmupoBanus RZ-curnana ¢ uCIosib30BaHUEM
moaynaropa Maxa-Ilennepa

CyiecTByOT paboune HMUKIBI P MOLYJISAIUK RZ-curHana, KOTopele cocTtaBisiior 1/3, 1/2 u
2/3 (cootBeTcTBeHHO, 33%, 50% 1 67% 3anonnenne). @opmupoBanue RZ-curHana ¢ pasiuuHBIM
3aM0JTHEHNEM OCYIIECTBIISIETCS] C IOMOLIBIO M3MEHEHHS TaPaMEeTPOB YIPABIISIIOIIETO 3JIEKTPUIECKOTO
CHUTHaJla Ha BTOpoM MoayJiarope Maxa-Ilennepa.

Ha pwuc. 6 mpeacraBiieHbl pe3ysbTaThl  MOACIUPOBaHUS RZ-curHama ¢ pa3sTuIHBIMU
3anonHeHusMu B cpeae MATLAB.
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BxoaHoi MHOPMaLMOHHBLIA CUrHan
T T

1] 1 2 3 4 5 6 T

RZ-curHan c 33% sanonHeHuem

0.04H\ 1\ f f o i) 0\ fnaA f M
IR il AW -"| (' Al AR I A
D-DZTI|.'I| I|I I|II \ IlI I\ BEENE ||I .II.II—
ol VA SV | | \ v
0 1 2 3 4 5 ] 7
-10
=10
RZ-curHan c 50% 3anonHeHuem
0.0477\ N N nnnn N noon AN N
[N | f f A IRERER I AR
0. DZIJ |I I| II || II ,' |I III |I III |I I' III I| |II I| III f 'I I| || I| || I| || I| |I || |I || IL
ok VU LI B A T . L L Vv . vl
0 1 2 3 4 5 ] 7
-10
=10
RZ-curHan c 67% 3anonHeHuem
Ly ~ a¥a¥a¥a' fa 'a a aYavys' ' MM
g. g; i all [ I'| [ I'. [ I'| [ I'. NN | \'| : \'u N .' \ | \ |' A A [ |
£ ru | [/ . I ||
ol 11 0 VO Y L B [ f 1]
0 1 2 3 4 5 ] 7
%1070

Puc. 6. Pesynbrarsl MonenupoBanust RZ-curnana B cpene MATLAB

3akiIoueHne

Monynsatop Maxa-lleamepa MO3BOISET OCYIIECTBIATh Kak (Da30BYI0, TaK W aMILTUTYIHYIO
MOJYJISIIIAIO, YTO TIO3BOJISIET MCIOJB30BaTh €ro B KaYeCTBE YHHBEPCAIHHOTO 0a30BOTO AJIEMEHTA B
cxemax (OpPMHUPOBAHUS Pa3IMYHBIX (OPMATOB MOJIYJSIIUM B COBPEMEHHBIX BBICOKOCKOPOCTHBIX
ONTUYECKUX CHUCTeMax Mepemadu. M3MeHeHrne mapaMeTpoB YIPABISIONMIEr0 EKTPHIECKOTO CHTHAlIa

Ha BTOpoM Moayistope Maxa-llennepa mno3BonserdpopmupoBaTh RZ-curHanmbsl ¢ pa3sTUYHBIM
3aMOJIHEHUEM.

MACH-ZEHNDER MODULATOR

V.N. BUSHILO, N.V. TARCHENKO

Abstract. Modern high-speed systems for transmitting signals through optical fibers are based on
the usage of spectral separation of channels — DWDM technology. In the process of designing
these systems, it is necessary to choose the optimal modulation method. The main element in the

formation of high-speed signals is an external optical modulator. One embodiment of an external
modulator is the Mach-Zehnder electro-optical modulator.

Keywords: high-speed optical systems, Mach-Zehnder modulator, NRZ, RZ.
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