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MODELING A TWO-LEVEL RISK REDUCTION OF AN ENTERPRISE 

IN THE FORMATION OF STAFF COMPETENCE 

 

Abstract. An analysis of the possibility of modeling the risk reduction of an enterprise in the 

formation of the competence of management personnel, based on fundamental research by leading 

scientists, was carried out. It is shown that at the enterprise it is possible to distinguish different 

levels of activity associated with risks in the formation of personnel competencies (current 

management activities and training of specialists). It is concluded that the modeling of two-level 

risk reduction can be classified as a non-linear stochastic programming problem due to the clearly 

non-linear relationships between the model variables and the probabilistic optimality criterion. 

Keywords: innovations in personnel, personnel risks, modeling of enterprise risk reduction, 

management activities. 

 

When introducing innovations in personnel, enterprises have certain financial 

risks. These risks can lead to certain losses. To prevent or reduce them, certain costs 

are required for the analysis of the level of risks and their reduction. These costs 

must be minimized taking into account possible losses, in other words, optimized. 

To assess the risk, you can use, for example, the ISO 31000 standard, as well as 
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various methods and approaches, including mathematical ones, but the risks 

associated with personnel are specific and therefore mathematical methods for their 

assessment require refinement and development. Therefore, the issues of developing 

mathematical models and methods for assessing risks to form the necessary 

competencies of personnel at enterprises in the real sector of the economy, to find 

ways to reduce risks are relevant and important for theory and practice. 

The authors analyzed the possibility of modeling the risk reduction of an 

enterprise in the formation of the competence of management personnel, built on 

fundamental research by leading scientists: 

– general approaches to mathematical modeling of socio-economic systems, 

their stability and management, developed in the works of K.A. Bagrinovsky [1–3], 

A.N. Ilchenko [4], M. Intriligator [5], L.V. Kantorovich [6], V.A. Kardash [7],  

A.I. Orlov [8, 9], P.S. Barkalov [10] and others; 

– significant works on statistical modeling and forecasting of economic 

processes are the works of S.A. Ayvazyan [11], K.Dougherty [12], M.P. Vlasov [13] 

and others. 

At the enterprise, it is possible to distinguish different levels of activity 

associated with risks in the formation of personnel competencies: current 

management activities and training of specialists. 

Let us consider in more detail the features of each direction from the position 

of risks. 

Current management activities should provide low risks of making strategic 

and tactical management decisions. This implies that orders (decisions) should be 

low risk. There are many of these decisions, they can always arise, at arbitrary 

moments in time, and you cannot determine them in advance, you cannot prepare a 

“recipe” for the behavior of the person making the decision. Therefore, these risks 

need to be reduced. 

When sending his staff for training to solve the problems of enterprise 

development, the manager determines the direction of training, specific tasks 

(planned learning outcomes), selects the staff sent for training, coordinates the 

program and other requirements for the training process. The foregoing allows you 
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to create conditions that can significantly reduce the likelihood of a danger 

associated with training. The correctness of these decisions is determined by the 

level of competence of management personnel. 

One of the main ways to reduce such risks, taking into account their special 

features, is the training of management personnel at different levels (high and 

medium) in terms of management (management). Tool The higher the level of 

managerial training, the less wrong decisions, the less risks. Although it is very 

difficult to formally express the relationship between the level of training (or total 

costs, taking into account previous training) and the level of risks of decisions being 

made. 

It is necessary to take into account the specifics of the training of senior staff: 

individuality, informality of training, constancy (high frequency of training with a 

short duration at a time), a small number of managers, and relatively low training 

costs. All this leads to the fact that we can assume that decisions are made mainly at 

a certain conditionally constant level of competence of top personnel in a certain 

period of time (for example, during the year). Therefore, the main task is to minimize 

the risks from making managerial decisions. 

In this case, the total risk of control decisions should be chosen as the optimality 

criterion. 

It should be taken into account that the risk is of a random nature, therefore, in 

this case, with a set of managerial decisions made, one should talk about the 

mathematical expectation of risk on the totality of all managerial decisions of the 

enterprise, and not about its specific value. 

In this direction of developing a complete model, it is necessary to solve the 

problem of formalizing the relationship between the total costs of training senior 

personnel and the generalized (averaged) risks of decisions made. 

Training of specialists. When training specialists, there are dangers and risks 

of training. This is already a different level of risks for the enterprise, it is determined 

mainly by the educational institution. These risks must be guaranteed to be within 

the acceptable range, there is no need to minimize them, since reducing risks below 

the acceptable level will require large, and unjustified costs. But it is necessary to 
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reduce the costs to achieve this acceptable (tolerable) level of risk. In this case, there 

are relatively large costs (due to a large number of trainees, a longer duration of 

training, separation from production, etc.). This implies the need to reduce 

(minimize) the total costs of providing a given level of risks (learning risks) in all 

projects for a given period of time. 

The most effective way to reduce the total cost of personnel training is the 

competent formation of the goals and objectives of training, training programs, 

places of training (selection of educational institutions), selection of personnel for 

training. 

When conducting training in order to form the competencies of specialists, one 

should take into account the main limitation on the risks of training. 

The risk absorption rule (option 1) assumes that when drawing up a personnel 

training program for a year, it leads to the fact that the maximum risk of projects can 

be taken as the training risk. In this case, all other projects will obviously give less 

risk. 

When implementing work on each individual personnel training project  

(option 2), it is necessary to limit the risk at its acceptable level in each specific case. 

When choosing a learning risk, various options can be taken into account. Such 

a formulation can be applicable to any implementation of a training project, but the 

given level of acceptable risk can be different in each project, determined by 

economic feasibility and expediency for the enterprise. 

Formalization of the problem statement for modeling a two-level enterprise 

risk reduction. The probability of risk in the formation of personnel competence is 

determined mainly by the educational institution, since its activities may not meet 

the requirements formulated by the enterprise before sending personnel for training. 

Setting the task for training, selected from the set - the number of people sent 

for training. Not only the direct costs of training depend on this amount, but also the 

losses that the enterprise will have if several specialists do not master the training 

program or transfer them to another job after training both within the enterprise and 

to another after training. In this case, there will be a failure to achieve the goal of the 

planned modernization of the enterprise's activities (the introduction of new 
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equipment, technology, changes in the organizational structure, the introduction of 

new systems, and so on) due to the reduction of trained specialists on whom the 

enterprise was counting. An increase in the number of trained specialists against the 

minimum required (training with a "reserve" in quantitative terms) can drastically 

reduce the severity of the consequences even with additional costs for training the 

"insurance task of trained personnel". 

The severity of the consequences mainly depends on the enterprise, on the level 

of preparedness and management personnel. 

The severity of the consequences for each risk depends on the setting of the 

learning objective and on the use of learning outcomes, and this in turn is determined 

by the level of training of managers and those who set the learning task. 

In addition, the cost of training must be included in the severity of the 

consequences. 

It is also necessary to include in the severity of the consequences for the 

enterprise the consequence of failure to achieve the development goals of the 

enterprise as a result of training, associated with the “loss” of part of the trained 

personnel (in this case, failure to achieve the goal should be expressed in monetary 

units, like other costs). These losses, of course, will depend on the number of trained 

employees whose new intellectual potential was not used by the enterprise (for this 

amount, additional training of new employees will have to be carried out). 

Minimization of the criterion of optimality of the task of the upper level can be 

carried out by allocating funds for managerial training of the organization's 

management, the formation of a training program, methods of conducting training. 

In the general case, this model belongs to the problems of nonlinear stochastic 

programming due to the clearly nonlinear relationships between the variables of the 

model and the probabilistic optimality criterion. Therefore, its solution in general is 

extremely difficult. 
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