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Henpo-HeyeTKaa Mmoaenb

AeTeKTUpoBaH

s aHOManun

B MOTOKaX TeneMeTpum
ana pacnpeneneHHbIX
TeNNIeKOMMYHMUKALMOHHDbIX

cCnNctTeMmM

B ctatbe npeacrtaBs/ieHa HEI‘I'IpO-HeLIETKaFI mopgenb
JeTeKTpoBaHNA aHOManuM B NOTOKax TenemeTpun

pacnpepeneHHbIX Te/IeKOMMYHUKaLUMOHHDbIX CUCTeM. anI3HaKI/I
COCTOAHMA OﬁOpyﬂOBaHVIFI 06paﬁaTblBaIOTCﬂ I/ICKyCCTBQHHOI7I
|-|e|7|p0|-||-|0|7| HeYeTKoM ceTblo npAMOro pacnpoctpaHeHuA

C MOMOLLbIO MaTEMATNYECKOrro arnaparta He4YeTKUX MHOXeCTB.

C.MOJIOBEHHA,
3aB. Kadegpon
TeNeKOMMYHUKALMOHHbIX CUCTEM

T.PAOULLEBCKAA,
acnupaHT

Benopycckas rocygapcteeHHas
aKafemusa CBA3M

OcHoBoW moaenu ABnaeTca maclitabarop/dpassudukarop,
KOTOpbIl onpefensAeT BXOAHbIE IMHIBUCTUYECKUE TEPMDbI
Nno NMKam U NpoBanam JaHHbIX U/UNVv NO BOCXOAALLMM
NN HUCXO[ALMM TPEeHAAM C pa3HbIMU MOPOraMv CKOpoCTi
n3mMeHeHNA AaHHbIX. HacTpavBaemas gnnHa cKonb3ALwwero

OKHa [nA faHHbIX OT OT/INYAIOLLNXCA UCTOYHMKOB yCTpaHAEeT
YyBCTBUTENbHOCTb NPEeASIoKEHHON MoZeN K pa3mepy OKHa

Npuv o6Hapy>»KeHN aHOManuii pasHoro Tuna. Heipo-HeuyeTKas
Mopenb peanv3oBaHa B Buge 6nbnuorekn nognporpamm B cpeae
pa3pabotku EasyBuilder Pro gna yctpoiicts cMT-SVR.

BBenenne. B cepenune 2021 roga crienanuctsl [oT
Analytics ony6mkoBanyu IporHo3 pasBUTHA IIATHOPM
«yHTepHeTa Bemlel» (Internet of Thing, IoT) na 2021-
2026 ropsl [1]. Oy paccMoTpenu nATh GaKToOB, KOTO-
pble HeobxoauMo 3HaTh 0 miaTdopmax IoT. Cerops
watdopmy IoT onpenensioT kKak pasHOBULAHOCTS IIPO-
rpaMMHOI I poBoIt aTOpMBI, TpefHa3HAYEHHYIO
ISt co3panms u yupasnenus petnernsimu [oT, n nmeet
MIMPOKIEe BO3MOXXHOCTY HACTPOVKM U pacUIMpeHNs
(dyHKIMOHANA, IPEeBOCXOAIINE BO3MOXKHOCTY Tpa-
OULIMOHHBIX IatdopM pa3paboTku. ITO ompemere-
HJIe OTpaXKaeT TOT (aKT, YTO 3a IIOC/IefHME 5 JIeT IJIaT-
¢dopmsl IoT 1o cBoelt mpupope crany 6onee crienyay-
3MpOBaHHBIMM (HAIpUMep, C YIIOPOM Ha yIIpaBJleHue

Knioyeesoie cnoea:
Helipo-Heuyemkas Mooeslb,
demekmupogaHue aHomanutd,
macwmabamop, ¢azzugukamop,
JIUHe8UCMUYecKul mepm.

YCTPOICTBaMY VJIU TeTIeKOMMYHUKALVAMI), 607Iee MO-
AyIbHBIMU (HAIIpyMep, C HOMOILbI0O MUKPO-CEPBICOB)
u 607Iee OPMEHTNPOBAHHBIMI Ha JaHHbIE ([IPEeAIaraloT
pasnuyuHble KOMIIOHEHTBI YIIPAB/ICHN JAHHBIMM).

C apyroit cTroponsl, TexnonorusaM IoT Memmaior pas-
BMBATbCS BBICOKAA CTelleHb ¢pparMeHTanyuy peika loT
¥l HU3Kas OlieHKa pormu obopynoBanma. Pparmenra-
st peiHKa JoT IpOXOAMT He 10 HAlMOHAIBHOMY WIIN
reorpagu4eckoMy IPMHIINUITY, He 3aBUCUT OT IOCTaB-
wuKoB ob6opynosanus u miar¢popm IoT, u Tombko
YeTKOe pasrpaHyuyeHne 3agad u norpebHocteit B2B
u B2C genut porrok loT Ha mNpOMBINIIEHHBIN «VMH-
tepHet Beweli» (Industrial Internet of Thing - IIoT)
u notpedurenbckuit (IoT). B xonnenuunm IIoT Taxke
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He[OOILIeHMBAETCSI 000PY[OBaHIIE, XOTSI IMEHHO OHO
3axmajpiBaeT pyHgamenT lloT-npunoxennii, ABIAACH
TEXHOJIOTMYeCKOI OCHOBOII YeTBEPTON MHAYCTpPUAIIb-
Holi peBomtoryu (VHpycTpus 4.0), mpepycMaTpuBa-
folelt NUGpPoByK TpaHCHOPMALMIO TPAZULMOHHBIX
oTpacieil npombliieHHOCcTH. Onpenenas HIDKHUI
cnoit miargopmsl IIoT kak coii ynpapneHns ycTpoii-
crBamu crenuanuctsl IoT Analytics mepenecnn aHa-
U3 JaHHBIX B O6osee Bbicokue cinou. C fpyroit cTo-
poubl, usBectHble wiatgopmsl 11oT [2] oTHOCAT KOM-
noHeHTH! «CBA3b ¥ HopMa/m3aunsa» («Connectivity &
normalization») u «O6paboTKa u yrrpasjeHue feiicTBU-
amm» («Processing & action management») K HIDKHeMY
CJI010, KOTOPBIIA C STUMMU JOIOTHUTEIbHBIMY (PYHKLIU-
SIMJ 4acTO Ha3bIBAIOT c1oeM 30HgupoBanus IIoT.

Croit sonpuposanus IloT, MakcumanbHO Ipy6IN-
JKEHHBII K JJaT4MKaM 1 ycTporictBam yrpasnerns IloT,
KpOMe B3a¥IMOJEVICTBIA C STUMU YCTPOVICTBAMM JOJDKEH
obecrieunBaTh NpUBeNeHNe PAa3INYHbIX IPOTOKOIOB
(ncnonb3ylomyx pasmndHble pusndecke MHTEpQeIich)
U Pa3INYHBIX (POPMATOB [JAHHBIX K OHOMY IIPOIPaMM-
HOMY MHTep(eiicy, MOHUTOPYMHT TEKYIETO COCTOSHIIS
OKOHEYHBIX YCTPOJCTB ¥ IIPOTHO3MPOBaHMe IIpefiaBa-
PUITHBIX COCTOSHMI IPY FAPaHTUPOBAHHOM IIOTOKOBOM
Hepenade faHHBIX. VIHAycTpus 4.0 TpebyeT pasBepThiBa-
HIIA pacIipefie/ieHHBIX TeTeKOMMYHUKAI[IOHHBIX CYICTeM
(PTKC 4.0), xoTopble 6ynyT obecreunBaTb HyHKLNO-
HupoBaHue cios 3orauposanus lloT un nepenauy gas-
HBIX B 60rtee Bbicokue cnou mwiatdopm IloT, uro mosso-
JIAT MaKCUMa/IbHO IPUOIVM3UTD BEIYMC/IEHNS K JAHHBIM
U K ICTOYHMKaM, KOTOpPbIe 3TU JaHHbIe TeHepUPYIOT.

PasseproiBanmne PTKC 4.0 moppasymeBaet, 4TO
Ha NMPOMBIIUICHHOM IPEeIpUATUN, IOMUMO TPaju-
IIIOHHBIX 00'bEKTOB OCHOBHOT'O IIPOM3BOACTBA, IOsI-
BATCS HOBBlE OObEKTHI TeJIEKOMMYHMKALUIL, B CBA3U
¢ yeM ob1iee YyCIo 0O'bEKTOB AycIeTYepu3anyu (KoH-
TPOJIA) BO3PACTET Ha OfMH, IBa, a TO U TPU IOpAAKa
1o cpaBHeHMUIO ¢ ypoBHeM VMupgyctpun 3.0. C Takum
KO/IM4eCTBOM OOBEKTOB AMCIIETYEPCKIIT KOHTPOJIb ITa-
KeTOB TelleMeTpuUM IyTeM BU3yaNnbHOTO aHa/IM3a MHe-
MOCXeM facT c6ou u OymeT IPOCTO HEONTHUMATbHBIM,
TaK KaK 9TM [TOKa3aTe/ny MOTyT IPMHMMATD paslINyHble
3HaYeHNUA U VIMETb pas/IN4Hble TpaeKTOpUM (TpeH/bl)
B TeUeHNe JINTEeIbHOTO BPeMEH.

B cBs3u ¢ Tem, uto 06bexkThl PTKC 4.0 cuibHee noj-
marorcsA Tunmsanyy/yHudukanyy (HOMeHKIaTypa Ha-
6/moffaeMbIX IPU3HAKOB HAMHOT'O MEHbIIIE, YeM y 00b-
€KTOB IIPOU3BOACTBEHHON MHPPACTPYKTYPbI), Aallb-
HellIlIee M3JI0XKEHNE CBSI3aHO CO CIeLUPUKO 06bEKTOB
PTKC 4.0. ITpu yBenmueHnnn 4mciaa KOHTPOIMPYeMbIX
00bEKTOB U COKPAILleHN YMCTIa COTPYRHIKOB 06HApY-
JKeHe aBapuil ¥ K1accuuKanys npegaBapuitHbIX CO-
CTOSIHMII 0OOPYROBAHNS MOTYT ObITh OCHOBAHBI TOIBKO
Ha TEXHOJIOTVAX «y3KOT0» UCKYCCTBEHHOTO MHTEIEKTa

BecHik cyBg3i  2/2022

(Narrow AI), mpenHa3HaueHHBIX IS PELIEHUs YacT-
Hoit TexHmdyeckoi 3agaun. B PTKC 4.0 takoit 3amaveit
ABJIACTCA JIeTeKTMpPOBaHMe aHOMA/INII B IIOTOKaxX Te-
JIeMeTpUY OT TeIeKOMMYHUKAIMIOHHOTO 060pyRoBa-
HI, KOTOPBIMM Yallle BCETO CYMTAIOT MMUKY WIN IIPO-
BasIbl B IIOCTYMAOLINX JaHHBIX (TOYeyHass aHOMAIV)
U BOCXOJSIIYE VJIY HUCXOAAIIVE TPEHbI C PasHBIMUI
HOpOraMI CKOPOCTY M3MEHEHNA JaHHbBIX.

AHOMa/uu B JaHHBIX MOTYT OBITb OTHECEHBI K Ofi-
HOMY 13 TpeX OCHOBHBIX TUIOB [3]. ToueuHble aHOMa-
mmy (BBIOPOCHI) BO3HUKAIOT B CUTYALMH, KOTTIa OT/e/b-
HBIi1 9K3eMIULAP JAHHBIX MOXKET pacCMaTpUBaTbCA Kak
AQHOMAJIbHBI IO OTHOIIEHNIO K OCTa/JbHBIM JaHHBIM.
KoHTekcTyabHble aHOMaNIUM HAOMIONAIOTCS, eCIN 9K-
3eMIULAP JAHHBIX SAB/IIETCS aHOMA/IbHBIM JIMIIb B OIIpe-
Ie/leHHOM KOHTeKcTe. J]/1si BpeMeHHBIX PsfioB (II0TOKOB
TelleMeTPUI) KOHTEKCTYaIbHbIM aTPUOYTOM SIBJISIETCA
BpeMs, B TeUeHUN KOTOPOTO ITOCIe0BaTe/IbHOCTD JaH-
HBIX HAXO[JUTCS B aHOMA/IbHOM COCTOSTHMM I10 OTHOIIIe-
HUIO K OCTa/IbHBIM JJAaHHBIM. Takas BpeMeHHas aHOMa-
nust (1epe6oit) ZOMKHA MMETh Pa3NuyHble TaliMephl L
Pa3MMYHBIX UCTOYHMKOB JaHHbIX. KonnekTBHbIe aHo-
MaJIuy BO3HMKAIOT, KOTZIa IIOCTIei0BAaTe/IbHOCTD CBS3aH-
HBIX MEXJy c000i1 9K3eMIULIPOB [JaHHbIX (HAOOp HaH-
HbIX) OT Pa3NMYHbIX MICTOYHNKOB SBJISIETCS aHOMAIBbHOI
10 OTHOIIIEHNIO K OCTa/IbHBIM HabOpaM JJaHHBIX.

B craTbe ommcaHa Hellpo-He4eTKas MOJeNb JIeTeK-
TUPOBAHNA AaHOMA/INI B IIOTOKAX Te/leMeTPUI pacIpe-
Te/IEHHOI TeIEKOMMYHMKALMIOHHO CeTH Ha OCHOBE
06pabOoTKY IPU3HAKOB COCTOSHNUSA 000PYROBAHS JIC-
KYCCTBEHHOJ HEVPOHHOM HEYETKOM CETHIO IPAMOTO
pacIpocTpaHeHus ¢ TIOMOIIbI0 MaTeMaTHIeCKOro all-
IapaTa He4eTKMX MHOXKeCTB [4]. OcHOBoOIT Mofieny sIB-
nstetcst MacuTabatop/dassudukarop, KOTOPBbILIT OIIpe-
Ie/sieT BXONHbIe IMHIBUCTUYECKE TePMbL 110 MMKaM
WY NPOBajaM JAaHHBIX M/WIN 110 BOCXOAAIMM WU
HYICXOZSIIVIM TPEH/IaM C Pa3HBIMU IIOPOTaMI CKOPOCTH
M3MEHeHNs TaHHbIX, 4TO NTO3BOJIAET IeTeKTNPOBATh TO-
JeyHble ¥ BpeMeHHble aHoManuu. CTpyKTypa HellpoH-
HOJI HeYeTKOI CeTH OIpefiesAeTCs SKCIIEPTOM IS KaK-
noro npoekta IIoT. Berxoguoit cnoit gedassnuduxaro-
POB B Helfpo-HEYeTKOI MOJeNN OTCYTCTBYeT, TaK KakK
OHa IpefjHa3HavYeHa /I pellieHus 3a/jad Kaccuguka-
111}, A He aIlllIPOKCYMALIMY, Vi Ha BBIXOfie IIPUCYTCTBYIOT
TO/IbKO JIMHTBUCTUYECKME TepMbl. Peann3oBaHHBII
Ha OCHOBE HEPO-HEYETKON MOJIE/IN HEMPO-HEIeTKII
knaccudukarop (HHK) umeer B cBoeM cocTaBe apaii-
BEPBI JI/IsI CBA3Y C OKOHEYHBIMM YCTPOMCTBAMM 1 SKYP-
HaJI TPEBOT U COOBITHUIL.

Apxurexkrypa PTKC 4.0. Apxutextypa PTKC 4.0
paspaboTraHa Ha OCHOBEe OZHOTO M3 TPeX 3TaNOH-
HBIX (pedepeHCHBIX) MAaTTepHOB apXUTeKTypsl IIoT
(Example Architecture Patterns), koTtopble sABfA-
I0TCS IPMMEPaMI ¥ OCHOBOIA JI/Is1 KOHLIENITya/In3alm
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apxuTeKTypbl KOHKpeTHbIX cucteM IIoT [5]. IIporo-
TUIIOM BBIOpDAH IATTE€PH apXMUTEKTYpPBl B3aUMOJeNi-
CTBUA M YIIPaB/IeHNA IOCPEICTBOM IIITI03a, IOCKONbKY
IIUTI03 JeJICTBYeT KaK OKOHEeYHas TOYKa /IS I7I00ab-
HOII CETU, U3ONMPYA TPAHNYHBIE Y3/IbI OT STOM CETH,
YTO II03BOJIAET JIOKA/IM30BaTh ONepalyiy ¥ KOHTPOTIb
(obecreynThb I'PaHNYHYIO aHAJTUTUKY Y BBIYMC/ICHNA)
[6]. Cxema opraHmusanuu IHOTOKOB AaHHBIX B apXu-
tekType PTKC 4.0 npusenena Ha pucyske 1. Kioue-
BbIM oTmumeM apxutekTypel PTKC 4.0 ot maTrTepHa
ABNIAETCA TO, YTO IpefaraeMas B IaTTepHe efMHasA
Touka conpspxkerns Mmexay LAN 1 WAN (ycrporicTBo
Edge Gateway/Hub) sameHena Ha Tpy TUIIa yCTPOJICTB:
Edge Hub, Edge/Sensing Gateway u Edgecell Gateway.
[Inro3er 6ecipoBopHoit cetn Edgecell Gateway pa6o-
taroT noy yupasneHueMm Edge/Sensing Gateway 1o nH-
tepdericy RS-485 n obecreunsaroT npuem nHpopma-
LUV OT JAaTYMKOB C 6aTapelHbIM NuTaHyeM. Peann-
30BAaHHBII Ha OCHOBE IIpefi/IaraeMoii HelipO-HeYeTKOM
mopemu HHK BoimonnseTcs Ha ycrpoitcrBax Edge Hub.

Yerpoiicta Edge Hub opHOoBpemeHHO omparum-
BatoT ycrpoiictsa Edge/Sensing Gateway myTtem mepe-
6opa ux IP-afpecoB Yepes JIOKa/IbHYIO CETb IO IIPOTO-
xomy MODBUS RTU over Ethernet. IToryyenHbre aH-
Hble COXPAHAITCA BO BHyTpeHHell mamaty Edge Hub
1 06pabaTbIBatoTCs MacTabaTopoM/PassudruKaTopom,
KOTOPBIIT TporpaMMHbIM MopyneM «113/JITT» nmpeo6pa-
3yet udposoe sHadenye (113), npencrasnenHoe B Buze
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16-paspAMHOrO 4MC/Ia CO 3HAKOM, B IMHIBUCTUYECKYIO
nepeMeHHyto (JIII), koTopas MO>keT IIPMHMMATD 3Have-
HIIe OHOTO 13 IIATY IMHTBUCTNYECKIX TePMOB.

Hanpueitimas o6paboTka MPOM3BORUTCS MCKYC-
CTBEHHOJ HEIPOHHON HEYETKOI CEThIO NPAMOIO pac-
npoctpanenusa (HHC), crpykrypa koTopoit onpefe-
7eHa akcrepToM. IIpsAMoe pacripocTpaHeHMe CUTHaIA
B HHC obecneunBaeTcs depe3 HellpOHDI, UMEIOLINE
IBa HEYETKMX BXOJja ¥ OfVMH HedeTKui Berxof. Kax-
IbI HEPOH MMeeT COOCTBEHHYIO HEYETKYIO Iepe-
matounylo ¢pyHkuuio (HIID), raxxe omnpepnenseMyo
9KCIIEPTOM, IpUyYeM 3T QYHKLUYU He 0013aTeIbHO
IO/DKHBI coBIanath. [locme 06paboTKy Bcex CKPBITHIX
cnoes HHC Ha BbIxope popMMPYIOTCS OfHA WM He-
CKOJIBKO IMHTBUCTUYIECKUX MTepeMeHHBbIX, KOTOpPbIe M0-
MerjaoTcs B stueitkn «CooOrienner», 06pabarsiBaeMble
JKYPHAJIOM TPEBOT 11 COOBITHIL. DTO COOOIIEHNISI MOTYT
OTCBIIATLCS B CIydae aHOManuii Ha e-mail corpyauu-
KOB NpeANIpUATHA Yepes noKanbHblii SMTP-server, nmm
OBITH TOCTYIIHBI I OO/IAYHBIX CEPBICOB KaK TOIMKI
Ha BcTpoeHHOM B Edge Hub MQTT-6pokepe.

Macmrabarop/¢passupukarop. Macmrabarop/
dassudukarop (MP), paspaboraHHBIl B HeEHpPoO-
HEYETKOI MOJIe/NN, KpOMe TOYEeYHBIX aHOMaJINIA CII0CO-
6eH 06pabaThIBaTh TaK)Ke BpeMeHHble aHOManuy (I1e-
pebon), mpuyeM OH OIpefensieT MO fBa HECBSI3aHHBIX
MeX[y co00it TaliMepa [/ KaKAOrO PerucTpa, Cum-
TaHHOro 1o nmporokory MODBUS.

Cloud service
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PucyHok 1— (xema opraHu3aumu noTokoB AaHHbIX B apxutekType PTKC 4.0
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Ha puc. 2 nokasana skpaHHas ¢popma
HaCcTPOVKM IapaMeTpOB perucrpa Ne 7
nna Edge/Sensing Gateway Ne 1. 3Have-
HuA Min 1 Max IpMMEHAIOTCA K JaHHBIM
perucTpa mepBbIMU U MOTYT OBITb B JM-
amasose ot -32768 mo 32767. Ha ocHo-
BaHMM 3TUX IIApaMETPOB IPOBEPAETCA,
YTO IONyYEHHbIe NAHHbIE perucTpa Ne
7 (sHauenme Value) mpuBopsaTcs K mac-
mwTaby oT Min o Max u Hapg 9TVM 3Hade-
HIIeM MOXKeT IIpOBOANTCS (passyyKaryis.
B HHK ucnonb3yetcs andaBuT MMHIBU-
crudeckux tepmoB LA (Low Alarm), LW
(Low Warning), G (Good), HW (High
Warning), HA (High Alarm), yro mosso-
7I5IeT IPUBECTH BCE NapaMeTPbl Pa3HOTO
¢dusnIecKoro TmIa K HAOOPY IMHIBUCTHU-
YecKVX IepeMEHHBIX B eIMHOM ajidaBuTe.

Mertop dassudukanym onpenensieTcs
TaliMepaMyi BEpXHEro M HIDKHETo IIo-
pora B ceKyHJjaX: €C/Ii TaliMepbl paBHbI MaKCUMaJlb-
HOMY 3HadeHus 65535, To [y1s1 06pabOTKM HaHHBIX pe-
ructpa (o6HapyXeHNs TOYeYHOI aHOMAINM) U TIOMy-
YeH!s 3HAY€HUs JTVHIBUCTMYECKON IepeMeHHoi LV
IIpUMeHsIoTCA 6a3oBble Touky BP1, BP3 u Bbraucise-
Mble HYDKHMI 1 BepxHuii noporu TPL, TPH. Ecin opya
wim 06a TaiiMepa He paBHBI MaKCYIMa/IbHOMY 3Ha4eHUS
65535, To WA 06pabOTKM HAaHHBIX perncrpa (oOHapy-
YKEeHMsI BpeMEeHHOV aHOMa/INy) 3Ha4YeHVs IHTBUCTIYe-
CKOJ1 IepeMeHHOII LV 13MeHAI0T CBoM 3Ha4€HMsA B 3aBU-
CHMOCTH OT TOTO, PaB€H VM HeT TaiiMep 0, pudeM Kax-
TbII TaliMep JeKpeMEHTUPYETCA €XKECEKYHHO.

JleTekTUpOBaHMe aHOMA/IMII IO BBIOpOCAM WIK Iie-
pebosAM C y4eTOM pasIMYHBIX YCTAaHOBOK TaiilMepOB
I/l PasIMYHBIX PETUCTPOB IO3BOMAET BBIABIATH Bpe-
MeHHbI€ aHOMA/IMM IIPU TIOMOLIY METOZA CKOJIb3AILETO
OKHa, Ip1YeM pasMep OKHa [/ pas/IM4YHbIX TapaMeTPOB
pasnudeH. B TariMepnl 3arpy>kaeTcs HadaabHOE 3HaYe-
Hyue TL unmn TH, ecnin mapameTp mepelen B COCTOSIHIE
Goodl, 4To no3BonAeT PUIBTPOBATb KPAaTKOBpEMeH-
Hble mepe6o.

Ha puc. 2 nokasan npumep HaCTPOMKM IIapaMeTpa
«CeteBoe HamnpspkeHye Ha Bxofie VIBII», KoTopblil cun-
ThIBaeTcs ycrporictBoM Edge/Sensing Gateway us VIBIT
1o uHTepgericy RS-232, 3aTeM 3HaueHue ImapaMeTpa 3a-
mcbiBaercs B peructp MODBUS u nnepepaetca B ycTpoii-
crBo Edge Hub o xomanpe yrenus. [ls cereBoro Ha-
npspkeHnsA B 230 BonbT ¢ omycTUMBIM AMana3soHOM Ha-
npspkeHuit ot 198 o 253 BonbT paccumTaHbl 3HAYEHMS
TPL=198 u TPH=241. IlocKonmbKy fyceTYepa NHTepe-
CyI0T aKT IIpeBbIIIeHNsT BXOFHOTO HAILIPSDKEHNMS Haf,
HOpPMOJ (BBIOpOC HaIpsDKeHNsI) U (aKT MpeBbIIeHNs
BpeMeHM OTCYTCTBMA BXORHOTO HaIpsDKeHus (epe6oit
IMTaHMA), TO TariMeps! paBHbI TL=120 1 TH=65535.

PucyHok 2 — JkpaHHaa ¢opma HaCTpoIiKKM NapamMeTpoB perucTpa

Mertop MaciTabupoBanys/$passudrKay OMICH -
BAETCA AITOPUTMOM, IPE/ICTAB/IEHHBIM Ha puc. 3. AJl-
TOPUTM OIMCBIBAET TONBKO JIOTMKY METOJa MaclITa-
6upoBaHusa/das3nduKanuu 1 He COLEP>KUT HFOION-
HUTENbHBIX IPOBEPOK, CBA3aHHBIX C OpTraHMU3aIuen
BBIYMCIIUTEIBHBIX IIpolieccoB B ycTpoiicTBe Edge Hub.

Heiiponnasa HedeTKas ceTh. [leTeKTMpoBaHyE aHO-
Masuil OCHOBAHO Ha IIpeJTIONIOKeHIY, YTO HOpMajIbHOe
TIOBeJIeHMEe CYICTEMbI MOXKET OIIPENENATbCA OFHUM VN
HECKOJIbKMMMU K/IaCCaMM, B KOTOPBIX MOTYT HaXOZIUTCH
3HA4YEHMA NOCTYNAIMIMNX JAHHBIX TP HOPMaAbHOM
MIOBEleHNN. DK3EMILAP, He IPUHAMIEKAIINIA HU K OfI-
HOMY 13 KJIaCCOB, AB/AeTcsA aHoManuen. Cucrema, oc-
HOBaHHas Ha KJIACCUYeCKMX HelPOHHBIX ceTsX [7], Mo-
JKeT paclio3HaBaTh KaK OIMH, TaK 1 HECKOTIbKO KJIACCOB
HOPMaJIbHOTO MOBeIeHNA.

B pa6ore npennoxeH mopxon K opraumsanyu HHC,
VICTIO/IB3YIOLIVI MEXaHM3M HeUeTKOTO IOTMYeCKOTO Bbl-
BOJja, OCHOBAHHBIII Ha 6a3e 3HaHUIT, POPMUPYeMOIi CIie-
LMaTUCTaMy IPeIMETHON 06/1acTy (9KCIiepTami) B BUie
HedeTKol1 epegaTounoit pynkuun (HIID) mrs xax-
poro Heiipona B HHC. ITockonbky HHC MoxeT nmernb
HECKOJIbKO BBIXOJIOB, 00pabaThIBaeMbIX BXOALIMMMU
B €€ COCTaB IOJICETAMM, TO OHAa MOXKET pacllO3HaBaTh
HECKO/IbKO K/IaCCOB HOPMAJIbHOTO NOBEfIeHN s, OTHOCSA-
MIMXCS K pa3HBIM NOJCHCTeMaM KOHTPOIUPYeMOI Ch-
crembl. dyuxunonnposanne HHC obecreunBaercs
HelfpOHaMM, MMEIOLIVIMH [Ba HeYeTKMX BXOAa M OflMH
HedeTKUIt BbIxon u cobctBeHnyo HII®, cocrosamyio
13 25 IpaBWUI, OPraHM30BaHHBIX B MaTpuly 5x5. Ha-
crpoiika HII® npousBoautcs myTeM onpenieNieHNs 3Ha-
YEeHMA BBIXOZHOV JIVHTBUCTUYIECKON IIEPEMEHHON I
25 npaBu (BceX KOMOMHAIWIT BYX BXOJHBIX JIMHTBU-
CTHYECKIX IIepEeMEHHBIX).

eCHIK cyBs3i 2/2022



HayJyHble ny6nukaumm

IkcnepumenTt. TecTOBbIIT HAOOP JAHHBIX COIEPIKUT
IIeCTh KJIACCOB MOTOKOB AaHHBIX M0 6000 oTCcueTOB
B K&XXIOM, KOTOpbI€ ObIIM CO3[aHbI CMHTETUYECKUM
IyTeM, U BBIOpaH /s TeCTUPOBAHNS IPOIPAMMHOIO
obecrieyeHNs Kak afjeKBaTHBI IPUMeEpP IOTOKA Tele-
METPUM OT IIECTY PA3INYHBIX ICTOYHUKOB JJAHHBIX
CIIeAYOIUX TUIIOB [8]: HOPMa/bHBI TOTOK JAHHBIX,
LIVK/INYECKUIT TOTOK TAHHBIX, IIOTOK JJAHHBIX C TE€H-
TeHIVeN K POCTY, IIOTOK JaHHBIX C TEHAEHLIMEN K CHU-
>KEHIIO, TIOTOK JJAHHBIX CO CAABUTOM BBepX, IOTOK JjaH-
HBIX CO CIIBUTOM BHU3.

TecTupoBaHMe HelpO-HEYETKON MOJey, CO3aH-
HOTO Ha ee OCHOBe Kiaccudukaropa u paspaboTan-
HOTO IpPOrpaMMHOTO obecredeHus IPOBOJUIOCH
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Ha MHCTPYMEHTA/IbHOM CTeHJIe, B COCTaB KOTOPOTO
Bxopuno ycrporiictso Edge/Sensing Gateway pa re-
Hepaluy ecTy KaHajIoB B IOTOKe TeJleMeTPUN Ha OC-
HOBe TeCTOBOTO Habopa JaHHBIX M MHCTPYMEHTA/b-
Has [I9BM pns cumynauuu Edge Hub B pexxume
aHa/iM3a MOTOKA TeJIeMeTPUM ¥ BU3YalIU3alUU IPO-
1[eCCOB, TIPONCXOAALINX B cTeHpe. YcrporictBo Edge/
Sensing Gateway BBIIONHACT IpeobpasoBaHye NaH-
HBIX U3 MCXOFHOro opMaTa B IUIaBaIOLIEN 3aIATOMN
(float) B 16-6MTHBIII LIe/IOYMCIIEHHBIN POPMAT CO 3Ha-
KOM ¢ y4eToM koaddunyenTa ycunenus 100.

Ha puc. 4 nokasan sKkpaH MHCTPYMEHTaAbHON
I[I9BM, B neBoil yacTu Kotoporo BupHa WEB-
crpanuia ycrpoiicrsa Edge/Sensing Gateway co crm-

CKOM BBITIOTTHAEMBIX 3a-

oaaqd n COCTOAHMEM KaHa-

l: Crapr )

Mpounrare

ACCKpHITOP

perueTpa B
RegDesk[0..9]

Value <= BP1

noB Regl-Reg6 B moToke
TeleMeTpUM, a B Ipa-
BOJ 4aCTM NPENCTABIIEH
sKkpaH ycrpoiictBa Edge
Hub ¢ nmonywaembimu
B — OAaHHBIMM B IIMPPOBOM

LV =LA
/* Low Alarm */

Min = RegDesk[0]
Max = RegDesk|[1]
Min<=Value==Max

! BUJe M Ha MHAMKATOpE,
a Tak)Ke pesynbTaThl pa-

LV=LW
/* Low Warning */ 6oTrer MacmTabaropa/
e dassudukaropa B Buje

v NVHTBUCTUYECKUX IIe-
pemennbix LV. Busyanb-

,r,'g;f » Value >= BP3 - Hl.:hi::m » HbIIl KOHTPO/b QYHKI[U-
OHVPOBAHMA MHCTPY-
| — MeHTaJIbHOTO CTeHIa
i OCYIIECTBIIAETCS TIPU TI0-
Her LV =HW

Value >= TPH

MOIIY OCHOBHBIX ITapa-
METPOB, IpUYEM CUHUE
OKPYXHOCTHU ¢ nudpoit

/* High Warning */

\\
LV=LALW 22 Aa Her

BHYTPY U MCXOAsIIeN
CcTpenkoit 0603HaYaOT

TUII KOHTPOJIUPYEMOTO
mapaMeTpa, a B Y4epHOM

Ja Jla

TH = 65535

3JUINIICE HAXORUTCS 3Ha-
YeHye 3TOTO IapaMeTpa.

[Tapamerp 1 moxasbi-
BaeT 4JMC/IO OOHOBJIEH-

| — Her HbIX WEB-cTpanui Ha Te-

KYIIMIT MOMEHT BPEMEHM.

TLe=TL LV=LA LV =HW ITapameTp 2 mokasbpIBaeT
THe=TH /* Low Alarm */ /* High Warning */

TeKylllee 3Ha4eHMe MH-

W ) JiEeKca, 110 KOTOPOMY CYM-

v v TBIBAIOTCS JaHHblE [J1A

Cron LV = LW LV=HA ONHOrO M3 IIeCTU pe-

/* Low Warning */ /* High Alarm */ TUCTPOB. HapaMeprI

L T 3 U 4 MOKa3bIBAIOT 3Ha-

—

yeHusa Min un Max B Lie-

PucyHok 3 — Anroputm macwtabupoBanna/passudukatmum

JouKcIeHHOM ¢opmMmare
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I MCXONHBIX 3Haue- [
Hui -5.1149 n +35.8439 |~ © *~
C y4eTOM UX yMHOXe-
HuA Ha 100. [Tapamerp
5 moxaspIBaeT 3Hadye-
Hue perucrpa Value,
ornpasnsemoe Edge/
Sensing Gateway u npu-
Humaemoe Edge Hub,
I/ KOHTPOJIS ero Iie-
JOCTHOCTH TIpU Hepe-
made. DTV HaHHbIE B afl-
ropuTMe Ha puc. 3 060-
3HadyeHbl Kak Value,
" Ha UX OCHOBAHWM BBI-

YUCNAETCA TVMHTBUCTH-
yecKas nepeMeHHas LV,
Ha KOTOPYIO YKa3bIBaeT IapameTp 6.

3akmroyenne. PazpaboTaHHbINT Ha OCHOBe Heipo-
HEeYeTKOJ MOJe/N HellpO-HedeTKUI KiaccudukaTop
obecrieunBaeT HeTEKTVPOBAHME TOUSYHBIX U BpEMeEH-
HBIX aHOMaJINii C HACTPaVBaeMO JIVHOI CKOTb3AIIETO
OKHa /I JaHHBIX OT Pa3HbIX MCTOYHMKOB, 4TO yCTpa-
HAET 9yBCTBUTEIBHOCTD IIPE/IOXKEHHOI MOJENN K pas-
Mepy OKHa [Py COXpaHEeHNM BO3MOKHOCTY OOHapyxe-
HVA PasIMYHBIX TUIIOB aHOMaJINIA.

BecHik cyBg3i  2/2022

PucyHok 4 — 3kpaH MHcTpymeHTanbHol M9BM

IIpennosxeHHOE pellieHe IT03BOJIAET AaHAMU3MPOBATh
IIOTOKM JJaHHBIX TelIeMeTPU B paclipefie/IeHHbIX Tejle-
KOMMYHMKALIOHHBIX CHCTEMAaX C YMCTIOM KOHTPOIUPY-
eMBbIX apameTpoB jo 8000 na opguH Edge Hub ¢ max-
cuManbHbIM ncioM ycrporicts Edge/Sensing Gateway
I0 62 U C YMCTIOM PETrMCTPOB Ha KKJOM U3 HUX 10 32.

Heitpo-HeueTknit KmaccuduKaTop BXOIUT B COCTAB
paspaboTaHHOro MPOrpaMMHOTrO maketa «bubmmorexa
YIIpaBJIAIINX IporpaMm A ycrporicrsa Edge Hub».
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The article presents a neuro-fuzzy model for detecting anomalies in telemetry flows of distributed telecommunication
systems. Signs of the state of the equipment are processed by an artificial neural fuzzy network of direct propagation using
the mathematical apparatus of fuzzy sets. The basis of the model is a scaler/fuzzifier that determines input linguistic terms
from data peaks or troughs and/or from uptrends or downtrends with different data rate thresholds. Adjustable sliding
window length for data from different sources eliminates the sensitivity of the proposed model to the size of the window when
detecting different types of anomalies. The neuro-fuzzy model is implemented as a library of subroutines in the EasyBuilder
Pro development environment for cMT-SVR devices.

Keywords: neuro-fuzzy model; anomaly detection; scaler; fuzzifier; linguistic term.
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