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Аннотация. Глобальные навигационные спутниковые системы (ГНСС) подвержены множеству помех. 

Спуфинг, то есть подмена навигационных сигналов, является одной из основных преднамеренных помех, 

влияющих на измерения положения, скорости и времени в отношении различных систем ГНСС и, в 

основном, пользователей системы GPS. Предложенный ранее алгоритм защиты от спуфинга GPS выбор 

сигналов спуфинга и их компенсации в качестве основы для получения требуемого уровня точности 

позиционирования. В статье приведены описание результатов анализа алгоритма, показывающие 

применимость и эффективность последнего. 

 

Abstract. Global navigation satellite systems (GNSSs) are exposed to many interference incidents. Spoofing is 

considered one of the main intentional interference affecting the position, velocity, and time (PVT) measurements 

concerning the different systems of GNSS and mainly the users of the GPS one. A proposed anti-spoofing 

GPS/GNSS algorithm has been done before as a way for selecting the spoofing signals and compensating them as 

a base to get the precise accuracy level of positioning and location. Such algorithm was described previously with 

the main steps that should be followed to attain our mission. The article shows the analysis description and the 

results of the applied algorithm, showing the validity of the last. 

 

Problem statement 

 

Many incidents have been recorded concerning the issue of intentional and unintentional GNSS 

interference. GNSS (especially the GPS system) spoofing is assumed to be the main pillar of the erroneous 

navigation measurements. GPS spoofing is can be defined as transmitting fake navigation signals by the spoofer/s 

to attack the desired CNE, so that the victim will get a false position, follows a different route, faces surveying 

problems, etc. In our proposed anti-spoofing algorithm (applied previously), we are able to detect the spoofing 

signals and make compensation or suppression, the way which lead to make use as much as possible from the true 

navigation satellites only and that what will be shown accordingly as a result after the analysis and the discussion 

of this algorithm. 

 

The anti-spoofing algorithm in brief 

 

Before the discussion of the processing proposed algorithm and its analysis, what is shown in the figure 

below confines the main steps of the implemented algorithm. 

 

 
Fig. 1.  The main stages of the processing algorithm for spoofing compensation 
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Knowing that if the radial velocity is negative, Doppler shift will be positive, they are inversely 

proportional to each other. Moreover, if the reflection is very high value, then the processing of spoofing suppression 

will decrease and the power of the output noise in the processing operation will decrease too. Also, and dealing with 

the power of noise, as the last at the output filter increases, then and accordingly to the time delay of the true 

navigation signals, the accuracy will be minimized.  

 

Simulation results and discussion 

 

The simulation of the model is done using Matlab software. In our model, we set the positions of the array 

antenna elements, the directivity of these elements, the coordinates of the GPS navigation satellites, coordinates of 

the spoofer, jammer, false positioning coordinates; add to that all the parameters related to the GPS NSs, power 

transmitted by the GPS NS, power of the spoofer, jammer, azimuths and elevations for all the NSs, spoofer, jammer, 

etc…In our model, we calculate the signal at the input of the receiving channels and processing procedure is done 

according to the formulas (1)-(18). Then we detect the navigation signal, estimate the time delay, and measure the 

coordinates of the CNE. In the simulation process, we set the following parameters: the carrier frequency 0f = 

1575,42 MHz, 0/c f = , bandwidth of the receiving channels is 4 MHz, 0T = 1ms, sF = 4 MHz,  L =4, 
0TN =4, 

the distance between the elements of the array antenna system is / 2 , the spectral power density of the noise 

power is 
20

0 10 / HN W z−= . Note that the power of the spoofer is 0,01 W. Moreover, the parameters of the GPS 

NS are standard [1,2]. We assume that the coordinates of the spoofer and the false position are respectively the 

following: (-1500, -5000,20) and (7000,8000,0). Furthermore, the coordinates of the array antenna elements are 

(0,0,0). The gain in zenith for the array’s elements is 3 dBi for each; the directivity of the array elements is 

represented as the cosine of the angle between the zenith and the source’s direction (spoofer, NS, jammer,etc.).  

The results of the simulation are shown in figure 2. In the first part of the figure, we can notice obviously 

that at the output of the filter the indices of maximum for the four true signals and the four spoofing signals, and 

after the operation of the processing algorithm, the compensation and the suppression of the spoofing signals while 

receiving only the navigation satellites’ signals (true signals) with increasing in the amplitudes dealing mainly with 

the first and the second true signals. 

 
Fig. 2. The true and the spoofing signals at the output of the match filter for the 1-st channel and after the 

processing algorithm 
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Table 1 shows the gain values for the adapted directional pattern towards the directions of the spoofer and 

the NSs in decible unit with reference to the isotropic antenna (dBi) for 10 iterations. Add to that, there are also the 

values for the NSs’ signal to noise ratio (SNR) and the resulting error in estimating the coordinates of the navigation 

receiver. Note that the values of the signal-to-noise ratio exceeding 5...6 are not random. 

 

Table 1 – The adaptive beamforming towards the spoofer and the NSs in addition to the NSs' SNR 

№ of 

Processing 

Gain, 

dBi, to 

spoofer 

Gain, dB/ SNR, to NSs Error, 

m 1 2 3 4 5 6 7 8 

 

1 < –40 1,6 / 41 2,1 / 58 0,6 / 27 0,1 / 6 1,2 / 1,1 0,01 / 0,3 1,2 / 0,3 0,01 / 1,1 52 

2 < –40 1,1 / 32 1,1 / 31 0,4 / 20 0,1 / 8 1,9 / 42 0,03 / 1,6 0,6 / 10 0,02 / 4,8 37 

3 < –40 1 / 35 1,4 / 54 0,5 / 14 0,1 / 1 1,9 / 68 0,04 / 1,0 1,0 / 27 0,01 / 0,5 66 

4 < –40 1,3 / 47 1,1 / 34 0,6 / 29 0,1 / 6 1,5 / 54 0,04 / 7,0 0,4 / 0,9 0,01 / 1,4 129 

5 < –40 0,8 / 32 1,3 / 47,4 0,4 / 25 0,07 / 4 1,9 / 1,9 0,03 / 0,7 1,3 / 31 0,01 / 1,6 10 

6 < –40 1,5 / 60 1,4/ 34,8 0,6 / 8 0,04 / 4 1,2 / 0,2 0,03 / 1,7 1,2 / 3,1 0,01 / 1,8 36 

7 < –40 1,6 / 46 1,9/ 58,9 0,7 / 21 0,1 / 8 1,2 / 2,4 0,02 / 1,2 0,8 / 0,1 0,01 / 0,9 54 

8 < –40 1,4 / 47 1,6/ 40,1 0,8 / 35 0,07 / 4 1,3 / 23 0,04 / 1,9 0,1 / 0,3 0,01 / 1,5 84 

9 < –40 1,2 / 29 1,3/ 48,9 0,6 / 21 0,09 / 1 1,6 / 2,6 0,03 / 1,8 0,8 / 0,3 0,01 / 1,3 22 

10 < –40 1,5 / 42 1,3/ 42 0,5 / 15 0,1 / 9 1,4 / 0,2 0,03 / 0,7 0,7 / 1.4 0,01 / 0,7 80 

 

The results in table 1 show that for all gain values of the adapted directivity towards the spoofer < -40 dBi; 

for 5-6 navigation satellites, the gain of the adapted antenna system is 1...1.5 with a typical SNR, but there are 2 

NSs in the direction of which the gain is close to zero. This may be due to their close location to the direction of the 

source of spoofing, or may be a random result in digital diagram formation. The error is typical for 1 repetition for 

the NS signal. 

The variable parameters of the algorithm for a given geometry of a multichannel receiving system are: the 

threshold value Dh  for the selection of measurements of the phases of signals related to one direction and the 

number 
0TN  of repetition periods of the navigation signal used in the selection. The threshold value Dh  can be 

determined based on the assumption that the matrix elements D  representing the differences in the signals’ phases 

estimation will have a normal distribution with zero mathematical expectation and variance determined by the 

formula of potential measurement accuracy. Therefore, the threshold can be determined based on the probability of 

a random variable falling into a given interval, or, in a particular case, according to the "three sigma" rule. 

With an increase in the number 
0TN  of the navigation signal’s repetition periods, the accuracy of the 

estimation of the correlation matrix by spoofing signals increases. This leads to an increase in the degree of 

suppression of spoofing signals and an increase in the signal-to-noise ratio due to a decrease in the norm of the 

vector of weighting coefficients [3] and a decrease in the power of internal noise after weight processing.  

The total number of independent samples used in the evaluation of the interference correlation matrix is 

0T nsN N , where nsN  is the number of navigation satellites for which spoofing signals are present. If the condition 

0
2T ns arN N N  is met, where arN  is the number of elements in the array antenna system, the signal-to-noise 

loss will be less than 3 dB [4]. With a further increase in the number of counts used, losses are reduced. Therefore, 

at nsN =5...6, it is enough to choose 
0TN =2...4. With the specified parameters, the detection of the spoofing signal 

and the adjustment of the weighting coefficients in the multichannel receiving system can be carried out periodically 

with an interval of 50 ... 100 ms. This will ensure timely detection of spoofing signals, including with the initial 

coincidence of true and false navigation signals by the delay time and a "smooth" change in the delay time and the 

Doppler shift of the false signal frequency [4,5]. 

 

Conclusion 

 

 To sum up, the concept of GNSS spoofing was highlighted shedding light on the problems that may be 

caused by such attack. After the progress and the implementation of the proposed anti-spoofing algorithm, the 

analysis is discussed and the results obtained revealing the validity of such algorithm in detecting and compensating 

the spoofing false signals with the receiving of only the navigation satellite ones. At the end, and may be in future 

work, such algorithm can be taken as a base from which we can launch towards an applicable anti-spoofing CNE 

hardware.   
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