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THE ABSTRACT 

Malikov Vladimir Viktorovich

Increasing of efficiency of information and technical systems of critically 
importance object protection

Keywords: critically importance object, design technique, classification 
technique, protection profile, threat classification, life cycle stages, performance 
evaluation.

The research purpose: a design technique development of information and 
technical protection system of critically importance object, and also the methodical 
approach to forming requirements on their complex protection and performance 
evaluation.

Research methods: analytically-design method, expert evaluation method, 
statistical investigation, functional-cost analysis.

The received results and their novelty', a general approach in questions of 
design and performance evaluation of complex systems of information and technical 
protection is developed for critically importance object taking into account on-line 
audit o f predictions of real and potential critically importance object threats, and also 
support of their on-line localization and elimination. The classification technique of 
the critically importance object based on grouping objects by similarity criterion as a 
index which defines the access to object, and also classification indexes and their 
numerical values as object significance and its resources, management structure, the 
functional-economic organization, a risk assessment is developed. The methodical 
approach and the software developed on its basis are used to design complex system 
of critically importance object protection and its efficiency estimation are proposed.

Usage considerations: work results can be used for forming complex 
requirements on critically importance object protection, and also for information and 
technical systems performance evaluation of such object protection from illegal 
access.

Application field: designing, audit and tender researches on systems of 
information and technical protection of critically importance object from illegal 
access, and also for objectives o f qualified personnel preparation in security field.
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