JloK/Ax61 ETVHP

2015 Ne 6 (92)

VIIK 004.056: 061.068

HMHPPOBAHUE JAHHBIX C UCIIOJIb30OBAHUEM XAOTHYECKOU
JANHAMMUKHU B CEHCOPHOU CETH

A.B. CHAOPEHKO, K.C. MYJIAPUMK

Benopycckuii 2ocyoapcmeennutii yHueepcumem
Heszasucumocmu, 4, 220050, Munck, berapyco

Hocmynuna 6 peoaxyuro 10 mapma 2015

[IpuBouTCS CTPYKTYpHas cxema Iepegadd 3allu(pOBaHHOW HH(GOPMALMH B 0ECIPOBOIHOMN
CCHCOPDHOW ceTH. ANTOpUTM IIU(POBAHHS OCHOBAaH Ha CXeME OJOYHOTO CHUMMETPHYHOTO
ITOPUTMA M HCIIOJIB3YET XAOTHYECKHE CHCTEMBI M OTOOpaXkeHWs. AJTOpuUTM IH(pPOBAaHUS Ha
JUHAMHYIECKOM Xaoce HMMEET IPEUMYINECTBA: YBEIWUCHHE CTEHEHH 3aIUThl HH(MOPMAIMH O
MapIIpyTU3aluy, HaJe)KHOCTH W MPOMYCKHOW CHOCOOHOCTH Te€pelayl JaHHBIX, YTO pacIIupseT
(yHKIMOHAJBHBIE BO3MOXKHOCTH B  PELUIGHWH KpHNTOrpaduyeckux 3agad. AmmapaTHo-
IIpOTpaMMHOE OOecIieueHUe peaan3yeTcs B CBEPXIIHPOKOINONOCHBIX NpHeMolepeaTuuKax THIIa
IIIIC-40A. OcoOeHHOCTH NPOrpaMMHON M ammapaTHOM peanu3aldy anropuTMa IMPHUBOASTCS.
Beimonnena WHCTAIUISLHS MPOrpPaMMHOTO obecrieueHus B MHUKPOKOHTPOJLIEPHI
npuemorniepenatyiuko  [IIIC-40A. IIpuBoasaTcs - XapakTEpPUCTHKH MPOTPaMMHOIO  Koja
MHUKPOKOHTPOJIIEpa MPUEMOIIEpeIaTINKa 0 1 IOCTE pealn3anni (QyHKINH MHA(BPOBAHUS.

Kniouegvie crosa: mmdpoBanne, nHpopManysi, allrOPUTM, XaOTHIECKas THHAMHKA.

BBenenune

B Hacrosiee BpeMsi MHTEHCUBHOE DPa3BUTHE MOJIy4YaeT «KoHLenius WHTepHeT-Beuien» —
KOHIICTIIMST BBIYUCIUTEIBHON ceT (DU3NUYECKUX OOBEKTOB («BEIEi»), OCHAIIEHHBIX BCTPOCHHBIMH
TEXHOJIOTHSIMH JUIsl B3aMMOJEHCTBUS APYT € IPYrOM WM C BHEIIHEH cpenoil. [Ipu aTom opranuszanus
TaKUX CeTel BO3MOKHA KaK B 00JIACTH SKOHOMHUKH, TaK M B Pa3BUTUH OOLIECTBEHHBIX OTHOIICHHH.

B pamkax naHHOW KOHIENIIMHM MOKHO BBLIENTUTH OCOOBIM KiacC ceTreil — OecrpoBOJHBIE
CEHCOpPHBIE CETH, KOTOPBIE UCIOJB3YIOTCS MPEUMYIIECTBEHHO I PEIICHUS IIMPOKOro Kpyra 3aj1ad
MOHUTOpHHTA = W  ympasieHuss [1,2]. Dt ceTm  SBISIOTCA  paclpeleiCHHbIMH |
CaMOOPTaHU3YIOMUMHUCS M COCTOSAT M3 MHOXXECTBA MUHHATIOPHBIX Y3J0B (ceHCOpoB). OCHOBHBIM
TpeOoBaHUEM, TMPEABIBISEMbIM K y3JIaM TaKOW CETH, SIBJISETCS JJIUTENbHOE BpEeMS UX aBTOHOMHOM
paboThl, YTO WPHUBOIUT K HCIOJB30BAHMIO B HHUX D3JIEMEHTOB C MAJIBIMH BBIYMCIMTEIBHBIMU
BO3MOXXHOCTSIMH W DPESKUMOB pabOThl C HHU3KUM JHepromorpebieHueM. Tak, o0beM maMsTH
MHUKPOKOHTPOJIIEpA, HUCIIONIB3yEMOIO B TAaKUX YCTPOMCTBax, Kak MPaBHJIO, HAXOAUTCS B Iperesiax
1-4 Ko6aiit, a yactoTa ero pabotsl cocraBisier 8—20 MI'n [3].

HaunOonee BaxxHOH 3amayeii 3amuThl HHGOPMALMK IpU pa3pabOTKe CUCTEM Iepeaadn Ha Oase
OeCITPOBOJTHBIX CEHCOPHBIX CeTed sBisieTcsl oOecrieueHre KOH(MMICHIMATBHOCTH IepeaaBaeMbIX
JaHHBIX. B oTcyTrcTBME [aHHOW BO3MOXXHOCTH, 3JIOYMBIIUIEHHHK MOXET TIepexXBaThiBaTh M
o0pabaTbiBaTh IepeJaBaeMble 10 CETH MaKeThl C LENbI0 HM3BICYCHUS TaKoW HMH(OpMaMM, Kak
UACHTU(OUKATOPHI Y3JI0B WM HEMOCPEICTBEHHO IIepelaBaeMble JaHHBIE, YTO BO3MOXHO B CHIY
HIMPOKOBEIIATENILHOM MPUPO/IbI OECITPOBOIHBIX CEHCOPHBIX ceTei [4].

3ammdposanHas nepenada nHGOPMaNNu B CCHCOPHOM ceTH
3amaua obecrieyeHUs] KOHQUACHIMAIBHOCTH MEpPEelaBacMbIX IO CETH JaHHBIX pPEeLIaeTCs

BHe/IpeHneM (QYHKIWH mmMGpoBaHUS HEMOCPEICTBEHHO B NPUEMONEpPENaTINKH, YTO TO3BOJISET
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YCTaHOBUTH 0€30MacCHOE COSTMHEHUE MEXKIY OTICIbHBIMH TPUEMOTICpEaTYMKAMH U TIepeaBaTh IPyT
Ipyry HH(pOpMAIHIO, KOTOpast He MOXET OBITh IepeXBadyeHa «BHEITHUMHU HAOII0AaTeIIsIMI.

TunudaHeli TpUMeEp B3aUMOIESHCTBUS YCTPOWCTB B OECTIPOBOJHON CEHCOPHOM CeTH BKIIIOYAET
B ce0s1 CIIeIYIOYINYIO MTOCIeI0BATEILHOCTE AekcTBHit (puc. 1).

Cencop

Tpuemonepenarunkl ITpuemonepenaTank2 5. ITepenaua nakera
nanusix B [IK

1. (PopmupoBanue
nakeTa JaHHBIX

- 2. Baumpposanue

] ]
" nayera gaHHBIX

3. Ilepenaya qaHHBIX
110 GECHPOBOHOMY KaHay

: 4. Pacumdposanue
nakeTa JaHHbIX

Puc. 1. Cxema 3ammdpoBaHHON TIepeadn HHPOPMALUU B CEHCOPHOH CETH

[Mpuemonepenaruuk 1 NPOM3BOJIUT CHATHE TEKYIIUX IMOKa3aTesed ¢ ceHcopa u (popmmupyer
WHQOPMAIMOHHBIN TaKeT JUIs OTHpaBKU B 3(Up, 3alIM(pPOBHIBAET €r0, UCIONB3YsS TEKYIIUE B Y3l
HACTPOMKHU mudpoBaHus, U oTnpasisieT B ddup. [Ipuemonepenaturnk 2 mpuHUMaeT makeT u3 3¢dupa,
pacuindpoBbIBaET €ro, UCHOIb3YS TEKYLIUE B y3Jie HACTPOWKU IIM(QPOBAHUS, U OCYILECTBISET €ro
JalbHEeHITyo o0paboTKy: nepeiady B KOMIBIOTED MM JAIbHEHIITYIO peTpaHCISIHIO B 3up.

Crnenyer ortmetuTh, 4YT0 (yHKUMA MmHUAPOBAHUSA HaHHBIX B IMPHEMOINEPENaTUHKE
OCyILIECTBIsIeT IIM(POBAHUE BCEro Tejla IAKeTa MAAaHHBIX IIEJIMKOM, HE 3aTparuBas IPH 3TOM
3arOJIOBOK TakeTa W OalThl KOHTPOJBbHOM CyMMbl. BBIOOp Takod cXeMbl MpeoOpa3oBaHUs
MPOJUKTOBaH HEOOXOIMMOCTHIO 3alIUThl MHQOPMAIMA O MapIIPyTHU3alMH, MOCKOJIBKY OJHOW U3
1esieil MacCUBHOIO MPOCIYIINBAHUS SBJSIETCS M3BJIEUEHHE MICHTU(UKATOPOB Y3JIOB, YTO IO3BOJIHT
MOCTPOHTH CXEMY MapIIPyTHU3alH U BBIIBUTH PACHOJI0KECHUE Y3JIOB B CETH.

Taxum oOpasom, mmmdpoBaHHe Ha (U3MYSCKOM YpPOBHE TIO3BOJISET OCYIICCTBIATH
OesonacHyro nepeaady HHGOpPMAaLUU MEKAY Y3IaMH CETH, YCTpPaHSd BO3MOXXHOCTb ITaCCHBHOTO
NPOCIYIINBAHUS U CBSI3aHHBIX C HUM aTaK.

VYcraHoBneHo, 4YTo JUIs OOecriedeHWs (QYHKIMH IMU(PPOBaHUS B TpHEMOIEpenaTdyhnKax
CEHCOPHBIX CETEH clelyeT UCIO0JIb30BATh OJIOUHBIN CHMMETPUYHBINA QJITOPUTM IIU(BPOBaHHUS, C OJHOM
CTOPOHBI, TpeOyIOWMi 111 cBOeH peanmsanuu He Oosee 25 % AOCTYHHOTO o0beMa OIepaTUBHOM
naMsiTH MHUKPOKOHTpOJIJIEpa, @ € JPYroldl CTOPOHBI, MO3BOJSIFOIIUI JIETKO HM3MEHSTH JTMHY OJloKa
TEKCTa, 4TO OyAeT CrocoOCTBOBAThH MOBBINICHUIO HAJEKHOCTH TEpelavyd M yBEIUUEHHUIO IMOJIE3HON
NPOIYCKHOM CIIOCOOHOCTM KaHaja CBS3M MpuU nepepade 3ammdpoBaHHOH HHGOpMAIMH.
JononHurtensHBIM TpeOOBaHNWEM SIBIISIETCS IpeleibHbIl 00beM mporpammuoro koga — 10 % ot
JOCTYITHOM MaMSITH JJIsi XpaHSHHS TIPOTPaMM.

CymectByromue anroputmsl mudposanus, takue kak CTb 34.101.31-2007 (BelT), AES, TOCT
28147-89, DES u npyrue, o0naias W3BECTHBIMHU JJOCTOMHCTBaMH, HE COOTBETCTBYIOT OITMCAHHBIM BHIIIE
TpeOOBaHWSM W HE TOIXO[T I peanm3aliid B OECIPOBOIHBIX CEHCOPHBIX ceTsaX. OCHOBHBIMHU
OpUYAHAMEA TOMY SIBJISIFOTCSI OTCYTCTBHE B IPHUEMOIEpPEAaTYMKaxX JOCTATOYHOTO OObeMa MaMSITH st
(YHKIIMOHUPOBAHUS AMTOPUTMa INU(POBAHMSA, HU3KAs BBHIUYMCIUTENbHAS MOLIHOCTb YCTPOWCTBA, MPH
KOTOPOW BpeMEHHas MPOIOJDKUTENILHOCTD Tpoliecca IMH(POBaHHs OKa3bIBAETCS JIOCTATOYHO BBICOKOM,
OrpaHUYCHHbIE KOMMYHHUKAIIMOHHBIE BO3MOXKHOCTH. Tak, NMpPUMEpPHBIH OOBEM ONEepaTHBHOW MaMsTH
MHKPOKOHTpOJIIEpa, He0OX0qUMBIH 11s peanm3anin anropurma BelT, coctasnser ot 544 no 1152 Gaiir.

AJropuT™M M (poBaHNs HA OCHOBE Xa0THYEeCKOH TUHAMHKH

Hns obecnieuennss QyHKIMMA IMUQPPOBAHUS JaHHBIX B IPHEMOIEPEJATYMKAX, C YYETOM
BBIIIEU3JIOKEHHOT0, pa3paboTaH HOBBIM aNropuT™M MHM(pPOBaHUs, MCHOJIB3YIOMIMNA B CBOECH OCHOBE
NPUHIMIIBL AUHAMHYECKOTO Xaoca, a HMEHHO — XaoTH4YecKHe OToOpakeHHs. Tak, XaoTuueckue
0TOOPaXKEHHUS SBISIOTCS «ICIIEBBIMI» C TOUYKH 3pEHUS IIOTPEOHOCTH B BEIYMCIUTEIBHBIX pecypcax. B
CHIly CBOEW HEIMHEWHOCTH TakuWe OTOOpaKEHUS SBJSIOTCS XOPOIIMMH KaHOUAAaTaMH Ha
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UCIIOJB30BaHUE BMECTO TAOJHI[ IMOJCTAHOBKH (B TPAJUIMOHHBIX alrOpUTMax), YTO 3HAYUTEIHLHO
CHIDKaeT TpeOoBaHMs K 00beMy ornepaTnBHON mamsaTH. Kpome 3Toro, BBIpa)KEHHE AJISI BHIYHACICHHS
Xa0THYECKOTO OTOOpaXeHWS WHBAPHUAHTHO IO OTHOIICHHWIO K MHOXKECTBY, Ha KOTOPOM OIIpEIEICHbI
€ro apryMeHThl, YTO TO3BOJISICT WCIOJIb30BaTh OIHY M Ty XK€ CTPYKTYpy OTOOpa)KEHHS IS
peam3anny pa3InIHBIX €T0 BAPHAHTOB B 3aBUCUMOCTH OT JOCTYITHOCTH PECYPCOB. A 3TO IPUBOJAHUT K
BO3MOKHOCTH U3MEHSTH JJTHHY OJIOKa B aNropuTMe mudppoBaHus.

B ocHOBY CTpYKTYpBI pa3pabOTaHHOTO OJOYHOTO CHMMETPUYHOTO aJITOPUTMA IMHU(PPOBAHUS C
UCIOJB30BAaHUEM XaOTHUCCKOW JMHAMUKH (pUC. 2) TOJIOKCHAa uTepaTtuBHas cxema llleHHoHa, B
KOTOpO# B KauecTBe 0a30BOT0 MpeoOpa3oBaHMs HCIIONb30BaHa ceTh DeiicTens.

L X

|

K Tenepanas payHIoBoOTO K,
RII07a

9 > R paymxos

Puc. 2. Cxema ajropurMma HII/I(I)pOBaHI/Iﬂ Ha OCHOBC JTHHAMHYECCKOTO XaocCa C UCIIOJb30BaHUEM CCTH deiicTens

[IpuHIATIHANEHBIM OTIIMYHEM Pa3padOTaHHOTO aiTOPUTMA OT W3BECTHBIX, OCHOBAHHBIX Ha CETH
deiicTens, ABISICTCS UCIOJIB30BaHNE B KAYECTBE HEMHEHHOTO 0Jioka F JIUCKpETHOro XaoTHUYECKOro
0TOOpakeHHs — NpeoOpa30BaHus, 3aJaHHOT0 Ha KOHEUHOM I[EJIOUYHUCIICHHOM MHOYKECTBE MOIHOCTBIO

M, 06rajaroIero XaoTHIECKOH JMHAMUKOH 1 YIIPABIAEMOro TapaMeTpoM (payHaoBbM kmodeM) K. :
F=F(AK ,M), (1)
rme A — BXOJHOE 3HadYeHHe OTOOpakeHHs (JIEBBI BXOMHOW MOmONIOK B cetn DelicTens); Ki -

YIPaBISAONIMNA TIapamMeTp oToOpaxeHuss; M — MOIIHOCTP MHOXECTBAa, Ha KOTOPOM OIPEICIICHO
0TOOpakeHwHe.

MOXHO BBIICITHTH CIEAYIOUIHE MPEHUMYIIECTBa HCIIONB30BAHUS TUCKPETHBIX XAOTHUECKUX
OTOOpaXeHHH BMECTO TAaOJMI] MOJCTAHOBKH B alIrOpUTMax MHUGPOBAHUSA, OPHEHTHPOBAHHBIX Ha
MIPUMEHEHHUE B YCTPOMCTBAX C OTPAaHUYCHHBIMH PECYPCAMH.

1. VMeHblIcHHE 00bEMa OICPATUBHOM MaMsaTH, TpeOyeMoW Ui peajin3allid aJiropuTMa
m(poBaHusl BBUIY OTCYTCTBUSI HEOOXOIUMOCTH XPaHEHHsl TAOJHII MOJICTAHOBKU. B coBpeMEeHHBIX
TPaIMIIMOHHBIX aNropuTMax MMUGPOBaHUS pa3Mep TaOmuIl MojacTaHOBKH gocturaet 70 % Bcero
o0beMa TaMsTH, HEOOXO MO ISl pealTn3alliy AITOpUTMa NIH(QPOBAHHUSL.

2. BO3MOXXHOCTh MEHSITh MOIIHOCTh MHOXKECTBAa, Ha KOTOPOM OIPENENICHO HEIWHEHHOe
npeoOpazoBaHUe (JMCKPETHOE XAOTHYECKOE OTOOpaKEHHE), YTO BJIEUET 3a CO0OW BO3MOXKHOCTH
yCTaHaBIMBaTh HEOOXOAMMYIO JJIMHY KJII0Ya W JUIMHY oOpabaTbiBaeMOro 0J0Ka TEKCTa, HalpuMmep,
32 6uta, 64 Oura u T.xI.

JpyruMu cJoBaMH, IJUCKPETHOE XAaOTHUECKOE OTOOpaKeHHE MOXKHO NpPEACTaBUTh Kak
COBOKYITHOCTh MHOKECTBA PAa3IMYHBIX TaONWI TMOACTAHOBKH, MpPUYEM BBIOOD M HCIOJIb30BaHHUE
KOHKPETHO} TaOJNHIIbI 3aBUCHUT OT 3HAUCHHS YITPABIISIOINIETO MapaMeTpa.

Taxke OTMETUM, 4TO, TOCKOJbKY payHJOBBIA KIIOY HENOCPEJACTBEHHO  SIBISIETCS
HEOTHEMJIEMON YaCThIO HEJMHEHHOTO NpeoOpa3oBaHusl (IUCKPETHOTO Xa0THIECKOTO OTOOpaKEHUs), a
HE CKJaaplBaeTcsi MOOMTHO ¢ OJIoKOoM Tekcra, AuddepeHunanbHblii KPUNTOAHAIH3 TaKOTO
npeoOpa3oBaHus 3aTpynHseTcsa. Kpome 3Toro, KOHKPETHBIM BHJ HEIMHEWHOTO IpeoOpa3oBaHUS,
peann3yeMoro AMCKPETHBIM XaO0THYECKUM OTOOpaKEHUEM, OIpENelsieTcs 3HAaYeHHUEM payHIOBOTO
KJII0Ya Ha KaXIOM payHae 0a3oBoro npeodpasoBanus. Bee 3T0 B 1enom crnocoOCTBYEeT MOBBILICHHIO
KPHUITOCTOWKOCTH pa3padOTaHHOTO aropuTMa MH(pPOBaHHS.
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CoBMecTHOE HCHOJIB30BAHUE B Pa3padOTaHHOM ajropuTMe MHU(POBaHHUS TAKUX CTPYKTYPHBIX
JJIEMEHTOB, Kak uTepatuBHas cxema lllenHoHa, ceTh DeicTeNns 1 AUCKPETHOE Xa0THIECKOE OTOOpaskeHHE,
JleTlaeT BO3MOXKHBIM BBIOOpP M YCTaHOBJIEHHE TpeOyeMOl UTMHBI Kifoua MH(POBaHUS W IHHBI OJI0Ka
00pabaTbpIBa€MOro TEKCTa, MPH 3TOM JUIMHA OJIOKa TEKCTa JOJDKHA OBITh KpaTHa ABYM. JTO SIBISCTCS
CYIIECTBEHHBIM TIPEUMYIIIECTBOM pPa3pa00TaHHOTO alropUTMa TPH €ro WCIOJIh30BaHWM B  y3Jax
0ecnpoBOTHOI CEHCOPHOM CeTH, IMOCKOJBKY B 3aBUCHMOCTH OT XapakTepa IepenaBaeMoi MH()OpMaIuH
(pa3mepa makeTa), a TaKkKe YCIOBHU Mepenaud (Hampumep, 3allyMJICHHOCTh KaHalla, BEPOSTHOCTb
BO3HHKHOBEHUS OLIMOKY IIPH TMiepeiade) MOXKET BEIOMPATHCS Ta WM MHas JUTMHA OJIOKa TeKcTa [5, 6].

AnnapaTHo-nMporpaMMHasi peajiu3auus aaropuTMa mudpoBanus

ATmmapaTHO-TIporpaMMHasl  peam3aiis IPEMIOKEHHOTO alropuTMa ImudpoBaHus  OblTa
BBITOJTHEHA Ha 0a3e CBEPXUIMPOKOMOIOCHBIX MPSIMOXA0THUECKUX MpHeMorepeaaTynkoB cepuu [111C-
40A, UCTIONB3yEeMBIX B KA4eCTBE Y3JIOB IIPH MOCTPOSHUN OECTIPOBOJIHBIX CEHCOPHBIX ceTel. BHenramii
BUJ M CTPYKTypHas cxema mpuemonepenatanka cepun [I[IC-40A npencrasmeHsr Ha puc.3 u 4
COOTBETCTBEHHO, @ TEXHUUECKUE XaPaKTEPUCTUKH MIPUBEICHHI B Ta0I. 1.

LenTpanpHpiM y3710M 1H(pPOBOro OJioKa sABNISETCS MUKpOKOHTpoymiep Atmel ATmega 168,
00naaonuil CIenyIoIMA XapaKTePUCTUKAMU:

— 8-pa3psaHas apXUTEKTypa;

— TakToBas yacToTa — 10 20 MI'L;

— 00beM mamsTH I XpaHeHus nanHeix (RAM) — 1 KoaiiT;

— 00BbeM MaMSATH ISl XpaHeHHUs nmporpaMMHOTo koga (ROM) — 16 Ko6aiir;

— 00beM sHepronezaBucumoit namsitu EEPROM — 512 Gaiir.

Puc. 3. [IpueMonepesaTuuK 1jist O€CIIPOBOIHBIX CEHCOPHBIX CETEH: @ — BU| CBEPXY; 6 — BHJ CHUA3Y

AHaJ10roBast 4acTh Iudposas yacts
TaKTOBBII TeHepaTop ’ ’

reHepaTop MOAYIATOP .

i Xaoca

1 ‘ L amanTep
TIPHEMHHK o I P naTepdeiica

Puc. 4. CrpykrypHas cxema npuemonepenaruyuka cepuu [1I1C-40A

Tabmuna 1. Texunyeckue XapaKTePUCTHKH MPHeMoNiepeIaTuYnKa

HanmeHoBaHNE XapaKTEPUCTHKH 3HaueHue
ITonoca BBEIXOHOTO CUTHAIA 3,1-5,1 Ty
CpezHsisi MOITHOCTB M3Ty9aeMoro curaana (ckopocts 2,5 Mout/c) —10 nbm
CpezHsisi MOITHOCTH M3TydaeMoro curaana (ckopocts 0,1 Mowut/c) —21 nbm
JlanbHOCTh MpHUeMa 1020 m
Duzryeckas CKOPOCTh MepeIaun/IprueMa TaHHbBIX 2,5/2,5 Mowur/c
Nurepdeiic conpsvkenus ¢ 1K u narunkamu UART
Hanpsbkenne nutanust 45B
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Ha ocHoBanmmM aHaim3a TPUBEICHHBIX XapaKTEPUCTUK MOXHO 3aKIIOYUTh, YTO
npuemonepenatynk cepuu [IIIC-40A oTHOCHTCS K KJTacCy yCTPOUCTB C OTPaHUYEHHBIMH PECYPCaMU H
KOMMYHHKAIIMOHHBIMH BO3MOXKHOCTSIMH, @, CJICJIOBATENILHO, IS Oo0ecriedeHuss B HEM (QYHKIUIA
mu@poBaHus TPeOYETCsl HCIONB30BATh CIEIUANBLHO MpEAHA3HAUCHHBIE I 3TOrO aJTOPUTMBI, K
YHCITYy KOTOPBIX OTHOCHUTCS Pa3paOO0TaHHBIN allrOPUTM IH(POBAHHUS.

Jns ipoBepKu pabOTOCIIOCOOHOCTH alTOPUTMa, a TaKXKe MONYYCHHUS ero KOJIWYeCTBEHHBIX
XapaKTePUCTUK OBUIO TMPOBEICHO KOMIBIOTEPHOE MOJICIIMPOBAHUE peallu3allii pa3paboTaHHOTO
anroputMa mu(pPoBaHUs IS 8-pa3psAaHBIX MHUKPOKOHTpoJuiepoB Atmel. Pe3ynbraTel ucciemoBaHust
KOJIMYECTBCHHBIX XapaKTEPUCTUK JTAHHOW peanu3aliy pa3paOdO0TaHHOTO alropuTMa MH(pOBaHUS B
3aBUCUMOCTH OT pa3Mepa 010Ka TeKCTa IPHUBEACHEI B TabmuIax 2, 3.

Tabnuua 2. XapakTepHCTHKHU PeaM3alii aIroputma mudposanus B pexume padorsl CFB Ha amysasiTope
8-pa3psiAHBIX MHKPOKOHTPOLIIEPOB Atmel

Pazmep . KonmvecTBo TakTOB MUKPOKOHTPOILIEpA IS
OO0beM naMATH U1 XpaHeHUS TaHHBIX, OalT
61o0ka 3ammgpoBaHus 6JI0Ka TEKCTa
TEKCTA, . Ha oIuH OalT OJI0Ka Ha OIMH OalT OJI0Ka
Gait CyMMapHbIi CyMMapHOe

aiT TEKCTA TeKCTa

4 223 56 12911 3228

8 241 30 14167 1771

12 259 22 15423 1285

16 277 17 16679 1042

20 295 15 17935 897

24 313 13 19191 800

28 331 12 20447 730

32 349 11 21703 678

Ta6mmia 3. MakcuMadbHasi CKOPOCTh 00Pa00TKH JAHHBIX AJITOPUTMOM IIM(POBAHNUS B 3aBUCUMOCTH OT TAKTOBOM

YacTOThl MUKPOKOHTPOJLIJIEPA M pasMepa 0J10Ka TEKCTA

Pasvep Gioka MakcumaiisHas CKOpOCTh 00paOdOTKH JaHHBIX aropuTMoM mmdposanus (K6ut/c) mpu yacrote
Texera. Gaiir MUKPOKOHTpOJLIEpa
’ 5 MI'n 10 MI'n 15 MI'n 20 MI'g
4 12,1 24,2 36,3 48,4
8 22,1 441 66,2 88,2
12 30,4 60,8 91,2 121,6
16 375 74,9 1124 149,9
20 43,6 87,1 130,7 174,2
24 48,9 97,7 146,6 195,4
28 53,5 107,0 160,5 214,0
32 57,6 115,2 172,8 230,4

Ob6bveM mamsTH Ui XpaHeHHsT NPOTPaMMHOTO KOJa HE W3MEHSETCS B 3aBUCHMOCTH OT
pa3mepa Onoka TekcTa W paBeH 762 OalitamM. B 1eoM mpuBeAeHHBIE CKOPOCTHBIE XapaKTEPHCTUKU
COOTBETCTBYIOT THUIHYHBIM CKOPOCTHBIM XapaKTEPUCTHKaM OECIpOBOJHBIX CEHCOPHBIX CETEH, B
KOTOPBIX «OpyTTO» CKOPOCTH (BKITIOYasi CITy:KeOHYI0 MH(OopMaImio) cocTasisieT mopsiaka 250 Kour/c,
a CpeJHsisi CKOpOCTh TIepeliaud TOJIe3HBIX JaHHBIX, B 3aBHCHMOCTH OT 3arpy3KH CETH W 4YHCIa
peTpaHcianni, coctaBiser or S go 40 Kowut/c. Mcmomp3oBaHWe TPEUIOKEHHOW peau3aiui
pa3paboTaHHOrO aNropuTMa MHQPOBaHUS 00ECIeUYnBACT YMEHbIICHHE TPEOyeMOoro Ul peaan3anun
anroputMa o0beMa TaMsITH B MHKPOKOHTPOJUIEpE Kak MHHMMYM B JIBa pa3a IO CPaBHEHHUIO C
anroputMoM tmdposanus BelT, B 3,5 paza mo cpasaenuto ¢ anroputmoM AES u B 4,9 pa3 mo
cpaBHeHmto ¢ anroputmom 'OCT 28147-89.

AnnapaTHo-NporpaMMHasi peajJu3auus aaropuTMa mudpoBanus

st SKCIIepUMEHTAIBHOTO HCCIICIOBAHUSI pEaTU3yeMbIX CPEJCTB 3allMThl OblIa IMOCTPOCHA
OTbITHAsT OECTPOBOJHASI CEHCOpHAasl CeTh, MCHOJB3YIOLIAas B KauecTBE Y3JIOB IpHUEMOINEpelaTiuKH
cepuu TITIC-40A. O06o01IIeHHast CTPYKTypa TaKoW CeTH MpejcTaBiicHa Ha puc. 5. CeTh opraHu3oBaHa
TaKUM 00pa3oM, 4TO B HEll OCYIECTBISIETCS OJHOHAINPABICHHAS Iepe/iada JIAHHBIX OT CEHCOPHBIX
Y3JIOB K KOOPJAMHATOPY ceTH (0a30BOM CTaHLMH) HANpsMYyIO JIMOO Yepe3 MPOMEXKYTOUHBIE Y3JIbI —
peTpaHcIATOpHI [7].
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B xone skcrnepuMeHTaIbHON MPOBEPKU Pa3pabOTaHHOW amnmapaTHO-TPOTPAMMHON pean3aiuu
agropuTMa ImU¢pPoBaHWS ObLIa  BBIITOJIHEGHA HWHCTALIANNSA  (MPOIIMBKA)  pa3paboTaHHOTO
MIPOTPaAaMMHOT0 O0ECIICYCHUSI B MHUKPOKOHTpOJUIephl mpueMorniepenatankoB cepun [1TIC-40A. bruro
MPOAHAIIM3UPOBAHO  M3MCHCHUE  XapaKTCPUCTUK  MPOTPAMMHOIO  KOJa  MHUKPOKOHTpPOJLUIEpa
npueMoriepeiaTinka 10 W Tmocie peann3anud  (GyHKIWU [mudpoBaHus. Pe3ynabpTaTel aHamm3a
MIPEICTABIICHEI B Ta0II. 4.
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Puc. 5. Ctpykrypa OecipoBOIHOM CEHCOPHOM CeTH

Tabnuua 4. XapakTepucTHKH peaau3anuy GpyHKIuN mudppoBanns B MUKPOKOHTPOJIEpe PHeMoNepeiaTInKa

O0BpeM naMATH T XpaHSHHS: Jlo peanmzanuu Iocne peanmmzanmu W3menenne (yBennueHne)
— MPOTPaMMHOT0 Koja, GaiT 3194 4190 996
— naHHBIX B RAM, Gaiit 427 476 49
— naunueix B EEPROM, Gaiit 20 28 8
3akiil0yeHue

PesynbTatrhl BEIMONHEHNUS PAaOOTHI CBOAATCS K CIeAyIOLIeMy/

1. [TpuBeneHa cTpyKTypHas cXema Mepeaadyu 3ammppoBaHHON WHQOpPMAaIMK B CEHCOPHOM
ceTd. B ykazaHHOH cxeme oOeclieunBaeTcs 3alIuTa nepeaaBaeMoil nHGopMalui 0 MapIIpyTH3ALUH,
MOBBIIICHUH HAJEKHOCTH MEPEAaYH U YBEJINUEHHUE MTOJIE3HOM MPOIYCKHON CIIOCOOHOCTH JTaHHBIX.

2. [lpennoxeH OJOYHBIA CHMMETPHYHBIN aNrOpuT™M MH(POBaHUS HA OCHOBE JUHAMHYECKOTO
Xaoca, B KOTOpOM 000CHOBAHHO HCHONB3yeTcst ceTh DelicTenst B kauecTBe 6a30BOro mpeodpa3oBaHusl.

3. AnmapaTHO-IpOrpaMMHAsT pealn3alusl allropuTMa M(pOBaHUs OCYLIECTBIAETCS Ha 0asze
CBEPXUIMPOKONOJIOCHBIX  ITpueMonepenatuynkoB cepun  IIIIC-40A. BrimomHeHa HMHCTALISALMS
pa3pabOTaHHOrO MPOrPaMMHOTO OOecredeHnss B MHUKPOKOHTPOJUIEPH IMPHEMONEPEIaTInKOB.
IlpuBeneHbl XapaKTEPUCTHKH MPOTPaMMHOIO KOJa MHKPOKOHTpOJUIEpa MpUEMOIepenaTyika 10 H
nocJie peanu3auuy QyHKIUU mupoBaHus.

DATA ENCRYPTION USING THE CHAOTIC DYNAMICS
IN WIRELESS SENSOR NETWORKS

A.V. SIDORENKO, K.S. MULYARCHIK

Abstract

The block-diagram for transmission of the encrypted information in wireless sensor networks
is presented. For the encryption algorithm based on the symmetric algorithmic diagram the chaotic
systems and maps are used. The dynamic chaos based encryption algorithm features the advantages
(higher level of defense of the information about the routing; better reliability and data carrying
capacity) which extend the scope of the cryptographic problems solved. The hardware and the
software are realized with an ultra wideband transmitter- receiver of the PPS-40A type. Installation of
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the software in microcontroller of the PPS-40A type transmitter-receiver is illustrated. The
characteristics of the transmitter-receiver microcontroller code before and after the encryption function
realization are given. The peculiarities in implementation of the hard- and software for the encryption
algorithm are considered.
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