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SUMMARY
Petryk Siarhei Yur'evich
Software protection against reverse engineering by фе means of
obfuscation

Keywords: software, reverse engineering, obfuscation. Object o f research is 
software. Subject o f  research is methods of software protection form unauthorized 
use. The purpose o f work is development of effective methods of software protection 
against reverse engineering and unauthorized use.

Received results and their novelty: metric model for obfuscation efficiency 
estimation is developed; efficiency of such obfuscation transformations as lexical and 
predicates inserting is estimated; new obfuscation method based on artificial modules 
coupling increasing is proposed, this method makes it harder to use modules of a 
program without investigating their logic, the efficiency of this method is also 
estimated; new method of data manipulation is developed, it is based on casting all 
the variables to a basic type that hides real type of variables and therefore makes it 
extremely hard to reverse lexical transformations; obfiiscator «Obfuscation Studio» is 
developed that is characterized by high potency to extendibility and includes 
obfuscating modules that are described in dissertation.

Utilization and field o f application: developed software defense system is 
used to protect the software, which is produced by «ЕРАМ Systems» and «PM&S- 
Softproducb) enterprises; the results of research are being applied in educational 
process that is documented by corresponding utilization acts.
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