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Supervisory Control and Data Acquisition System (SCADA) is an emerging application for
industrial automation. It is being widely used in critical infrastructure for monitoring and controlling
the activities. The collaborative environment and interconnectivity of SCADA system. needs
communications and transmission of sensed real time data like status of machines, breaks and
leakages in the system across various devices in the industrial plant. Such real time data provoke
security breaches to SCADA systems and results in compromise of availability, integrity,
confidentiality and trust relationship between the devices of SCADA systems. As the numbers of
deliberate cyber-attacks on these systems are increasing, providing a scheme to identify malicious
activities and defend the attacks; thereby create secure environment for SCADA systems is an
essential task. By considering constraints and efficiency requirements for such networks this article
outlines the scheme that we have developed as a countermeasure to prevent information leakage
through eavesdropping on emanations emitted by personal computers (PCs). It also describes the
present performance of our current prototype.

The main information security threats for SCADA-systems include primarily failures of
equipment and data transmission systems (up to 95% of all the cases), power supply systems and
other components of the system. Mistakes of personnel are also significant, as they result in improper
processing or failures in SCADA-systems. A specificity of SCADA-systems is a low level of data
confidentiality in an information system. Thus, the intentional threats for information security are
caused by the outside and inside malefactors, affecting the information system availability, such as
DoS-attacks (ovetloading of the system) or hackers, practicing to compromise the systems.

Countermeasures involve physical security of SCADA-system and its separated data channels,
alternative power supply. Organizational and technical measures for network security in SCADA-
systems are aimed at preventing an unauthorized access and intrusions into the network and users’
activity control through logs and journals auditing.

Data center of a SCADA-system is the most critical component of the information system. Its
security against different types of technical attacks should be considered. Compromising emanations
are mostly unexplored in the tesearch literature. The cheap software radios-universal receivers in
which all demodulation of the signal after the intermediate frequency conversion is done completely
in software on high-speed DSPs will allow low-budget attackers to implement sophisticated Tempest
attacks. The security of such critical systems also should include protection against the impact of
intensive electromagnetic pulsed radiation, which damages the semiconductor elements of radio
electronic equipment by inducing extremely strong currents in the circuits. These threats set the
requirement to the data center of a SCADA-system to be protected against electromagnetic radiation
traveling inside or outside the secure area, containing the data center. An optimal way to fulfill this
requirement is shielded premises arrangement for the data center, as well as preferable use of fiber
optics and electric filtering for the cablings of the data center.

METOOUKA OLUEHKN 3PPEKTUBHOCTU CPEACTB 3AWLUTbI UHOOPMALIUK OT
YTEYKU NO ONTUYHECKUM KAHANAM

Anascu Xainep Anu Xyccetin, M.B. Pycakosuy, T.B. Bop6oTbko, B.B. JIo6yHOB

AAf OOHapyxkeHHA  OOBEKTOB  HCIIOAB3YIOTCA — TEXHHYECKHE  CPEACTBA,  KOTOPHIE
(PYHKIIMOHUPYIOT B PA3AMYHBIX AHAIIA30HAX AAUH BOAH, HAIIPUMEP OIITHKO-9AECKTPOHHBIE CHCTEMBI
BHAUMOIO U OAMKHEIO HH(PAKPACHOIO AHMAIIA30HOB. AHAAU3 H30OPAKEHHH, IOAYIAEMBIX C
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IIOMOIIBIO TAKMAX TEXHUYCCKHX CPEACTB, BKAIOYACT B CCOSl CACAYIOIIHE B3AHMOCBS3AHHBIC ITAIIDL:
OOHapyKeHHEe, HACHTH(HUKAIINIO U OIIO3HABAHHE OOBEKTA HAOAFOACHUSL.

Ha mnpaxruke, mpu OOHapyKeHHH OOBEKTA OCBEIIEHHOCTh MECTHOCTH ((pOHA), TA€ OH
PACIIOAOKEH, MOKET CO3AABATH SKCIIOZUIIHIO (OCBEIIEHHOCTH) (DOTOIPUEMHIKA BBIIIIC IIOPOTOBO,
[IO9TOMY Ha IICPBBIA IIAAH BBIXOAUT 33Aa9a OOHAPYKEHHA OOBEKTA C MUHHMAABHBIM KOHTPACTOM
oTtHOCHTEABHO (poHA. B coorBercTBHE € deM, BOKHBIM ITOKA3ATCAECM SABASCTCA KOHTPACTHAS
YyYBCTBUTEABHOCTD  OIITHKO-9ACKTPOHHOHM — CHCTEMEL, KOTOPas  OIIPEACAACTCA — MHHHMAABHO
HEOOXOAUMBIM KOHTPACTOM OOBEKTA HAOAFOACHUA, KOTOPBIA MOMKET OBITh OOHAPY/KEH IIPH
[IOPOTOBOM OTHOILICHUH CUTHAA/IIyM (DOTOITPHEMHHUKA OITUKO-3ACKTPOHHOM ATIIAPATYPEL.

AAf CHIDKEHHA 3aMETHOCTH OOBEKTAa HAOAFOACHHSA HCIOAB3YIOTCH PA3AMYHBIE CIIOCOOBI €ro
CKPBITHS, KOTOPBIE PEAAU3YIOTCH Ha IIPAKTHKE 3d CYET MCIOAB30BAHIA CPEACTB 3aruTel, OAHIM 13
ITIOAXOAOB B OIlcHKE 3(D(PEKTHBHOCTH CPEACTB 3AILIUTEL ABASCTCA MX HATYPHBIC HMCHBITAHHA, IIPH
KOTOPBIX OOBEKT HAOAIOACHHS CKPBIBACTCA C IIOMOINBIO CPEACTBA 3AIlUTHl M BBIIOAHACTCA
IIPOLICAYPA €I0 OOHAPYIKEHMSA C HCIOAB30BAHHECM OIITHKO-9ACKTPOHHOH CHCTEMBI OOHAPYKCHIS.
Taxoil ITOAXOA TpeOyeT 3HAYUTEABHBIX (DHHAHCOBBIX M BPEMEHHBIX 3aTPAT, 4 ITIOAYICHHBIN
pe3yAbTaT oreHKN 3P HEKTUBHOCTH COOTBETCTBYET TEM YCAOBHAM, IIPH KOTOPBIX IIPOBOAUACH TAKOH
HATYPHBIM 9KCIICPUMEHT.

OTACABHBIE DAEMEHTBI OIITHYECKOTO HM300PAKCHUSA, IIOAYIAEMOTO C HOMOIIBIO OIITHKO-
9ACKTPOHHON CHCTEMBI, MOIYT OTAHMYATBCA IO SAPKOCTH, IBETY, PasMepPy, TeOMETPHUECKON (opme,
[IO9TOMY YCAOBHEM OOHAPY/KCHUS OOBCKTOB fABAACTCA HMX KOHTPACT IO BBIIIIC IICPCIMCACHHBIM
mmapamerpam. HanbGoAee BaKHBIM H3 KOTOPBIX ABAACTCA KOHTPACT IO APKOCTH.

BosaukHOBeHHE KOHTpacTa IO APKOCTH MEKAY OOBEKIOM U (POHOM OOYCAOBACHO
OTPaKEHHEM OODBEKTOM M (POHOM, HA KOTOPOM OH PA3MEINACTCH OIITHYCCKOTO M3AYYCHHSA, B
PE3yAbTATE Yero OOBEKT MOKET OBITh TEMHEE HAU CBeTAce POHA. 3aruTa NHAOPMAIIHMH OT YTEUKN
10 OIITHYECKAM KAHAAAM OOECIICYMBACTCA C MCIIOAB3OBAHHEM CPEACTB 3AIUTH (MACKHPOBOYHOIO
OKPAIIINBAHUA, OITHYECKUX MCKYCCTBEHHBIX MACOK M T.A.). VIX crexrpaapHeii koaddurment
apkocta (CKS) AOAKEH COOTBETCTBOBATH AHAAOTHYHOMY IIAPAMETPY OKpYyKarornero ¢oHa, Ha
KOTOPOM ODECITCUMBACTCH CKPBITHE OOBEKTE, ITO IIO3BOAUT CYILECTBEHHO CHUSHTH ACMACKUPYFOIIIIE
IpusHaKH OObekTa. AAS OICHKH X 9((DEKTUBHOCTH IIPEAAATACTCA HCIOAB30BATH CACAYIOIIYFO
METOAHKY.

Nceaeposarms KCA cpeacTB. 3ammumer BBIIOAHAETCS HA A2DOPATOPHOM CTEHAE, KOTOPBII
COACP/KHT MCTOYHHUK OITHYCCKOIO M3AYYICHHA BHAUMOIO M OAIKHErO MH(PAKPACHOTO AMAIIA30HA
AAHH BOAH M aIlIIAPaTypy IO3BOASFOIYFO obecreunts peructparmto CKSA mpu pasamdssx yraax
[IAACHHSA M OTPAKCHUA OITHYECKOTO H3AVYCHHA WCTOYHHKA. B pesyAbTare IIepBOIO 3Tarra
saresBarotTcs CKSL meeaeAyemMoro cpeactsa sarurel, 0OpabOTKA KOTOPBIX HO3BOAACT PACCIUTATD
CTEIICHD HOAAPHU3ALNN OTPAKCHHOTO OIITHYCCKOTO U3AYUCHIUA CPEACTBOM 3AIIINTHL

Ha Bropom o9rame pacCUMTBIBAIOTCH  AQABHOCTH — OOHAPY/KCHHS, OIIO3HABAHMSA I
HIACHTH(DHKAIIAN OOBEKTa HAOAFOACHHSA, CKPBITOTO C IIOMOIIBIO HCCACAYEMOTO CPEACTBA 3AIIUTHL, C
Y9IETOM BO3MOJKHBIX ITOTOAHBIX YCAOBHH HAOAFOACHUS M OCHOBHBIX TEXHIYECKUX XaPAKTCPHCTHK
TEACBU3MOHHOMW TEXHHUKH.

[MoAyueHHEIE  PE3YABTATHI  AQIOT  BO3MOMKHOCTB — IIPOAHAAUSHPOBATH  3(P(HEKTUBHOCTD
HCCAGAYEMOIO CPEACTBA 3AIIUTHI AAf BBIOPAHHOTO BAPHAHTA IIPUMCHCHHMA M Pa3pabOTaTh
PEKOMEHAALTIH 110 €TO AAABHEHIIIEMY HCIIOAB3OBAHIIO M COBEPIIICHCTBOBAHMUIO.

PACMNPEQENEHUE KNIOYEBOWU UHOOPMALIUK
B COBPEMEHHbIX KPUITTOCUCTEMAX

Anxanbyc Myasg Aoaynkanec A66ac, B.®. I'ostnkoB

COBpeMCHHbIC KPHUIITOCUCTEMBI ~ CTPOATCA  TaKIM O6p2.30M, 910 nux  HaAACKHOCTb
obecrreunBaeTcs CTOMKAME KpHHTOI’pﬁ.(i)H‘IﬁCKHNH/I AATOPUTMAMHI B3AOM, KOTOPBIX 0e3 3HaHUA
CCKPETHBIX ITAPAMETPOB, HA3bIBACMBIX KATOYEBOM I/IH(i)OpMaL[I/IefI, AAKE C HCIIOAB3OBAaHHMECM CaMbIX
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