PaspabOTAaHHOIO aArOpUTMA U IMHPOKO H3BeCTHOrO craHAapra AES mokasaa mpakrmdeckn
OAVHAKOBBIE PE3YABTATHL

Taknm 00pa3oM, TPEAAOKEHHOE IIPeOOPa3sOBAHHE IIPU CBOEH UPE3BBIYANHON IIPOCTOTE
00ECIIEYNBACT AOCTATOYHYIO KPHIITOYCTONYMBOCTD C OAHOBPEMEHHBIM YMEHBIIICHIEM OOBEMA
AAHHBIX.

NMPOEKTUPOBAHUE U BHEOPEHUE X-KOLA: TEOPUA U NMPAKTUKA
E.H. JIMBAK, O.P. MbICJIVMBEL]

W3ydgeHBI ¥ CHCTEMATH3UPOBAHBI CIIOCOOBI M MEXaHH3MBI BHEAPEHHA IIPOU3BOABHOIO KOAA
B ncrioAusiemeie  pafiasl B popmare Portable Executable. Lleapro mccaeaoBaHuA  ABAAETCA
ONIPEACACHUE IIPHMEHHMOCTH METOAOB HA IIPAKTHKE B HEACCTPYKTHBHBIX —IEAAX.  OAHOM
13 OCHOBHBIX IIPOOAEM BHEAPEHHUA X-KOAA ABAACTCA pabOTA «3aPAKEHHOIO» UCIIOAHAEMOTO (haiira
COBMECTHO C aHTUBHPYCHBIMH CPEACTBAMI.

IIpoektrpoBanne X-KOAQ BKAFOYAET PEIICHUE CAEAVIOIINX OCHOBHBIX 3aAaY: Pa3MEITCHIE
KOAA BHYTpH (aliAa-KOHTEHHEPa, IIEPEXBAT VIPABACHHUA AO HaYaAad BBIIOAHEHHS OCHOBHBIX
Jysximii, onpeaeserne aapecoB API-pyHKImi, HEOOXOAUMBIX AAfl PYHKIIHOHMpPOBAHHA (hafira-
KOHTEIHEpA.

[IpoanaAmsupoOBaHBl M IIPAKTHYECKH IIPOBEPEHBI MEXAHH3MBIL, KOTOPBIE HE BBI3BIBAIOT
M3MEHEHHA AAPECAIMH HU (DH3UYIECKOTO, HH BHPTYAABHOIO OOPA30B; BBI3BIBAFOIINE H3MEHCHISA
aApecarii TOABKO (PU3MYECKOro 0Opa3a; BBI3BIBAFOININE M3MEHECHHUA AAPECAITMH Kak (DH3MYIECKOTO,
TaK U BHPTYAABHOTO ODOpa30B, 4 TAK/KE MEXaHN3MBI BHEAPCHHA KOAQ B aAPECHOE IIPOCTPAHCTBO
drarira-KOHTEITHEPA KOCBEHHBIM ITyTEM.

[ToAygennpie B Pe3yABTATE€ HCCACAOBAHUA BBIBOABI M IPAKTHYECKHE PEKOMEHAAIIIN
IIPEACTABACHEI B AOKAGAE.

KOPPENALUWOHHLIE CBOUCTBA KPUMTTOANTOPUTMA RIJNDAEL
M.B. MY3bIYEHKO, A.B. MAPTHOBINY, .M. BUJIBIIOK

B cucremax cBasu, cbopa u nepesadn HHAOOPMAIIIHN IIITPOKOE PACIIPOCTPAHEHUE TTOAYIHAN
METOABI PACIIIIPEHHsA CHEKTPpa CUrHAAOB, OAHUM 13 9(PDEKTHBHBIX METOAOB PACIITUPEHUA CIIEKTPA,
IIPH KOTOPOM CHIHAA-ITEPEHOCYHK HMHMOPMAIIUN 3aHNMAET IITHPOKYIO ITOAOCY HaCTOT, ABAACTCH
METOA HEIOCPEACTBEHHON MOAVAAITMH  HECYIIEH IICEBAOCAYYAMHOM ITOCAEAOBATEABHOCTEIO.
[Ipm a1OM METOAE PACHINPEHUE CIIEKTPA AOITOAHHUTEABHAA MOAYAAITUA HECYIEH CHIHAAA HHUKAK
HE CBfA3aHA C IIePeAaBACMON HH(OPMAIIHELL.

B paHHOI paboTe OBIAM HCCACAOBAHBI KOPPEAAIIOHHbIE CBOCTBA: M-II0CACAOBATEABHOCTH,
YKI1, xoasr Kacamrr, kprrroasropury Rijndael.

Camas Ayurras arreproamdeckas AK® mariaeHa y M-IT0CA€AOBATEABHOCTH, 4 IIEPHOANIECKASA
AK® — y YKII (B paiioHe OpPOTa HET IITyMa).

B mporecce mccaepoBaHmA OBIAO BBIACHEHO, 49TO Kpuirroasroput™ Rijndael corasaer
C KOPPEAAITMOHHBIMI (DYHKITHAMH 110 OOKOBBIM ACITECTKAM IIO CAYYAHHBIM ITOCACAOBATEABHOCTSAM.
Xote Rijndael u mveer OOABIION HEAOCTATOK — BBICOKHI YPOBEHb OOKOBBIX ACIIECTKOB, HO OH
HMEET OOABIIHE IIPEUMYILECTBA, KOTOPBIE HE HMEIOT APYIHE ITOCACAOBATEABHOCTH. A HMEHHO:
32 CY4eT KpHUHNTOrpadMYecKuX CBOMCTB Y HETO IIPOM3BOABHAA AAMHA, OOAAAA€T  BBICOKOM
CTPYKTYPHOM CKPEITHOCTBIO.
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