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«30JI0TOM TPEYT'OJIbHUK»: CETH UHTEPHET BEIIEM, BJIOKYEWH,
WCKYCCTBEHHbIA UHTEJLJIEKT

benopycckuii 2ocyoapcmeennuiii ynugepcumem unQOpMamuxiy u paouodneKmpoHuKu
2. Munck, Pecnyonuxa benapyce

Ilpeomemom uccredosanuii agnsemces ananus unmeepayuu cemeil Mnmeprnema eeweti (Internet of Things, IoT),
On0OKueliHa U OMOENIbHBIX MEeXHONIO2UL UCKYCCMBEHH020 unmeliekma. Llens cmamou — nokazams npeumyujecmed
CcO8MeCmH020 UChoNb306anus Humepnema eewjeli, ONOKYeUHA, MAWUHHO2O O0OYVYEHUs U HEeUPOHHBIX cemell
Ha psde paspabomanHuix cucmem. binokueiin cnocoben obecneuums cmpykmypy Oasi 00pabomku mpaH3aKyull
U KoOpOuHayuu e3aumoolelicmeyiowux ycmpoucme 6 cemsx Humepnema eeweii. [Ipobnemoii, komopas
npensmcmeyem UCHOIb308AHUID NPUTONCEHUN ¢ UCKYCCMBEHHbIM UHMeIeKkmom (ccolika gedem Kk 404)u
Humepnema eeweil, sgnsemcs yazeumocms. buokuein pewaem ee 3a cuem mpex @QYHKYUIl: npogedeHue
MPAH3aKYUil Yepe3 HAOEHCHbIL MEXAHUZM ONIANbL 6€3 NOCPEOHUKO8, CO30AHUe UHOEKCUPOBAHHBIX 3ANUCELL, KOMOPble
3AUUUEHbL OM USMEHEHULl, pPAcnpeoeieHHoe XpaneHue ungopmayuu 6 nybnuunou 6aze Ooanuvix. Ilpusedervi
npumepsl paspabomanu (nem cesizu ciog) cemeti 1oT 0ns Kommpons kawecmea NPOOYKYUU, MOHUMOPUHSA
u ananusa 36ykosoul ungopmayuu, HT-OuaeHOCMUKY NAYUEHMO8 C HEBPOIOSUYECKUMU 3A00NE8ANUAMU,
6 KOmopvlx uHmezpuposarvl mexuoaoeuu loT, mawunnoco 00yueHUs, HEUPOHHBIX cemell, ONOKYelHd, VMHbIX

KOHmMpAaKkmoe.

Knroueswvie cnosa: cemu IoT, 6nokuetin, mawunnoe obyuenue, netiponnvie cemu, OSTIS , ymnwiti konmpaxm

BBeaenue

B OGmmwkaiimme 5—7 neT KItoueBble HAIIPaBJICHUS
MEPCIICKTUBHBIX HAyYHBIX HCCICIOBAHHN B OO0JIACTH
MH(OPMAIMOHHBIX TEXHOJIOTHI OyayT COCPEeOTOYEHBI
BOKPYT TPeX OCHOBHBIX C(pep: MCKYyCCTBEHHOTO WHTEI-
nexta (M), Uuarepuera Bemieit (IoT) u Onokucitna. DTu
HaTpaBIeHUS (OPMHUPYIOT «30JI0TOH TPEYTOIBHUKY, KaK
aT0 npeutoxkui npodeccop Hon Tanckorr [1].

IoT urpaer kito4eByr poib B aBTOMATH3aLUU
MPOIICCCOB YETBEPTOH TMPOMBIIIICHHOW PEBOJIOIIH
(Uunycrpus 4.0), npuMeHsieTcss B Pa3IUYHBIX OTPaCIAX
SKOHOMUKH, CIIY)KUT OCHOBOW JUISI CO3/IaHUS TOACUCTEM
«YMHOTO TOposia» W aKTHBHO HCIIONBb3YeTCcs B pas3pa-
00TKe OECTMIIOTHBIX TeXHONOTHH [2]. VICKycCTBEHHBII
WHTEIUICKT (MalInHHOE OOydYeHWe W HEUPOHHBIC CETH)
CIIOCOOHBI PEBOJIIOIIMOHN3UPOBATh Takue cdepbl, Kak
WHBECTHUIINH, TIATEKHBIE CHCTEMBI, YIIPaBICHIE PUCKa-
MU, 0aHKOBCKOE JIEJIO ¥ CMEXHBIE OTpaciid. MaimHHoe
oOyuenwne, aHanm3upyst coopannsie loT maHHBIC, BHISAB-
JISIET 3aKOHOMEPHOCTH U YJIy4IlaeT aJITOPUTMBI B3aUMO-
JIEHCTBUS B OTAENbHBIN 00macTsx [3]. TexHomorus 6J10k-
4eifHa obecrieunBaeT 0€30MacHyI0 Tepenaqy uPpPOBBIX
AKTUBOB MEXJly YCTPOMCTBAMU, OPraHU3aLUsIMHU U 4acT-
HBIMH JIHIIaMU 0e3 HEOOXOIMMOCTH y4acTHs MMOCPEIHHU-
KOB MJIM IIEHTPAJIM30BAaHHBIX OPTaHOB yHpaBiieHus [4].

B nmanHO# paboTe mpeacTaBiIeHBl PE3yJIbTAThI
aHaIM3a MPEUMYIIECTB HHTErpaluy TexHororuii Matep-
HETa BelleH, 0JIOKYelHA U HCKYCCTBEHHOTO HHTCIIICKTA,
a TaKoKe OTIBIT pean3aliy MOJOOHBIX MPOeKToB B BI'Y-
WP nox pykoBOJACTBOM aBTOpA.

Hanpasyenust u cucrembl uHTerpanuu MU,
os1okueiina u loT

OpHoWt W3 OCHOBHBIX mpoOiem pa3Butusi MH-
TEpHETA BEIICH SBISICTCS LEHTpANTHU3alUs OOIAuHBIX
cepBrcoB. OrpoMHBIC O0BEMBI JaHHBIX, COOHPACMBIX
¢ matunkoB u ceHcopoB [oT, TpedyroT mepenadu B IeH-
TpajbHOE 00JIaKo (YTO MPUBOAWT K IMEpErpyske cere
CBSI3M), 00paOOTKM Ha MOIIHBIX cepBepax (d4To Tpedyer
3HAYUTEILHBIX PECYPCOB) U BO3Bpara pe3ysIbTaToB (UTO
BBI3bIBACT 33/ICPXKKH B OHJIAH-yIIpaBieHun). [ perie-
HUS 3TUX TpoOireM Obina paspaborana TexHomorus Fog
Computing («TyMaHHBIE BBIYUCIICHUS» ), KOTOpas ycTpa-
HSCT yKa3aHHBIC HEOCTATKH [5].

Brokueitn obecnieunBaeT CTPYKTypy JuIis oOpa-
OOTKM TpaH3aKIUH W KOOPIAWHAIMHA B3aUMOICHCTBHS
YCTPOWCTB, TIe KaXI0C U3 HUX BBIOIHICT CBOIO POIIb,
bopmupyst «HTEpHET NCUCHTPAIN30BAHHBIX U aBTO-
HOMHBIX Belleil». TexHoJiorus oOecIrieunBaeT HeE3aBH-
cumocth ycrpoiictB loT, dukcupys B pacnpenesneHHOM
peecTpe oOMEH MaHHBIMH MEXIY YCTPOMCTBAMH, TpH-
JIO)KEHHUSIMH M IT0JIb30BATEIISIMH, YTO MO3BOJISIET UM OCY-
LICCTBIISTh TPAH3AKIIUK 0€3 MOCPEIHUKOB [5].

OpHoit w3 TpoOieM, MPEMATCTBYIOMNX IIHPO-
KOMY BHeApeHuto npuioxeHuid Ha ocHoe MU u IoT,
SIBIISICTCSL YS3BUMOCTD, XapaKTepHas IUI BCeil WHTep-
HEeT-UHQPACTPYKTYpbl. bBilokdeliH cnocoOeH pemuTh
9Ty Tmpobiemy Omarofaps TpeM KIIOUEBBIM (QYHKITUSM:
MPOBEICHUE TPAaH3aKIMK Yepe3 HaAS)KHBIA MEXaHH3M
orutaThl 0e3 MOCPEJHMUKOB; CO3JaHUEe HEU3MEHSIEMbIX U
3alUIICHHBIX OT IEH3YPHI 3almceil; pacmpenercHHOe
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XpaHEHHE JAHHBIX B IyOMWYHOHN WM YaCTHOM Oa3e naH-
HBIX [6].

B wmenumuHCKoW cdepe ONIOKYCHH MOBBIMIACT
MPO3PaYHOCTh M HAAEKHOCTh JAaHHBIX O MalMeHTax,
yCTpaHsisi TaKke MPOOIEeMbl, KaK CIOXKHOCTb MOTYYCHHs
UCTOpYH OOJIE3HU U TOTepH MHpOopMarin. MHTerpanms
WU no3BossgeT aBTOMATU3UPOBaTh IMPOLECCHI: HaNpH-
Mep, YBEIOMIISTH Bpadeil M MalMEHTOB O BO3MOMKHBIX
MEIUIMHCKUX PHCKaX Ha OCHOBE BBISBICHHBIX 3aKOHO-
MepHocTel. brokueiin oGecrieunBaeT npo3pauHyro Guk-
CaITMIO BCel 3TOW HHPOPMAITHH.

TexHoMmoOrust cMapT-KOHTPAKTOB OTKPHIBAEeT BO3-
MO>KHOCTH JUISl CO3AaHHsI CAMOMCIIONHAEMbIX MPOLEYD,
YTO JiesIaeT OJIOKYCHH JOTOIHUTEIEHBIM HHCTPYMEHTOM
KOHTPOJIS ¥ aBTOMaTH3anuu [7]. PaccMoTpeHsI puMepsl
cucrem unterpammu loT, MO, HC u OGnokueiina, paspa-
6otannsie B BI'YUP.

Cerb 10T A KOHTPOJS KadecTBa HNPOAYK-
umu [2]. st coznanust loT-ceTu, npennazHaueHHON 15t
KOHTPOJIS Ka4eCTBA MPOLYKINH, OblIa HCIIOJIb30BaHa 00-
naqHas mardopMa (cepBHC, pa3MELICHHBI B oOiake),
KOTOpasi BHIIOJIHSET (DYHKIMIO LIEHTpa oOMeHa coo01e-
HUSIMH JUIsS IBYCTOPOHHEH cBs3u Mexnay loT-npunoxe-
HueM u ycrpoictBamu. [Ipennoxena moaens loT-cetn,
OCHOBaHHAsl HA MYJIbTHareHTHOM TexHOMorun. CTpyKTy-
pa ceTH BKIIOYACT aHAJIM3aTOPhl KadecTBa IPOTYKINH,
IITIO3BI-KOHBEPTEPBl M 00JNIAuHyI0 HH(QPACTPYKTYpy C
apeH/I0BaHHOM cepBepHO# muiardopmoii. Ha cepsepe
XpaHATCS JJaHHBIC O KadecTBEe MPOAYKIMH, OCHOBAHHbIC
Ha KPUTHYECKUX KOHTPOJBHBIX TOYKAX, KOTOPBIC MO-
TYT OTCIICKHBATHCS CIIEIHAIMCTAMU Yepe3 MOOMIIbHBIC
ycrpoiicta. ITnardpopma Google Cloud IoT mo3Bomnser
coznasarb loT-ceTH ¢ MCHONIB30BaHIEM MAIIMHHOTO 00-
YUYCHHSI Ha KOHEUHBIX ycTpoiicTBax. Onuncana rnporuemny-
pa moAKIItoueHMs AaTunKoB K mardopme Google Cloud
IoT, BrIrOYaromasi HaCTPOUKY JIOKAJIbHOM CpEbl, yCTa-
HOBKY HEOOXOIMMBIX KOMIIOHEHTOB, CO3/[aHUE YUETHOU
3alMCH, MOJKIIOYEHUE BHUPTYaJIbHOTO YCTpPOMCTBA M
npocMoTp Tenemerpuu [1]. MHTerpupoBaHsl TEXHONIO-
ruu loT u UM (npunsTHE perieHui).

Certp IoT must koHTposs 3Byka [8]. Paspabo-
TaHa ceTeBasi apXUTEKTypa JUIsl MYJIBTHAreHTHOH 00pa-
60TKM 3ByKOBOW mH]popmanuu Ha 6aze loT, urto cmo-
COOCTBYET BHEAPECHUIO TEXHOJOTWH aBTOMAaTH3aINN
4.0. TlpoBeneHa onTHMHU3anusl BHIOOpA CTPYKTYpPHBIX
9JIEMEHTOB (IIPOTOKOJI, 00JIauHast mIaThopMa) JUIst CETH
IoT, xoHTpOnMpYIOIEH KauecTBO 3BYKOBOH MH]OpMa-
nuu. [peanoxkena METOANKA CETEBOTO MOJECIUPOBAHUS
IoT nns aHanm3a 3Byka B 007ayHOH TIaTGOpme, KOTO-
past TIOBBIIIAET TOYHOCTH aHaJM3a 3BYKOBOHM MH(pOpMa-
IIUH OKpY’KaromeH cpesbl. Peanm3oBanbl anmapaTHee 1
MIPOTPaMMHBIE PEIICHHUS ISl MyJIbTHAreHTHBIX MOJIeTICH
B loT-ceTH, 4T0 MO3BOIMIO BHEAPUTH HOBYIO TEXHOJO-
ruto ynpasnenus [2]. Unrerpuposans! TexHonoruu loT
n MW (mammaHOE 00yueHne, HeHPOHHBIE CETH).

Cern IoT npns MT-ITHarHoCTHKM NallHEH-
ToB [2]. Pa3paborana cereBas apXWUTEKTypa Ha OCHO-
Be loT, nmpennasHaueHHast Uil yIAJICHHOW IMArHOCTH-
KM TAIHeHTOB. JTa CHCTEMa IO3BOJSIET ITPOBOIUTH
aHamM3 W OIICHWBAaTh BEPOSTHOCTH 3abojeBaHmili 0e3
HEOOXOAMMOCTH TIPOBECHUS KIMHHUYECKHX HCCIIENO-
BaHUH, TiepeqaBas JaHHbIE HA MOOWJIbHBIE YCTPOWCTBA.
B ocHOBe cHCTeMBI JEXHT aIrOPUTM OOHAPYKEHHS
Kalllis, CO3aHHBIN C HCIONb30BaHUEM Habopa JaHHBIX
Environmental Sound Classification 50 (ESC-50), xoTo-
PBII IPUMEHSUICS /115t 00yYEeHUS CBEPTOYHON HEHPOHHOI
cetu. TouyHoCTh cucteMbl coctaBuia 85,37 %, a npenu-
3uoHHOCTH — 78,8 % [8]. B pa3zpaboTke MHTETpHPOBaHBI
texHonoruu [oT u I, Brifo9ast MalmuHHOE 00y4YeHHE 1
HEHPOHHBIE CETH.

Moneau u cTpyKTypsI 1 UT-meanuuHbl [4]

Ha ocHOBe Teopnu MHOXECTB TMPEIJIONKEHA MO-
nens mH(popMarmoHHOTO yrpaBieHus B U T-mennimHe
C MCIIOJIB30BaHUEM OJIOKYEHH-TEXHOIOTHH. MoIenp 0X-
BaTBIBACT YIPABICHUE DJICKTPOHHBIMUA MEIUIIMHCKIMH
KapTaMH, KOHTPOITb [IEMOYeK OCTABOK JEKapCTB, OOph-
Oy ¢ KOHTpa(aKTHOH MPOAYKINEH, aHAITN3 MEIUIINHCKUX
JTAHHBIX, IPOBEACHNE KIMHUYECKAX U OMOMEIUIINHCKIX
HCCIICIOBAaHNH, a TaKXKe YIalCHHBIII MOHUTOPHHT TTaIld-
eHToB. Tarke pazpaboTaHa CTPYKTypa HHTEPHET-MapKe-
THHTA Ha 0a3e pacrpeneNieHHON CHCTEMBI, BKIIIOYAOIIast
TTOPTAJI JJIs1 YIIPABICHHS IIOCTaBKaMH U pacIipeeIeHIEeM
JIEKapCTB, OPUEHTHPOBAHHBIN Ha HYXKIBI METUIIMHCKAX
yupexaennii Pecryomuku benapycs. Cucrema monmep-
JKUBaeT pabOTy WHTEIUICKTyalbHBIX areHTOB W OJIOK-
YeH-TexHoNoTHi [4]. BHEIPEHBI TEXHOIOTHHN OIIOKYESHH
u VU, BKiIrO9as WHTEIUIEKTYaIbHBIX areHTOB I KOOp-
JTUHALINH TTOCTABOK JIEKAPCTB U CIIPOCa B alTeKax.

Cetu IoT a8 AMarHocTukH 00/1e3HH AJbI-
reiimepa (BA) [9]. Pa3paboranbl TeopeTHUYECKHE OC-
HOBbl nnsi WUT-mumarHoctukum Oone3Hu Aunblreimepa
C HCIHOJB30BAaHHEM METOJOB MAIIMHHOTO OOYy4eHHUS U
HEHpPOHHBIX ceTei. Ha nx ocHOBe co3naHa jaboparopHast
cetb [oT, koTOpast mpuUMeHsEeT aNrOPUTMBbI JIs JIUarHo-
CTHKH HEBPOJIOTHYECKUX 3a0oieBaHnil. CeTh BKIIOYAET
cMapToH, arhopMmy, HEHPOHHYIO CETh U CIIeLUATIH3H-
pOBaHHBIE IPHIIOKEHHUS. [ 0JI0COBBIE TaHHBIC MTAIIUEHTOB
¢ BA BBomsTcs uepes cmapTdoH [uisi 00yueHus: HeUpOoH-
HOM CeTH, MMOCJIe Yer0 UCTIONb3YIOTCS I JUArHOCTHKH.
[Nepenaya gaHHBIX Mexay cMapTdoHOM M TIarhopMoii
Thingspeak ocymectsisiercs o nporokony MQTT. Mo-
OMIbHOE NPUIIOKEHHE H3BJIEKACT T'OJOCOBBIC XapakTe-
PHUCTHKH MALUEHTOB U MepeaaeT ux Ha miatdopmy [oT.
Pe3ynbTarbl AMarHOCTHKH OTOOPaXaroTcs B MPUIIOXKE-
HUM Ha cMapTdoHe. JlaHHbIEe ISl UCCIIEOBaHMS B3SIThI
u3 nporpammbel ADReSS 2020 Challenge, conepkarieii
peueBbIe 3alUCH MAUEHTOB ¢ BA U 3M0pOBBIX JIOAEH.
TounocTh auarHocTHkU cocTtaBuia 87,3 %. B cucremy
nHTerpuposanbl TexHonoruu loT m MM, Bximrouas ma-
HIMHHOE 00y4eHHEe U HEHPOHHbIE CeTH.

CHUCTEMHbII AHAJIU3 U IIPUKJIATHASI UHOOPMATHKA
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IoT pass aumarnoctuxku OoJiesHu Ilapkuuco-
Ha [10]. Pa3paboranbl TeopeTHYECKHE OCHOBBI JUIS
UT-muarHoctuku Gone3nn [lapkuHCOHA ¢ MCIONB30Ba-
HHEM MaIlMHHOTO 00y4YeHUs 1 HeMpOoHHBIX ceTell. Ha nx
ocHOBe co3maHa ceth 10T ¢ mcmonp3oBaHueM mIaThop-
Mbl OSTIS (Open Semantic Technology for Intelligent
Systems). CMapThoH B 3TOW CETH CIY>KUT JUIA BBOJA U
TIpe/IBapUTEIbHON 00pabOTKH JTaHHBIX, BKIIOYAs M3BJIE-
YEHHE NMPHU3HAKOB U3 TOJIOCOBBIX 3alMHCEH M JaHHBIX O
JIBUTATEIIbHOM aKTUBHOCTH NanueHTa. J[aHHbIE mepena-
10TCs yepe3 JokanbHbIi cepBep Flask na cepsep OSTIS,
rae oOpabareIBaOTCsl HEHPOHHOI CETHIO JUIsl paco3Ha-
BaHMs 3a00JIeBaHMsI. ATEHT ITPOTHO3UPOBAHMS aHAN3H-
pyeT U3BJIEUYEHHBbIE NMPU3HAKH, AEIacT MPOTHO3BI U CO-
XpaHseT pe3yibTaThl B 0aze TaHHBIX. Pabounii mporecc
CHCTEMBbI BKIIIOYaeT cOOp TaHHBIX Yepe3 ycrpoiicta [oT
(cMapTQOH M TaTYNKHU JIBIKCHNUS ), TIepeaady JaHHBIX Ha
cepsep Flask, nx o6padotky Ha cepBepe OSTIS u coxpa-
HEHME Pe3ylbTaToB. B cucTeMy MHTErpUPOBaHBI TEXHO-
noruu [oT u U, Brirogast MammHHOE 0OyYeHHUE, HEli-
POHHBIE CETH U OTKPBITYI0 CEMAHTUYECKYIO TEXHOJIOTHIO
UHTEJUIEKTYalbHbBIX CHCTEM.

Buokueitn B cerax IoT pna UT-guarnocru-
kM [11]. dns moBsimennss 0e30mMacHOCTH W KOH(HICH-
IIMATIBHOCTHU JaHHBIX MAIUEHTOB B ceTsx [oT ncnone3o-
BaHa TexHonorus omoxueitH Ethereum. DTa maTErpanms
aKTyaJIbHA JUISl XPAaHEHHS W YIPABICHNS JAHHBIMHU TaIH-
EHTOB C HEBPOJIIOTHYECKUMH 3aboieBaHusMu. Pa3pabo-
TaHa apXUTEKTypa CHCTEMBI, oObeauusroneii cets [oT,
thatinoByto cuctemy IPFS u 6moxueitn Ethereum. Cucre-
Ma obecrneunBaeT O€30macHOE M MPO3pavdHOE yIIpaBiie-
HHUE JAHHBIMH, ONTUMH3HPYS IMPOLECCH PETUCTPALUH,
aBTopm3anuu u mpoBepku. McmomszoBanme IPFS mns
JIETICHTPATN30BaHHOTO XpaHeHus (ailnoB u OnokdeitHa
Ethereum i co3maHus 3alIMIIEHHBIX MEAUIIMHCKUX
3anuceil moBsIaeT A3PPEKTUBHOCTD U KOH(PHUICHIHAIb-
HOCTb CUCTEMBI. B X076 9KCTIepUMEHTOB OBIIIH Peann3o-
BaHbI MPOLIECCH HACTPOIKH CpeJibl, MOAKIIOUCHHUS y371a
IPFS, mporpamMmmupoBanus cMapT-KOHTpakToB Ethereum
W XPaHEHUsI X3IIeH TOJI0COBBIX TaHHBIX.

3aKJIIoueHue

1. Uaterpamus texuonoruid [oT, MM u Omok-
yeiHa CO3[al0T MOILHYIO dKOCHCTEMY MJISl yHaJIeHHOU
JUArHOCTUKU U YNPaBJICHUs] MEAUIUHCKUMU JTaHHBIMU.
[IpeumymecTBa: ygajleHHas OHArHOCTHUKA: MAI[EHTBI
MOTYT TOJIy4aTh JWArHo3bl Oe3 MOoCeIIeHHs KIMHUK;
0€3011acHOCTb JITaHHBIX: OJIOKYEHH 3aIIUIacT KOHPHICH-
nuanbHyo uH(popmanuio; 3pQeKTHBHOCTh: WHTEIIICK-
TyaJlbHbIC areHTbl U HEUPOHHBIE CETH ONTHUMU3UPYIOT
MIPOLECCHl TUATHOCTUKU M JIOTUCTHKH. [lepcreKTuBBIL:
pa3paboTKu MOTYT OBITh IPUMEHEHBI B Pa3JINYHBIX 00J1a-
CTSIX MEJMLIUHBI, 0COOCHHO ISl TMarHOCTUKU U MOHHTO-
pHHTa XpOHHYECKUX 3aboineBaHnil. Pekomenaamuu Juis
JAJIbHEHIIEro pa3sBUTHA: YIIy4dlIEHHE TOYHOCTU MOje-
JIeii: nanpHelee o0y4yeHne HeHPOHHBIX ceTeil Ha Oosee
KPYIHBIX U Pa3HOOOPa3HBIX HAOOpaxX JAHHBIX; PACILIU-
peHne GyHKIMOHANIA: BKIIOYEHUE JIOTOJTHUTEIBHBIX TH-
0B JTaHHBIX (OMomerpuyeckue paHHble, naHHbie DKI)
JUIst OoJiee KOMIUIEKCHON AMAarHOCTHKK; MacIITaOupoBa-
HUE CHCTEM: aJianTanus pa3padoToK Ui HCIOJIb30BAHHS
B JPyTUX CTpaHaX U PErHOHax; PeryisTOpHas NOAAEpK-
Ka: pa3paboTKa CTaH/IapTOB U HOPMAaTUBOB ISl UCIIOJIb-
30Banus Onokueiina u [oT B Megunnne.

2. Pazpaboransr momemu s WUT-muarHoctu-
ku Oone3Helt Ampireiimepa u IlapknHCOHA Ha OCHOBE
MaIIMHHOTO O0y4YeHHs M HEHpPOHHBIX ceTeil. JTo mo-
3BOJIMJIO CO37aTh MoOMIbHEIE ceth 0T s ynaneHHoi
JIMarHOCTUKU 0e3 HEeOOXOJMMOCTH KIIMHMYECKUX HC-
cleoBaHUA. Pe3ynmbsraTsl mepenaroTcs Ha MOOWMIIBHBIC
ycrpoiictBa. OnucaH NpoLecc CO3AaHUsl U TECTUPOBa-
Hus cetu loT st UT-auarHocTuky, BKIO4asi HACTPOii-
Ky cpenbl, monkitoueHue y3na [PFS, mporpammupoBanme
cMmapT-koHTpakToB Ethereum u ympaBnenue pocrynom
K JaHHbIM. CMapT-KOHTPAKThl 00ECIICUMBAIOT Ay TEHTHY-
HOCTh JAHHBIX M KOHTPONb JOCTymna. J{ns JanpHedmmx
HCCIIEJOBAaHUH PEKOMEHJyeTCsl MCIOJIb30BaTh (haKTop-
HbIl, PErpecCUOHHBII U KOPPEISALMOHHBIM aHAIU3bI
JUI OLEHKH BIUSHHUS PACCMOTPEHHBIX TEXHOJIOTHH
Ha SKOHOMHUYECKHUE U COLUAIIbHBIE IIPOLECCHI.
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VISHNIAKOU U.A.
THE GOLDEN TRIANGLE: THE INTERNET OF THINGS, BLOCKCHAIN,
ARTIFICIAL INTELLIGENCE

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

The subject of research is the analysis of the integration of the Internet of Things (IOT), blockchain
and individual artificial intelligence technologies. The purpose of the article is to show the advantages of sharing
the Internet of Things, blockchain, machine learning and neural networks on a number of developed systems.
Blockchain is able to provide a structure for transaction processing and coordination of interacting devices
in the Internet of Things networks. The problem that prevents the use of artificial intelligence applications and
the Internet of Things is vulnerability. Blockchain solves it through three functions: conducting transactions
through a reliable payment mechanism without intermediaries; creating indexed records that are protected
from changes; distributed storage of information in a public database. Examples of the development of IoT
networks for product quality control, monitoring and analysis of audio information, IT diagnostics of patients
with neurological diseases, which integrate technologies of 10T, machine learning, neural networks, blockchain,
smart contracts.

Keywords: 1oT network, blockchain, machine learning, neural networks, OSTIS, smart contract
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