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HHEPEHAIIPABJIEHHE CETEBOI'O TPA®HKA C UCIIOJb30OBAHUEM MITM
T.b. Pycenkas
Vuypeacoene oopazosanis « beopyceruit cocyOapCmeenbiii ynueepCumem unopramurn i
pacuosexmponuri», Munck, beaapyce

Annoramnsi. B Marepramax JoKIada NPeICTABJNEHBI Pe3y.IbTATHI aHAIM3 ys3BuMocTH [CMP mpoTokoia
H peaansauma Kudepatakn [CMP Redirect B cpeie mupTvaiwszauun VirtualBox. KuOGepataka mnpoeeieHa
Ha BUPTVAJILHOM MAKETE. COCTOALIEM M3 YCTPOMCTB HApYIUMTEN. LEISBOr0 YCTPOHCTBA. MAPLIPYTH3TOPA
H KIIHEHTCKOH MALIHHBL McclenoBaHMEe BKIOUAST B CedA ONMHCAHME METOIOB 3KCIIYATALHM Y T3BHMOCTH
npotokoma ICMP. a Taxke mocneIcTBHA KHOEpaTaKM 111 Oe30MaCHOCTH CeTH. B pesyIbTare aHAIHA ObLH
BBISIBICHB! OCHOBHbIC (DAKTOPLI. CIOCOOCTBY KOLUHC YCOCLIHOMY NPOBCACHHID KHOCPATAKH. A TAKKC MPCANOKCHbI
PCKOMCHIAUMHM 118 MOBLILUCHHA YPOBHH 3ALUHTBL HH(OPMALUMOHHOH CHCTCMbL M MHHHMM3AUHH PUCKOB.
ITonyUCHHBIC TAHHBIC MOTYT ObITb MOIC3IHbI 418 CNCUHANACTOB B 00MACTH 3AATEL HHPOPMAUNKN U PA3PAOOTKH
HPPCKTHBHBIN MCP MO MPCIOTBPALUICHHK N0A00HBIX YIPO3. @ TAKKC AN YAVUIICHAA 0C30NACHOCTH CCTCBLIN
KOMMYHHKALMH,

Kmoueswie caosa: MITM: ICMP npororon: ICMP Redircct: cetcebic kudeparaxu: CCTCBOH Tpaduk:
VirlualBox: anaans yvassanocta. Wircshark: IP-aapcec: ceresas uupactpyrrypa.

REDIRECT OF NETWORK TRAFFIC USING MITM ATTACK
T.B. Rusetskaya
Educational Institution “Belarusian State University of Informatics and Radioelectronics”,
Minsk, Republic of Belarus

Abstract. The report presents the findings of an investigation into the vulnerabilitics of the ICMP protocol
and the ICMP Redirect attack within (he VirtualBox virtualization cnvironment. The cyberattack was conducted
on a virtual mockup comprising the intruder's devices. (he target device. the router and the client machine. The
study provides a comprehensive overview of the methods employed to exploit the vulnerabilitics of the ICMP
protocol. in addition to the repercussions of the attack on network security. The analysis vielded keyv factors
contributing to the success of the attack. and recommendations for enhancing the protection of information
systems and mitigating risks were proposed. The findings from this study are likely to be of value to information
security specialists in the fields of information protection and the development of effective measures to prevent
such threats, as well as to improve the security of network communications.

Kevwords: MITM-attack. ICMP protocol: 1CMP Redirect: network attacks: network traffic: VirtualBox:
vulnerability analysis: Wireshark:; 1P-address; network infrastructure.
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BeexeHue

MITM (man in the middle) - 310 araka, npu KOTOPOIl HAPYLUUTENb MOJYYAET NOCTYI
K KAHANy CBA3H MEXIY JIETHTHMHBIMH CTOPOHaMH (IOJb30BATEIAMH, NPUIOKEHHUAMH,
CeTEeBbIMM YCTPONCTBAMH), YTO TMO3BOJIieT €My [MpOCMaTpUBaTb COAEPKUMOE BCeX
nepenaBaeMbIX HMH COOOLUEHUH, YOaNATb U H3MEHSTh HX.

ICMP (Internet Control Message Protocol) — 3T0 npOTOKOJ, NpenHa3sHA4YeHHBIH s
OTIpaBkH coodueHHi o0 omudkax W nepemadd CcnyxebHOH uHPOpMALMH, KOTOpas
yka3blBaeT Ha YCMeX MWIM Heyzady npu oOMeHe maHHbIMU ¢ OpyruM [P-agpecoM. OObrMHO
ICMP He ucronp3yeTcsa IJs nepenayd JAHHBIX MEKAY yCTpOHCTBAMHU, a MpUMEHAETCS AN
MPOBEPKH CBA3H MEXAY JABYMS Y3JaMH C INOMOLIBK) MNPOrpaMM, TaKHX Kak ping MM
traceroute.

AKTyanpHOCTL npobnembl cereBoii kubepataku ICMP Redirect coxpaHsieTcs Ha
cerogHAwHUA MoMeHT. ICMP Redirect — 310 kudeparaka, OCHOBaHHas Ha YSA3BHUMOCTH
nepenaun ICMP-nakeroB. B xone ee npoBeneHHsl HAPYLUMTEJNb HCIONB3YeT MONMEIbHBIE
ICMP-coodmenus nas  ynpasieHus MapupyTtuzauuei ceresoro Tpadukxa. ChHadana
aTaKyHLIMi CKaHUPYET CeThb, ONpeleNieT LejeBoe YCTPONCTBO, MepexpaTbiBaeT TpadUK CeTH,
ornpasnsier ICMP Redirect coodlueHns LeneBoMy YCTPONCTBY, MEPEHANpasisieT TpadHk
yepes CBOI y3€/, AaHAJM3UPYeT M 3aBepLIAeT AaTaKy, BOCCTAHABIHBAS HOPMABHYH
MapLIPyTH3aLMIO TpadHUKa.

®opmat ICMP Redirect cood1ueHUsa COCTOUT U3 cleayroux nonett (puc. 1):

- Tun (5),

- Kon (0 - nmepeHanpasieHne MakeToB ANs CeTH, | — MepeHAanpaBIeHHE NAKETOB 1JIst
y3Nla, 2 — TepeHampaBjeHHe MaKkeTOB B 3aBUCHMMOCTM OT THUMa Cily:kObl U ceTH, 3 —
niepeHanpapieHle MakeToB B 3aBUCUMOCTH OT THIA CNyskObI U y37a);

- KontponbHas cymma,

- IP-anpec umumo3za (adgpec MIHO3a, HA KOTOPBIH HANpaBiseTcs Tpaguk Onsd CETH,
ykasaHHOI B noJsie «Internet destination network»);

— 3aronosok IP + 64 OuTa DaHHBIX.

9 1 2 3

81234567890 123456789812345678981
R e e e T e i S e e e e e e e e T S e A 2
| Type | Code | unused |
e e e e e e e i
| Gateway Internet Address |
LI I I I I I I I I e I B ER EE BN BN EE B BN R B BN TR X TN TR B XX |
| Internet Header + 64 bits of Original Data Datagram |
- +

B T e e T et s ke T P

Puc. 1. ®opmat [CMP Redirect coodiueHus
Fig.1. Format of [CMP Redirect message

[ens nanHOH padoThl 3aKIOYAETCA B PACCMOTPEHHH MPOBEAeHHs KHOepaTaku
¢ ucnosnbzosanuem [CMP Redirect u aHann3a nepexpaueHHOro Tpaduka.

OcHoBHAA HACTH
Hna nposeaenus MITM kuCepataku ¢ ucronbsoBaHuem ICMP Redirect Oblna
HCNoOJb30BaHa miathopma BupTyamusaumuu VirtualBox. CospaHa nokajibHas cetb u3 4

BHPTYAJIBHBIX MALIIHH:
— xomneroTep HapyumuTens ¢ OC Kali Linux (attacker);
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— koMnbroTep kepTBEl» ¢ OC Ubuntu (victim);
— kauenTckas mamurHa ¢ OC Ubuntu (server);
— mapuipytuszatop Mikrotik (router_mikrotik).

Vlctlm

Default G
(192.168.1.11] HEI e

0

4

e
O
lllll==
Attacker

192.168.1.12

Puc. 2. Tononorus cetu
Fig.2. Network topology

ITpu u3yuyeHun npuHuuna nepegaud ICMP nakeToB ObITH BBIABIEHBI HECKONBKO
yasBuMocTell. OxpHolt u3 ¢yHkuuil nporoxosa ICMP spnsercsa ynpaeiaeHue tadnuuamu
MApLIPYTH3ALMH Ha y3/max BHYTpH cermeHTa ceTH. Coobuenus ICMP moryT comepxatsb
HHpopMaLUI0 © MepeHanpabieHUH. Takue CcOOOLUEHHS MO3BONAIOT ONTUMH3HUPOBATD
MapLIPYTH3aLMIO NakeToB uepe3 Oonee 3ddpekTHBHbIE MAPLIPYTHI.

Ataka ICMP Redirect 3akm04aeTcsa B TOM, YTQ HapyIIHUTENb OTIPABJISET NOANENBHOE
coodenne ICMP Redirect nenesomy y3uy, ykasblBasi NMPeANOYTHTENbHBI MapLIpyT AU
nepenauu JaHHbIX. Llenb jaHHoOH kubepaTakd — M3MEHHTb TaONHUY MapLIpyTH3aUUH Ha
LIeJIEBOM y371e, 4TOOBI MepeHanpaBuTh Tpa(k depes y3en HapyLuTens.

Ha pucyHke 2 mokasaHa TONMOJIOTHA CETH B ¢pene eupryanuzauuu VirtualBox. U3
TOTIOJIOTHH BHIOHO, YTO BHPTyalbHAas MallHHa «kepTBbl» HMeer IP-ampec 192.168.1.11/24,
Hapywutens — 192.168.1.12/24, Ha wuHTepdeiicax MaplIpyTH3aTOpa HACTPOEHBI
192.168.1.1/24 u 192.168.2.1/24, Ha k1HeHTCKOIl MalHe — 192.168.2.22/24.

Hanee Ha yCTPOHCTBE HAPYIUHTENS NPOHCXOOMT CKAHHPOBAHHE CETH ¢ MOMOLIBKD
MHCTPYMEHTA NMap A OOHAPYKEHHs y3JI0B B CETH (puC. 3):

Zhome/kali
192.168.1.0/24
Starting Nmap 7.82 ( bhttps://nmap.org ) at 2025-92-20 10:56 EST
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or
specify valid servers with —-dns-servers
Nmap scan report for 182.168.1.1
Host is up (0,000405 latency).

MAC Address: 08:09:27:15:3B:3A (Oracle VirtualBox virtual NIC)
Nmap scan report for 192,168.1.11

Host is up (9,00043s latency).

MAC Address: 08:00:27:68:77:1B (Oracle VirtualBox virtual NIC)
Nmap scan report for 192,168.1.12

Host is up.

Nmap done: 256 IP addresses (3 hosts up) scanmed in 1.96 seconds

Puc. 3. 3amycKk CKaHHPOBAHUS CETH C MOMOUIBIO NIMap
Fig.3. Network scan launch using nmap

Ha pucyHke 3 MOXKHO 3aMETUTHUTD, UTC B ceTH 192.168.1.0/24 cywectpyet 3 [P-ampeca.
IP-agpec 192.168.1.11/24 — 3To agpec LeNeBOro yCTPoHCcTRa.

[Mocne storo B Wireshark ocyiiecteiasiem nepexsat Tpaduka no ¢unstpy ip.add ==
192.168.1.11 (puc. 4):
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[N ]ip.addr == 192.168.1.11 Ix] -]+
No. Time Source Destination Protocol Lengtt Info
820738686 192.168.1. B3N request id=8x1736, seq=6/1536, Ctl=64 (reply in 7)

= 7 0.021337656 192.168.2.22 192.166.1.11 TCHMP 98 Echo (ping) reply  1d=0x1/36, seq=6/15a6, CT1=63 (request in 6)
59 1.020390026 192.168.1.11 192.168.2.22 IcMp 98 Eche (ping) request 1d=8x1736, seg=7/1792, ttl=64 (reply in 68)
66 1.820087618 192.168.2.22 192.168.1.11 IcMp 98 Echo (ping) reply id=0x1736, seq=7/1792, ttl=63 (request in 59)
166 2.020473443 192.168.1.11 192.168.2.22 ICMP 98 Echo (ping) request id=8x1736, seq=8/2848, ttl-64 (reply in 187)
107 2.020964930 192.168.2.22 192.168.1.11 ICcMP 98 Echo (ping) reply 1d=8x1736, seq=8/20848, ttl=63 (request in 108)
156 3.020297450 192.168.1.11 192.168.2.22 ICMP 98 Echo (ping) request 1d=8x1736, seq=9/2304, ttl=64 (reply in 151)
151 3.621047848 192.168.2.22 192.468.1.11 IcMp 98 Echo (ping) reply id=8x1736, seq=9/2384, ttl-63 (request in 158)
194 4,510612524 192.168.1.11 192.168.2.22 ICMP 98 Echo (ping) request 1id=0x1736, seq=10/2560, ttl=64 (reply in 195)
195 4.511160345 192.168.2.22 192.168.1.11 IcMp 98 Echo (ping) reply 1d=0x1736, seq=18/256@, ttl=63 (regquest in 194)
238 5,511081223 192.168.1.11 192.168.2.22 IcMP 98 Echo (ping) request id=8x1736, seq=11/2816, ttl=64 (reply in 239)
239 5.511731879 192.168.2.22 192.168.1.11 ICMP 98 Echo (ping) reply id=6x1736, seq=11/2816, ttl=63 (request in 238)
279 6.511445344 192.168.1.11 192.168.2.22 IcmMp 98 Echo (ping) reguest 1d=8x1736, seq=12/3072, ttl=64 (reply in 280)
280 6.511926288 192.168.2.22 192_368 1.1 ICMP 98 Echo (ping) reply 1d=0x1736, seq=12/3072, ttl=63 (request in 279)
318 7.573317751  192.4168.1.411 192.168.2.22 ICcMP 98 Echo (ping) request 1id=8x1736, seq-13/3328, ttl=64 (reply in 319)
319 7.573850296 192.168.2.22 192.168.1.11 ICMP 98 Echo (ping) reply id=8x1736, seq=13/3328, tt1=63 (request in 318)
361 8,596501190 192.168.1.11 192.168.2.22 IcMp 98 Echo (ping) reguest 1d=8x1736, seq=14/3584, ttl=64 (reply in 362)
362 8.597196094 192.168.2.22 192.168.1.11 IcMP 98 Echo (ping) reply id=8x1736, seq=14/3584, ttl=63 (request in 361)

1

Source: PCSSystemtec 68:77:1b (08:00:27:68:77:1bh) - ©UoU B8 @0 27 1b 3b 3a ©8 B0 27 68 77 1b 08 00 45 @0 ey "hw---E
ceee 2uBO L0 L.l L... ..., = LG bit: Globally unique address (fe 81 B0 54 51 cc 40 00 48 @1 64 6b c® a8 61 Ob cd a8 TQ-@- @ dk
....................... = IG bit: Individual address (unicast Be20 62 16 88 B0 3c cb 17 36 8f bb bd 67 0G0 @0 < B

7030 80 09 8e 08 Oa 00 00 60 00 60 10 11 12 13 14 15

[Stream index: 2] @4 16 17 18 19 1a 1b 1c 1d d1e 1t 20 21 22 23 24 25 coe IMHEK
= Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.2.22 { 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &'()*+,- ./012345
0180 .... = Version: 4 06 36 37 67

.... 8101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©x0@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 84
Identification: Gx5lcc (20940)
» B10. .... = Flags: @x2, Don't fragment
...0 00eO 0BEG QBEG = Fragment Offset: @
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: @x646b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.11
[Stream index: 1]
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x3cch [correct]
[Checksum Status: Good]
Identifier (BE): 5942 [0x1736)
Identifier (LE): 13847 (@x3617)
Sequence Number (BE): 6 (©XBBB6)
Sequence Number (LE): 1536 (@x0600)

Puc. 4. [Tepexsar cereBoro tpaduxa
Fig.4. Interception of network traffic

H3 puc. 4 HapywuTens noayqaer uHpopmaunw 00 IP-aapece KnMEHTCKOH MALIHHBIL.
Pacnonaras nosnyueHHol nHpOpMauueil, MoxHO peanusobate kudepataky ICMP Redirect ¢
NMOMOILLBH KOMaHIbl netwox (puc. 5).

Jhome/kali
At he

5t 192.168.,1.11 L9206 L)

Pnc. 5, Fcnone30BaHHE HHCTPYMEHTA NEIWOX
Fig. 5. Using the netwox tool

C noMOLBIO YTHIMTHI NETWOX HAPYLIHTENb CO3aeT U oTnpasiser noaaenbHbie [CMP
Redirect coobiueHus:
1. netwox 86 — npenHasHaueH o1 otnpaBku ICMP Redirect coobiueHuit,
2. -d “eth0” ykasbiBaeT HHTEpdEIiC, Yepes KOTOphIH OyAeT OTNPaBIAThCA TPaPUK;
3.-filter "src host 192.168.1.11" — ycranasnusaer ¢uIbTp, 4UTOOBI OTNPABIATH
cooOLUeHHA TONMbKO 1A Tpaduka, uexonsiero oT y3na ¢ [P-agpecom 192.168.1.11/24,
4. --gw 192.168.1.12 3amaer [P-ampec uumo3a, KOTOpbl OymeT HMCMONbB3OBATLCS AU
nepeHanpaBIeHHs TpahHKa,
5. spoofip "raw” - Bkumrodaer noameHy IP-ampecoB B pexHME raw, HTO MO3BOJSIET
n3MeHsTh IP-agpec UCTOUHMKA MAaKETOB,
6. --code 0 — ykasbiBaeT kog ICMP-coo0ueHNs, YTO COOTBETCTBYET THITY 5X0-OTBET,
7. --src-ip 192.168.2.22 - ykasbiBaer [P-agpec, kOTOpBIH OymeT HCMOAB30BATHCA
B Ka4ecTBE HCTOYHHKA 11 noanensHbx ICMP Redirect-cooOmeHuii.
Ha pucynke 6 BupHo, urte Tpaduk, uaywmii ot ycrpodictsa victim (IP-anpec
192.168.1.11/24) nepeHanpapneH Ha y3en ¢ [P-agpecom 192.168.1.12/24:
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(W icmp B~ +
No. Time Source Destination Protocol Lengtt Info
218 6.642643465 192.168.1.11 192.168.2.22 ICMP 98 Echo (ping) request 1d=@x191c, seq=1/256, ttl=64 (reply in 221)
221 6.643957719 192,168.2.22 192.168.1.11 ICMP 98 Echo (ping) reply 1d=0x191c, seq=1/256, ttl=63 (reqguest in 218) =
228 6.685857344  192.168.2.22 192.168.1.11 ICMP 78 Redirect (Redirect for host)
253 7.634820096 192.168.1.11 192.168.2.22 ICMP 98 Echo (ping) request 1d=@x191c, seq=2/512, ttl=64 (reply in 254) =
ICMP 98 Ech 1

ing)

reply  id 512, ttl=63 (request in 253)
12

279 8.
280 9.630673042

éeq: 8, ttl=64 (reply in 280)
seq=3/768, ttl=63 (request in 279)

(ping) request

ICHMP Echo (ping) reply -

314 9.624D29314
215
316 ¢
344
345 10,

TCHP 98 Echo (ping) request
(ping) reoly

ICMP 98 Echo (ping) request
ICHP 98 Echo (ping) reply
ICMP 78 Redirect
TrMo Q8 Frha (ninad ranuact

ttl-64 (reply in 315)
tt1=63 (request in 314)

ttl=64 (reply in 345)
, ttl=B3 (request in 344)

279

+E1-RA _franly in 2721

» Frame 228: 70 bytes on wire (560 bits), 7@ bytes captured (56@ bits) on In | Ot B8 00 27 68 77 1b ©8 0@ 27 95 hd 54 @8 00 45 00 "hw k) =
» Ethernet II, Src: PCSSystemtec_95:bd:54 (08:00:27:95:bd:54), Dst: PCSSystel| 061 B0 38 12 99 @0 0@ ff 81 24 ba c@ aB 82 16 c@® a8 8 §
» Internet Protocol Version 4, Src: 192.168.2.22, Dst: 192.168.1.11 ol 01 0b 05 @1 Ge 43 cd aB 01 Oc 45 00 80 54 07 60 c Es 21
~ Internet Control Message Protocol @e36 40 60 40 €1 ae d7 cO aB 02 16 68 €6 @-@ - -CEIEE

Type: 5 (Redirect)
Code: 1 (Redirect for host)
Checksum: 0x@e43 [correct]
[Checksum Status: Good]
Gateway Address: 192.168.1.42
-~ Internet Protocol Version 4, Src: 192.168.1.11, Dst: 182.168.2.22
0160 .... = Version: 4

09 ea 19 1c 66 01

. 0181 = Header Length: 28 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: C5@, ECN: Not-ECT)
Total Length: 84
Identification: @x0768 (1888)
» 01@. .... = Flags: @x2, Don't fragment
...0 0DGE OPGO BPBO = Fragment Offset: 6
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: Gxaed7 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.11
[Stream Index: B8]
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x@89ea [unverified] [in ICMP error packet]
[Checksum Status: Unverified]
Identifier (BE): 6428 (Ox191ic)
Identifier (LE): 7193 (@xic19)
Sequence Number (BE): 1 (8x0001)
Sequence Number (LE): 256 (Ox0180)

Puc. 6. Anaiuz tpaduka B Wireshark
Fig.6. Traffic analysis in Wireshark

H3 puc. 6 MOKHO 3aMETHTBb, YTO THII OTIPABIIIEMOrO COOOILIEHHs SABJSETCA 5 HIH
Redirect-coobiienne (ykasblBaeT OTMPaBUTENI0 HA CylUecTBOBaHHe Oonee 3(pdeKkTHBHOrO
MaplIpyTa A nepeiayl JaHHbIX ).

JakaoueHue

Ha oOCHOBe MONy4YeHHBIX PE3YJIbTATOB MOXHQ CHOENATh BBIBOA UTO YSI3BHMOCTH
npotokoia ICMP moxeT ObTb MCHONb30BaHa AN MpobeneHus kudepataku Man-in-the-
middle, nepexsaTta W u3MeHeHHs ceTeBoro Tpaduka, a Takxke O CO3DAHHUS Yrpo3
0e30macHOCTH HMHGPOPMALIMM, KOTOPbIE MOIYT NPHBECTH K HAPYIIEHHK LEIOCTHOCTH
U KOH(PHOEHUHANIBHOCTH JAHHBIX B KOMIBOTEpHbIX ceTsx. [lostoMy pazpaborka
1 BHeApeHHe >(P(peKTHBHBIX METONOB 3alUMUThl OT TAKHX aTak SBIAETCA aKTyalbHOH 3amaueil
ans obecredeHus yCTOHUUBOCTH CETEBBIX HHPPACTPYKTYD.
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