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METO/JHKA BEISIBJIEHUA I'OJIOCOBBIX JTHIIGEHKOB
W.C. Aeiikano, B J1. Boasdosuu
Vupeoscoene oopasoednus « be.1opycckitlt 20Cy0apCmeeinvtit YucepCmem un@opramuri i
paonosexkmponiku », 2. Muck, Pecnyouaura beaapyces

Annoramns. C pasBHTHEM HHOOPMALMOHHBIN TEXHOJOTHH M HCKVCCTBEHHOTO HHTELIEKTA IOSBITHCH
MHCTPYMEHTHI CO3TAHHSA TOJI0COBBIX THUN(IEHKOB, MPEICTABISIONINE CEPhE3HYIO YTPO3Y AT HH()OPMALHOHHOMH
De0MACHOCTH M I0BEPHA K ay THOKOHTEHTY. JaHHAS TEXHOIOTHS MOKET OBITh HCIIONB30BAHA .19 MAHUITY TIULHH
OOLIECTBEHHBIM MHEHHEN H BBEJEHHA B 3a0mMviKIeHue. [ONOCOBblE MOTIENKH AKTHBHO TNPHMEHTIOTCA B
MOLICHHUMCCKAN CXCMAX. 4TO CO3IACT 3HAYHTCABHLIC PHCKH A3 (DHHAHCOBBIN OPraHH3AUMEA. KOPNOPATHBHBIX
CTPYKTVP H MEPCOHATHHBIN JAHHBIX MOIb30BaTelell. B 1TaHHOH pabdoTe pacCMATPHUBAIOTCA KTHOUEBBIE
TEXHO.IOTHH CHHTe3a peud. BKTouas Text-to-Speech u Voice Conversion. OnucaH mpouecc CO3TAHHS
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ro.1ocororo aqundeiika ¢ HCMoMp30BaHHEM cepBHca iMyFone VoxBox. TlpoBeaeH aHamM? METOIOB BHIABICHHA
MoJIeI0K, BKTOYAA oOHmaiiH-cepBHC Deepfake-o-Meter u cmexTpanbHBIi AaHAIMZ avamozanucel. Padota
HAIMPAB.ICHA HA JEMOHCTPALHIO MPOLECCA CO3JAHHA TOJIOCOBOTO IUN(eiika M MCIONBIOBAHHA JOCTYIHBIX
HHCTPYMEHTOB I €10 MOCIEIVIOILEro AHAJIHAA H BO3MOIKHOTO MPUMEHEHHA B KOHTEKCTES JALUMTBI JAHHBIX.
KawueBrsle cnoBa: ro1ocoroit gundeiik. odHapy:keHHe roiocosoro gumndeiika, Text-to-Speech. iMyFone
VoxBox. aHATH3 CIEKTPOTPAMMBL.

METHODOLOGY OF VOICE-DEEPFAKE DETECTION
LS. Deikalo, V.D. Volfovich
Educational Institution “Belarusian State University of Informatics and Radioelectronics”,
Minsk, Belarus

Abstract, With the development of information technology and artificial intelligence. tools for creating voice
deepfakes have emerged. posing a serious threat to information security and trust in audio content. This
technology can be used to manipulate public opinion and mislead. Voice forgeries are actively used in fraudulent
schemes. which creates significant risks for financial organizations. corporate structures and personal data
of users. This paper discusses key speech synthesis technologies. including Text-to-Speech and Voice
Conversion. The process of creating a voice deepfake using the iMyFone VoxBox service is described.
The analysis of methods for detecting fakes. including the online Deepfake-o-Meter service and spectral analysis
of audio recordings. was carried out. The work is aimed at demonstrating the process of creating a voice
deepfake and using available tools for its subsequent analysis and possible application in the context of data
protection.

Keywords: voice deepfake. voice deepfake detection. Text-to-Speech. iMyFone VoxBox. spectrogram analysis.

BBeneHue

CrpemurespHOe  pa3sBUTHE  MH(POPMAUHOHHBIX  TEXHONMOTMH, B  YacTHOCTH
MCKYCCTBEHHOI® MHTEJUIEKTA, OTKPbUIC OOMIMpPHBIA HA0Op HHCTPYMEHTOB MUl CO30aHMSA
ne3HHpopMaMy — OUNQeHK HIIH e CHHTE3 MOIXOMALIEro AJsi MAaHHIYIATOPA MaTepHana B
¢dopMaTe BHUmeO, aymouO WM H300paskeHHA INA pacnpoCTpaHEHUs BbIMBICTA B MaryOHBIX
uexix. B mocnenHee Bpems JaHHYI0 TEXHONOTMIO MCMONB3YIOT AN BBeAEHUA MroAeH
B 3a0JIy>KZI€HHe, TOAPBIBAs PENyTalHK HEeKOre o0bekta. PesyaptatuBHOCTH aundeik-
TEXHOJOTHH W  JajbHEHILIHE MNEePCHeKTHBBl  Pa3sBHTHUS  3aCTABIKOT  OCTEPEraThes
U CTUMYJHPYIOT BbIsiBIeHHe crnocoboB mnpoTuponeiicTBuss. B pmaHHON crathe Oyaer
paccMOTPEH HMEHHO rosiocoBoil mundelik, Tak Kak sABnseTcd Haudonee pacnpocTpaHeHHbIM
B MOLIEHHHYECKHX MAXHHALHAX.

OCHOBHAS YaCTh

Ansa  sayuywero W Oonee rIyOOKOro TMOHUMaHHMA TeMbl, CTOMT O3HAKOMHTBLCS
¢ OCHOBHBIMH METOOAMH pealu3alii JaHHOH TeXHOMOTHH.

IIpeobpasosanue mexcma 6 peuv (Text-to-Speech). JaHHBIH M€TOX OCHOBaH
Ha TEXHOJIOTHAX HCKYCCTBEHHOTO MHTEJUIeKTa, rae TeKcToBasg MH(opMauus npeodpasyercs
B CHHTE3UPOBAHHYIO peyb, UMHTHPYIOLIYIO TOJOC pealbHOre uenobeka. HelpoHHble cetu
U MOAEIH raydokore ody4ueHHs MO3BONIAKT CO3JaBaTh AyAHO3ANHUCH ¢ BBICOKOH CTENEHBI
PEATHCTHYHOCTH, YTO 3aTPYAHAET HX pPa3IHYeHHe OT MOMIMHHBIX. Ha naHHBIH MOMEHT
CYLIECTBYIOT Takue mozenu Text-to-speech, kak VoCo, MelGAN, AdaSpeech, Tacotron 2,
DeepVoice 3, MelNet, GlowTTS [,

IIpeobpasosanue coaoca (Voice Conversion), exmovaa usumaio. Tlpeobpasosanue
roJioca NPEANnoNaraéT H3MEHEHHe XAPAKTEPHCTHK HMCXOOHOrO roioca roOBOPSLIEre TaKUM
obpa3oM, 4ToOB! OH 3ByUas Kak rojoc OPyroro YeaoBeka. ITOT NPoLece TAKKE peannsyeTcs
C MOMOLLBIO aJITOPUTMOB INyO0oKoro o0y4yeHHs W HeHpOHHBIX ceTell, KOTOpble aHANH3UPYIOT
H BOCMPOH3BOOAT YHHKaJbHble OCODEHHOCTH Trojloca, Takue Kak TeMOp, MHTOHALMUA H
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akucHTH. CymecTBYIOT Takue moacny, kak Voice Conversion: Cotatron, Assem, Mcllotron VC,
StarGAN VC, PPG-VC [1].

J1sg ueleld MCCneqOoBaHUM aBTOPAMH OBLT CO3aH SK3EMILISP TOJIOCOBOH MOAJAEIKU
¢ momoweio cepeuca iMyFone. Tlpoucce BkmouUan HCCKOTBKO TOCICIOBATCIBHBIX 3TAIOB,
HAUWHAs C 3aMHCH O0pasLioB PCATLHOTO TOI0Ca M 3aKaHUWBAs TIOIVUCHUCM TOJIOCOBOTO
aundeika.

[locne 3amucu oOpasLOB ronoca ObLIO PEIIEHO JIOMOIHHTENBHO VIVUUIMTD KAUECTBO
BAMMCU TYTEM LIVMOOUMCTKH. ITOT MPOLECC MO3IBOINA CHUZUTh YPOBEHb (JOHOBBIX MOMEX U
MOBBLICHTb UCTKOCTH  3BVKA, UTO OBLIO KPUTHUCCKH BAXKHO AT TIOCICAVIOLICTO
UCTIONb30BAHHS 3aMTHCH B KQUCCTBC HCXOTHBIX JAHHBIX AT CHHTC3a FOJIOCOBOTO AUN(eiika.

IMoayyennas ayauozanuch Obuta 3arpyvikena B cepsuc IMyFone VoxBox. kotopsiit
HCTIONB3YET METOAbl MALIMHHOIO OOVUCHHS A1 CHHTE3a peud. Bbpl10 BBEIEHO TEKCTOBOE
coobmcHue «Mue oueHb msxce1o, nonai ¢ 0¢Oy 1 HYHOawcs € nomowu. Kaxcoas eauta
ROOOEPHCKA SaxCcHa Oas aeHd. Tlepeeecmu  cpeocmea AlOMCHO HG Kapmy win u4epes
KOWLC. LK, HEOOXOAUMBIN JNM PeaTM3aAlMKM SKCOEPUMEHTA, 4 Takke ayauodaill ¢ 3amuchio
ro1oca. Ha ocHOBE MpeaoCTaBNEHHBIX AAHHBIX, CEPBUC UCMOIb3IOBAI AITOPUTMBI, KOTOPBIE
AHANHHPYIOT OCOOCHHOCTH NPOH3HOUICHHS, TCMOp, MHTOHALMW W JAPYTHC MapaMCTpPEI
ro.1oca.

Bbr1a mpoBeaeHa npoBepka CYLUECTBYVIOIMMX CEPBUCOB OOHAPYIKEHHUH MOJAENOK.
IlepeeiM OB paccMOTpeH oHIalH cepBuc Deepfake-o-Meter, koTopweIfl mpeiocTaBmsieT
BO3MOXHOCTb TIPOBSPKH  aviuodaiiia Ha cocTaBIfAmue Jun@eika ¢ TOMOIBK
onpeaenenion moaead. [lo pesvabraram moaenn «RawNet3(2023)» Obina BbiCUMTAHA
NPOLEHTHAas BEPOUTHOCTE B 833 %. uTO 3K3EMILTHP MPEACTABIANCT CHHTE3MPOBAHHYIO
noaenky (puc. 1).

The likelihaod score derived from the method indicales the probability of the input being fake This scare reflecls
the extant to which the input shares characleristics with Ihe real o fake dala labeled in the training sat of the

method as repanted In the original sludy, supported by correlation statisies. However it is important to nole that
this score should nol be considered as providing determinislic result.

Detector Result Details

RawNet3 (2023) B3 3% - View aetail

Upload Anather File Check Submission History

Puc. 1. Pesviransl 1posepku ceppucoM Deepluke-o-Meler
Fig. 1. Results ol the Deeplake-o-Meter service check

BropsiM MeTOgOM ABISETCS CneKTpaIbHbIA aHatms. g nmposepxm Owlia samucaHa
pevb TAKOTO-KE COACPKAHMS HACTOSALIMM UENOBEKOM, TOIOC KOTOPOrO OBLT B3AT 33 OCHOBY
Npy reHepaunu ¢ noMoweo copsuca iIMyFone VoxBox. € nomoweio apyroro ccpeuca Obinu
M3B.ICUCHBI CIICKTPOIPAMMBI YCI0BCUCCKOTO U CUHTC3UPOBAHHOTO MPOMCXOAKICHUS.

Ha puc. 2 u puc. 3 npeacraBIecHsl CIEKTPOrpaMMBI, Ha KOTOPBIX MOXHO HabI101aTh
HEKOTOPBIC CXOKECTH HA HAaYAIBHBIX U KOHEUHBIX cerMeHTax. OTHAKO, CTOUT 3aMETHTh, UTO
B OO0JBWHHCTBC CBOCM CHHTC3HPOBAHHBLIM JK3CMOAP SEBASCTCH OOPC3AHHOW W HCNO.HOH
BCPCHUCH 4C.TOBCUCCKOHM PCUM, XOTh HA BBIXOAC M 3BYUHT 00.ICC ucM npasaonoaotno. Campim
FJIABHBIM HAOMIOJICHHEM SBILICTCS AHOMAIHA B LEHTPAJIBHOM CETMEHTE, KOTOPas ABMACTCA
TIABHBIM JOKA3aTEIBCTBOM pabOTOCMOCOOHOCTH CHEKTPANBHOTO AHATH3A AN BbIIBICHIT
noaacnok. JICno B ToM, UTO CHCKTPOTpaMMa OTOOPAKACT M3MCHCHUC HCTIPCPBIBHOTO avaHO
CHIHAIA BO BPCMCHH [2]. A HANMYUKUC AHOMATBHBIX MYCTOT FIACHT O TOM, 4TO NPUCYTCTBYEOT
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HE3aMeTHbIE [JIS1 4YEJOBEUECKOrO OpraHu3Ma MpepblBaHUA B CHTHANE, YTO MPOTHBOPEUMT
NPHPOIE YETOBEUECKON PEUH.
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Puc. 2. Cnem-porpa\ma PEAIBHOTO TOJIOCOBOTO COQDIUEHHS

Fig, 2. Spectrogram of a real voice messaie
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Puc. 3. CrieKTporpaMMa CHHTE 3HPOBAHHOTO I0.I0COBOTO COOOLICHHA
Fig. 3. Spectrogram of a synthesized voice message
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3aknoveHue

B paMKax HCCJICOOBAHHA ObL1 CHHTC3UPOBAH 3K3CEMIUAP TOIOCOBOro Jmnd)eﬁ}(a
H IMPOBCOCH €ro Cl'IeKTpaJ'IbeIﬁ aHanu3. AHajJM3 MoKasal HalH4yHe BBIPpaKCHHBIX pasnwmﬁ
B HICXOOHOM H CHHTE3HPOBAHHOM PEUYEBOM cl)panvleHTe, YTO MOQXKHO HCNOIB30BATH
B JAJIbHEHALIHX HCCIEAOBAHHAX METOIOB BbIABJISHHS I'OJIQCOBBIX mm(beﬁxos_
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